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FTOCYAAPCTBEHHbIA CTAHIAPT YKPAWUHDI
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FAIHTA HHOOPMALIUH
TEXHUMECKAS 3AILIMTA HHOOPMALIUH
OcHOBHBE NONOXKEHHUSR

JAXUCT tHpOPMAL
TEXHIUHUA 3AXUCT IHOOPMALIY
OcHOBHI NOAOXEHHS
INFORMATION PROTECTION

TECHNICAL PROTECTION OF INFORMATION
Basic principles

dars wecachus 1997 —01~—0]

1 OBNIACTE NPHUMEHEHHA

Hacroswiil cCTAHZAPT YCTAHABAHRACT OOBCKT IAWMTH, UEAL, OCHOBHBIE
GEBIHNIRHHOHHO-TEXHHYCCKHS NONOKCHNE TCXHHHECKOH 3aUNTH HHAOPMAa-
(T3H), nenparoMepHnil JOCTYN K KOTOPOH MOXET HAHCCTH yuepb rpax-
AAHAM, OPraHP3aussM (OPHAHYCCKHM JHIOM) ¥ FocyaapceTRy, a TakXe
KaTeropuy HOPMATHBHKX AokymenTos no T3H,

TpcBoannus CTANAIPTS OHUIATCARHK AA% DPCANDPHATHIT M YUDCKICHIA
scexX popM COBCTECHHOCTH M AOZYHHCHHS, TPAKARH — CYORCKTOR NpeRnPUHN-
MATEABCKOI ACATCABHOCTH, OPriHOE NOCYAIPCTECHHOR BJIACTH, OPraHOB MOCT-
HOTO COMOYMPARACHNS, BONCKOBKIX YIACTCH RCeX BOMHCKMX dopmuposannil,
NPEACTABHTEALCTE YKPaunt 33 pyGexkoM, KOTOPWE BAIACIOT, ROALIVIOTCS H
pacnoprxaoTcs HHDOPMARKEH, MOANCKALUCH TCXHHUECKOI 3aIuTe,

HMananuse oPHUHAILHOT
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2 HOPMATHBHBLIE CChLUIKH

B HacToAwmieM CTAHOAPTC NPHBEACHN COLUIKE Hal CICNYIOIUME JOKYMCHTRI

ACTY 1.0—93 I'ocynapcTRCHEAN CHCTEMA CTAMAAPTHAAUMM YKPAHHK,
OcCHOBRHBIC MOAOXEHS;

JNCTY 1.2—93 lNocyzapcTreHHas CHCTEMA CTARAAPTHIAUHY YKDAUHM
TMopaaok pa3zpaboTky MOCYARPCTBERANX CTANAAPTOB;

ACTY 1.3-93 locymapcTBcHHAS CHCTEMA CTARJAPTHIAUMN YXDAHHH,
Topanox paspaboTxy, BOCTPOCHHS, HANOXKEHNS, OhOPMALHYUS, COrNACOBAMMS,
YTBEPAKICHUR, ODOIHAYECHIH T K PEFHCTPALIHE TEXHHYECKRX YCAOBMIL;

JOCTY 1.4—93 I'ocynapcTBCHHAA CHCTEMA CTARAAPTMIALMH YKPAMHEL
Crauwgapr npeanpuatis. OCHOBHLE NOMOXKCHHA;

JCTY 1.5—93 lNocynapcTreBEas cUCTEM CTAHAAPTHIAUNKE YK PAUKM,
Q6wne TpeSORAMISE K NOCTPOCH IO, MAN0XKCHUID, MPOPMACHKIO H COLEPXRAHMIO
CTAHAAPTOR;

ABH A.1.}~1--=93 CHcrema cTAHAAPTH3AUKI H HOPMILPOBAHHS B CTPO-
HTebeTBe. OCHOBMBLC [TOIOXKCHUR,

BBH A.1,I—2—93 Cucrema CTaHIAPTHIAUNMH 1 HODMUDOBAHNS B CTPO~-
urenpcrse. Mopsaox paspalorku, TpefoBaHHA K NOCTPOCHHIO, HITOKCHIIO M
OBOPMACHHIO HODMATHBHEIX JOKYMEHTOR,

3 OBIME NMNOJOXKEHHUA

3.1 OfGnekroM TEXHMUCCKOR 3aMINTH MBAeTCH MHGOPMALLIA, XOTOPAS
COCTABACT TOCYAIPCTECHHYIO HIH HAYIO NPCAYCMOTPCHAYIO 33 KOHOMATCALCT
pOM YXpanHH Taiiky, KoHduaehnmanpiiag HHQPOPMAnI, RBALWARCY TOCY~
BapcTBCHHOM  CODCTBCHHOCTLIO HANM NEPCAAHMAS ToCYJapcTBY BO BAAJCHHE
NOALIOBARME, PACNOPAN( HHE (Tunee~ uidOpPMALUA ¢ OTPIHHUCHHHIM DOCTY
nom — HUcOL),

3.2 OGwvexr 3auT, wenk 1 3anauu T3Y onpeaensior w ycTananamsaor
JHMUA, KOTOPHC BIaNLIOT, NOAL3IYIOTCR, pacnopaxawrcs McOJl s pamkax npar
M NOIHOMOY A, NPEAOCTABREHKBIX 30KOHAMIT Y KPAHHDLL, NOAZIKOHHEMH AKTA~
MH ¥ HOPMATMEHEIME JOKyMeHTamu no T3U.

3.3 Hocurensmu UcOJ] moryT Sute pisHueckue NoAs, CHIRANK, XUMH-
YecKHE BeuiecTns, obpaayiommecs B apouecce HHGOPMAUMOHKON ACATEABHO-
CTH, MPOM3BOACTRA H JKCANYATAUHM NMPOAYKLMHM PAZIMNHOND HAIHHAYEHHSR
(manee— nuQOPMALMOHHAT BCATEALHOCTE).

3.4 Cpepoit pacnpocrpanenus wocuteaeit McOM| mMoryT Gute aumur
CBR3N, CHIHANHIALMM, YNPABICHHS, FHCPIETHYCCKHC CETH, OKOHEHHOC M PO~
MEXYTOUHOE OJOPYROBAHME, MHKEHEPHAIE KOMMYHHKAUNK M COOPYAXCHHH, OT-
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PAXAIONINE CTPOHTCABHEIC KORCTPYRIMH, 3 TAKXKE CRCTONPOHNLAEMEIC JnC-
MCHTH 312HUI 3t COOPYKCHHI (NPOCMEL) , BO3RYILHAA, BORHAR B APYTHC CPCIL,
nousa, PacTHTEABLHOCTL H 1. 0.

3.5 Yreuxa wan mapymesne geaocrnoets MeO (iexaxenne, moaudn-
- XAUARA, PAPYILCHRE, YHHUTOXKCHUE) MOTYT NPOMIDATIC B PEIYARTITE Peinuia-
an yrpos Besonacnocrn #HudopMatut (2anee-—yrpo3a).

3.6 Ueanio T3M smagercs npemoTapaMmiCHIE YTCUKIL HAM HAPYLICHUS
uenoctoctd McOZl,

3.7 Uenas T3U moxeT GRTE Z0CTHIHYTA NOCTPOCHHEM CHCTCMAL 3RMTH
RHDOPMALKH, XOTOPAK NPCACTABARCT Co00M OPraHH3OBAKHYIO COBOKYTIHOCTS
MeTonos u cpeacre obecneuchng T3,

TexHuuecxkas 3amuTa HHDOPMAUMH OCY WCCTRAALCTCA NOITANHO!

1 3Tan — ONPCAGACHUE M 3HANHS YTPO3;

2 aran — paspaborKi CHETEML 3UHTH HHGDOPMALIIN;

3 sran — peaanaaums MAIKA 3awnTs nHbOPMaipaN;

4 o1an — KOHTPeAb DYXKROHIHDOBAHMA H YNPABACHIC CHCTEMOM 33min-
TH HHPOPMItLIL.

4 TIOCTPOEHUWE CHCTEMB! 3AULUTH HHOOPMALIUH
4.1 OnpeaenerHne W aHATHI Yrpo3

4.1.1 Ha nepmom vane HeolXxoauMoO OCYIUCCTBHTBL UHANWI OFBEKTOB
3WHTH, CHTYAUHOHHOTO [N, YCA0RNIT PYHKIEHOHHPOBIHHR NPCIMTPHATIN,
YUPCKACHUR, OPraHn3aLting, OUCHITL BCPOSTHOCTL NPOABACHHA YTPO3 H OXHK-
gacsmil yuepl OT X peanHaaumH, NOANOTORHTH HCXOAKEE AAKHEIC 19 ROCTPO-

M YaCTHOR MOJCH YTPO3.

4.1.2 Hcrounnkamss yrpo3d mMoxer GuiTh JCHTCALHOCTS MHOCTPIHHLX
PA3BCACK, 8 TAKXKC NPCANAMCDEHHLC HIH HENPEAHAMCPCHREIE ACHCTRUY IOPH-
ABMCCKHX H d)llélll‘lCCKlIX AKRY,

4,1.3 ¥rpo3nt MOryT OCYIICCTRARTLON]

= 110 TEXHHUMCCKMM KAHAAM, BITHOMAIOWNM KIHAAK NOBOUNLIX 218K T-
POMAFHUTHRX MIAYUCHHI H HABOZOK, AKYCTHUCCKHC, OATHUCCKIE, paayo-,
PAAHOTEXHUUCCKHE, XHMUHUCKEC M APYIHE KIHMAH]

— N0 KIHANAM COCUMAIBHOM BO3ACHCTBHA NyTCM $IOPMHPOBARNA NG~
JAedt HCHPHNIOR B UEGARX PAIPYIWICHHA CHCTCMBL 3GUNTH WA HADYIICHKHS eno-
CTHOCTYH BIHDOPMALIM;

= HCCAHKUHOHHPOBIHHBIM AOCTY OM NYTCM NOAKMOHCHUSN K ABNAPATY -
PC H AMHMSM CBA3H, MACKHPOBKH NOJ 3APCTHCTPHPL JHHOTO NOAb3CBATENM,
APCOAOACHHS MUR IAMMTH A9 HCNOAB3OBAHNA HHPOPMALMH WAK HABA3RDBA-
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HKA NOXHON HHDOPMALKH, NPHMCHCHHA 3aKNAAHMX YCTPOHCTE M NporpamMm,
BUCAPCHIN KOMTLIOTEPHBIX BIPYCOD,

4.1.4 Onucapne yrpos 1 CXCMaTHYCCKOE NPEACTARTEHME MY TEH X Ocy-
IMECTRACHHS COCTARIAIOT YACTHY IO MOACAL YrpPo3,

4.2 Paspaborxa cncTeMm 2atnrol mishopmMaunn

4.2.1 Ha nTopoM srane creayer ocywecTruTs paspaborky mnava T3,
BICTIOUAIOILCTO OPIAMUIALFOHHBIC, NCPEHUHBIC TEXHHUCCKIC H OCHOBHAIC TCX-
Huueckne mepnt 3anrTet UcOJl, onpeasants 30M1W Seaonacuocti HiOpMaLHis.

OpranM3auHOHHKIC MCPH DERTAMECHTHDYIOT NOPRIOK HHbOPMALIMOHHOH
BERTEABHOCTH € YUeToM HOpM it Tpebosanssi no T3U ans scex nepuonos xmna-
HOHIIOTO LUHKAD OOBCKTA 3aTNTH.

TlepBuuBEe TEXHHUUCCKHE MCDR! TIPEIYCMATPHBAIOT 3RUTY MHGOpMA-
unn Gaokuposaryesm yrpos 6e3 ncnars3opanug cpeacts T3H,

OCHORHEIC TEXUHUCCKHE MCDE NTIPEAYCMATPHRBIIOT 3aMIHTY MrGOpMALnK
€ HCHOAB3OBAHIEM CpeacTs obecnevermn T3,

4.2.2 ILha TexHMUecKkoi 30UBiTh MHGOPMALMIL CAERYCT NPHMCHATD CRO-
co0 CKPRTHE W CnOcol TEXHHHECKON 2¢3HHDOPMALI,

4.2,3 Mepat 3amiTal HEBOPMALNH J01KHK:

— OWTH AICKBATHIA YIPO3aM;

— Otk paspaoTaHsl ¢ yUCTOM BOZMOXEON Yuicpda o7 HX PeAnH3RUHH
4 CTORMOCTH 3RUUUTHLIX MEP M BHOCHMKX 1M OTPAHHUCHMI

— ofccneuseits 33anny 10 SQDCKTHEROCTS 3auuTid ibopmanisit Ha
YCTAHOBACHHOM YPOBHC B TCHCHHC BPEMCHH OFPAHHUEHHS JOCTYNA K HEH MAM
BOIMOMHOCTH OCYLICCTRACHHS YTpoOi.

4.2.4 YposeHb 3a1nTH srGOPMALNNA ONPCICASCTCR CHCTEMOMN KONHALL-
CTBCHHLIX M KAMECTBEHHE™ NOKA3aTee, O0CCNeuHBAIOILMSX PCIGCHIE 3Aa,
samMTH HEQOPMALLHH 1A OCHORE HOpM W Tpeborinnit T3H.

4.2.5 Muniamanbio neobxoanmmil yposcHs 320t nadopMaun obec~
HEMMBACTCH OFPAHKUBTEALHAMY it PPATMCHTAPRBIMY MCDAMH NIPOTHBOALHCT-
BuA Raubonec ONACHOR yrpose.

MNosniwckue yPposHS 3AMTH HHPOPMAUMH OCTHISCTCH HAPAUNAAHM~-
€M TCXHHMECKHMX MEP TIPOTHADICHCTENS MHOXKCCTBY YTPO3.

4.2.6 [Mopanok pacueTa ¥ HECTPYMCHTATLHOM onpeacacHns 308 Be3-
onacrocTM rdopMatmy, peammsauisn Mep T3U, pacuera addexTranocTh 3a-
WHTH M TIOPKIOK ATTCCTALUMM TEXHMUECKUX cpeacTs ofecnevcuns nudopma-
HHOHHOIT ACKTENLNOCTR, PABOUHX MECT (NOMCINCHKIA) YCTAHABAHBAKTCE HOP-
MATHBHBIMH noxyMcHTamu mo T3H.,
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4.3 Peanniauns naasa 3amutsl nHOOpMaLuu

4.3.1 Ha rperhem 2Tane chcayeT PeanHIOBATE OPraHHIAUNOHHEE, NCp-
BHUHKE TEXHUYCCKHE M OCHOBMEIC TeY HHMCCKHE Meph 3auinT UcQll, ycrano-
BHTh Heobxoanmue 3oun SezonacHorTin MEBOPMAUMH, FIPOBECTH ATTECTAUMNIO
TeXHHYECKHX cpeacTs obecneucHits HHOPMIUHONHON ACATEARNOCTH, pabounx

*CT (MOMEIEHKIY) HA cOOTBETCTBIE TPebosaungMm no He3onackocTn HHdopma-
MM,

4.3.2 Texunueckas saumta nndopmaunn ofecnevysRIeTes NPIHMCHEHH-
€M 3AMMICHHEX BPOrPAMM H TEXHHYECKHX cpeacts oficcnencHus uhdopma-
IBOHHOM ACATCABHOCTH, MPOrPAMMHEIX H TEXHHMCCKHX CPCOCTD JQIMHTH HH-
dopmaumy (aanee — cpeacrea T3N) ncpeacTn xouTpoad, HMEKWHUX cepTidn-
KaT COOTRCTCTEMS TRCOORAHMAM HOPMATHRHHX JOKYMCHTOR NO TEXHUMECKON
sawure cncremal YKpCETIPO s paspeenne Ha Hx HCNGALIOBAHKS OPraua,
ynoanomowcHHoroe Xaburerom Mukucrpos Yrpantnl, 3 Takxe NPIHMEHEHHEM
CEUMIALHMX HHKCHEPHO-TCXHITUCCKMX COOPYXCHHIT, CPEICTB M cHeTeM (i~
nee— cpeactaa obecncucuna TIH),

4,33 Cpcactea T3M moryT Gy X OHOHKPOBATE ABTOHOMHO W CORME-
CTHOC TCXHMUECK HMH CPCACTRAMH OGCCICUCHIt HHPOPMALMOHHON ACHTCALHO-
CTH 8 BHAC CAMOCTONTOABHLIX YCTPOIHCTR KA BCTPOCHHBIX 3 HIX COCTARHLIX
ANEMEHTOB.

4.3.4 Cocras cpeacts cfecncucans T3U, nepevcHs HX DOCTARILNKOS, 3
TAKXKE YCAYT NO YCTAHOBKE, MOKTAXY, HATALKE 1 00CAY XHRANIO onpcaean-
JOTCR AMLAME, KOTOPRIC BAIACIOT, NOABIYIOTCE 1 pacnopsxsiores HcOl camo-
CTONTCARHO HAW O PpexoMchaansm cneunaancros no T3H » coorserersnuc
HOPMATHBHLIMMH AoXyMenTaMH No T3U.

4.1.5 MTpenocranacune yeayr no TIU, arrectanino K cepiichoe obeay-

samne cpeacrs ofecncuenns T3W moryT oCymticCraasTh OPHAHUCCKHE M
DUINMCCKNC ARLD, HMCHMLME NHECHANK! K DPABO NPORCACHHA DTHX pabot,
SEARHHY W OPraHoM, YOOAROMOMeHENIM KaGuneroM Munuctpos Ykpainu,

4.4 KovTpoas GyHxuHoHHPOBAHKA 1 YAPIBACHHE CHCTEMUM JMUHTH
HuhOpMaLUMH

4.4,]1 Ha uerncprom rand cagayer nposcctH 413 GyHKUHOHHDORa-
MMl CHCTCMI 3MUNTH usdopMauny, nponcpky Bunonnesny mep T3H, xour-
pont XPBCKTHBHOCTH 3AUHTH, ROAMOTOBHTS H BHOATE HCXOOHAC JAHHBC 1S
YAPARACHUS CHCTUMOM 33 WTH HHopMILLIK.

4,42 Yopasachne cHceTemoil samutel mudopManug 3axmovactca B
apanraunu Mep T3H x rexymeit 3anave 3awmrs Hudopmauu.

Mo dakTam H3MEHIHUA YCROBNIT OCYIUCCTBACHK . HAM BHABACHUA HOBHX
yrpo3 mepnl T3W peannsyiores 8 kparuaitunii cpok.
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4.4.3 B cayuse ReoOXORAMOCTY NOBHITEHUR YPOBHS A IHTH HOOPMa~-
UMM HEOBXOZUMO BHNOAHUTY pAGOTH, npeaycmorpeHnne 1, 2 u 3 sranama
NOCTPOCHR CUCTCMB 3UIMTH BEGOPMAIIHNK,

4.4.4 [TopsKox NpOREIEHI A TPORCPOK M KOHTPOASN hEXTHRHOCTY 3a-
T ¥eOPMA GHA YCTAHAUNRBALTY T HOPMATHBHLIMM JOXyMeRTamu no T3H.

5 HOPMATHEBHDBIE JIOKYMEHTDI 1O T31

.1 Hopratuerwe pokyMenta pa3palatuimaorca B Xone nporeacHns
KOMILICKCA pafoT NG CTANAARTHAAUKY H HOpMupoBavyio s obractn T3U.

5.2 HopMaTHRHLIE NOKYMEHTEL BOKHBL ofecneynsars:

— NPOBCACHMS EHBOH TEXHHYECKOR NOAHTHKH]

— COBRAMIIE ¥ DAZENTHE CAMHON TEPMAHMIOIHMLCKOR CHCTEMDE]

— QY HKUKOWHPOSARME MEOTOYPOBHEBRX CUCTEM 3AMUTH HHGODMATIHK
HA OCHOBE B3AUMOYBAIAHHLX NOKOMEHUR, NDPABLT, METOIHK, TpeGORaHu H
HOpM;

— GYHKUHOHNMPOBARME CHLTEM CEPTHOHEILAY, IMUCHINPOBAHAS H aT-
TECTAUMH COrNGCHO 1peSoranium Ge3onacHocTy HEOpManuu;

— passnTee chepn yeryr s obaacta T3N;

— YCTUHOMACHUC NOPSAKA PaapadoTku, NPCHIBOACTBA, IKCILAYATARHA
cpeacts obecneucHns TIH,; )

— OPriIAHAAUHIO NPOEKTHPOBRHMA CTPOMTEALHEX PAGOT B wacTH obec-
negenid T3, ’

~—- ACAIMTOBKY ¥ NEPENOATOTORKY Kaapos B cucteme T3H,

5.3 Hopmaryerpte goxyMenTs 1o T3U noapasaensa0res Ha;

-~ HOPMATHBHNWE HOKYMERTH NO Crangapriusanumn s ofaactit TIH;

- POCYHAPCTECHHAE CTANIAPTE KN NPUPABHCHEWE K HHM HOPMATH
HAE JCRYMCHTI,

— HOPMATHAKHE AKTH MEXBCAOMCTECHHOM 3HAUCRUL, DUTHCTDHpPYC-
MBIC & MunyeTeperee 1oCTHUME YKPAUHED

— HOP'M.’:ITHBHHC ,"OKyMCHTH MCEBCADMCTBCHHOTO 3HANEHEA TEXHHYEC~
KOI0 XaDaKTeps, PErUCTPRNPYSMHS OPraHOM, YMOAHOMOMEnENM KaSuHcrom
MnusicTprs YEpauns;

— HOPMATHBULIE TOKYMEHTH BEIOMCTAEHHONO JHAUSHUY OPTANOS ToLy-
JAPCTAECHACH BAACTH M OPIEHOB MUCTHONO CAMOYRPAKACHUA,

5.4 Hopszok npobeaenss palor No CTAAAPTHIANMH H HOPMHDORANI0
& obracru T3U ycranasmusaercs JCTY 1.0, ABH A.l1.1—1, aoxymenTamn
cucremn T3U.
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5.5 INopanox pa3paborknu, odopMaCHHS, COTAACOBAHMY, YTBCPAICHUS,
PECHCTPALLMY, HITAHM, BHCADCHHS, NPOSCPKU, NCPCCHMOTPN, HAMIHCHUS M OT-
MCHH HODMATHBHBIX JOKYMEHTOB ycTarasmueaerca QCTY 1.2, LCTY 1.3,
OCTY 1.4, ACTY L.5, IBH A. 1.1—2, nokysentamu cuciemnl T3H,
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