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HAUIOHANBHUN BCTYN

Lieit ctaHOapT € ToToXHUN nepexnag ISO/IEC 11770-1:1996 Information technology — Security
techniques — Key management — Part 1. Framework (IHdopmauinHi Texsonorii. Metoan saxucty. Kepy-
BaHHA KntoYyamu. HactuHa 1. 3aransHi NonoXeHHs ).

TexHi4HKA KoMiTeT, BignosidanbHuil 3a el cTaHgapT 8 Ykpaini, — TK 105 «baHkiscbki Ta diHaHcoBI
cUcTeMu i TexHomor,

CraHgapT MICTUTL BUMOTU, AKI BiANOBIAAI0TL YNHHOMY 3aKOHOAABCTBY YKpaiHut.

[lo cTaHpapTy BHECEHO Taki peaaxkuiiHi 3aMiHu;

— cnoBa «uUs yactuHa ISO/IEC 11770», «uedlt 4OKYMEHT» 3aMiHeHO Ha «Uewn cTaHaapT»,

— CTDYKTYPRI eneMerTyt cTaHdapty: « TUTYNbHWI apkyw», «lepegmosy», «HauioHanbHWR BCTYM»,
«repuly CTOpiHKy», « TepMinu Ta BU3HadeHHA NoHATLy | «Bibniorpadivni gaHi» — odopmneHo 8ignosigHo
00 BUMOT KOMMNNeKcy cTaHAapTiB «HauioHansHa cTaHgapTM3auiay;

— y posginax «HopmatusHi nocunadHs» Ta «bibniorpadina» HasegeHo «HauioHanbHe NOACHEHHAY,
BUAINEHe B TEKCTI paMKow;

— fo nigpo3ainy 3.2 gonydYyeHo «HauioHansHy NpuUMITKy», BUAINEHY B TEKCTI paMKoLo.

Hopatkn A, B, C, I — iHdopmaTusHi.

Konii 4okyMeHTIB, Ha aki € NoCMNaKRHA B TEKCTI Us0ro cTaHaapTy, MOXHa 3amMoBuUTY B [oNosHOMY
thoHAi HopMaTUBHUX JOKYMEHTIB.
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HALIIOHATIbHUW CTAHOAPT YKPATHU

IHOOPMALIAHI TEXHONO!
METOOU 3AXUCTY. KEPYBAHHA KITKOMAMU

YactHa 1. 3aranktHi NoNoxeHHA

UHOOPMALIMOHHBIE TEXHONOMN
METO/bl SAWLNTBLI. YITPABNEHWE KIMKOYHAMA

YacTb 1. OCHOBHbIE NONOXeHUsA

INFORMATION TECHNOLOGY
SECURITY TECHNIQUES. KEY MANAGEMENT

Part 1. Framework

YuHuun sig 2010-06-01

1 COEPA 3ACTOCYBAHHA

Lien ctanpapT:

1) YCTAHOBMIOE METY KepYBaHHA KNo4amu,

2) onucye 3aranbHy MOAEMb KepyBaHHs KNoYamu, Aka € OCHOBOIO A5 MeXaHi3MiB KepyBaHHs Kntodamu;

3) BU3HaYaE OCHOBHI MOHATTS LIOAO0 KepyBaHHs KnoYamu, 3araneHi 4MnA BCiX YacTuH craHaapTy,

4) BU3HAYaE NOCNYIK KEPYBAHHA KOHaMu;

5) ycTaHOBM0E BNACTUBOCTI MEXaHIi3MIB KepyBaHHS Krtoyamu;

6) B1CYBaE BUMOTU LIOAO KEPYBAHHA KITHOUOBUMU AaHUMU APOTArOM TXHBOIO XUTTEBOFO LUKMY;

7) ONMUCYE CXEMY KEePYBAHHS KMIOYOBUMU AaHUMU NPOTATOM (XHBEOrQ XUTTEBOTO LMKNY.

Llel cTargapT Bu3Hadae 3ararnbHy MoAerb KepyBaHHS KMo4amu, HezanexHy Big BukopuctaHHsa Byas-
AKOro OKpeMoro kpuntorpadiynoro anroputMy. OaHak nesHi MexaHiaMu po3noginenHa Knouis MoxyTe 3ane-
Xartv BiA OKPEMUX B1aCTUBOCTEN anropuTMis, Hanpuknag Bia BNacTMBOCTEN aCUMETPUYHUX anropuTMis.

OKpeMi MexaHiamMu KepyBaHHs\ KNoMaMnu pO3TMAHYTO B IHWNX YacTuHax ctargapTy 1ISO/IEC 11770. Cu-
MeTPpUYHI MexaHiamu posrnanyTo B ISO/IEC 11770-2. ACUMETPUYKI MexaHiamn poarnsiHyTo B ISO/IEC 11770-3.
Llet cTaHOapT € OCHOBOMOMOXHAM AN 3a3Ha4YeHuX Bulle cTaHaapTis. Ipuknagun BUKOPUCTaHHA MexXaHisMiB
KepysaHHsa Krovammn mMicTaTe craHgapTi SO 8732 ta (SO 11166, SKWo ANA KepyBaHHS| KrtodaMmu notpidHa
HEecnpocToBHICTL, Tpeba BukopUcToBYBaTK cTandapTv ISO/IEC 13888.

Y UbOMY CTaHaapTi pO3fMAHYTO AK aBTOMAaTU30BaHI, Tak | HeaBTOMaTU30BaHKi aCnekTu KepyBaHHA KIito-
yamul, B TOMY YUCHI CTPYKTYPW eneMeHTI8 gasux i nocnigosHocTi onepallin, Akl BUKOPUCTOBYIOTL ANA OTPU-
MaHHs Nocnyr KepysaxHs kriodaMu. OgHak getani npoTokony oBMiry, siki MOXYTb 3HafoBuUTUCs, UMM cTaH-
0apToM He BU3HaYeHo.

Ax iy sunagry iHWKX nocnyr woao Geanexuy. KepyBaHHa kniiodamy Moxe 3abeanedyBaTucsa Tinbk 8 KOH-
TEKCTI BU3HAYEHOT NoNITUKN Beanek. O3HayeHHs NoniTuky 6e3nekn He HanexuTs 4O cpept 3acTocyBaHHA
{e0ro CTAaHAAPTY.

BupanHa oginivse



LCTY ISONEC 11770-1:2009

2HOPMATUBHI NOCUNAHHA

HaseneHi Hkie HOPMATUBHI AOKYMEHTU MICTSATL NONOXEHHSA, KK 4epe3 MOCUNaHHA B UbOMY TEKCTi cTa-
HOBMATL NONOXEHHA UbOTo cTaH4apTy. Ha yac onybrikyBaHHA LUbOro cTaHAaapTy 3asHader! HopMaTtueH! 4o-
KYMEHTU Bynit YNHHUMU, YCI HOPMaTUBHI AOKYMEHTY NIANAratoTs nepernsagy, { yvacHukam yrog, 6asosarux
Ha UbOMYy CTanAapTi, HeoBXiaHO BU3HAYUTU MOXIMBICTL 3aCTOCYBaHHA HEWHOBIWIMX BU4EHb HODMaTUBHUX
AOKYMEHTIB, HaBeaeHux rukde. Unerun IEC T1a ISO 8nopaakosyoTs KaTanor YUHHUX MKHapoAHUX CTax-
aapis.

I1ISO 7498-2:1989 Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture

ISO/IEC 9798-1:1991 Information technology — Security techniques — Entity authentfication mechanisms —
Part 1: General model

ISO 10181-1:1996 Information Technology — Open Systems Interconnection — Security frameworks for
open systems: Overview.

HALIIOHATNBHE NMOACHEHHA

SO 7498-2:1989 Cuctemut o6pobneHHs iHdopmMauii. Bsaemopgis BigkpnTux cictem. bazosa etanoxHa
Mofdenb. HactnHa 2. ApxiTektypa Beanekn

ISO/IEC 9798-1:1981 IHdopmauivini TexHonoril. Metogu 3axucty. Mexarisamu asTeHTUdiKyBaHHA
o6'exTiB. YactuHa 1. 3aranbHa Monens

SO 10181-1:1996 IHdopmaLinHi TexHonorii. Baemogis Binkputiix cuctem. Cxemu Beanexn 4ns sigkpu-
Tnx cuctem. Ornag.

3 TEPMIHA TA BU3HAYEHHA MOHATHL

HaseaeHi HxYe TepMiHM BXXUTO 3rigHo 3 BU3HaYEHHAMU, HasedeHumu 8 ISO 7498-2:
uyinicHicTe panux (data integrity);

aBTeHTUcbikauia gpxepena ganux (data origin authentication);

yudbposun nignuc (digital signature).

Hagenexi HUXK4Ye TepMiHn BXUTO 3rigHO 3 BU3HAYEHHAMU, HasegeHUMU B SO 9798-1;
aBTeHTUdikalia o6’ekTa (entity authentication).

HaseneH! HUxX4Ye TepMiHM BXUTO 3rigHO 3 BU3HaYeHHAMU, HasedeHumu 8 ISO/IEC 10181-1:
noBHOBaXHUN 3 Beaneku (security authority);

DoMeH Besneku (security domain);

TpeTAa gosipya ctopoHa (TTP) (trusted third party (TTP)).

Y UbOMY CTaHAaPTI BXUATO Taki TEPMiHK T2 BU3HAYEHHA NO3HAYEHUX HUMWU NOHATL.

3.1 acumeTpUdYHUI KpunTorpadiyHuin Metoa (asymmetric cryptographic technique)

KpunTtorpadi4Hnit MeToq, AKUIA BUKOPUCTOBYE ABa BIGEMO3B'A38HI NepeTBOPEHHS: BiAKpUTe (3 BUKOpU-
CTaHHAM BiAKPUTOrO KMtoYa) | cexpeTHe (3 BUKOPUCTaHHAM 0COBUCTOro KiioYa); Ui NepeTBOPEeHH:A MatoTh Taky
BMacTUsicTb, WO 3a HadaHWM BIAKPUTUM NepeTBOPEHHAM He MOXHa B pe3yrbTaTti obuncrerb BUBECTY Cek-
peTHe NepeTBOpPeHHs

3.2 noBHoBaxHa opraHisauin 3 ceptudpikysanus (CA) (certification authority) (CA)
LieHTp, KoMy A0BIpeHO hopMyBaTH | NpU3HaYaTn cepTudikaTi BiaxpuTux Kntodis; CA Moxe hopmysaTi
i Npu3HavaTK Kniodi 06'extam (HeobOB'AIKORBO).

HauioranbHa npumiTka
B Ykpaliki N0gHoBaXHOW opraHizauieto 3 cepTudikyBarHa € LleHTp cepTudikyBaxHa kniovis, 3acsindysansHnn uentp, UenTpans-
HA# 3aceigvyBanbHuk opras

3.3 pozwmndposyBarHa (decipherment)
ObepHeHHs BIANOBIAHCOIO NEPETBORY 3aLUNPPOBYBaHHS

3.4 zawmdposysanHa (encipherment)
(3B0DOTHE) NepeTBOPEeHHA AaHUX 3a [4oNOMOroi0 KpUNTorpadiyHoro anropuTMy AnA OAepXaHHs twinppo-
TEKCTY, TOBTO ANA NPUXoBYBaHHS IHDOPMAaLINHOro 3MICTY AaHNX
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3.5 xntou (key)

MocnigoBHICTL KOLIB, siKa Kepye BUKOHEHHAM KpunTorpadiyHoro nepetsopeHHs (Hanpuknag, sawudpo-
BYBaHHA. po3WndpoBYBaHHA, 0BYUCHEHHS KpunTorpadidHo( nepesipkosol dyHkyl, hopmyBaHHa nignucy abo
Bepudikauis Uuboro nignucy)

3.6 yaropxeHHAa kKmouis (key agreement)
[Mpouec ycTaHoBROBaHHA CNINSHOTO TAEMHOTO Ktoda MK o8'ekTaMut Tak, Lo XOAEH 3 HUX He MOXe
nonepeaHbO BU3HAUUTY 3HAYEHHS LUbOro Kroda

3.7 nipTBepaXeHHs kniova (key confirmation)
3acsigueHHs ogHoMy i3 0B'exTiB, WO IHWWUA igeHTUdIKoBaHMI 06’ eKT BONoAiE NpasubHUM KNoHem

3.8 koHTpoONb KNw4a (key control)
CripoMoxHIicTs BUBpaTu kKoY abo NapaMmeTpu, BUKOPUCTOBYBaHI AN ODUMCNEHHS KIova

3.9 ueHTp posnoainenHn knrouis (LUPK) (key distribution center) (KDC)
O6'ekT, AKOMY A08IperO reHepyBaHHA (abo NpuabaHHaA) | po3rogineHsHs knto4is 06'eKTaM, KOXKeH 3 AKX
Mae Kr40oBUN B3aEMO38'A30K i3 LPK

3.10 kntovoBi faaHi (key material)
DaHi (a came: kmoui, 3RadeHHs And iKiuianisauyl), NoTpibHi ANaA BCTaHOBMEHHA | NIATPUMYBaHHA KpUnN-
TOrpadi4Horo KMoYoBoro B3aeMo3B'A3KY

3.11 kepyBaHHsa knrovamu (key management)

ALMIRICTPYBaKHS | BUKOPUCTaHHSA reHepyBaHHs, PeeCcTpyBaHHA, cepTudikyBaHHaA, ckacysaHHs, posno-
OinerHn, iHcTanoBaHHA, 3bepiraHHs, apxisyBaHHA, BIAKNNKaHHA, BUBeeHHS | 3HULLEHHSA KMY0BUX AaHNX
BignosigHoO Ao noniTuk Geaneku

3.12 ueHTp nepepnasaHHa kntovis (LUNK) (key translation center) (KTC)
OB6'exT, SKOMY A0BIPEHO NepeaBaHHa KoYiB MK 00’ eKTaMu, KOXKEH 3 AKX Mae KNoYoBNi B3aeMo-
38'Azok i3 UMK

3.13 ocobucTunl knwou (private key)
K4 napu acuMeTpUYHUX Kitodis 06'ekTa, AKUA NOBUHEH BUKOPUCTOBYBATU TiMNbKA el o6 exT.

Mpumitka. OcobucTuit kntoY 3a3BUHEN HE NOBUHEH POIKPUBATHCA.

3.14 sigkpuTnuin knrou (public key)
Kiou napu acuMeTpudHUX Krtodis 0b'exTa, sSxunil Moxe ByTu 3aranbHOAO0CTYNHWUA

3.15 cepTudikaT BigkpuToro knwoua (public key certificate)
iHhopMaLig Wo4o BIOKPUTOro KMtoda 06'ekTa, NiANNcaHa NOBHOBAXHOK OpraHisauieto 3 cepTudikyBaHHs,
BHACIIAOK 4Oro BoHa cTae HenigpobHolo

3.16 indpopMalnis WoA0 BigKpUTOTO KNtova (public key information)

MesHa iHdgopMaLlis okpemoro of’ekTa, gKka MICTUTL LOHaNMeHLe PO3pPi3HioBaneHUA iaeHTudikaTtop
06’'eKTa | LWOHaNMeHLLIe 0ANH HOTO BIAKPUTUAIA KMoy, Moxe ByTu AonoBHEHa iHLWOoW iHgopMaUies Woao no-
BHOB&XHO( opranisauli 3 cepTudikysaHHa, of'ekTa | BIAKPUTOro KMoHa, ikl MicTUTbCA B iHdopmauii Wwoao
BIAKDWUTOrO KMH0Ya, a came: CTPOK YUHHOCTI BIAKPUTOro KNioya, CTPOK YMHHOCTI BiAnoBiAHOro 0CoBUCTOro Krio-
Ya abo iaenTMdIKaTop 3aCcTOCOBAHOTO arropuTMy

3.17 Bunapkoge 4ucno (random number)
3MiHOBaHWA 3 YaCOM NapaMeTp, 3HAYEHHSA AKOTO HE MOXHa nependaqunTi

3.18 TaeMHun KnNroM (secref key)
Kiou, sKWIA BUKOPUCTOBYE Y CUMETPUMHUX KpunTorpadivHux MeToaax TiNbKu Hanepes su3Haqera MHo-
HWHa 08'exTis

319 nopApnkoBUN HOoMep (sequence number)
3MiHI0BaHWIA 3 YacoM NapamMeTn, 3Ha4YeHHA AKOro BUBUpPaTs 13 BU3HayeHo! NociA0BHOCTI, AKMA He
NOBTOPIOETLCA NPOTATOM 1EBHOIO Nepiody vacy
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3.20 cumMeTpUYHUA kpunTorpadivHui mevog (symmetric cryptographic technique)

KpuntorpadiHnia MeTod, SKuii BUKOPUCTOBYE OQHAKOBUA TaEMHUIA KW ANA NEPETBOPEHHS AaHUX AK
BIANPAEBHNKA, Ta< ! odepxXyBada be3 3HaHHA TAaeMHOro Kioya He MOXHa B pesynbTaTi obuncneHs B1ueecTu
NepeTBOPEHHA LaHUX HI BIONPaBHWKA, HI O4epKysada

3.21 nosHaka 4acy ({ime stamp)
3MIHIOBaRVIA 3 Yacom NapameTp, AKUA BIAMIYEE MOMEHT Hacy WOAO 3aransHONPUIAHATOro eTaroHy Yacy

3.22 aminroBaHNA 3 YacoM napaMmeTp (time varrant parameter)
Opunkunusa gaHux, aky Bukopuctosye o6 ekT ons sepudikyBarHs HENOBTOPKBAHOCTI NOBIAOMMEHHSA,
a caMe BWNaAKoBe 4ICo, HOMEp 13 NOCMIA0BHOCT! abo 1o3Haka Yacy

4 3AFANbH! MTONOXEHHA NPO KEPYBAHHA KIMKOYAMA

KepyBaHHaA knodamu — Ue aaMIHICTPYBaHHA Ta BUKODUCTaHHS NOCHYT WOAC reHepyBaHHsa, peecTpysat-
HA, CEpPTUDIKYBAHHSA, CKacyBaHHA, pO3NOAINEHHSA, IHCTANOBaHHA, 36epiraHHn, apxIByBaHHS, BIAKNUKaHHS, B-
BEEHHSA Ta 3HULIEHHS KMIOYOBUX JaHnX

MeTolo <epysaHHsa Kntodamu € GeanedHe aaMiHICTPYBaHHS Ta BUKOPUCTAHHA 3a3HadeHnx nocnyr wogo
KEPYBaHHA KNoYaMyl | TOMY 3aXUCT KMIOUIB € HAA3BAYANHO BaXIUBUM

Mpoueaypu KepyBaHHA KMoYaMu 3anexars Bifl OCHOBHMX KpUnTorpaddHUX MexaHI3mi, nepeabadysa-
HOTO BUKOPWCTaHHSA KNtoYa Ta YMHHOY NoMITUKYM Geanekin KepyBaHHA KNIOYamMu OXONIOE TAKOX dyHKLIL, BU-
KOHYBaHI B KprnTorpadid4Homy obnagHaHHI.

4.1 3axucr knovis

Kritour € xpuTrdHo YacTuHow ByAb-fKol CUCTEMU 3aXUCTY, OCHOBAHOI Ha KpuntorpadiuHnux Mmetodax
HanexHui 3axucT KNIOYIB 3aM1eXUTh B HA3KU YUHHWKIB, @ came TUMY NPOrpamMHoro 3acTOCYHKY, AN SKOro
BUKOPUCTOBYIOTS KIIOYI, 3arpo3, 3 AKUMU BOHW CTUKAIOTLCA, PI3HUX CTaHIB, Y AKMX MOXYTb nepedysaTn Ko
ToWo [ONOBHUM YMHOM KoYl MatoTh BYTK 3axuLIeH! BI4 DO3KPUTTS, MoaMdIKYBaHHS, 3HULLEHHS | NO8TOP-
HOrO BUKOPUCTaHHA (3anexHo Bid kpuntorpadiuHnx metoais) Mpuknagn MOXIMBUX 3arpos KodaMm HaBedeHi
B AoAaTtky A HYUHHICTL kritoua mae ByTu obMexeHa HacoM | KIbKICTIO BUKopucTanb Lii obMexerHs Bu3Ha-
YalTECA YacoM | KIIbKICTIO AaHuX, NMoTPIBHUX ANSA NpoBedeHHA aTakk 3 pO3KPUTTA KMoYa, Ta cTparterivyHown
LUHHICTIO 3aXULLeHO! IHopmaLill NpOoTAroM Yacy Krmwoul, BUKOPUCTOBYBaH! A8 FreHepyBaHHsa IHLWUX KNOYIB
noTpebyloTs GINLLIOTO 3aXUCTY, HOK KMHOYI, SKI FTEHEPYIOTHCA [HILIUM BaXNUBNM acieKkTOM 3axucTy KNodis
€ YHEMOXITNMBNEHHS IXHBOrO MOMUIIKOBOrO BUKOPUCTAHHS, @ came BUKOPWUCTaHHA kntova wvdpysaHHa Ans
Knioya WwnudpyBaHHsa Jarnx

4.1.1 3axucm kpunmoepacghiyHUMuU Memodamu

Jesikium 3arpo3am Kn4oBMUM JaHUM MOXHE NPOTUAIATU BUKOPUCTaHHAM KpunTorpadiivHnx metoals Ha-
npuknag, WnugpysaHHa NPOTULIE POIKPUTTIO | HECAHKUIOHOBAHOMY BUKOPUCTaKHIO KMlo4a, MexaHiaMu
UINICHOCT! AaHnX NpOTUANCTS MOOUMIKYBAHHIO, MEXaHI3MK aBTeHTUMIKYBaHHA Axepena AaHunx, undposi
NIANUCK Ta MeXaHI3MK aBTeHTUdIKYBaHHSA 06'eKTIB NPOTUAIOTE IMITYBaHHIO

KpuntorpadiuHl MexaHiamu po3gineHHs npoTuanoTs NOMUKOBOMY BUKOPUCTaHHIO Take po3dineHHs
hYHKUITHOTO BUKOPUCTaHHA MOXHA BUKOHYBaTU 3B8'A3yBaHHAM IHopMau 3 krirodeMm Hanpuknag, 38'a3ysaHHs
KOHTPOMIBHOI IHAhOPMaLYT 3 KTHoueM 3abe3nedye BUKOPUCTaHHS crneliansHUX KTodie ANa cnetiianbHyux 3aaad
(a caMme OnA WK PYBaHHA KNtoYa, WiNICHOCTI AaHUX) KOHTPOMb KoYis NoTPiOHNA 4NA HeCNPOCTOBHOCT!
y CUMETPUHHIX MEeTOAax

4.1.2 3axucm HexpunmozpagidHumMu memodamu

MosHaky Yacy MoXHa BUKOPUCTOBYBATH 4718 0BMEXEHHSA BUKOPUCTAHHA KNIOYIB NEBHUMWN AOMNYCTUMUMU
neplofamu Yacy PasoM 13 NopAAKOBUMY HOMEPAMU BOHW TaKOX 3axvLLIAIOTb BIJ NOBTOPEHHS 3anucaHol IHdop-
Maljll Y3rofKeHHs knoya

4.1.3 3axucm hizuyHUMU 3acoBamu

KoxHWA kpunTorpadidHAA NpUCTPIR Y MeXax 3axulesol cucTemn noTpebye 3axucTy «noHoso! IHdOP-
Mmalll, AKY BlH BUKOPWUCTOBYE, BIG 3arpo3 MOANMDIKYBAHHA, 3HULLEHHSA | PO3KPUTTA, 38 BUHATKOM BIAKPATAX
KNIO4IB Takuil NpucTpii 3aseuyan 3abesnedye 6eanedny obnacts 30epiraHHA KMouIs IXHbOTO BUKOPUTTaN-
H51 T2 BUKOHaHHKS kpunTorpadidHoro anroputMy BiH Moxe HapasaTtu 3acobu

— yBeerHa KNo4oBo! IHhopMaLll 3 OKPEeMOro 3axNULEHOro NPUCTPOID 3BeDbiranHs KNoYa,
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— B3aeMOfIl 3 KPUNTOrPadIHHUMMU anNropuTMamu, Pearmi30BaHUMN B OKDEMUX IHTENEeKTYanbHnX 3acobax
3axXUCTy (a caMe B IHTeneKTyaribHUX KapTkax KapTkax 13 nam'sTTHo),

— 38epiraHHa knodoBol IHgopmaull y Burnsal dainis (a came Ha guUckeT)

Obnact Be3neku 3a3BMYait 3axXUULATs GISUYHUMN MeXaHI3aMmamu Gesneku

4.1.4 3axucm opzaaHi3ayiliHumu 3acobamu

Oa4nm 13 3acobiB 3axX1CTy KMHOMIB € OpraKizayla Ix B Iepapxito kmodis OKpIM HalHWKHOro pIBHA IEpapxil,
KITICHt OJHOTO PIBHS IEPAPXII BUKOPUCTOBYIOTE BUHATKOBHO AMNA 3aXUCTY KMKYIB Y HACTYNHOMY HUXHE0MY DISHI
tepapxil TINbKA KMOHI HaRHWKYOro PIBHSA IEpapx!l BUKOPUCTOBYKOTL Ge3nocepenHbo ANa 3abesneyeHHs no-
CNYF 3axXUCTy AaHnxX Takni IepapxidHui NIAXIA 03BONAE 0GMEXUTU BUKOPUCTaHHA KOXHOIO Krroda, oBMexy-
FOYU TaKUM YMHOM DO3KPUTTA N yCKNaJHIoouM NpoBedeHHs aTaku Hanpuknag, komnpomerauls oKpeMoro
CeaHCOoBOro KN4a obMexeHa TINbKX KoMnpoMeTaulelo IHpopMaLlll, 3ax1LLeHO! LM KIioHeM

BukopucTaris Besneurux obnacTeit CTOCYETLCH 3arpo3 PO3KPUTTR KAKOMIB, IXHbOTO MOAWGiIKYBaHH:A Ta
3HULLEHHSA HeYyNoBHOBaXeHUMU cyD exTamun OaHak 3anuiuacTeCs 3arposa, LWo cucTeMHl agMIKIcTpaTopn
YNOBHOBAXEH! Ha BUKOHaHHA OKpeMUX PYHKLIN KepyBaHHSA KOMMNOHEHTaMWN NOCIYTM KEPYBaHHA KNtoYaMu, Mo-
XKyTb 3MOBXMBATU CBOIMU CrelansHUMW NPUBINEAMA JOCTYY 30Kpema, BOHW MOXYTb cNpobyBaTtv oTpuMaTy
TOMOBHUIA KoY (KoY HanBULLOTO PIBHA tepapxil) PO3KpUTTA rOnNoBHOMO KModa NOTeHUINHO Aae 3Mory 3a-
BOMOAITY, PO3KPUTK abo MaHINMyNoBaTX BCIMa IHLWNMU KNIDYaMU, 3axuilleHnMu uuMm Kritodem (ToBTo BeiMa
[HWUMUA KtoYaMul B THA KOHKPETHIA KiodoBIn tepapxil) OTxe, BaxaHo MIHIMI3yBaTX 4OCTYN A0 LbOro Kiito-
4a MOXIUBO BXWUTU Takux 3axonis, Wob xogHa okpema ocoba He Mana AOCTyny A0 NOro 3HaveHHsa Taky
BUMOrY MOXHa 3a40BONbLHUATY PO3NoAINeHHAM KNtova (nogsinHvil abo HasITb N-KpaTHUA KOHTPonb) abo Bu-
KOpUCTaHHAM cliellanbHux kpunTorpadidHnx cxem (Cxemu Moginy TaeMHUL)

4.2 3aranbHa Mofenb XUTTEBOIo LMKNY KNno4a

KpunTorpadidHuiz Koy NpoxoauTh Yepes NOCiQoBHICTL CTaH!B, WO BU3HaYaTs MO0 XUTTEBUI LMKIT
['onoBHWMU € TpU CTaHU

— OYiKYBaHHA aKTUBHOCTI (OYiKyBaHHSA) Yy UbOMY CTaH! Knod Tpeba areHepyBaTy, ane He BBOAWUTA B A0
3 METOK BUKOPUCTaHHS,

— aKTUBHWIN Y LibOMY CTaHI KoY BUKOPUCTOBYIOTL AN KpunTorpaddivHoro nepeTsopedts iHdopmau!l,

— NOCTAKTUBHWA Y LbOMY CTaH! KMtod Tpeba BUKOPUCTOBYBATU TINbKN AMNA po3undpoByBaHHsA abo
BepudikyBaHHs

reHepyBaHHA

SHULWEHHRA
—_—

OUYIKYBaHHA
aKTUBHOCTI

yBEOBHHA B OO

Y

aKTUBHWUK

NPU3YNINHEHHS Ol

noHOBNEHHA Al v

IHULLEHHS
MOCTaKTUBHWA

PucyHok 1 — XutteBunn uukn koda

MpumiTka KopucTyBad MOCTaKTVBHOMO KMHOYa NOBYHEH MATY rapanTiio Lo AaHi KpuaTorpadivyHo obpobrexo Qo Toro aK KoY c1as
nocrakTverum Lk rapanTito 3a3sudan 3abesnevuye QOBIPUMM IMIHHWMK ¥ Yacl mapamerp
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Kniod, npo akuit BiAOMO, LLIO AOro CKOMNPOMETOBAHO, Mae BiApasy HabyTu NOCTaKTUBHOIC CTaHy | MoXe
noTpebysaTti cneuiansHoOro NOBOAXKeHHA, KMoy yBaxarTe CKOMNPOMETOBaHIUM, SKLLO s8inoMo abo nigoapto-
0Tb MOr0 HEeYNOBHOBAXEHE BUKOPUCTAHHSA.

Ha pucyrky 1 npointocTpoBaHo cTany i BiANOBIAHI Nepexoau MK HUMA.

Ha pucyHky 1 HaseaeHo yaaransHeHy MOgenb XUTTEBOIO UMKNY Krto4a. [HLW Moaen! UTTEROIO LMKy
MOXYTb MaTi JoAaTKoBi AeTani, Akl MOXyTb OYyTU NigCcTaHaMM NogaHux suULLe TPbOX CTaHIB. BinbiwicTs KuT-
TEBUX LMKNIB noTpebye A% cTocoBHO apxiByBaHKsA. Lii aiil MoxyTs ByTit acouinosaHi 3 Bynb-Axknm i3 cTaHIs
3anexXHO BiJl OKpeMux JeTanein XKUTTEBOrO LMKNY.

4.2.1 Mepexodu Mix cmaHamMu Kroda

[1ig Yac nepexoais knMtoda Big 0AHOTO CTaHy 4O HWOrO BiH NiANArae O4HOMY 3 TakUX NepeTsopeHs, Wo
BiAODpaXeHO TakoX Ha pUcyHKy 1:

~— reHepyBaHHA — Lie Npouec reHepyBaHHsa Kniova. [eHepyBaHH#A kntoda Tpeba 3ginicHoBaTyt 3rigHo
3 BCTAKOBMEHUMU NpasuiaMu reHepysaHHs knwuis. [poLec reHepysaHHA KHOYiB MOXe MICTUTU Bunpobosy-
BanbHi Npoueaypy Ans epudikyBaHHs AOTPUMaHHA LUMX NpaBu:

— yBeOeHHs B gito — pobuTh KoY YHHUM 4NA KpunTorpadivHvx onepadin;

— NPU3YNUHEHHA ail — oBMexye BUKOpUCTaHHA Ktoda. Lle moxe cTaTues BHACNIQOK 3aKiHYEHHA CTpo-
Ky 41T kntoda aGo Noro BiAKNUKaHHS;

— MOHOBNEHHA Ail — A0380N58€ 3HOBY BUKOPUCTOBYBATU NOCTAKTUBHWA KoY ANSA KpUnTorpadivyHmx
onepauin;,

— 3HULWEeHHA — 3aKiH4Yye XKUTTEBUIA UMKN KNtova. BoHO oxonnwe NnorivHe 3HuleHHs knda i Moxe
MICTUTK 1oro dizuyHe 3HULLEHHSA.

[Nepexoan MOXyTb BYTU CAPUMMHEHT TAKUMU NodisMK: noTpeba HOBUX KMOMIB, KOMNpOoMeTauia Kno4a,
3aKiHYeHHS CTPOKY AT KNYa Ta 3aBeplUeHHS KUTTEBOMO LMKY KNtova. YCi Ui nepexoamn MiCTsTe HU3KY No-
CNYT KepyBaHHs Kritodamu. BaaeMoBigHOCURM MK nepexodamu i nocnyramm HaseaeHo vy Tabnuui 1. L nocnyrn
NosiCHeHo y poaaini 5.

byak-sKun okpeMmuiz kpunTorpadivHUA Nigxig notpedbysatume nue NIAMHOXKUHW NOCAYT, HaBedeHUX
y Tabnuui 1.

Tadnuuya 1 — Mepexoau i nocnyru

Mepexoan Mocnyra Mpumitka

["eHepyBaHHA

TEHEPYBAHHS K043 oBos'sakoBa

peecTpyBaHHS Knoda Heobor'azkoea, TyT abo nig Yac akTuei3yBaHHs

hopmyBaHHA cepTudikaTa KKoya

HeoboB'sA3koBa

pO3NoaiNeHHs kKroya

HeoBoB'A3koBa

3BepiraHHs knova

Heobog'azkoBa

YBeaeHHs 8 gito

dopmyBaHKa cepTudikaTa kntoda

HeoboB A3KoBA

pPOo3NOZiNeHHsn K4a

HeoboB'93koBa

BUBEOQEHHA KNo4a

Heobos'a3koBa

iHCTaNMOBaHHR KMioya

obos'sakoea

3BepiranHna kno4a

Heobos'a3koBa

PEECTPYBAHHA KNo4a

HeoBos'askoBa, TyT abo nig Yac reHepyBarHA

MpuaynuHerHs air

36epiraHHs Krova

HeoboB a3koBa

apxisyBaHHs Kfo4a

Heobor'aszkoBa, TYT abo Nif Yac 3HULWLEHHS

BIAKMMKAHHSA KNtoYa

Heobos'a3koBa

MNoHoBMeHHa il

dopmMyBaHHs cepTudikata kntoya

HeoBoB'A3koBa

PO3NOAINEHHS KNKo4a

HeoDoB'A3K0Ba

BMBeAeHHA KN4a

Heobos'AzkoBa

iHCTaMBAHKA KNo4a

o6os'askoBa

3bepiraHHs knoda

HeoBoB'A3koBa
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KiHeub Tabnuuy 1

Mepexogn Mocnyra Ppuwitka
3RULLeHHA CKaCYyBaHHA KMO4a 000B A3KOBa FKUIO DEECTPOBAHWA
SHULIEHHA KNHOYE 0GoB A3Kk0Ba
apXIByBaHHA KNHOY3 HeoBoB'A3koBa, TYT abo M Hac 4eakTUBI3YBaHHA

4.2.2 Mlepexadu, nocnyau i kmoyi

Kntoui ona okpemux kpunrorpad!MHUX METOAI8 BUKOPUCTOBYIOTL PI3HI KOMBIHaLII NOCAYT MPOTArOM
IXHBOIO XXUTTEBOTO LKy Hukye HasegeHo ABa NpUKIaau

na cnMeTpUudHUX kpunTorpadidHUX METOAIB NICNA reHepyBaHHst Kiova nepexig Bi4 O4IKYBaHHSA aKTus-
HOCTI 4O @KTUBHOIO CTaHy MICTUTb IHCTAMOBAHHA KMOYaE, @ TaKOXK MOXe MICTUTK PEECTPyBaHHA Ta poano-
AIMEHHA KNo4a Y AeAKUX BUNaAKaxX IHCTanoBakHA TaKoXK MOXE MICTUTV BUBEAEHHS CNeuianbHoro Knwda
Kutresuin Lukn Koda Mae 6yTu ooMmexernin dikcosaknuM NepioAoM AKTUBHWA CTaH 3aKIHUYETLCA NPU3YMK-
HEHHRAM A1t 3a3BUNal, MIcis 3aKiHYeHHA CTPOKY 4l ktoda Akwo Biabynacs abo nifo3pTs KOMITpoMeTa-
UIo KMtoYa B akTUBHOMY CTaH!, BIAKMUKAHHSA TakoX CNPUYMHAE MOro nepexig y nocraktueHun ctad NocTak-
TUBHUIA KMIOM MOXHa 3aapxiByBaTi AKLO 3HOBY MOTpIBeH 3aapxiso8aHuni KoM, horo Byde rMoHOBMAeHO t BIH
MOXe 3HOBY noTpebysaTtu 1HcTaniBaHHA abo PO3noAIfIeHHA NepLl HX CTaHe NOBHICTIO akTUBHUM Y npoTu-
NEeXHOMY BUNAAKY MICNS NPU3YTIMHEHHSA 41 KMoy MOXe DyTH CKAacoBaHO | 3HULIEHD

[Ins acuMeTpuyHUX kpuaTorpadiHHNX METOAIB reHepyTh Napy KMoUIB (BIAKPUTUA Ta acobucTui) | obua-
Ba K04 NEPexXoAsaTh Y CTaH OYIKYBaHHS akTUBHOCTI 3ayBaxXUMO, WO XUTTEB! LMK 000X KNtoyts Nos’ A3ax
Mbk coboto, ane HeigeHTUYH! [Tepll Hxk NepedT B akTUBHUI cTaH, ocobucTuii kmod Byae 3apeecTposaHo
(HeoboB A3KOBO), PO3NOAINEHO MO0 KopUcTyBady (HeoGOB'A3KOBO) | 3aBXaM IHCTanLoBaHo [lepexoau oco-
BUCTOro KMtoYa 3 akTUBHOIO CTaHy B NOCTAKTUBHUIA CTaH, 30Kpema NpuaynuHeHHA 4ll, MOHOBNEHHA Al | 3HK-
WeHHs NogibHi 40 onucaHux ANa CUMETPUYHAX KNtodis Y pasi cepTUdIKyBarHA BIAKPUTOrO Koda 3a3suyai
cepTndikar, Wo MICTUTL BIAKPUTUR KNHOY, CTBOPIOE NOBHOBAXHA OpraHizauf 3 cepTUdiKyBaHHA 3 METOLo 3a-
CBIQYEHHA YNHHOCTI Ta ocoby BnacHuka sigkpuToro knwda Llen ceptndikat BIAKPUTOrO Kito4a Moxe ByTu
PO3MIWEHUA y JOBIAHUKY abo B iHLWIN NofIBHIW cryxbi, abo BepHeHU BnacHKUKy Ans posnoginerHsa Konu
BNaCHWK poacunae IHopmMaio, Wo nignucaHa noro oCobUCTIM KIIOHEM, BIH MOXe A0AaTH CBIR cepTuddikar
[Tapa knoyiB cTae akTMBHOI NICAA cepTUdIKYBAHHSA BIAKPUTOrO Ktoda FKUWLO napy KNodiB BUKOPUCTOBYIOTh
A5 UnddpoOBOro MIAMMCY, BIAKPUTUAN KoY MOXKE 3aNUWaTUCA B aKTUBHOMY abo B NOCTAKTUBHOMY CTaH| Npo-
TATOM HEBW3HAYEHOro 4acy nicns Toro, AK NPuU3yrnuHeHo Ao abo 3HUUWEHO BIANOBIAHNI OMY 0COBUCTUR
kmod flocTyn Ao BIAKPUTOrO Kiloda moxe ByTu NoTpIBHWIA 41 BepundikyBaHHa umdpoBux NigNMcie, 3podne-
HWUX 00 NepBUHHOI AaTW 3aKIHYEHHS! CTPOKY 411 BIANOBIZHOMO 0COBUCTOro Knoya Akwo Ans WwidpysaHHs
BUKOPUCTOBYIOTb aCUMETPUYHI METOAW | MPU3YTNUHEHO 4110 ab0 3HULLEHO KM, BUKOPUCTaHWiA 4ns 3awmnds-
DOBYBAHHSA, BIAMNOBIGHUA 0COBUCTNI KON Mapy MOXe 3anuaTUCs B aKTUBHOMY abo NOCTaKTUBHOMY CTaH!
ANA NOAaNLWOro po3twudpoByBarHA

{TeBHe BUKOPUCTaHHSA Krlova abo 3aCTOCYHOK MOXYTh BU3HaAYaTH NOCNyrv ANA UbOro krioda Hanpuk-
nag y cucteMi Moxe ByTV NPUAHATO PILUEHHS HE PEECTPYBATU CEaHCOBI KoYl TOMY, WO Npouec peecTpy-
BaHHA MOXe BYTW JOBLUMM, HDK IX XKATTEBMIA UMK Hasnaku, NoTpIbHO peecTpyBaTy TaeMHUA KMoy y pasl
BUKOPUCTaHHA ANA UMGPOBOro MANUCY CUMETPUYRUX MEeTOAIB

5 MOHATTA NPO KEPYBAHHA KNNIOYAMU

5 1 Mocnym wWoR0 KepyBaHHA KNlokHamu

[na kpawioro po3yMiKHA NoCAYT WOA0 KEPYRAHHA KITKoHaMU Y LbOMY PO3AIT ONUCAH0 3aransHy CTRyK-
TYPY KEPYBarAHA Killo4aMu, siK NOCryrn ckomMbIHOBaAHO OA4HA 3 OGHOK Ta AK IX MATPUMYIOTL

KepysaHHs kmio4amm CNpaeTscsa Ha OCHOBHI NOCNYMU L{OJ0 reHepyBaHHA pPeecTpysaHHa cepTudicy-
BaHHA DO3MNOAINEHHS IHCTamMoBaHHA 30epira-Hs, susedeHHs, apXiByBaHHs!, BIAKNUKAHHA CKacyBaHHsA Ta 3HU-
LerHs LI nocnyr MoXyTs BYTU YacTUHOIO CUCTEMU KepyBaHHS KniodaMy abo HagasaTucs (HWWMK nocTa-
Yane-ukamMu NOCNYr 3anexHo BIf BUAY NOCNYT NOCTAYANEHVK NOCNYT NOBUHEH BUKOHYBATY BU3Ha4SHUA
MIHIMYM BuMor woao Gesnexu (6ezneka oBmiHy Towo) ANs Toro, Wob RoMy [J0BIPAAU BCl 3anyqeH! 00 ekT!
Hanpuknag nocTavansHUKOM Nocnyr Moxe ByTu TpeTa AoBIpYa CTOPOHa
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Ha pucyHky 2 nokasaHo, Wo Nocayr LWOAC KepyBaHHs KMUaMu pO3TalloBaK! Ha O4HOMY piBH | MOXYTH
ByTy BUKOPUCTaHI MHOXMHOK Pi3HWUX KopucTyBadis (ocoBamu abo npouecamu). Lii kopucTtysadl MokyTs 3a-
CTOCOBYBATH Pi3Hi 3aCObK KepyBaHHA KNKHAMIM B PisHUX 38CTOCYHKaX, BUKOPVCTOBYIONY NOCMYTN 3aM1EXKHO
B4 cBoix noTpeb. Mocnyru KepyBaHHA KNloYamMn HasedeHi B Tabrmyi 1.

[eHepyBaHHA PeecTpyBaHHR PopmyBaHHS PoanogineHHsn .o e SHUWEHHSR
Karoya KHo4a cepTudikara knya Kmoya Kro4a
Kopuctysay 1 ¢ o o Kopuctysayu N

PucyHok 2 — [Tocnyru oA KepyBaHH:A KoHamu

5.1.1 lNocnyza w000 2eHepygaHHs KntoYa

locnyra Wwono reHepyBaKHA Koda — Le Nochyra, Ky akTUBI3YTb AMA FeHepyBaHHS KINoYiB ¥ 3axu-
L{EHOMY pEeXUMI AN5t OKPEMOTO KpunTorpadiyHoro anropntMy. Le o3Havae, Wwo reHepyBaHHs KTioviB He MOXe
ByTn Nnigpobneke, KoY reHepy0Tb 3rigHO i3 384aHUM PO3MNOAINOM i TaKUM YMHOM, WO Pe3ynsTaT He MOX-
Ha nepeabaunTu. Llei poanogin sanexuTs Big kKpunTorpadiHHOro anropyuTMy, 451A SKOro Moro BUKOPUCTOBY-
t0Tb, | OTPIOHMM piBHEM KpUATOrpadiHHOro 3axmcTy. leHepyBaHHA AeaknX KNOYiB, @ came roNOoBHUX KIo4iB,
notpebye 0cobNUBOT yBar, OCKiNbKYX 3HAHHA LWX KNHONIB Hanae AOCTYN A0 3anexHnX Bia Hix abo nopopxe-
HUX HAMUW KNIOMIB.

5.1.2 MNocnyza wodo peecmpysaHHs Killoda

Mocnyra Woao peecTpysaHHsa KNioda 38'A3ye KoY i3 06'ekToM. Ii Haflae NoBHOBAXHWA peecTpaTop
| 3a3BM4a 3aCTOCOBYIOTL TOAI, KONW BUKOPUCTOBYIOTL CUMETPUYHI MeToaun. Konu o6'ekT Gaxae 3apeecTpy-
BaTU KMIOY, BiH Mae 3B'A3aTUCH 3 MOBHOBAXHUM PEECTPaTOPOM. PEECTpyBaHHS Krllo4a OXOMMICE 3annuT Ha pee-
CTPYBaHHA Ta MNIATBEPAXKEHHS UbOro peecTpyBaHHS.

[oBHOBaXHWA DEECTPATOP BEe PEECTP KIOYIB | 8iANOBIAHOT IHopMaUiT 3 HanexXHUM DIBHEM 3aXUKCTY.
Y pnopatky B HagaHo geTtanbHy iHopMaUito WOAO0 KepyBaKHA KImovamu.

[ToBHOBaXHUI peecTpaTop kNo4iB 3abeaneyye onepauil peeCTpyBaHHA | CKacyBaHHS.

5.1.3 Mocnyaa ujodo popmyesaHHs cepmudpikama knoda

focnyra wogo dhopmyBaHHs cepTudikarta Knoya 3acsigvye 38'A30K BIAKPUTOTO Ktoya 3 of'ekToMm | Ha-
[AETbCs NOBHOBAXHOW opraxizauieto 3 ceptudikysaHHsA. TicnNa ogepxaHHa 3anuTy Ha cepTudiKauito ko-
Ya NOBHOBaXHa opraHisalis 3 cepTudikyBaHHA CTBOPIOE cepTudikaT knda. CepTudikaTh BIAKPUTUX KMHO4IB
onucari AetanbHiwe 8 ISO/IEC 11770-3.

5.1.4 flocnyza wodc po3nodineHHs KarYa

Po3nodineHHs knwda — Ue MHOXMHE Npoueayp AN HaginHoro 3abeaneyerHs aBTOpU30BaHnx 08 exTis
iHcpopMaUIiEUMK O6'EKTaMU KepyBaHHA KkoHamn (BianosigHO Ao npuknagy 8 gogatky B). Ocobnvisnm sunag-
KOM pO3noainerHs KNKYiB € NepefaBaxHs Knoda, B AKi KNIOYoBI AaHi BCTaHOBMOKTe MIX 0B'ekTamu 3 Bu-
KOPWMCTaHHAM LeHTpa NepeaaBaxHsa kodis (B1IAMo8IgHO 40 6.2).

ISO/IEC 11770-2 nponoHye pIaHi MexadiamMu BCTaROBNEHHA KNauiB Mix ab'extamu. ISONEC 11770-3
BU3HAYAE MeXaHI3MK Y3ro4XKeHHA TAEMHUX KIHOYIB | MEXaHI3MU NepecunanHs TAEMHIX | BIAKPUTAX KIIOYIB.
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5.1.5 Mocnyaa wjodo iHcmanceaHHA KoYa
flocnyra wono iHCTanioBarHA Knoya 3asxav HeobxigHa nepeq BUKOPUCTaHHAM KntoYa. IHCTanosaxHs
KNtoYa 03HaYae CTBOPEHHS KNoYa BeepeanHi 3acoby KepyBaHHS KMHOYeM i3 3aXCTOM Bi4 PO3KPUTTA.

5.1.8 flocnyea wiodo 36epizaHHs K1oYa

Mocnyra wopao 36epiranHs krioda 3abesnedye GesrievHe 36epiraHHsA KNoYis, NpU3HadeHnx 4ns noToy-
HOTO YK KOPOTKOCTPOKOBOFO BUKOPUCTAHHA abo ANns pesepsyBaHHA. 3a3B1M4ail KopncHo 3abesnedyBatn diany-
Ho BlaoKpeMneHe 3BepirakHa kToMis. Hanpuknag, ue 3abesnedye KoHdigeHUIRHICT, Ta LiNicHICTb KMo4oBux
aanux abo UinicHicTb BIAKPUTUX KAHOYIB.

36epiraHHs KIOYIB MOXNUBE B YCIX CTaHaX XUTTEBOTO UMKY KNtoYa (a came: B OdiKyBaHHi akTUBHOCTI,
B aKTUBHOMY | B NocTakTusHOMY). 3anexHo 8ia BaXNUBACTI KNYiB BOHM MOXYTb BYTW 3axuuleHi oaHM 13
Taknx Mexariamis:

— hisnHHKA 3axucT (a came: 36epiradHa KN4a BcepeanHi TPUBKUX 40 NOLKOAXEeHb NPUCTPoiB abo Ha
30BHILWHIX HOCIAX, siK auckeTa abo KapTka 3 Nam'aTTio);

— WndpyBaHHA 3 BUKOPUCTAHHAM KNOUIB, siki cami di3ndHO 3axuLLeHi;

— 3axUCT JOCTYyNY A0 HWX 3a JOMNOMOro naponis abo nepcoransHoro ineHTudikauinHoro Homepa (TiH).

[NnA BCiX KNHOUOBUX AaHUX KoxHa cripoba poakpuTTa Mae ByTu BUABNEHOIO0.

5.1.7 Mocnyea wodo susedeHHA Ko4a

fTocnyra uiono BUBeOEHHSA KITOYa CTBOPIOE NOTEHUIAHO BENUKY KINbKICTb KMHOUIB 13 BUKOPUCTaHHAM Ta-
EMHOrO NEPBUHHOIO KoY, WO Ha3uBalTb KITHYeM BUBedeHHS, HETAEMHNX 3MiHIOBAHUX AaHUX Ta npouecy
NepeTBOPEHHA {AK1A Tak camo He noTpebye TaeMHOCTI). Pe3ynbTaToMm Takoro npouecy € noxigHuia kiod. Bu-
BeASHHS Krlova noTpebye cnelianbHOro 3axucTy. MNpouec BuBedeHHA Mae ByTu He3BOPOTHUM | Hernepenba-
YyBaHUM, LWOB 3abe3neqnTi HEMOXNUBICTL Y pasi PO3KPUTTSA MOXIAHOMO KAtoYa PO3KPUTTA Kko4a BUBEAEH-
Hs1 @00 IHLWOro NoXigHoOro KNkYa.

5.1.8 Mocnyza ujodo apxisygaHHs Kioya

ApxiByBaHHs Knoda 3abeanedye npouec 6e3nedHoro 4OBrocTpoOKoBOro 30epiranHa KrodiB nicns Hop-
MarneHOro BUKopucTadHs. ApxisyBaHHsA MOXe BUKOPMCTOBYBaTM nocnyry 36epiranHs KModis, ane JoNYcKaeTseA
TaKkoX IXHE aBTOHOMHe 36epiranHsa. 3aapxiBoBaHi kNoYi MOXYTb NoTpebyBaTu BiAHOBIEHHA 3HAYHO Mi3HILOKW
AaTolo 3 Winuo goseAeHHs abo cnpocTyBaHHA NeBHUX NO30BiB NiCNA NPUNMHEHRHS HOPMaribHOro KOpUCTyBaH-
HA KNtoYamu.

5.1.9 Mocnyza wo0o eiGKNuKaHHA Koya

Axwo e npunyuwerina abo BigoMa KOMApOMeTaUia KnoYa nocryra WoAo BigKNUKaHHA Kriloda rapaHTye
Beaneyre npuaynurerHs aii knoua. Us nocnyra notpibua gns knouis, cTpox ail skvx sudepnaHdo. Binknu-
KaHHA KroYva Takox byae Matu micue, Konv 3MiHITbea 06CTaBuHK Y BliacHuKa Koda. [licna BigknukaH-
HA KMOYa Noro Moxe OyTu BUKOPUCTaHO Tifbkin AN po3wndpoByBaHHsA | BepudikyBaHHsa. BiaknuxaHHa knoya
He 3aCTOCOBHE N8 CXEM, 3aCHOBaHUX Ha cepTudpikatax, B AKUX XKUTTEBUM LWUKN KNOYE KOHTPONCETLCA CTPO-
Kom ait ceptudbikaTa.

Npumitka. [leski 3acTocyHkn 4NA LiET NOCNYrM BUKOPUCTOBYIOTh CTPOK «BIMYHWTH KIIOY».

5.1.10 MNocnyza wjodo ckacysaHHA Kaio4Ya

Mocnyra Woao ckacyBaHHsA KNoua — Ue npoueaypa, fKy Hagae NoBHOBaXHUI PeecTpaTop Ko4diB
1 ycysae 3B'A30K Kntoda 3 06'exToMm. BoHa € YacTUHOI NpoLecy 3HULLeHHR knova (sianosigHo 4o 5.1.11).
Ons ckacysaHHA «ntoda 06'ekT NOBUHEH 38'A3aTUCA 3 NOBHOBAXHUM PEECTPATODOM.

5.1.11 Nocnyza w000 3HUWEHHS KITHOYi8

(Tocnyra wono 3HuUeHHA Kimoda 3abeanedye npouec 6e3Me4HOro 3HUUIEHHA KTIo4iB, AKi BXe He
noTpIBHi. 3HMUUYBaHHS KNOYa 03Havac BUAANeHHA BCiX 3anucis Lboro iHdopmauinHore ob'exkTa KepysaHHa
KMtoYeM TakiM YUMHOM, WO e 3anuluacTsea xoaHoT HhopMalii nicna npoBeAeHHA 3HULWEHHS | XOAHUMN 3a-
cobamvt HEMOXUBO BIAHOBUTU 3HULEHNA KMo, Lie CTOCYeThCA 3HULLYBaHHS yCiX 3aapxisosaHux xonin. Oa-
Hak 40 3HULLYBaHHS 3aapxisoBanHux KNoyis Mac ByTY BUKOHAHO nepesipaHHs, wob ynesHUTUCs, WO XoaHUN
33apxiB08aHUIA MaTepian, 3axneHNin LM KMio4amMu, Bxe HIKonu He 3ragobuTscs.

Npumitka. [eax Koyl MoXyTo 36epiraTmMcs no3a enekTPoHHUM NPUCTPoEM aBo CncTeMor 3HUWEKHS Takux knwouis notpebye
ACQaTKOBUX agMiHICTpaTMBHWUX 3aX041B.
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5.2 NMocnyru wogdo nigTPUMYyBaHHA
Lna niaTpumry Ail WOAO KepyBaHHA KMOYaMU MOXYTb 3HaR0BUTUCS IHWI nocayri,

5.2.1 lNocnyau 3acobis KepysaHHS KIroHamMu

Mocnyrv tWopo KepysarHs Kiko4amMi MOXYTh BUKOPUCTORYBATU iKLLI NOCAYTY, WO CTOCYETHCA 3aXMCTY.
Lo HUX HanexaTs:

— KOHTpOnk gocryny. Lis nocnyra moxe 6yTu BukopycTara Ans 3abesnevenHs 4OCTyNy 40 pecypcis
CUCTEMU KepyBaHHS KNovamMy TiflbKW asTOpU30BaHUM 0B'ekTam | aBTOPU3OBAHUM YUHOM;

-— ayAuT. BigcTexyBaHHs 4R, Wo cTocyoTheA 6e3neky | BUHUKAIOTb Y CUCTEMI KEpYBaHHS KoYamu
AKypHanu ayauTty MoxXyTb BONOMOMTU BU3HAYUTY PUSUKY Ta NopylleHHs Be3neku;

— aBTeHTUdiKauia. Lo nocnyry tpeba BukopucToByBaTH AM151 BCTAHOBNEHHS 00'eKTa Sk asToprsosa-
HOro 4neHa aoMera 6esneku;

— kpunTorpaciyuni nocnyru. Ui nocnyrn tpeba sukopuctosysatt Ans 3abeanedeHHs UinicHoCTi, KOH-
dhigeHUinHOCTI, aBTeHTUIKYBAHHA Ta HECNPOCTOBHOCTI MOCNYIUN KEPYBAHHSA KAOUYaMK;

— nocnyra chikcyBaHHA Yacy. s nocnyra notpibHa ANs reHepysBaHHA 3aMiHIOBaHMX i3 Yacom napa-
METPIB, TaKUX SIK CTPOK 8iporigHocTi.

5.2.2 MNocnyzu, opieHmMos8aHi Ha kKopucmyeaya

Kpuntorpadidxi cuctemu i npucTpol MoxyTb NoTpebyBaTu iHWKX Nocyr, NoTPIOHNX ANA aAeKsaTRoro
hyHKLIIOBAHHSA, TakUX AK NOCAYrM peecTpyBaHHA KopucTysayis. Ui nocnyru sanexats 8ig ocobnusocTtent
peani3auiin He HanexaTb 40 chepy 3acTOCyBaKHA UbOro cTaHaapTy.

6 KOHUENTYANbHI MOOENI PO3MNMOAINEHHA KIMOY!IB

PosnoginerHs kntodiB Mix o6'exTammn Moxe Byt ckriagHuM. Ha te BnnnBae xapakTep kaHanis 38'a3ky,
3anyyeHi 40BipYi B3aEMOBIAHOCUHM Ta BUKOPUCTOBYBaHI KpunTorpadidri metogu. OB'exT MOXYTh 38'83yBa-
TcA GesrnocepeHbo abo onocepeaKoBaHo, MOXYTb HanexaTh 4o ogHoro abo piaHux domeris Besneku, mo-
KyThb BUKOPUCTOBYBATU abo Hi mocnyru gosipunx apradis. Haseaeri HWxkYe KoHUeNTyanbHi Mogeni noxkasy-
HOTb, AK Ui pi3Hi BUNAgKM BNAYBAKOTL Ha PO3NoAineHHs Kodis Ta iHgopmaudil,

6.1 Po3nogineHHsa kno4is Mix 3B8’A3aHUMKU 06’ ekTamu

Ha s3aemopnito 06’exTiB BNNMBaIOTb Kakanyu 38'A3Ky, CTyMiHb JOBIPU MK HUMK Ta BI/IKOpl/ICTOByBaHl Kpwr-
TorpadivHi MeToaum.

ICHYIOTE KaHanu 38'asky Mk 06'extamut A | B, ki BaxatoTe 0BMiHATUCA iRopMaLielo 3 BUKOPUCTaRHAM
kpunTorpadivHux MeTodis. Lli kaHanu 3B'A3Ky nokasaHo Ha pucyHky 3. Baarani poanoginexHs knto4a Mae
3nincHoBaTUCA Yepes BeanevHvin Kanan, axuii NoriYHo BIAPI3HAETLCA Big KaHany nepeaasaHHst.

CyBext A . . Cy6'exT B

PucyHok 3 — JIiHis 3B'A33ky Mix g8oma 06’ektamu

Bunagxamu GeanocepejHbOT B3aeMOAIT 08'EKTIB € YIroQKEHHA KIKUIB, KOHTPOMIOBAHHA KIIOUis Ta
niaTBepaXeHHs Kodis. [leTanbHiwe Ueit Bunagok HaesegeHo B ISO/IEC 11770-2 Ta ISO/IEC 11770-3.

6.2 Po3nogineHHs knw4iB y Mexax ogHoro goMeHa

HasegeHy Hik4e Moaenk 3acHOBaHO Ha koHuenuit goMeHa Beaneku 3 NOBHOBaXHUM i3 Be3neku arigHo
3 ISO/IEC 10181-1.

Liet nosHoBaXHWA 3 Searekn MoXe NPOoNoHYBaTX Taki NMOCYIU KEPYBAHKA KMoYaMu, AK NepeiasaHHd
Kntodis. 3a yMOBW BUKODUCTAHHA 06 €KTaMU aCUMETPUYHNX MeToaiB A5 6eaneydHoro oBMiny iHdopmalieo
MOXNWBI Takl BUNanku:

— ans uinicHocTi abo aBTeHTUDdIKYBaHHA gKepena AaHux ogepxysad notpelye BiANOBIgHOro cepTu-
dikaTa BIAKPUTOro Ktoda BignpasHuka;

— Ans KoHdigeHUinHoCT BianpasHUK noTpebye YMHHOro cepTudikarta BiAKpUTOro kw4da ofepxkysada;

-— ONS aBTeHTUdIKYBaHHSA, KOHDIAEHUIRHOCTI Ta LiNICHOCTI KOXHWIA NapTHep noTpebye cepTudikaTa
BigxpuTOro knio4ya iHwoi ctoporu. Lle 3abesnedye 3acobu B3aeMHOl HECMPOCTOBHOCTI.
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Koxer 06'ekT moxe noTpelysaTty B3aeMoaii 3i CBOEID NOBHOBAXHOKW Oprakisauicto 3 cepTudikysarta
ONs oflep)akHs BigNoBIgHOro cepTndikaTa BigKpUTOro KmYa. FKulo nos’azaHi NnapTHepy A0BIPAIOTL OAHe
OLHOMY | MOXYTb NPOBECTU B3aeMHY aBTeHTudiKaliro cepTuikaTis TXHIX BIAKPUTUX KITHOYIB, TO XKOAHA NOBHO-
BaXKHa opraHizauis 3 cepTudikysaHHa He noTpibHa.

Mpumitka. lcHyro T KpunTOrpadivHi 3ACTOCYHKM, B AKX HE 3BCTOCOBYIOTh KOAHO!I NOBHOBAXHOT opramizauil 3 cepTudikysanKks.
Y uboMmy Bunagky NOB'A3aHi NAPTHEPW MOXYTb NWe 3aiicHUTY Besneyrni obmir cneuianbHow BIGKPUTOK HPOPMaLiee 3aMicTs cepTm-
dikatis IXHIX BIAKPUTUX KNKOYIB

Y pasi BUKOPUCTaHHS CUMETPUYHNX METOAIB MK 4BOMAE TaKMMU NapTHEPaMU reHepyBaHHA KITo4iB pos-
NOYMHAETLCA OAHNM i3 Taknx crocobis:

1) reHepysBaHHAM KroYa oAHUM i3 06'ekTiB | BigcHnanHAM oro 4o UeHTpy NepenasaHHs kodis (LIMNK);

2) 3anuToM oaHoro i3 of'exTiB 40 USHTPY NepedaBaHHs KitodiB CTOCORHO reHepyBaHHA Kroda Ana no-
0ansoro po3nogineHHs.

AKLIO reHepyBaHHA KMHOYiB BUKOHYE OAAVH 13 0B’ekTiB, DesnedHe po3noaineHHs Koda MOXe BUKOHYBa-
TUCS UEHTPOM NepenasaHHs Kodis K nokasaHo Ha pucyHky 4. Lindpu 306paxytoTs kpoku obmiHy. UMK ogep-
XYE 3allnchpoBaHuin knoY 8ig 0b'exta A (1), poswndposye oro i NOBTOPHO 3awMdPOBYE KOro, BUKOPUCTO-
BYIOUM K04, PO3NoAineHu Mixk HuM Ta ob'exTom B. MoTiM BiH Moxe afo nepecnatv 3amdpoBaHnuil KNy
ob'exTy B (2), abo BianpasunTn horo Hasag ob’exty A (3), Akuit nepetune noro o6'ekty B (4).

.
UEHTp NepeaasaHHs | (2)
KNo4is
(1)
(3)
4)
ob6'exT A — ob'ekT B

Pucynok 4 — UeHTp nepeaasanua kYiB

Akulo reHepyBaHHa KMOYIB 34INCHIOE TPETH A40BIpYa CTOPOHa, TO iCHYHTL ABa BapiaHTu NoAansLlioro
PO3MOAINEHHA KNroYa nos'A3aHuM napTHepam. Ui sunaaku npointocTposadi Ha pucyHKy 5 «KoHuenTyansHa
MOJenNb UeHTpa po3nodineHHs KNodiB» Ta Ha pucyHKy 6 «Po3noaineHHs KnodiB nepecunaHHAM KnoYa sig
06'exTa A go 06'ekTa B». Ha pucyHKy 5 NpointocTpoBaHO BUNAA0K, KOMY LeHTP PO3noineHHs KNwoYis crpo-
MOXHWA Be3nedHo 38'A3yBaTUCs 3 0c0oMa ob'ekTamn. Y oMY BUNAAKY, AK TiNbKW KoY 3reHepoBaHo 3a 3a-
NMUTOM OAHOTO 3 06 exTiB, LEHTP PO3NO4INEHHA KNYiB Hece BIANOBIAaNbHICTL 3a Gesnevure po3nodinerHs
Krtoda obomM ob’ekTam. (1) — 306paxeHHs 3anuTy po3nogineHoro kNYa, a (2a) i (28) — po3noAiNeHHs Knioya
NOB'A3aHNM NapTHepam.

——— e — o]
UeHTp
PO3NOBCIAXYBAHHA
(1) KoYis
(2a) (28)
0b'exT A ob'exr B

Pucynok 5 — KoHuentyaneHa Modens UBHTPY PO3NOAINERHA KNHOYB

11
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AKwo TI1eKK 06 ekT A hopMyE 3anuT po3noaifieHHA TAEMHOIO KITo4a MK o6 ekTamu A 1 B, opran Moxe
ATV ABOMa PI3HNMMYK cnocobBamu AKLLO BIH MoXe BeaneyHo 38'a3atuca 3 060Ma 06'ekTami, 8iH MOXe PO3-
NOBCIOAUTY TAEMHKUIA KNtoY 06oM o8'ekTaM, aK Lie 3a3Ha4eH0 Bulle FKWO opraH MOXe 3B8'a3aTucs TINbKU
3 06'eKTOM A, 7O 06'exT A BIANOBIAAE 3a PO3NodineHHs kitoda 06'ekTy B Ha pucyrxy 6 soBparkeHo uen cnocib
po3nodineHHs Knioya (1) 306paxye 3anuT PoanoaiNeHoro kNya , a (2) — noro posnoainerHs ob'ekTy A (3)
30bpakye nepecunnanHHg knoda Big A fo B

R
LeHTp
PO3NOBCHOAXYBANHA
(1) KNoYs
(2)
3)
o0b'ekT A . 06'exkT B

PucyHok 6 — Po3noaineHHs KNova NepecuaHiamM knoya
B)a ob'ekTa A go ob'exTa B

6.3 Po3nofineHHA KnioydiB MiXk JOMeHaMu

Ls Mogerb MicTuTb ABa 06'ekTM A | B, L0 HanexaTb ABOM PI3HUM goMeHaM Beaneku, Ak noaInaoTs
NpUHanMHI oguH KpuntorpadidHmMinz MeTos (ToBTo cuMeTpUdHUA abo acuMeTpudHUi) KoxHuin AomeR Geane-
KA Ma€E CBOrO B/TACHOI0 NMOBHOBAXHOrO 3 Be3nekn 04HOro, AKOMY A0BIPRE A, HLLOrO, AKOMY A08ipsae B Akulo
A1 B abo aoBIpAlTL 0auH 0aHOMY, aBo KOXHUA J0BIPAE NOBHOBAXHOMY IHLIOMD foMeHa, TO KITiodl posnog|-
nsATb 8I4MN0BIAHO 40 6 1 abo 6 2

Po3pi3raoTh ABa BMNaaKM BCTAHOBNEHHA Koda MK A1 B

— ofepxaHHa ceptudikata BIAKPUTOro Kniova B (AKWO 3acTocoBHE),

— BCTAHOBNEHHA PO3NOAINEHOIO TAEMHOO Kntoya MK A1 B

MIK LIUMU KOMNOHEHTaMU MOXITUBI PI3HI KMTIOYOBI BIZHOCUHW, WO BIA0BPpaxatoTs CYTHICTL AOBIPU MK
KOMMOHEHTamMu

Y BUnaaxy sukopucTaHHsa ob'ekTamun gna obmiHy IHPOPMaUIE acUMeTPUYHUX MeTOAIB | BIACYTHOCT
AOCTYNy 00 3aranbHo! NoCNyrv 4OBIAHUKIB, AKa Hanae cepTudikaTh BIOKPUTUX KIHOUIB, KOXHUA 00 eXT Mae
3B'A3yBATUCS 31 CBOIM BIANOBIAHUM NOBHOBaXHUM ANst ofepxaHHs ceptudikaTa BIAKPUTOro KNYa napTHe-
pa (BlAnoBIgHo Ao pucykky 7 (1)) MosHoBaxHI 06'exTIB A | B 0OMIHIOIOTLCA cepTUdIKaTaMmn BIGKPUTUX KNIOYIS
06 exTi8 A1 B (2) 1 nepecunaoTe ix 40 A 1B (3) Micns usoro A1 B MoxyTe 6eanocepeaHbo 3aiicHIOBaATY
BeaneuHnA 38’830k (4)

IHWKM niaxoaomM 4o 0BMIHY cepTudikaTamu BIAKPUTUX KIIOYIB € nepexpecHe cepTudikyBaHHA (signo-
BIAHO o gogatka D)

HAKLO 06 EKTU 3B'A3YIOTHCH 3 BUKOPUCTARHAM CUMETPUYHUX METOAIB, KOXHUM 00 KT Mae Takox 6e3neyvHo
B3aEMOAISATY I3 CBOIM BIANOBIZHUM NOBHOBaXHUM (1) ANs oAepXaHHa TAEMHOrO KIoda, SKUIA 403BONUTL IM
3g'szatuca [ToBHOBaxHI 3 Beanexky JOMOBAAKTLCA NPO CMINbHUNA TAEMHUIA KoY (2), AKUA BUKOPUCTOBYBA-
TuMyTb 06 ekt OauH NOBHOBaXHWIA po3NoAINAE TAEMHUIA KNtoY 0OOM 06'EKTaM, BUKODUCTOBYHOMM IHLIOMO
MOBHOBAXHOrO AK LUeHTp poanoatneHHs OcTakHim Moxe Takox 3abeanednT nepecunanHs knoda ((2) 1 (3))

Axwo TiNskn 06 ekT A hopMyE 3annT TAEMHOro KnYa AN 38'a3ky 3 0B'ekTom B TO NoBHOBaXHUA 3
Beanekn Moxe 4IATY ABoMa cnocobamint AKLO BIH MOXE 38 A3aTuUcA 3 oboMa o6'ekTaMu BiH MOXKe DO3NoMl-
ATV TAEMHUIA KITI0Y IM 0BOM, AK Lie 3a3Ha4YeHO BULLe HAKLLO NOBHOBAXHMIA 3 Be3neKkk MoXKe 3B A3aTNCA TINbKA
3 04HUM 0D €XTOM, TO 06 EKT WO OQEPXKYE KMNIOY, HEce BIANOBIAANbHICTE 33 NEPSCUNAHHSA KMNOYA IHLLOMY
ob exTy

12
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MOBHOBAXHUA NOBHOBAXHMN
oB'ekra A ob'ekta B

- B i A G i e = 4 = o

PucyHok 7 — Po3noginerHHA KNK4YiB Mix A8oMa JoMeHamu

|HKoMM NoBHoBaXH! 06'ekTiB A | B He MaloTb aHi B3aeMHUX J0BipYUX BIQHOCUH, aHi BeanocepeaHix Ka-
HaniB 38'A3Ky. B ubOMY BUNaAKYy BOHU MaloTb 3ayduTU nosHoBaxHOro 3 Beanekn X, Akomy BoHW oBoe Ao~
BIPAKOTL, AK Ue MokasaHo Ma pucyHky 8 (cTpinku (2a) i (2b)). MosHoBaxHUA X MOXe 3reHepyBaTy KoY | po3-
noginuTK Moro nosHoBaxHUM 06'ekTiB A i B (pucyHok 8, cTpinku (3a) i (3b)). ABo nosHoBaXHMA X MOXe re-
pecnaTy OAspXaHui TacMHUi ko, abo cepTudikar sigkpuUToro knw4a (2a) Bif nosHoBaxHOro 3 Gezneku
06'exTa A o nosHosaxHoro 3 6eanekut 06'ekTa B (3b). MosHoBaxHI MaloTs MOTIM Nepecriatn ofepXaHnia KoY
TXHIM BignosigHum o6 exTam (3rigHo 3 pucyrkoM 8, (4a) i (4b)), aki noTiM MoXyTb BeanevHo obmiHioBaTUCs

iHdopmaLiito (5). Moxnunso, 4Ns 8CTaHOBMEeHHA NaHutora gosipu Tpefa Oyae nposecTit NOLWYK NOBHOBAXKHNX
i3 6eaneku, Aki 6 3a40BONBLHANY BUMOram.

MOBHOBAXHUN
X
(2b)

e e N LY
] ] t 1
1 t 1 1
t ] 1 1
1 - t v - -t 1
' w noBHOBAKHUA ! ! NOBHOBAXHWA !
/ aob’ekra A H ! ob'ekta B !
] i { i
v (1a) ' i i
i (4a) H ' {4b) (1b) |
L] ] ) 1
1 ¥ ] I
1 [ t 1
] 1 1 1
! 1 1 1
] ] ] ]
1 ] ] '
: ob'ekT A - — — - e e~ - 06'ekT B '
\ ] 1 i
e e S O I i

Domex A HOomen B

Pucyrok 8 — Nlanuror 4OBIPU Mix opraHaMmm

7 CNEUIANEHI NOCTAYANBHUKN NOCNYT

Oeaw nocnyry, sxmx NnoTpebye cucTema KepyBaHHs KNoYamin, MoxyTs SyTy HadaHi 30BRILWHIM nocTa-
YansHUKoM nocnyr. Taki Nocnyri MoXyTs HaaasaTu:

— [IOBHOBaXHW peecTpaTop K0MiB abo NoBHOBaXHa opraHisauia 3 cepTUdIKyBaHHA KNIOYIB,
— LEeHTP poanodinerHs kntodis 3rigHo 3 [ISO/IEC 8732;
— UeHTp NepecunandHa Knwoyis 3rigHo 3 ISO/NIEC 8732.
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LOOATOK A
(aosiakosuit)

3ATrPO3U KEPYBAHHIO KITIOHAMMU

KepyBaHHa KnodamMu Bpasnumse A0 HU3KM 3arpos, nepertik AKX HaseaeHo Hukde

Po3xpuTTa KNO4YOBUX faHUX: KNOYoBI AaHl abo € BIAKPUTUM TEKCTOM, He3axXUWEHUM | 40 HoOro MoxXe
ByTv 3aimcHeHo gocTyn, abo foro 3awndpoBaHo, ane Moro MoxHa posLwndpysaTi

MopauchikyBaHHA KNHOYOBUX [aHUX: 3MIHA KITIOHOBUX JaHMX TakuM Y/AHOM, LLO IX HE MOXHa BUKOpMC-
ToBYBaTX TakK, sik nepegdadeHo

HeaBTopu3oBaHe 3HULEHHA KNHOYOBUX AAHUX: 3HWLLEHHSA KMioda abo NoB A3aKUX 13 HUM 4aHuX

HenoBHe 3HULLUEHHA KMOHOBUX AAHUX: Lie MOXE CNPUYUHUTY KOMNPOMETALIKO NOTOYHUX aBo ManbyTHIX
KNoYIB

HeasTopuaoBaHe BigknukanHs: Oesnocepedre abo onNoCepeakoBaHe BUNYYEHHA YUHHOTD KMova abo
KITHHOBUX AaHMUX

IMiTyBaHHSA: 3HeocobntosaHHA aBTOPU30BAHOrO KopucTyBaYa abo o6 'exTa

3aTpuMyBaHHA BUKOHAHHA (DYHKUIA KepyBaHHA KNOYAMU: LIe MOXKE CNPUYUHUTYA BIMOBY reHepy-
BaHHA, po3noaiieHHs, BiAKNUKaHHA abo peecTpyBaHHA Kto4a, BIAMOBY BHaCHOIO OHOBIEHHA CXOBULLAE KITHOYIB
abo BIAMOBY NIATPUMYBAHHA PIBHIB aBTOPM3aL|Il KOPUCTyBaYa Towo 3arpo3a 3aTpuMyBaHHsa MOXe BUAuUKa-
T Yepes Byanb-AKy 13 3a3Ha4YeHUX Byule 3arpos abo yepes dizuyHy BIGMOBY KNIOYORBOIO obnafHaHHs

3noBXUBAHHA KNKOYaMU:

— BUKODMWCTAHHS KNo4a B HEaBTOPUIOBAHUX WINSAX, a CaMe BUKOPUCTaHHA Koda WwiudpysaHHs Ana
Kroua WwudpysaHHs AaHnx,

— BUKOpUCTaHHs 3acoby KepyBaHHA KrloHamMu B HEeaBTOPU3OBAHUX LINAX, 8 CaMe HeasBTopUaoBaHe 3a-
wudposysaHHA abo poswmdpoByBaHHA AaHNX,

— BUKOPWCTaHHA KMtoUva NiCNA 3aKIHYeHHA CTPOKY Noro All,

— HagMIpHe BUKOPUCTaHHS Koya,

~—— HaZaHHS KMo4IB HeaBTOPM30BaHUM oaepXysadam

NORATOK B
(poBIAKOBUNA)

IHOOPMALINHI OB’EKTU KEPYBAHHA KNHOYAMU

fchopMaliisni 06 eKT KepyBaHHa KIilo4aMu MICTUTL Koy (abo kioul) pa3om 13 HeoBOoR A3KORO, IHWIGKD
IHhopMaLIERD, LLO KOHTPOIOE MOXITMBE BMKOPUCTARHA Kitodie CKopille HIX Y ABHIA dopM! HhopmaLisa KoH-
TPOSK MOXE 3YMOBHOBATUNCA JOMOBMEHOCTAMU, AKI KOHTPOMOOTh BUKOPUCTAHHS IHOPMAUINHNX 00 eKTiB
KepyBanHa kavamu (Hanpuknag, BUKOPUCTaHHA OHOTO KNioYa acuMeTPUYHOL WndpyBanbHOI Mapvt KOHT-
DONIIETLCH Y3rOKEHUM BUKOPUCTaHHAM {HLWIOMO OAHOMo — A1A 3alinpoByBaHHSA, @ IHLLOro — AnA po3wnd-
poByBaHHA)

3a A0NCMOro KOHTPOMIBHO! IHPOPMaLLT MOXHA BICTEXYBaTY Take

— TUN 06 eKTa, AKUIA MoXe 3axmLiaT koY (a came ganl abo IHDopMaLIAHAI 0B exT KepyBaHHS KIToYeM)

— fonycTumi onepauit (a came 3awndposyBarHa, po3wndpoByBaHHS), :

— JONYLIEHOro KopKrcTysaya,

— cepefosuLile, Y AKOMY MOXe By Ty BUKOPUCTAHO KoY,

— IHUW! acnexTy, ocobnuel 4Ng NeBHOMo METOAY KORTPOMOBaHHA aba 3aCTOCYHKY, AKI BUKOPUCTORYIOTE
IHhOPMALIAHNIA 06 eXT KEPYBAHHA KNlo4Yem

[ns onTMIzyBaHHs IHhopmMaLiHAIA 06 eKT KepyBaHHA KNIoYeM Moxe YacTkoso abo nosHicTio ByTu cT80-
DEKWN Y NPOLEC! feHepyBaHHA KNto4a

KoHKpeTHUM Npuknadom IHdopMaLyAHoro of exTa KepysaHHsA KirodeM e cepTudikaT kmoda Bil MIcTUTb
uloHameHLe NIANWCaHI MOBHOBAXHOK OPraHI3auleto 3 cepTndikyBaHHa

— KNHKOYOBI AaH!

— 1AeHTNGIKATOP KOPUCTYBAYE AKUN MOXE BUKOPUCTOBYBATU BIANOBIAHNNA iHCOMALIAHN 00 exT Ke-
DYyBaHHSs KIHOHEM,

— onepaltyl, Lo BUKOHYE BIANOBIAHUA IHdOpMaLUIAHWA 06 eKT KepyBaHHa KloveM (MOXyTs ByTv 3aaas!
8 HERABHOMY BUNAL),
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— CTpoK 4if;

— ineHTUdIKaTOP NOBHOBAXHOT OpraHizauil 3 cepTudikyBaHHA.

HasepeH! Hxde ASN.1 — BU3HAYEHHS € NPUKNagoM iHopMaLiiHOro 06'ekTa KEPYBaHHA KNIoYeM, Xo4a
BiH MOXe MICTUTU IHLWI MapaMeTpy 3anexHi Big 3acTOCyBaHHs.

Key =  PRQTECTED {KeyCantents, pratectionTynel,
KeyContents ;= SEQUENCE {
key ID {0] Key_ldentity,
keyValue {1] Key_Value,
checkValue [2] Check_Value,
cryptoMethod  [3] Cryptographic_Method,
timeStamp {4] Time_Stamp,

generAuthority [5] Generating_Authority,

certiAuthority  [6] Certification_Authority,

issuer (71 lIssuer,

validity [8] Validity_of Key};

Bin cknapnaeTbea 3 napametpis KeylD (oaHo3HauHui ineHTudikatop), KeyValue (3HavenHs knova)

i CheckValue (KOHTporoBanbHe aHaderHs), ae o6os'askosuM e Tinsku KeyValue. Mapametpn CryptoMethod,
tssuer | Validity KOHTPOMOKOTE BUKOPUCTaHHA Ktoya, obMexytoun noro cnetjiansHUMU anroprtMami, 4acom
BUKOPUCTAHHSA | NeBHUMK KopucTysadamu. Lii mapaMeTpu € Baknusi ANs KOHTPONOBAHHA BUKOPAUCTAHHA KNio-
ya, arne HeoBos'A3kosi. Mapametpy GenerAuthority, CertiAuthority | TimeStamp Bax MBI ANA [oKa3y aBTop-
CTBa [Kepena Kva, CTPOKY 4il, ane Takox € Heobos'a3kosi. [Ana cepTudikaTta kto4a 0GoB'A3KOBUM € na-
pameTp lssuer,

OONATOK C
(noBigkosuit)

KNACU KPUNTOTPA®IYHUX 3ACTOCYHKIB

3aransHy Knacudikayito kpuntorpadiyHnx cUCTeM BU3HaYaoThb 4Ba OCHOBHI BUKOPUCTOBYBAHI MeTOaN,
a came! CUMETPUUHWA | aCUMETRUUHWA. BHAGNIAOK TACA WO KepyBaHHA Kikadamu Mae obenyrosysaty obua-
Ba MeToAM, HernoTpIGeH IHWWA niaxia. ToMy B HACTYNHOMY Po3Aini KpUNTorpadiuHi CUCTEMU KNacndikosaHo
BignosigHo Ao MYyHKUWIRHOCTI, Aky 3abeanedye meToa.

Y 3aransHOMY BUNaAKY KpunTorpadiyHa cucTema NponoHye ABa pisHi TUNK KpuntorpadivHnx nocnyr:
nocnyrst asTeRTUdIKYBaHHA Ta Nocnyru wudpysaHHa. Nocnyry WudpyBamHsa BUKOPUCTOBYIOTL ANA KDUNTO-
rpadhiyHOro 3ax1CTy iHdopmauii, To6To BoHM 3abe3nedyoTb kKoHdiAeHUIAHICTL gaHuX. [ocnyri aBTeHTUdDI-
KyBaHHS NepesaxHO BUKOPUCTOBYIOTb AR aBTeHTUDIKyBaHHA 08 ekTiB, aBTEeHTUDIKYBaHHA AXepena faHunX,
LiNiCHOCTi A@HUX Ta HecrnpocToBHOCTI. Tunu kpunTorpadiuHnx cucTeM Ta sBignosiaHi onepauii nokasaHo Ha
pucyrxy C.1.

KpunTorpadisHi
nocnyru

nocnym nocnyru
aBTeHTUDIKYBAHHA wudpysarHsa

nignuc/neyarka BepudikyBaHHs

3aWnposyBaHHA pPO3WUPPOBYSAHHA

Pucyrok C.1 — Kpuntorpadidui nocnyru | BianogigH MexaHIamu
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C.1 NMocnyru asreHTUdiKyBaHHA Ta KNQUI

Mocnyru asTeHTUdIKyBaHHS 3abe3nedyloTh aBTeHTUdIKyBarHA 3B'A3aHUX 0O ekTIB (aBTeHTUDIKYBAHHS
06 exTIB) aBTeHTUIKYBaHHs Axeperna AaHuX (aBTeHTUdIKYBaHHA NOXO4XKEHHSA [aHuX), HECTIPOCTOBHICT. Ta
HITICHICTb AaHux LA nocnyra Moxe BUKOPWUCTOBYBATW Takl MexaH!3Mu

— "3aneyaTaty 610K gaHuX", AKUA 4NA WHCHOCTI A3HUX MICTUTL NPasUIc BUBEASHHS KpunTorpady-
HO! KOHTPOMIOBANBHOI BEIMYNHM JaHUX, 8 CaMe TeHepyBaHHA 3a 4OMOMOTO CUMETPUYHOrO anropuTMy Kogy
aBTeHTUdIKyBaHHA nosigomnedHs (MAC),

— "nignucaty 6nok fgaHux", akuit MICTUTs reHepyBaHHs UMdPOsoro NIANUCY AN aBTerdTUdIKyBaHHH
DXXepena AaHviX, WNICHOCT! Aannx Ta (abo) HecnpoCTOBHOCT!,

— "BepudikyBaHHA 3anevaTaHoro 6noky AaHux", AKMA MICTUTb oBHUCMIEHHA KpunTorpadIvHol KoH-
TPONIOBaNbLHOI BEMUYMHY AaHUX, Ta NOPIBHAHHA 1 3 eTaNoHHOK KOHTPOMOBaNbHOK BEMUYUMHOK (40Ka3
W!NICHOCTI gaHnx),

— "BepudpikyBaHHA nignucadoro 6noky ganux", skMin MICTUTL Bepudikalito Lndposoro nignucy 4ns
BUABIEHHA, 4it OYB BIH BUPOBNEHUIA 3asaBneHUM BianpasHukoM | (abo) 4okas LINICHOCTI 4aHnX

Y nocnyrax aBTeHTUdIKYBaHHS npouecy NIANUCYBaHHA Ta 3anedyaTyBaHHs BUKOPUCTOBYHOT: IHDOpMa-
L/t0, sika € abo ocobuctor (ToBTO yHIKaNbLHOW | KoHIAeHLINKOW) IHdhopMaLIED BIANPaBHUKE, abo TaeMHOW
| BIAOMOIO TIMbKM BIANPABHUKY | 0f4epXyBady, npolec BepudikyBaHHsa BUKopucTosye abo npoueaypu Ta
1HPopMaLiio, AKI € 3aranbHOQOCTYNHUMM, ane 3 AKX He moxe OyTu BuBeAera ocobucTa ihhopmaliia BIANpaBs-
HviKa, abo po3noaineHy TacMHy (Hopmaullo BIANPAaBHMKA | o4epxyBada ICTOTHOW XapakTepncTUKO aIANN-
CyBaHHA € Te, Wo NignMc Moxe ByTn BupobneHui nutle 3 BUKOPUCTaHHAM 0coBucTol IHpopmaull sianpas-
HVKa, oro ocoBuUcToro knoda Takmm YUMHOM, SIKLLO MIANKUC BepudikyloTb 13 BUKOPUCTAHHAM BIQKDUTOMO KtoYa
fXepena, To NOTIM MOXHa [OBECTU TPETIN CTOPOH! (NOBHOBAXHOMY HOTapiycy), WO TIMbKA EQUHUN BNAcHWK
ocobucTot iIHdopMaLi Mir BupobuTy uen nianuc

[Tocnyra aBTeHTUDIKYBAHHSA BUKOPUCTOBYE ABA 3 TRHOX TUMIB KMOYIB

— KNy 3aneyqaTyBaHHA — DO3N0AINEHNA TAEMHUR KoY,

— KoY NiANUCYyBaHHA — YHIKANbHWA 0COBUCTUNA KNKOY, acouIoBaHnUin 3 [KepenowMm;

— Knto4 Bepudikayit — abo BIoKpUTWIA KMtod, abo TaemHWiA Ko

Y cuMeTpUYHMX MeToaax nocyra asTeHTUPIKYBaHHSA BUKOPUCTOBYE KMIOU 3anevaTyBaHHA | KMoy 8epu-
diKauil, NogaH! TMM CaMiM TaeMHUM KITIOYEM, B aCUMETPUNHUX MeToLax BOHa BUKOPWCTOBYE Krikod MAnucy-
BaHHA Ta KoY BepudIKalll, NodaHi KTY0oBOK Napoto, fika cklagacTbes 3 BIAKPUTOro Ta 0cobucToro Kwdis

C.2 Mocnyru wudpyBaHHA Ta KNHoYi

Mocnyry wngpysarHA 3abe3neyytoTs 8 OCHOBHOMY KOHMDIASHUIMHICTS IHDOPMALL, ane TakoX | Linic-
HICTb AaHUX 3anexHo Bif BUKOPUCTOBYBAHUX METOAIB 3aCTOCOBYIOTL NOCHYM WoA0 Ge3nekn aBTeHTUdIKY-
BaHHs | HECTIPOCTOBHICTL

BukopucTosyloTs Ba OCHOBHNX MEXaHI3Mu'

— 3allndpoBYBaHHA, BUPOOGNAE 3alinpPOBaHUA TEKCT 3@ BXIAHUMU AaHNMM

— po3swudpoByBaHHA, BUPOCNSAE BIAKPUTIA TEKCT 13 BIANOBIAHOMO 3alUNpOBAROI0 TEKCTY

[Mocnyra wudpyBakHsa Moxe ByTu oxapakTepuaosaHa BUKOPUCTaHUM KpunTorpadiuHM MeToioM a came
CUMETPUYHUM ab0 acUMETPUYHUM FKLLO BUKOPUCTOBYIOTE CUMETPUMHUA MeTOA onepallli 3alndpoByBaHHSA
| PO3WNGPOBYBAHHSA BUKOHYIOTE 3 OAHUM KITtoHeM (PO3NOAIITEHUA TaEMHUA KNoY) FAKLWO BUKOPUCTOBYIOTo
acUMEeTPUYHUIA MeTo, onepaull 3aWndpPoByBaHHA | PO3LWUAPOBYBAHHA BUKOHYHOTL |13 A480Ma PI3HVMU, ane
B32EMONOB A3aHAMI KtoYamMu, TOGTO BIOKPUTUM | OCOBUCTUM KIitouamu
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LONATOK D
(mosigkoBuit)

KEPYBAHHSA XUTTEBUM LUKNOM CEPTUDIKATA

Llett noBigKOBNIA AO4ATOK ONVUCYE BUMOMK Ta NPOUEAYDPU, 33CTOCOBHI B KEPYBaHHI MUTTEBUM LIUKITOM
cepTndikaTa BigKpUTOro KNtoua.

D.1 MosHoBaxHa opraxizauifa 3 ceptucbikysaHHs (CA)

CA e gosipyoto cTopoHoto cBoTX aboHeHTiB. Taka A0Bipa ocHOBaHa Ha BUKOPUCTaHHI ageksaTH!X Kpum-
TorpadhivHux MexaHiaMis | obnagHaHHA Ta Ha Aocsigi npodeciiiHoro kepyBaHHs | KOHTponsaHHa. Lig fosi-
pa Mae NigTBepaXyBaTncs HezaneXsm ayanToM (BHYTPIWHIM, 308HILLKHIM 4X oboma), pesynsTaT AKora
MatoTe ByTU gocTynHUMK Ans aboHeHTIB.

CA mMae HecTu BignoBiganeHICTL 3a:

1) iaeHTUdDiKYBaHHS 06'eKTiB, IHhopMaUito NPo BIAKDUTUNA KMKOY AKUX HaAaHO 48 cepTUdIKyBaHHS;

2) 3abesneqeHHs AKOCTI Mapy ACUMETPUYHUX KINIOMIB, BUKOpUCTOBYBaHUX ANs hopMyBaHHA cepTudika-
Ta BIAKPUTOro KnK4a;

3) 3axucT npouecy cepTudikyBaHHs, a Takox 0COBUCTOro Knda, BMKOPUCTOBYBAHOTO AA NignucysaH-
He iHdbopMaUiT Wo4o BiAKPUTOro KNoYa;

4) KepyBaHHSA CUCTEMHO-3AMNEXANMI AAHUMU, Ak MAKOTb MICTUTK [HopMaUiK WOAO BIAKPUTOrO KoYa —
NopAaKeBun HoMmep cepTudikaTa BIAKPUTOro Knya, igeHTndikatop CA ToLlo;

5) NpuaHayeHHs Ta NepeBipAHHA CTPOKY Ail;

6) cnoBileHHs 00'eKTa, I0eHTURIKOBAHOTO iHpopMaLED BIAKPUTOro KMo4va, Wo cepTudikar BiakpnTo-
ro Knwova BugaHo. 3acobu, BUKOPUCTaHI ANA nepecunaHHsa Uboro noBidoMAeHHs, MaloTb ByTU He3anexkHu-
MU BiZl MeToay, BUKOPUCTaHOro Ans nepecunaxHa no CA iHdopmauii Bigkpntoro knwova;

7) 3abesneueHHst Toro, Lo A8a pisHuX 06'ekTH He ByayTb TOTOXHUMU | 3MOXKYTE HANEXHAM YNHOM PO3-
fnizHaBaTucs;

8) cynpoBoaXeHHA Ta BUAAHHA CRUCKIB BiAKNMKaHHS,

9) BHECEHHA A0 XypHany BCiX KPOKIB NPOLeCy reHepyBaHHsa cepTudikaTa BiAKPUTOro Knwua.

OpHa CA ans BuaaHHs cepTudikaTa BiAKpUTOro Kn4a mMoxe cepTudikysaty iHdopmMaujio BigkpuToro
kritoda iHwol CA. OTxe, aBTeHTUMDIKYBaHHA MOXe MICTUTU faHuior cepTudikaTis BiakpuT1x Kntouis. Mepwini
cepTudikaT BIAKPUTOro KNtoYa B UbOMYy nanutory Mae 6yt ogepxarnm i asTeRTUdIKOBaHUM AERKNUMAI CNO-
cofamu, BIAMIHHUMU Bi cepTudikaTis 8iAKPUTX KNOYIB.

D.1.1 AcumempuyHa KnroHo8a napa nogHo8axHoI opaaHizalyil 3 cepmudpikysaHHs

CA nosuHeH MaTi 3acit Ge3neyuHoro KepyBaHHs Knodamu, CripOMOXHUIA reHepyBaTu aCUMETPUYHY KIo-
YyoBy napy Ans sukopuctaHHsa uicto CA. lNpouec reHepyBaHHA mae 3abeanedysaTy HenepegbadvyBaHicTb Ko-
YoBUX AaHuX. XXoaeH 3roBMUCHUK He NMOBUHEH OepXKyBaTy Nepesary Big 3HaHHA NPOLIECY reHepysBaHHA.

Ocobuctuin kntod CA BUKOPUCTOBYOTE AN NiANUcyBanHA iHdopMauii BigkpuToro knro4a 0b'ekra. Mae
ByTV 3abe3nedeHnit BUCOKUI piBeHb 3aXUCTy 0coBUCTOro Kroya CA, OCKINbLKN BONOAIHHA HUM gano 6 amo-
ry 3NoBMUCHUKY MackysaTuca nig CA i reHepysaTu nigpoBnexi cepTudikatut BIAKPUTUX KMtodis. OTxe, oco-
Buctun kntod CA mae Byt fobpe 3axuLLeHW Nig 4ac BUKODUCTaHHSA BCcepeanHi 3acoby KepysaHHsA Kovamu.
Woro Tpeba seoauTu abo BUBOAUTH i3 3acoBy KepyBaHHA Kmod4amMn 3axuiLieHnM Ta nig KkoHTponem camol CA.

CytTesoto ansa 6esneky cucTeMn cepTndikyBaHHsa BiOKPUTUX KNoYHIB € LiNICHICTL BIOKPUTOTO KNoYva
sepudikauil CA. SKULO cepTudikaT BiAKpUTOro KNiova He MicTUTL BiakpuTui kmow CA, To Tpeba BxuTU cne-
UianbHuUx 3axodis 4ns 3adesnedeHHs Moro asTeHTUgIKoBaHoro posnagineHHa. Ha Micuax Kopuctysadis mae
BYTU BXUTO 3axoan AN 3abeanedeHHa aBTeHTUYHOCT 3BepexeHol Konil BigkpuToro kioda CA.

BiokpuTuit knod Bepudikauil CA BUKOPUCTOBYIOTE 1A NiATBEPMKEHHS cepTudikaTie BIAKPUTUX KNo4iB
iHWNX KopUCTYBaYiB. epen KOXHUM BUKODUCTaHHAM BIigKpUTOro kntova CA, KOpUCTYBaY NOBUHEH YNEBHUTUCA,
Lo KNtoy Bepudikauil € YUHHUM Ha NOTOYHUA MOMEHT.

D.2 Npouec ceptudikyBaHHA
Liel posain onvucye BuMoOru ta npoueaypu, 3aCTOCOBHI B npoueci cepTudikyBaHHs.

D.2.1 Modesib cepmudbikysaHHs 8i0Kpumozo Ko4a
Lent posgin BusHauae Gasosy Mogens cepTvuduikyBants sigkpnTux kiodis. Monens posnoginse ocHoBHi
chyHKLIT 3a AorivyHUMN 06'ekTamu (pucyrok D.1);
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1) nosHOBaXHa opraHizauif 3 cepTudikysanna (CA) — o6 exT, Wo Hece BIANCBIAANLHICTs 3a CepTu-
dikyBaHHA 1HDOPMaLll BIAKPUTOrO KNtoua 06'eKTa — KOPUCTYBaYa,

2) posiaHux (A OB) — of exT, Lo Hece BIANOBIAANLHICTL 3a HaAAHHS IHTEPaKTUBHOTO JOCTYNY 40 cepTu-
PikaTis BIAKPUTUX KMIOYIB ANSA ONEPATUBHOIO BUKOPUCTAHHS 1X 00’ EKTaMu — KopucTysadamu,

3) reqepaTtop kTo4B (MK) — 06'ekT, Lo Hece BIAMNOBIAANLHICTL 33 MeHEPYBAHHS aCUMETPUYHO! KITHHOBO!
napw,

4) nosHoBaKHWA peecTpaTop (MP) — 00'eKT, WO Hece BIANOBIAaNLHICTL 3a 3abeaneyeHnn CA 3acsi-
O4eHUMU IneHTUdIKaTopaMu KOpUcTyBayIs,

5) 06'ekT — xopucTysad (A)

Hukye posrmanyTo BIZHOCUHN MK NOMYHMMU 06 eKTamMi MoAern Ta BIANOBIAHI BUMOrM wono Beanexu
CTOCOBHO UuX BIAHOCUH JloryH! 06'ekT MOXyTb ByTu cyMmilieHvmn Hanpuxnag A | TK MoxHa ob egHaTy,
AKLLO 08 EKT-KOPUCTYRAY CaM reHepye acuMeTpuyHy kntovosy napy, ato CA 1 K MoxHa 06'egHat gkwo CA
reHepye Kno4oBy napy Ansa of'ekta — kopuctysada

Mpumitka Tpeba nogbatn web cepTudikat 3reHeposarun ob egrarknmm MNP 1 CA ByB 04HAKOBWUM 13 CEPTUMIKATOM CTBOPEHUM
poanoginesumu pisHmumn NP 1 CA

reHepartop
KNHo4IB
NOBHOBAXHUN
peectpatop
of6'ext A MOBHOBAKHW
cepTdikaTop
0O0BIAHUK

Pucynok D 1 — Baszosa mogenb cepTUdIKyBanHA BIAKPUTUX KITHONIB

D.2.1.1 Cepmucbikauliti 81OHOCUHU

Lieft posain Hagae onne geakux cepTudikaylMHnx BigHocKns 6a3osol Mogen! M BIANOBIAHI BUMOM WO4O
Beanexku B okpeMilt CUCTeMHIV peaniaaull He BCI BIAHOCUHM MaloTb BYTW akTUBHUMKM Hanpuknag, saznanHs
MNP, CA ' TK MOxHa 06 egHyBaTH

A-TK O6 ext A npocuTs reHepartopa knouiB 'K areHepysaT acuMeTpuyHy Knovosy napy K fosipe-
He reHepyBaHHA aCUMETPUHHMNX KMo4oBUX Nap Brncokol akocT K reHepye kNoHoBy nNapy (Sa,Va) Takum Yu-
HOM, WO S, € KNOYeM NIANUCYBaHHAM, a V, € Knkodem Bepuddikalll, 1 sepTae IX A Lie nepecunaris Tpeba
BUKOHYBATU 3 aBTEHTUDIKYBaHHAM | KoHdiAeHWAHO K t A MatoTe ByTh abcoMioTHO BNeBHEHUMI B TOMY WO
Al Yac NepecunanHsa TpeTs CTOpoHa He 3MOoXe MOoAUdIKYBaTH 8CUMETPUYHY KITIOHOBY Napy Ta npoyuTtaTy i
3HaYEHHs

A-MP OB'exT A 3aMOBNRE PEECTPYBAHKA ¥ NoBHOBaXHOro peectpatopa MNP O6 exT A nosurex nofat
cBo ocobucTy iHdopMauito MNP NP nepesipae asTeHTUYHICTE iHopMaUil A1 MOXINBO [0AaE OeaK Cu-
cTeMHO-3anexH! AaHl IHdoomauo nicnsa ueoro nepegaote A0 CA 6e3neyHnm WNAXOM

A-CA O6 exT A npocyTb NIOBHORBAXKHY OpraHizauio 3 cepTudikyBarHA cepTudiikysaTy noro iHdopmauo
BIAKPUTOrC Krtoya (abo 1 MIAMHOXKUHY), 30KpEMa MOoro BIAKPUTUNA KITOY Ta poaniaHasancHe 1M 8 {1ogasaHHsA
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iHdopmaUii sigkpuToro kntoda Ao CA Tpeba 3aiicHioBaTY i3 3abeanedeHHaM aBTeHTudIiKyBaHHA | KoHdiAeH-
UIMHOCTI TakuM YMHOM, o6 3abesnednT Moro aBTeHTUYHICTL | YiNnicHicTb. CA nepesipsic aBTeHTUYHICTD
iHdopMaLii BiAKPpMTOro KMda A, MOXIIUBO, 40AaE CUCTEMHO-3aNexXHi gani 1 noTiM nignucye nosHy iHdop-
Mallr0 BIAKPUTOrO KtoYa ANA BUTOTOBMIEHHSA cepTudikaTa BiakpuToro koda A. Ceptudikar BiAKPUTOro Koda
noTiM MOXe ByTu nepecnaHnit 4o A.

[Ticns ogepxaHHa BUAaKHoro cepTudikaTta sigkpuTore Knova A Bepudikye N0ro KOPeKTHICTb (3 BUKOpU-
CTaHHAM SIOKPUTOro KNtova sepudikauil Ve, NosHoBaxXHOT opradizaull 3 cepTtudiikysaHHa. [locTyn A 4o Ub0ro
BIAKPWTOrO KMtova Bepudikauii Ve, Mae Byt asTeHTUdikoBanUM. FloumHalouu 3 Us0ro Hacy, BigKpuTuia knoy A
MOXKHA PO3MOBCIAKYBATU AK cepTudikaT BIgKPUTOrO KItioua i BUKOPUCTOBYBATU KOXHOMY, XTO Mae 4oCTyn A0
BiAKpUTOro Kiova sepudixauii CA.

(MpoTe, SKLLO NOBHOBaXHa opraHisalia 3 cepTudikysarHa npocuTb [ K areHepyBaTil aCUMETPUYHY Kto-
YyoBy Napy Ans ob’ekTa A, To kno4oBy napy o6'ekta A mae 6yt nepecnaxo 8ig 'K go A. BuMmoramun wogo
Sesnexky ANa nepecunanis € KondIAeHURKICTs, WiNiCHICTL Ta aBTerTWMRICTL. Kpiv Tore, CA aosipeno abe-
piraTh KOHDIAEeRUIAHICT,, UinicHICTL Ta a8TEHTUYHICTb YCIX aCUMETPUYHUX KTHYOSUX nap NpoTAroM o6pob-
neHHs Ta 36epiraHHa. |, HapewTi, CA Mae nepecunat 4o A ihoro ocobunctnia knod, Byayyu abconioTHo snes-
HEHOM Y TOMY, U0 TPeTs CTOpOoHa He MoXe Hi MogudikyBaTy, Hi NpOYMTATU BENNYUHY, WO NepecnnacTbes.

A-O0B O6'ekt A nepecunae cepTudikaT cBoro BigkpuToro kntova 8 gosigHuxk JOB i peectpye oro
B ACBIAHWKY. NS peecTpyBaHKs cepTudikaTa BiOKPUTOro KroYa B 40BIAHUKY NOTPIBHO aBTeHTUdIKyBaHHs
0B’ekTa Ta KOHTpontBaHHA AocTyny. Mix A i JOB Mae 6yTH y3rogeHo, XTO YNOBHOBaXEHWA KepysaTu 3a-
NCOM CTOCOBHO LbOro ob’'exTa B A40BIAHNKY. B 04AMX 3aCcTOCYHKaX AOBIAHUK KEPYE BCIMa [OBIARMKOBUMU
3anucamun. B iHwmx — koxHuia 0o6'ekt X Bignosigae 3a KepyBaHHA CBOTM LOBIAHWKOBUM 3aNNCOM.

MP-CA TP npocuts CA cepTudikyBati indopmMauito BiaxpuToro knwoda A. lNMepecunanHs indopmauil
BiakpnToro kmroda A Bia MNP go CA Tpeba BukoHysaTu 3 agTeHTUdIKauietn. CA sepudikye aBTeHTUYHICTL
iHdopMaUuli BIGKPMTOro Ktoda A, MOXNNBO, 4oAae CUCTEMHO-3aneXH daHi W NoTiM Niafivcye NoBHY iHdop-
MaLito BiakpuToro knw4a, Wwob supobutu cepTudikar Biakputoro kmodva A. CA nosigomnsae NP npo cepTtu-
dikauito.

CA-TK MNosHosaxHa OpraHizauis 3 cepTudixkysaHHa CA npocunTb reHepaTopa Knwodis 'K areHepysatu
acuMeTpUYHY KNovoBy napy aAns ob'exkta A. K goBipeHo reHepyBaT acCUMETPUYHI KMOHOBI Napy BUCOKOT
axocTi. [K rerepye knrovosy napy i nepecunae i go CA. Lle nepecunarHsa Tpeba BUKOHYBaTK 3 aBTeHTUDI-
KyBaHHAM i KoHdigeruinHo. K | CA Mae ByTu abComMoTHO BREBHEHWUMN B TOMY, WG TPETA CTOPOHA He MoXe
Hi MoaudIKyBaTU acnMeTPUYRY KIOY0BY Napy, Hi npounTaTit BeNUYuHY Nig vyac nepecunaxHs. CA gosipeHo
3bepirat KOHIQEHUIMHICTL | aBTeHTUYRICTL YCIX acUMETPUYHNX KMIOYOBUX Nap NpoTarom obpobnerHs i 3Ge-
piraHHA.

CA-1OB CA nepecunae supobneti ceprudhikaty BiaKkpuTux KNtovis BeanocepeaHso 8 gosiaxnk JOB
i peecTpye Ix y aoBigHuKkosi. [si peecTpyBaHHsA cepTudikatie BIAKPUTUX KNKOYIB Yy ACBIAHUKY NOTPIBHO
aBTeHTUdIKyBaHHA 08 eKTa | KOHTPOMIBAHHA 4OCTYNY.

D.2.2 PeecmpysaHHs

PeecTtpyBarHs kntova 06 'ekTa OXOMTHOE NOAaHHA O6'EKTOM 3annTy Ha cepTUdiKyBaHHA Ta Noro niarsep-
pxerHs MNP abo CA. Y HacTynHuxX MianyHKTax Hase4eHo BUMOT WOA4O0 NOAAaKHA 00'€KTOM 3annTy Ha cepTu-
dikauito. 3anuT Ha cepTuikyBaHHA MOXE MICTUTL YU HE MICTUTU BENUYVHY BIAKPUTOro KNoYa.

D.2.2.4 ModaHHa 3anumy Ha cepmucbikysarHs gi3udHuMU ocobamu

A 3aCTOCYHKIB i3 HU3BKUM CTYMEHEM PU3UKY NPUAHATTA 3anuTy Ha cepTudikyBakHA Mae BasysaTn-
cq Ha igeHTudikyBaHHi ocobu. sika 3BepHynacs 3a ceptudikaToM BigkpuToro Kntova. Cami 3annuTi Ha ceptu-
dikyBaHHA He Tpeba nogasaTtn ocobucTo, ane Tpeba BUKOPUCTOBYBATU MPUNHATHY 4INI0BY NPaKTUKY ANA
IAeHTNdIKyBaHHA LUMX OCiD.

[nsi 3acTOCYHKIB i3 BUCOKUM CTYNEHEM DU3UKY MPUAHATTA 3anuTy Ha cepTudikysanHA mae BasysaTtu-
cs Ha ocobucTin nossi (abo Ha noasi NOBHOBAXKHCIO areHTa) ocobu, WO 3BePTAETLCA 3a CepTUdIKaToOM BIOKPU-
TOrQ K48, | BUKOPUCTaHHI MPUAHATHUX KOMEPLIRHUX cTargapTis Ansa ideHTudikyBaHHa ocobu (i areHTa yiel
ocobw, 3a notpedn) Le moxe nepenbadatin BEpUDIKYBaAHHR TOTOXHOCTI TPETHOI A0BIPYOK CTOPOHOI.

D.2.2.2 ModanHs ropuduyHoro 0cob0or 3anumy Ha cepmuchikauito

MpuiMarHHa 3annTy Ha cepTudikyBaHHA NosuHHO BasyBaTuca Ha AocTasneHHi iHpopmalii 3anuTy Ha
cepTAdIKYBaHHA BPYYEHHAM 1T NpuHaiMHi ogHUM NpeacTaBHUKOM 08'eKTa I
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1) Manuc 4 nedaTy (AKWO 3aCTOCOBHE) Ha TUTYNbHOMY apkylli, SKMUMU 3a8IpEHO 3aninT Ha cepTudi-
KaT BIAKPUTOrO KNoda

2) BUkopucTaHHl NPUAHATHO! KOMEPLIAHO! NMPAKTUKA IAeHTUAIKYBAHHS NIAMWUCY | NeYaTkt (AKiL0 3aCTOCOBHE)
0b exTa

3) BukopucTanHl NPUAHSTHO! KOMEPLIAHCI NPaKTUKV 14eHTUDIKYBAHHA NPEACTaBHUKIB AK 40CTasNMN
IHhopMaUo 3anuTy Ha cepTUudikyBaHHs

D.2.3 BaaemogidHOCUHU MiX OpUOUYHUMU Oocobamu

Y lopuandHux octd Moxe BUHWKHYTU NoTpeba y BCTaHOBMAEHH! JOrosipHUX BIAHOCKUH 3 IHLLUMY IOpUANY-
HUMY ocobamu Lle Moxe ByTu BAWTOBAHO PI3HUMU cnocobamu

1) CryxGOBLI KOMMaHII MatoTb BNACH! acCUMETPUYH! Ktodosl napu KopuanyHa ocoba aie sk CA ang ceoixX
cnyx0osuIB TpaH3akuil aBTOpU3YIOTLCR CNYXBOBLUAMN 3 BUKOPUCTAHHAM IXHIX NEPCOHAMNbHMUX KMoYIB, cepTu-
di<osarHnx CA komnaHi OpepxyBayl NepesIpAloTs, WO AXepeno cepTUdIKOBaHe KOMMAHIED, BIAKPATUAA KoY
AIKOI, B CBOWO yepry cepTudikoBaHni CA BULLOrO PIBHA tepapxil

2) CayxG0oBLI KOMMAHI He MaloTb BRACHUX acUMeTPUUHUX KIIONOoBUX Nap TifskW topuavdHa ocoba mae
oaHy abo Binblue acuMeTpUYHUX KtoYoBux Map Opepxysadl BiKPUTAM KNo4eM KoMnaxil NepesipaioTs
Y3ro4KeHICTb TpaH3akulin Oaepxysadl He NoBUHHI 06Tsxky8aTV cebe IepapXieto | NONITUKO NOBHOBaXKEHb
KoMaHI-gpkepena

D.2.4 lN'eHepysaHHs cepmupikama

Byas-aKomy 8iKOPUCTaHHIO acCUMETPUHHOI KNOYOBOI Napy nepeye NpoLec reHepyBaHHs cepTudikara
BIQKPUTOrO Ko4a

Mpouec reHepyBaHHa cepTudiKaTa Mae MICTATU Takl KPOoKu

1) NepesipsiiHA tHdopMaLll BIGKPUTOrO K0Ya ONA BUABMEHHS NOMUMIOK

2) MNpUAHATTA IHdopMaL BIAKPUTOrO Koya (BUMOTM CTOCOBRO NDWAMaHHS tHoDMaL BIAKPUTOrO K-
Ya BlagnosigHo go D 2 2)

3) MaroToBnAHHA Ta QONYYEHHS AaHWX NOTPIBHUX ANA KepyBaHHA cepTUIKATOM BIAKPUTOTO Kntoda CA
MOXe reHepyBaTu acuMeTpuyHy(i) knodoBy(l) napy(n) ans ob ekta (HeoBoB 3KOBO)

4) OBuucneHHsa niaNnCy Ana cepTudikara BIAKPUTOro Krtoda Moxe MICTUTY rell-chyHKLUI0

5) 3anuc go xypHany ayauty Qi CA WoAo resepyBarHs cepTudikarta BIKPUTOIO KIoYa MatoTs ByTu
3aHeceH: A0 XypHany

[Ns 3aCTOCYHKIB 13 BUCOKUM CTYNEHEM PU3NKY MOxe ByTin Baxarnum Ao (1) BUMaratv Aekibkox Nignucis
CA Ha cepTidikaTl BIAKPUTOTO KNIOHA, AKL MICTATE NIAMUCA, BUKOHAH! HE3AMEXHUMU KPUNTOrpadiHHUMK 33-
cobamu (3 piIsHUMUK ocoBUCTAMK KNodamu), abo 4o (2) BuMaraTy 4eKinbKox Nignucis iHdopmatil BIAKPUTOro
knto4a pisnnmu CA

D.2.5 BidHoenerHs/Kummesul yukn
HuTTeanin Umkn cepTudikaTa BIAKPUTOFO KtoYa 3a3HaueHo CTPOKOM f1l, BCTAaHOBNEHUM Y cepTudikarti
BIOKPWTOrO KMtoda abo BU3HAYEHO IHLUMM YUHOM MONITUKOW KepyBaHHs CA

D.3 Po3anoaineHHst Ta BUKOPUCTAHHA cepTUikaTiB BiKpUTUX KNiodis
Le# posain ommcye BUMOrM Ta npoLeaypw, 3acTOCOBH! 40 PO3NOAINEHHA Ta BUKOPUCTaHHSA cepTudikaTis
BIAKDUTUX KITHO4B

D.3.1 Po3nodineHHsa ma 3bepicaHHs cepmuchikamie eiOkpumux Kknrodie

flicna reHepysarHsA cepTudikaTta BIAKPUTOrO Kitova He Tpeba chneliansHux 3aXo4is ANA 3abe3nsyeHHs
noro KoHdiaeHutinocT: abo uinicHocT! CepTudikaTut BIAKPUTUX KTHOYIB MOXYTE 36epiratucs y sIaKpUtTomy
DOBIAHUKY ANSA 3PYHHOrO AOCTYNY 4O HUX KOPUCTYBauIB

D.3.2 BepudpikysaHHA cepmuchikamia gidkpumux knto4ie

Ana niaTseppKerHa cepTudiikaTa BIAKPUTOO Ktova cyb'ekT B AkuiA 8uKoHye BepudikyBaHHs Mae npu-
HanmHl NepesipuTK mignuc CA Ha cepTudIKaTi BIAKPUTOrO KryYa AKWO cepTudiKaT BIGKPUTOrO KNo4a Mae
NPU3HaYeHil CTPOK Al To B Mae yneBHUTUCA U0 IHOPMALIA BIAKPUTOrO Ktova cyb exTa A YuHHa Ha no-
To4HU? MoMeHT (BianosIaHo Ao D 5) Ons BepudikyBaHHA cepTudikaTa BIOKPUTOro KNoya sepudikartop no-
BUHEH MaTV YUHHY KOMNIO BIAKPUTOrO Krtoda sepudikauit CA

D 4 Cnocobu ceptudikyBaHHA
He mae noTpebu 34aTu 8¢t CA Ta ixHix aboHeHTIB ak Hemae noTpebu 3HaTw 8cio tepapxitc CA baxa-
Ho LWob ana 3abeanederHHs rHYYKOro BUKOPUCTaHHA | oBMIHY cepTudikaTamu BIgKpUTx knouis CA ceptu-
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chikyBanu ofnH oaHoro (NepexpecHe cepTudikysanHs). Lle nepexpecke cepTudixysaHHa Tpeba BUKOHYBATK
3 BUKOPUCTAHHRM BUCOKUX RIBHIB rapaHTii | TOYHUX pernameHTis. HAKWOo HaAsHa Mepexka NnepexpecHnx cepTtu-
dikaTiB BIAKPUTUX KMIOHIB, TO MOXYTb ByTu NoByacBaxi Wisxy 1X NiaTsepaxeHHA. KopueTysad NosuHeH T-
INbKK MaTW OOBIPY A0 Kto4a Bepudikauii ogHoro opraHy cepTudikyBaHHs. Hepes cepTudikalinHnin Wwnax us
Aosipa NoWUPIoETLCH Ha BIAKPWUTI KoYl NapTHepis, BUroTOBMEHI HEBIZOMUM OpPraHom cepTudikyBaHHS.

D.5 BipknukaHHsa cepTudbikaTa

CepTudikatt MOXyTb ByTr BIAKIUKAHI NOBHOBaXHOK Opradisauieto 3 cepTUudikyBaHrHs, Lo X BUroToBu-
Na, AC 3aKiH4YeHHA CTPOoKy All. Lie MoXe CTaTUCH Yepes HU3KY NPUYUH, B TOMY YUCHi TaknX:

1) KomnpomeTauia ocobucToro kioda 06 'ekTa.

) 3anuT ob’exTa Npo cKacysaHHs.
) 3MiHa npurHanexHocTi ob'exTa.
) MpunuHerHa gii ob'exra.
) Momunkosa igeHTUdIKaUis 06 ekTa.
) KomnpomeTauia ocobuctoro knwda CA.

7) MpunuHerHa aii CA.

BianoBigHoO MatoTs icHyBaTW Npouedypy i 3acobu WBKMAKOro 3B'A3Ky AN noneruweHHs 6e3nedHoro | as-
TeHTUdIKOBaAHOrO CKacyBaHHs:

1) OaHoro abo Binbwe ceptudikaTia BIAKPUTUX KMovis oaHoro abo KINbKoX 06 'ekTis.

2) MHoxXUHN 8cix cepTudikaTiB BigKpUTUX Klodis, snaaHux CA Ha 6a3i ogHOT napu acUMeTPUHHUX KITKoNIB,
AKY NOBHOBaXHa opraHisayia 3 cepTudikysaHHA BUKOpUCTana ANs NianvcyBaHHs iHopmaLyi BiAKpUTOro Kmoya.

3) Ycix cepTtudixkaris BiAKpUTUX KNtodis, BuaaHux CA 6e3sigHoCHO 40 BUKOPUCTaHUX Nap acMeTpUMHUX
KIHo4IB.

[Bi octaHHi BMoru 3abesnedyoTs 3acobu BifKNUKaHHA cepTUdiKaTis BIAKPUTAX KMOYIB, AKLLO cTana-
cA abo Nifo3poTL KOMNPOMeTaUito ocobucToro Knoda CA, abo Konv 3aMiHEHO nNapy acUMETPUYHUX KITHOMIB,
BUKOPUCTOBYBaHVIX ANA NiANMCYBaHHA cepTAdikaTis BiakpuTux Kritouis. AKWo cTpoK AT cepTudikaTia sigkpu-
TX KNto4iB BuYepnaHo abo BOHW BigKNMKaHI, iXHi Konil Mae 36epirati TpeTs 4oBipYa CTOPOHa NPOTATOM vacy,
BCTaHOBMEHOIC NMPaKTUKOK BUKOPUCTAHHSA, 38KOHaMU | HOPMaTUBHUMI aKkTamu.

Konu ocobuctun knrod o6'ekta abo CA BigknukaHo 3 Byab-akux npuynH, CA-suaaseub Us0oro ceptudi-
KaTa BiAKPUTOro Krk4a NoBUHEH HEralHo BXUTU 3aX0AiB ANs ONoBilLeHHRA BCIX CyB'eKTiB cucTeMn Woao
BiAKNUKaHHA Byab-aKkuX BignoBigHWX ceptudikaTis BiakpuTUX KNtouis. Lie moxe matu Micue y dhopmi aBTeH-
TudikosaHoro CA nosigoMneHHs, posicnaHoro Bcim cyb'ekTam, NoBIAOMIEHHs!, aBTeHTUdIKOBAHOMO iHWKUM CA,
BEAEHHAM TPeTbOI0 A0BIPHOI0 CTOPOHOI IHTEPaKTUBHOMO CNYCKY BIAKNNKAHWX cepTidiKaTiB BIAKPUTUAX KNIOYIB
abo HasiTe ONyOAIKYBaHHAM CAMCKY BIAKMMKAHUX YU QINCHUX cepTudikaTis.

Konu cepTudpikaT BigKpUTOTO KMtoYa BigKNMKaHUA Yepes Nigospy abo akTuiHy KomrpomeTauito ocobu-
CTOro Kr4a, 0cobUCTUi KNtod He Tpeba Binblue Hikonu BukopuctosysaTtu. CepTudhikaT BiAKPUTOro KNtoda
MO)XHa BUKOPWUCTOBYBATW Nntle 3 MeTolo BepudikyBaHHs i3 3a0eanedeHHAM TOro dakTy, We Aadi nignucatdi
40 BIAKNUKaHHA. binbwe Toro, Byab-aKi KMo4osi AaHi, 3awnudpoBaHi LM cepTudikaToM BiKpUTOro Knoda
(BessigHOCHO Jo TUMy), MaoTe BYTU HeraiHo CKacoBaHUM.

Ako 3aKiHuMBCA CTPOK Al cepTUdikaTa BiAKPUTOro KNtoda abo BiH BIAKMMKAHWIA 3 NPUYUH, Henos'dsa-
HVX 13 Nifo3pote abo HakTUYHOK KOMMPOMeTaLlien, ocoBucTuit Koy He Tpeba Binbiie HIKoNU BUKOPUCTOBY-
saTu. CepTudikaT BiAKPUTOro KNKYa BCe LE MOXHA BUKOPUCTOBYBaTK ANns 8epudikyBaHHa Ta po3wmndpo-
ByBaHHs. Bei Bianpasneri i 3axuuwieHi UMM cepTudikaTomM BIAKDUTOrO Kova knioyosi AaHi (BessiaHocHo go
TUY) MarTb ByTU 3amiHeHi AkHanwsuaLle,

2
3
4
5
6

D.5.1 Cnucku sidkukaHHA

Crnncox BigknmMKaHHa MICTUTL CNIMCOK i3 4acoBYMU NO3HaKaMW cepiiHux HoMepis abo ineHTudikaropn Tux
cepTudpikaTis BIAKPUTUX KMOYIB, WO Bynu BigknnkaHi CA. Y cnncky BigknMKaHHA MOXHa BUKOpUCTOBYBATA AB4a
BUAW YaCOBUX NO3HaK:

1) LaTa i 4yac BMAOaHHs BigkNuKanHa CA;

2) [ata i vyac nigosptosaroi abo daxkTu4HoT KomnpomeTail.

OcTaHHR gaTta (AKWo BoHa Bidoma) nonerwye ayauT nigo3pinix nosigomsers. Ceptudikat BiagKpUTOro
KnioYa 3anuwarTe Y CAUCKY BIOKAUKAHKHS WoHaliMeHLWe, 40 3aKiHYeHHA CTPOKY horo 4ii. Hacosa nosHaxa
BaXv18a, ToMYy Wo mae ByTu 8iQOMO, B AKUA Yac 38 A30K BIAKPUTOro kMoYa | 06'exTa Bys posipBaHutit.
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[licnA BlIAKMUKAHHA 3 MPUYMHU NIJ03P0BaHOL abo haKTu4HOl koMnpoMeTal, iHdopMaLlio, nianucady
3 BUKOPUCTaHHSM BIAMNOBIAHOTO OCOBUCTOrO KNoYa, He MoXHa Biblue BBaXaTU YMHHCH, SKLIO nignuc 6ys
BUKOHAHWI MICNA 4aTh MOXNMBOI KoMnpomeTalit, abo gaTa ngnucy He moxe ByT HadlnHoO BCTaHoBMEHa
IHhopMaLio He MOxHa WMdPYBaTH 3 BUKOPUCTAHHAM BIAKIVKAHOMO BIAKPUTOrC Kntoya

Cnuvcok BIAKUKaHb Mae,

1) Byt aatosarum | manucanum CA Tak, 106 06 exTv MOrnu rMiaATBEPANTA LINICHICTL CIUCKY | A4aTy
DO3NOBCIOAMKEHHS,

2) PerynspHo sugasatuca CA, HasITb AKLLIO HE CTANOCA 3MIH 3 MOMEHTY OCTaHHbOTrO BUAAHHS,

3) ByTu gocTynHUM ANs BCIX 06'EKTIB CUCTEMU, 3a BUHATKOM MOXMBUX NepeLLKod, a CaMme 3aKoHaMm
HopMaTusHUM akTam abo npunucy cyay

A po3nogineHHs CAUCKIB BIAKMUKAHHA MOXIMB! DI3HI MEXaHI3MU B TOMY YACH

1) BOCTaBNEHHSR KOXHOMY KOPUCTYBAYEBI NOBIAOMNEHHA/TPAH3aKLi I TRETHO AO0BIPYOK CTOROHO

2) 3anuTyt KopucTyBada 4o TPeTbol [A0BIPYOI CTOPOHM LWOAO NOTOYHOMO CTaTycy NeBHOro cepTudikaTta
BIZIKPUTOrO Krikoua,

3) 3anut go CA uioa0o A0oro NoTOYHOro CrKUCKY BIAKIUKAHHS

MosHoBaxHa opraHizauls 3 cepTudiKyBakHA Mae neplognyso nyBnikysaT | pO3MNOBCIOLKYBATU HOBUN
CNUCOK BIAKNUKaHb

OOLATOK E
(aoBigKkoBUIA)
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ISO 11568-2'1994 BaHkiBcbka cnpasa. KepysaHHa ktodamu (po3apid). HactuHa 2. MeTogu kepysaH-
HA KITFodaMI A8 CUMETPUMHOTO WnPYBaHHA

[SO 11568-3'1994 BaHkiscbka cnpasa. KepysarHs Kntodamu (poaapiB). HacTtuHa 3. XKutresnin Uvkn
KITHOYIB ANSA CUMETPUHHOIO WidpyBaHHA

1ISO 11568-4:1994 barkisceka cnpaga. KepyBaHHa knovamu (po3apit). Yactura 4. Metoqu kepysan-
HA KMoYaMu 4N KDUNTOCXEM 3 BIOKDUTUM KITHOYeM

ISC 11568-3:1994 BaHkiscwka cnpasa. KepysanHs kntodamu (posapi6). Hactura 5. XKuttesuid umnkn
KM04IB 4N KPUNTOCXEM 13 BIAKDPUTUAM KoYeM

ISO/IEC 11770-2.1996 IHdopMauindi TexHonoril. Metogn 3axucTy. KepyBaHHa kiovamy. Hactusa 2.
MexaHI3MWU 3 BUKOPUCTEHHAM CUMETPUYHUX METOAIS

ISO/IEC 11770-3 IHdopmaLyiHi TexHonorlT. MeToau 3axucTy. KepysarHsa Knovamu. HactuHa 2. Mexa-
HI3MU 3 BUKOPUCTAHHAM acuMeTpuyHuUX MeToaiB

ISO/IEC 13888 lHdopmallinni Texdonori(. Bumoru wono 6esnekn. HecnpoCcTosHICTL (BCi YacTuHu).

Koo YKH[ 35.040

Kntowosi cnoBa: 3axvicT iHdopmMaLli, KepyBaHHs KnouaMi, kpyuntorpadis, MeToau 3axucTy, obmiH iHdop-
Mauiero obpobneHHs aaHux.
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