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MNMpeaucnosBue

MCO (MexagyHapogHasa opraHusauus no crangaptudaumm) m MOIK  (MexagyHapogHas
3NEeKTpoTEXHUYECKaA KOMUCCUSA) 0bpasyoT  cneunannu3npoBaHHyld CUCTEMY BCEMMUPHOM
cTaHgapTusauun. HauumoHanbHble opraHusauuu, asnswowmnecs dneHamm NCO unu MOK,
yyacTBYlOT B paspaboTke MexayHapoOHblX CTaHAApTOB MOCPEACTBOM  TEXHUYECKUX
KOMUTETOB, YYpEeXOEHHbIX COOTBETCTBYIOLLEN OpraHusaumen gns Toro, 4tobbl obcyxaaTb
onpegeneHHble obnacTn TexHu4yeckon gesatenbHocTn. TexHnyeckne komutetbl MCO n MOK
coTpygHuyaloT B obnactsx B3aMMHOro WHTepeca. [pyrne mexayHapogHble opraHusauuu,
NpaBUTENbCTBEHHbIE N HENpaBUTENbCTBEHHble, KoHTakTupylowune ¢ MCO un MOK, Takke
NpMHMMalOT yyactne B pabote. B obnactu mHdopmaumoHHbix TexHonorui, MCO n M3K
yuypeaunn CoBMeCTHbIN TexHu4eckun komuteTt, MCO/MIK CTK 1.

MpoeKTbl MeXayHapoOHbIX CTaH4apTOB COCTaBMSATCA B COOTBETCTBMM C MNpaBuiiamu,
onpegeneHHbimMu B dupektusax MCO/M3K, vacTb 2.

OcHoBHass 3ajaya COBMECTHOTO TEXHMWYECKOro KOMUTeTa COCTOMT B MNOATOTOBKE
MeXOyHapoaHbIX  cTaHgapToB. [MpoekTbl  MeXayHapoaHbIX  CTaH4APTOB,  MPUHATbIE
00beAMHEHHBIM TEXHUYECKMM KOMUTETOM, PAaCCbIIAaTCA HaUMOHANbHbIM OpraHM3aumsam Ha
ronocoBaHue. [Ons onyGrnvMkoBaHWs OOKYMEHTa B KayecTBe MeXOyHapoAHOro craHpapTa
HeobXxoAMMOo Kak MUHUMYM 75% rOnoCcOB 4YyIeHOB-OpraHu3auni, NpUHUMarLWmMX yyactue B
rONloOCOBaHMWMN.

Obpawaem BHMMaHWE Ha TO, YTO HEKOTOPble 3NEMEHTbl 3TOr0 AOKYMEHTa MOoryT ObiTb
npegMeToMm nateHTHbIX npaB. MCO n MOK He HecyT OTBETCTBEHHOCTb 3a YyCTaHOBeHue
Kakoro-nmbo mnu Bcex Takmx naTeHTHbIX Npas.

OokymeHT ISO/IEC 27002 66111 noarotoBrneH CoBMecTHbIM TexHMYeckum komutetom ISO/IEC
JTC 1, «WHdopmaumoHHble TexHonorum», [logkomuteTr SC 27, «MeToauku 3awmTbl
NHOPMALIMOHHBIX TEXHONMOTNNY.

[aHHOe BTOpOe u3gaHne OTMEHSIET U 3aMeHsieT NepBoe n3gaHue, KOTopoe BbINo TEXHUYECKU
NepecMOoTPEHO.

CemencTBO MexayHapoaHbIX cTaHgapToB Ha Cuctembl YnpasneHusa 3awmuton VHdopmauum
(CY3W) paspabatbiBaetcsa B nogkomutete MCO/MIK CTK 1/TIK 27. B cemenctso BxogaT
MeXayHapoAHble CTaHgapTbl No TpeboBaHMsM K cCUCTeMaM YMpasfeHus  3allmnToun
NHopMaLMK, MO yNpaBrneHno puckamu, No MeETPUKaM U U3MEPEHUsIM, a Takke pykoBoasLLne
NPUHUMNBI NO peanu3aumm. ITO CEMEWNCTBO NPUMET CXeMYy HyMepauun, UCNOoSb3YHLLYHo
ceputo Homepos 27000 u cneaytowume.

vil



0 BBeageHue

0.1 YTo Takoe 3awmuTa nHcpopmaummn?

MHopmauusa — aTo akTMB, KOTOPbIA, NOJOOBHO APYrMM 3HAaYMMbIM akTuBam Gu3Heca, BaxeH
AN BedeHus gena  opraHu3aumm W, crnepgosaTenbHo, Heobxoaumo, 4YTOoObl  OH
COOTBETCTBYIOLWNM obpasom 3aiymuiancsa. 3To 0cobeHHO BaXXHO BO Bce 6onblue n 6onblue
B3aMMOCBs3aHHOWN cpefe OusHeca. B pesynbtate 3ToM BO3pacTaroLle B3auMOCBA3aHHOCTN,
NHpopmaLMs B HacTosee BpeMsi NMoaBepraeTcsi BO3AEWCTBUIO BO3pacTaloLEro uyucna u
pacTywero pasHoobpasusi yrpo3 u cnabbix mMecta B CUCTEME 3awuTbl (CM. Takke
Pykosogswume npmvHuunsl OECD no 3awuTte MHOOPMaLMNOHHBLIX CUCTEM N CETEN).

NHopmaLums MOXeT cyliecTBoBaTb BO MHOMMX cpopmax. OHa MOXeT ObITb HanevaTaHa unu
HanucaHa Ha Gymare, XpaHUTbCA B 3NIEKTPOHHOM BMAE, MOCHLINATLCS MO MOYTE UMK MyTeM
MCMONb30BaHUSA ANEKTPOHHBLIX CPEACTB, NOKasaHa Ha MIeHkax WM BbiCKa3aHa B pasroBOpe.
BHe 3aBMCMMOCTM OT TOro, Kakyto hopMy MHGOpMaLMa NPUHMMAET, KakuMy cpeacTBamMu OHa
pacnpoCcTpaHseTCss WINM XpPaHWUTCsl, OHA Bcerga [[oSbkHa ObiTb Hagnexawmm o6pa3om
3alymiieHa.

3awmTta MHdopMauum — 3TO oxpaHa MHdopmauun oT 6onblioro pasHoobpasusa yrpos,
ocyllecTBnsemass C LUenbio 06ecneynTb HenpepbIBHOCTbL 6Gu3Heca, MUHUMWU3MPOBATL
[EernoBble PUCKM U MAKCMMW3MPOBATb BO3BpAT MO MHBECTULMSIM U BO3MOXHOCTW [OENOBOK
AEeATEeNbHOCTY.

3awmTa uvHopmauun [gocTuraeTcs peanusauuent CooTBETCTByloLlero Habopa cpeacTs
ynpaereHusi, BKM4Yasi NonuTuKy, NPOLEecchl, Npoueaypbl, OpraHM3aLunoHHble CTPYKTYpbl U
nporpamMmmHble 1 annapaTtHble YHKUUU. DTN 3NEMEHThbI ynpaBneHus HeobxoamMmo cosaaTb,
BHEAPUTb, MOCTOSAHHO KOHTPONMPOBAaTb, aHANM3MPOBaThb M yny4lwaTb, N0 He0BX0AUMOCTH, C
Lenblo 06ecneunTb BbIMONTHEHNE KOHKPETHBLIX OpraHM3auMOHHbIX 3agay 3awuTbl 1 GrsHeca.
OT0 cneayeT AenaTtb BMECTE C APYrMMM NpoLeccamm ynpaBneHus GU3HecoMm.

0.2 3ayeM HyxXHa 3awmta nHpopmaumn?

MHdopmauusas 1 BcrnomoraTtenbHble MNPOLECCHhl, CUCTEMbl M CETU SBNSAOTCA BaXKHbIMU
akTMBamu OusHeca. OnpegeneHne, OOCTWXKEHWe, MoaadepXaHue B paboyemM COCTOSIHUM U
ynyylleHne 3almtbl UHMOPMALMM  MOXET OblTb CYLIECTBEHHbIM Afs  MOAAEPXKaHUS
KOHKYPEHTHOro NpeuMMyLLecTBa, OBWXEHUS! NUKBUAHOCTU, PEHTabenbHOCTU, COOTBETCTBUS
3aKOHaM M KOMMEPYECKOro MMmnaka.

OpraHusaumm M Mx MHEPOPMALMOHHbIE CUCTEMbI U CEeTW CTanKkMBalTCA C yrpo3amu ans
G6e3onacHOCTM, MCXOAAWMMM M3 BecbMa pas3HOODOpasHbiX  WMCTOYHMKOB,  BKIIHOYas
KOMMNbIOTEPM3UPOBAHHOE MOLUEHHUYECTBO, LUMMOHAX, caboTax, BaHAanvam, noxap wnu
HaBogHeHue. MpuumnHbl yuiepba, Hanpumep, 3NOHaMEPEHHbIN Ko, KOMMbIOTEPHOE XaKkepCTBO
W BO3OEWCTBUSA, Bbi3blBalOWMEe OTKa3 B 0OCNYyXMBaHUMW 3aKOHHbIX MOSb30BaTENEN,
cTaHOBATCS BCce 6onee obblAeHHBIMM, aMOMLMO3HBIMU Y U3OLLPEHHBLIMU.
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3awuTta nHoOpMauuM BaxHa ANS NPeanpusTUN Kak rocydapCTBEHHOro, Tak 4acTHOro
cekTopa, a Tawkke ANna 3awuTbl UEeHHbIX WHMpacTpyktyp. B oboux cektopax, 3awura
nHpopmaumm byaeTr paboTaTb Kak MHCTPYMEHT peanusauuu, Hanpumep, Ons BegeHus
SMNEKTPOHHOrO ynpaBneHuss Unu anekTpoHHoro 6usHeca, U Ana Toro, YTobbl nsbexarb nnu
CHU3UTb COOTBETCTBYKOLIME PUCKN. B3aMmocBs3b rocygapCTBEHHbIX WM YacCTHbIX CeTen U
COBMECTHOE WCMOMb30BaHWe WHMOPMALNOHHbLIX pPecypcoB yBenuuuBaeT TPYOHOCTb
OOCTUXeHUs ynpasneHna goctynom. Kypc Ha pacnpeneneHHyto obpaboTKy OaHHbIX Takke
ocnabnseT pe3ynbTaTMBHOCTb LIeHTParnbHOro, Cneunanu3mpoBaHHOro ynpasneHust.

MHOXeCTBO WH(OPMALMOHHBLIX CUCTEM He Obino npegHasHayeHo Ans Toro, 4YTobbl ObiTh
6esonacHbiMK. 3awmTa, KoTopas MOXeT OblTb [OCTUrHyTa TEXHUYECKUMU cpeactsamu,
orpaHvyeHa, W ee cregyeT nogdepXuMBaTb COOTBETCTBYHOLUMM  yripaBneHWeMm wu
npoueaypamn. OnpeaeneHne Toro, Kakue cpeacTtsa yrnpaBneHus cnegyeTt NpuHATb, Tpebyer
TWaTenbHOro NMNaHMPOBaHWSA M BHUMaHUA AeTansam. YrnpasneHuwe 3awuTon nHdopmamm
TpebyeT, Kak MUHUMMYM, Yy4aCTUs BCeX Chnyxawmx B opraHudaumm. OHa Takke MOXeT
notpeboBaTtb y4yacTua akuUWMOHEpOB, MOCTaBLUMKOB, TPETbMX CTOPOH, noTpebutenen unu
OPYrux BHELLUHMX CTOPOH. Takke MOXeT NoHagobuTbCA KOHCynbTauusi cneuuanucra ussHe
opraHusauumu.

0.3 Kak co3gaTb Tpe6oBaHMA 3aWUThbI

BaxHo, 4TOObI OpraHu3aumsa BbiiBUNI@a CBOM TpeboBaHus 3awuTbl. ECTb TpM OCHOBHBLIX
NCTOYHMKA TpeboBaHWM 3aLUUTLI.

1. OAuvH NCTOYHUK nostiyqaeTcd U3 oueHnBaHnUA pUCKOB ANnA opraHn3aunu, ¢ y4eTom obuwen
genoson cTpaterm W uenenw opraHusauun. [locpedcTBOM  OLEHKM  PUCKOB
onpenendarTcd yrpo3dbl aktTuBam, olueHMBaEeTCA yA3BMMOCTb MO OTHOLWUEHUIO K Crly4ato U
BEPOATHOCTb €ro BOSHUMKHOBEHUA, a TaKXKe ero BOSMOXHOE HEraTMBHOE BIIAHUE.

2.  [Opyrum uctouyHukoMm sBnsTcA TpeboBaHWs 3akoHa, ycTasa, Apyrue obssaTtenbHble
TpeboBaHusa 1 TpeboBaHNsa JOrOBOPOB, KOTOPbIE OpraHn3aLms, ee TOproBble NapTHepHI,
noapsaYnKM 1 NOCTaBLUMKU YCIYrM LOSKHbI BbIMNOMHUTBL, @ Takke UX coumanbHo-
KynbTypHas cpega.

3. [JanbHenwnm UCTOYHUKOM SIBMISIETCS KOHKPETHbIN HAabop NpUHUMMNOB, LEeNen u 4enosbIxX
TpeboBaHun K o0bpaboTke uHpOpMauuKn, KoTopble opraHuMsauus paspabortana ans
NoaaepPXKKM CBOUX onepawmn.

04 OueHKa pUCKOB, CBSI3aHHbIX C HapyLUeHUeM 3aLUuTbl

Tpe6OBaHMﬂ 3alnTbl  BbISBMAAKOTCA METOAMYECKOM OUEHKOW WUCKOB, CBHA3aHHbIX C
HapywleHnem 3allunThbl. Hapo, u4Ttobbl pacxoabl Ha cpeactesa ynpaslieHUA Obinun
nponopunoHaribHbl yu.l,ep6y 0enoBon AOeATenbHOCTU, KOTOPbIM, BEPOATHO MOXET WUMETb
MeCTO B pedylibTaTe HapyLlleHNA 3allnTbl.

Pe3ynbTaTtbl OLEHKM PUCKOB MOMOrYT HanpaBuTb M OnpeaenuTb noaxogsilee OencTsune u
npuopuTeTbl B 06NacTy ynpaBreHus puckamu ans 3awutbl MHpopMauum, a Takke B obnacTu
peanusauuu cpeacTB yrnpaBneHus, BbiIopaHHbIX ANs 3alUUTbl OT 3TUX PUCKOB.
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OLl,eHKy puckoB crnenyet nepunogny4eCckm nMnoBTOPATb, C UeENibl0 y4eCTb BCE W3MEHEHUA,
KOTOpble MOrnun Obl NOBNUATL Ha pe3ynbTaTtbl OLUEHKN PUCKOB.

Bonble nHdopmaunm ob oueHKe PUCKOB, CBA3AHHbLIX C HapyLUeHUEM 3aLluTbl, MOXXHO HaNTn
B pasgene 4.1, «OueHnBaHe pUCKOB, CBSA3aHHbIX C HapyLUeHNneM 3aLLuTbl».

0.5 BbiGop cpeacTB ynpaBneHus

Kak Tonbko TpeboBaHus 3aLluThl U PUCKK ObINK BbISIBNEHBI, @ peLleHnst no obpaboTke puckos
— NpVHATBI, cneayeT BbiOpaTb U BHEOPWUTb COOTBETCTBYHOLIME CPEACTBa YNpaBlieHus, C
uenbto obecneynTb CHWXEHWE PUCKOB OO0 npuemnemoro ypoBHsA. CpenctBa ynpaBneHus
MOryT GbITb BbIOpaHbl U3 3TOro CTaHAapTa Uy U3 Apyrnx HabopoB CPeACcTB yrnpaBneHust, Unu
Xe Moryt 6bITb pa3paboTaHbl HOBble CpeacTBa YnpaBreHusi, C Lenbl yaoBNeTBOPUTb
KOHKpEeTHble NoTpebHoCcTH, No o6cTaHoBKe. Bbibop cpeacTB ynpaBrneHns 3almTon 3aBUCcnT oT
OpPraHU3aUMOHHBbIX PEeLUEeHUA, OCHOBaHHbIX Ha KpUTEPUSX MNPUEMKU PUCKOB, BapuaHTax
06paboTkM puckoB M Ha obwem noaxode K YNpaBneHWo puckamu, MPUMEHSEMOM B
opraHu3aumu; BblOOp Takke OOIMKEeH MNOAYMHATLCS BCEM MPUMEHUMbIM HaUWOHANbHbIM U
MeXOyHapoaHbIM 3aKOHaM M HOpMaM.

HekoTopble cpeacTBa ynpasneHuss B 3TOM CTaHAapTe MOryT paccMmaTpmBaTbCs  Kak
pyKoBOASALLME MPUHUMMBLI ANS YpaBreHus 3almnTon MHopMauumn 1 Kak npumMeHuMble Ons
OonblWwMHCTBa oOpraHmsauuin. Hwke noa 3aronoBkOM «OTnpaBHaa ToO4YKa 3alUTbI
NHopMaLMn» OHN 0BbACHAOTCA Bonee NOAPOGHO HMXKeE.

Bonbwe wvHdopmauun o BbiIboOpe cpeacTB YynpaBneHUs U ApYrux BapuaHTax o6paboTku
PUCKOB MOXHO HaiTu B pasgene 4.2 «O6paboTka pUCKOB, CBSAI3aHHbIX C HapyLleHueM
3aWNUTbI».

0.6 OTnpaBHas Touka 3awmTbl MHOpMaUnmn

Pan cpedcTs ynpaBrneHUss MOXET paccMaTpuBaTbCs Kak Xopollas OTrnpaBHas Todka Ans
peanusaummn 3awmTbl MHopmaumm. OHU UMM OCHOBaHbl Ha BaXkKHbIX TPeBOBaHWUSAX 3aKoHa,
UNW cunTaloTCca obLLen NpakTUKor B 06nacTu 3awmuTbl HOPMaLIMK.

Cpeﬂ,CTBa ynpaslieHna, cHntTarwwmneca BaKHbIMU ONA nobon opraHmsaumnm C TOYKMU 3PpEHUA
3aKOHa, BKIo4aroT, B 3aBUCUMOCTU OT NMPUMEHMMOro 3aKoHOAaTeNIbCTBa, creaytollee:

a) 3awmTa gaHHbIX U CEKPETHOCTb JIMYHON MHdopMaumn (cm. 15.1.4);
b) 3awuTa opraHu3auMOHHbIX 3anucen (cMm. 15.1.3);
C) npaBa Ha MHTenneKkTyanbHy cobcTBEHHOCTL (M. 15.1.2).

CpepncTtea ynpaBneHus, cuntatowmecs obLien npakTukon B obnactu 3awmTbl MHGOpMaLuuu,
BKITIOYAIOT crneaytoLee:

a) nporpamMmMHbIA AOKYMEHT B obnactu 3awmtbl MHdopmauum (cm. 5.1.1);

b) pacnpegeneHue obsi3aHHOCTeN No 3awmTe nHopmauum (cMm. 6.1.3);
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0OCBeJOMIEHHOCTb, 06pa3oBaHMe 1 NoAroToBka Mo 3awmte nHopmauum (cm. 8.2.2);
npaBunbHas obpaboTka B NpunoxeHusix (cm. 12.2);

yrnpaBneHne TEXHUYECKOM yA3BUMOCThIO (CM. 12.6);

MeHe>KMEHT HenpepbIBHOCTM Bu3Heca (cm. 14);

yrnpaBneHve uvHUMAEHTaMU U YNyYlWEeHUAMU B CUCTEME 3aluTbl  MHGOPMaLUn
(cm. 13.2).

OTu cpeacTsa ynpasneHus noaxoaat 60nbWMHCTBY opraHn3auun 1 B 60nbLUNMHCTBE Cpe.

Cne,qyeT OTMETUTb, YTO XOTA BCE cCpeacTtBa ynpaslieHUA B 3TOM CTaHOapTe ABIAKOTCA
BaXHbIMU, N UX clneayeT pacCMOTpPETb, YMECTHOCTb noboro cpencrtea ynpasnieHuna cnenyet
onpenenatb B CBe€Te KOHKPETHbLIX PUCKOB, C KOTOPbIMU CTAaJTIKUBAETCA OpraHn3auuns. |_|03TOMy,
X0oT4A BblLLIeyKaBaHHbIVI noaxod CYMTaeTcss XOpoLwen OTMPaBHOM TOYKOW, OH HE 3aMeHsieT
Bbl60p cpencTe ynpaBrieHnA, OCHOBaHHbIX Ha OLlEeHKEe PUCKOB.

0.7

Kputnyeckue cdakropbl ycnexa

OnbIT nokasan, YTo crneayowmne akTopbl YacTo SBASAKTCA KPUTUYECKMMU ANst YCNELIHON
peanusaumm 3awmTbl MHPOPMAaLMN B OpraHn3aLuu:

a)

b)

c)
d)

nonnTuKa, LUenu n AesTenbHOCTb B 06nacTy 3awmuTbl MHpopMaUnn, KOTopble OTpaxatoT
Luenun busHeca;

MEeTO4 W CTPyKTypa [Ansg peanusaumn, nogaepxaHuss B paboyem COCTOSIHMM,
NMOCTOSAHHOIO KOHTPOMSA M YNydlWeHUsa 3alimTbl MHOPMaLMN, KOTOpble COOTBETCTBYIOT
OpraH13aLMOHHOM KynbType;

BMOMMAas noaaepxka u obssaTenbcTBa BCEX YPOBHEN pyKOBOACTBA;

Xopoillee noHnmaHme TDGGOBaHVIVI 3aLlnTbl MHGOPMAaLUK, OLLEHKM PUCKOB U ynpaBrieHuaA
puUcKamu;

pe3yﬂbTaTMBHbIVI MapKeTUHT 3aWuTbl MHOPMaLUM BCEM MeHeaKepam, cnyxawmm mn
ApyruMm CtopoHam, C uelibio 40CTU4Yb OCBEAOMIJ1EHHOCTN,

pacnpocTtpaHeHne pykoBoOoAWLMNX TMPUHUMNOB MNOJIMTUKK W CTaHOapToOB B obnactun
3alUnTbl MHGOPMaUUK cpeamn BCEX MEHEOXXEPOB, cnyxawnx n apyrmx CtopoH,

pesepB A9 (PUHAHCMPOBaHUA OEeATENbHOCTM MO YNpaBneHno 3alnTon nHpopmaLmu,;
obecneyeHne Hagnexawllen ocBeaoOMNEHHOCTHN, NOArOTOBKN U 0Bpa3oBaHus;

co3faHune pes3ynbTaTUBHbLIX NPOLECCOB YNpaBreHUs MHUMAEHTaMU B CUCTEME 3alLUTbI
MHdOpMaLmK;

BHEOPEHNE CUCTEMDI VI3MepeHVIFI1, KOTOpasA UCnonb3yeTcd Oyda Toro, 4YTOObI OLEHMBATb
ncnosniHeHne YynpasnieHud 3aWunTon MHGopMauumM 1 nNpeasioxXeHus no ynyyLleHuto,
nocrtynawwne no uerno4ke O6paTHOﬁ CBA3N.

1

OTtmevaem, 4TO n3mMepeHunsa 3alnTbl I/IH(bOpMaLlI/II/I HaxogATca 3a npegenamu obnactu npuMeHeHna JaHHOro CtaHgapTa
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0.8 Pa3paboTka Bawmx co6CTBEHHbIX PYKOBOAALMX MPUHLIMNOB

OTOT CcBOA NpaBuN MOXET paccMaTpuMBaTbCA Kak OTMpaBHAs Todka Anst pas3paboTku
PYKOBOASILLMX MPUHUMNOB, OCODObIX ANsi opraHu3auun. He Bce cpenctBa ynpaBrneHust U
PYKOBOASILLME MNPUHUMMNLI 3TOrO CBoAa NpaBwui MoOryT OblTb nNpuMeHMMbIMKU. Kpome Toro,
MOryT notpeboBaTbCs OOMONMHUTENBHBIE CPEACTBA YNPAaBEHUS U PYKOBOASALLME MPUHLIMMEI,
He BKIIIOYEHHble B 3TOT cTaHaapT. Korga paspabartbiBaloTcs OOKYMEHTbI, copepaliue
LOMNONMHUTENbHbIE  PYKOBOASALUME MPUHUMMNBI WM CPEACTBA  YMNpaBrieHUsi, MOXET ObiTb
MONEe3HbIM BKIMOYMTL MNEPEKPECTHbIE CCbINKM Ha pasfenbl 3TOro craHgapTa, ecnv 3To
NPUMEHNMO, C Lenbilo 0bnerynTb NPOBEpPKY COOTBETCTBUS ayautopamu U OenoBbIMU
napTHepamu.
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MEXOYHAPOOHbIW CTAHOAPT ISO/IEC 27002:2005(E)

UHdopmaunoHHblie TexHonorun. Ceop npasun no
yrnpaBJrieH!I0 3aWmTon nHpopmaumm

1 O6nacTb gencreun

OTOT MeXAyHapoAHbI CTaHAapT ycCTaHaBnMBaeT pykoBoAdwMe W obwue npuHUUNbI
HauMHaHWs, peanusauuu, nogaepXxaHus B paboyemM COCTOSAHUM U yNy4dLlLeHUs yrnpaBneHus
3awmTton wmHdopmMauuu B opraHusauuu. Llenu, oyepyeHHble 3TUM  MeXxayHapOoAHbIM
CTaHgapToMm, AawT obline pykoBoAsLiMe MPUHLUMMNBI N0 OBbIYHO MPUHUMaeMbIM LEensam
ynpaBneHns 3amTon nHopmauuu.

Llenn n cpenctea ynpaB/ieHnAaA 3TOro MeXxayHapoaHOoro craHpgapTa pa3pa60TaHbl ansa
peann3auuu, OcyU.leCTBﬂFIeMOVI C Uenblo BbINOJIHUTb TDGGOBaHMﬂ, BbISIBIIEHHbIE OLIEHKOM
PUCKOB. 10T Mex(,quapo,quM CTaHOapT MOXET CIyXWUTb B KadyeCTBe MNpakTn4ecKoro
pykoBoAactBa no paspa60T|<e opraHm3aunoHHbIX CTaHAApPTOB 3alWlUTbl W TMPaKTUK
3 PEKTUBHOIO ynpaslieHUA 3aWmMTon, a TaKkke Ans Toro, YTodbl NOMOYbL CO34aTh gosepue
B MEXOpraHn3aumMoHHON OeATENbHOCTH.



2 TepMUHbI U onpeaeneHus

[na uenen atoro OOKYyMEHTa NpUMEeHAKTCA cneayrwmne TepMmnHbl 1 onpenerieHnA.

21
aKTuB [asset]
4YTO-NNBO, YTO NMEET LEHHOCTb AN opraHn3auumn

[ISO/IEC 13335-1:2004]

2.2

cpencTBo ynpasrneHus [control]

cpeAcTBa ynpaBfneHus puckamu, BKAYas MNONUTUKY, npouenypbl, pykosBoAsLluve
NPUHUMUNBI, NPaKTUKA UMW OpraHuU3auMoOHHbIE CTPYKTYpbl, KOTOPble MOryT HOCUTb
aAMWUHUCTPATUBHbIN, TEXHUYECKUI, YNPaBreHYeCKUN Unn Ipuandecknin xapakrep.

NMPUMEYAHNE:
TepMUH «CpedcTBO ynpaBrneHUs» Takke WUCMNONb3yeTCd Kak CUHOHMM TepMUHa «Mepa
6e30MacHOCTU» NN «KOHTPMEpPAy.

2.3

pykoBoaawmn npmHumn [guideline]

onucaHve, KOTOpoe pas3bsCHSAET, YTO M Kak crnegyeTr caenatb, 4YToObl AOCTUYL Lenen,
YCTaAHOBJIEHHbIX NOSIUTUKON

[ISO/IEC 13335-1:2004]

24

cpenctBa o6paboTkmn nHcpopmauumm [information processing facilities]

nobas cuctema, cnyxba unuM  MHQpacTpyktypa 00paboTkm uMHOpMauun, wnm
(paKTMYECKOE MECTOPACHMOSIOXKEHME, TAE OHN HAXOOATCA.

25

3awmTta uHdopmaumum [information security]

COXpaHeHne KOHMUOEHUNanbHOCTU, LeNOCTHOCTU M AOCTYMHOCTUM MHOpMauun; Kpome
TOro, TaKKe MOryT OblTb BKMIOYEHbl [Apyre CBOWCTBA, Takue Kak ayTeHTUYHOCTb,
NOAOTYETHOCTb, HEOTPEKAEMOCTb N HAAEXHOCTb

2.6

cobbiTMe B cucteme 3awmutbl MHopmauumum [information security event]

BbISIBIIEHHbIN CyYan CUCTEMbI, YCITYrX UM COCTOAHNUS CETU, YKasbiBaloLLMA HA BO3MOXHOE
HapylleHne B MOMUTUKE 3alimTbl MHGOPMauun unm B paboTe CpeacTB 3aluTbl, UMK
npexae HeM3BeCcTHasi CUTyauust, KoTopas MOXeT UMEeTb 3HavYeHue ANs 3alnThbl

[ISO/IEC TR 18044:2004]



2.7

MHUMAOEHT B cucteme 3awmtbl MHcpopmauum [information security incident]

OAHO WNN cepusa HexXenaTesibHbIX WM HEeOXMAAHHbIX COObLITUA B CUCTEME 3alluTbl
NHOpMaLMK, KOTOpble MMET B0MNbLLOKN LaHC NOABEPrHYTb PUCKY AEeNoBble onepaunmn u
NoCTaBUTb MOA Yrpo3y 3awmTy nHpopmaumm

[ISO/IEC TR 18044:2004]

2.8
nonuTuka [policy]
obLLee HamepeHne 1 HanpasneHne, ouunanbHO BblpaXeHHOe PYKOBOACTBOM

29
pUcK [risk]
KOMOMHaLMs BEpPOATHOCTM COBbITUS 1 ero NOCNeaCcTBUi

[ISO/IEC Guide 73:2002]

210

aHanu3 pucka [risk analysis]

cucTemMaTMyeckoe WCMonb3oBaHWe WHgopmaumMmM ANS BbIABNEHUA WUCTOYMHUKOB W AONS
OLIEHKM CTEMEHU pucKa

[ISO/IEC Guide 73:2002]

211
oueHKa pucka [risk assessment]
LLeNTIOCTHbIV NpoLlecc aHanmsa pucka u oLeHKN 3Ha4YUTENbHOCTUN pUcka

[ISO/IEC Guide 73:2002]

212

oLeHKa 3Ha4YMTeNbHOCTU pUcKa [risk evaluation]

npouecc CpaBHEHWS pPacyeTHOro pucka C 3adaHHbIMW KPUTEPUSIMU pUCKa, C LEenbi
onpeaennTb 3HA4YNTENbHOCTb pUCka

[ISO/IEC Guide 73:2002]

213

MeHeXMeHT pUckoB [risk management]

cornacoBaHHble BUAbl AEATENbHOCTN NO PYKOBOACTBY M YNpaBneHnio opraHnsaunen B ToMm,
4YTO KacaeTcs pUCKOB

[ISO/IEC Guide 73:2002]

214
obpaboTka pucka [risk treatment]
npoLecc Bbibopa 1 peanvsaumm Mep Nno U3MEHEHMWIO pucka

[ISO/IEC Guide 73:2002]



215

TpeTbs cTopoHa [third party]

NNUO UK opraHn3auunsl, KOTopble NPU3HAKTCHA HE3aBUCUMbIMU OT BOBJIEYEHHbIX CTOPOH B
TOM, YTO KacaeTcda paccMmaTpmBaemon npobremsol

[ISO/IEC Guide 2:1996]

2.16

yrpo3sa [threat]

BO3MOXHas MNpPUYMHA HeXenaTenbHOro WHUMAEHTA, KOTOPbIM MOXEeT 3aKOHYMTbCS
yuwiepbom aAng cucTembl UNU opraHu3saumm

[ISO/IEC 13335-1:2004]

217

cnaboe mecTto [vulnerability]

cnabocCTb aKkTuBa Unu rpynnbl akTMBOB, KOTOPOW MOryT BOCMOMb30BaTbLCA OfHa Yyrpo3a unm
bonee

[ISO/IEC 13335-1:2004]



3 CTpykTypa 3TOro cTaHgapTa

OTOT cTaHgapT cogepxut 11 pasgenoB nNO  cpeacTBam  ynpaBleHust  3awmToun
MHdOpMaLMn, BMECTE codepKalmx B 0bLien crnoXHocTn 39 OCHOBHbLIX KaTeropumn 3awmThbl
N OOVH BCTYNUTENbHbIN pa3aen, BBOASLLMI B OLEHKY 1 06paboTKy pUCKOB.

3.1 Pa3gensi

Kaxgbli pasgen cooepXuMT HEKOTOpoe KOMMYECTBO OCHOBHBIX KaTeropuin  3aluThbl.
OauHHaguaTb pasaenoB (Bcned 3a Ha3BaHMEM YKasaHO KONMYECTBO OCHOBHbIX KaTeropuii
3alUTbI, BKIMIOYEHHbIX B KaXablii pasaen) Takosbi:

a) [lonutnka B obnactu 3awmuTsl (1);

b) Opranusauus sawmtbl nHopmauum (2);

c) MeHeoXMeHT akTMBOB (2);

d) 3awmra yenoseveckux pecypcos (3);

e) ®dusnyeckas n akonorndeckasa 6esonacHocTb (2);

f)  YnpaBneHwue cpenctBamu cBa3u u onepauuamu (10);
g) YnpasneHue goctynom (7);

h) TlNpuobpeteHne, paspabotka wn nogaepkaHne B  pabodyemM  COCTOSIHUM
NHOPMAaLMOHHLIX cuctem (6);

i) YnpaBneHve nHumgeHTamum B cuctemMe 3amuTbl UHopmaumm (2);
i)  MeHepxmeHT HenpepbIBHOCTU BuaHeca (1);

k) CootBeTtcTtBue (3).

MpumeyaHme:
Mopsagok pa3genoB B 9TOM CTaHOapTe He O3HavaeT MX BaXHOCTb. B 3aBucmMmoctn oT

06CTOATENBLCTB, BCE CTaTbM MOryT ObiTb BaXHbl, MO3TOMY KaXOoW OpraHusauum,
NPUMEHSIIOLWEN 3TOT CTaHAapT, crneayeT onpeaenuTb NPUMEeHUMble pasgenbl, To,
HACKOMbKO OHM BaHbl, @ TaKKe WX NPUNOXEHWe K OoTAeNibHbiM AEnoBbiM MPOLECCaM.
Takke Bce CNUCKM B 3TOM CTaHAapTe AaHbl He B Mopsiake NpUopuTeTa, ecniv 3TO He
yKasaHo.



3.2 OCHOBHbIe KaTeropmm 3awiuTbl
Ka>|<p,aﬂ OCHOBHaA Kateropusa 3alnTtbl COOEPXKUT crieayloulee:
a) Lerb ynpaslieHnA, cbopmynmpyrou.l,aﬂ, 4yero Hago AO0CTU4Yb,; U

b) opgHo unn Gonee cpencTB ynpaBreHUsi, KOTOpble MOryT ObiTb MNPUMEHEHbI AN
AOCTWDKEHWS LIenn ynpasneHus.

Onuncaxusa CcpencTB ynpaBleHUda CTPYKTypupoBaHbl cnefyrwnm o6pasoM:

CpencTso ynpasneHus

Onpe/:l,enﬂeT KOHKPETHYIO CTpaTernto ynpasieHna ana BbiNOJTHEHUA Lenn ynpaBlieHNA.

PykoBoacTBO No peanusauumu

[aeT Gonee noApoGHyl WHGOPMaUMO AN Toro, YTobObl MoadepXaTb peanu3aumio
CPeACTBa yrnpaBneHus 1 BbiNoMHEHMe Lenu ynpasneHus. HekoTopble 13 aTUX pykoBOACTB
MOryT He OblTb MOAXOASALWMMWU BO BCEX Clyyasix, Tak YTo Apyrme cnocobbl peanusaumu
CPEACTB ynpaBreHns MoryT okasaTbcs Gonee nogxoaswumu.

[Mpo4yag nudpopmaums

[laeT [OMNOMHUTENbHY AanbHenwyl WHOopPMaLMo, KOTOPY MOXET MOHad06UTbLCS
pacCMOTpPeTb, Hamnpumep, BOMPOCbI PUOMYECKOrO XapakTepa W CCbINKM Ha apyrue
cTaHaapThl.



4 OueHka n obpaboTka puckoB

4.1 OueHMBaHMe PUCKOB, CBA3aHHbIX C HapyLUeHUeM 3alliUThbl

OueHKa pUCKOB [OIKHA BbISIBATb, KONIMYECTBEHHO OMNPEAENnUTb U pacnonoXuTb B
COOTBETCTBMU C NPUOPUTETOM PUCKM MO OTHOLUEHUIO K KPUTEPUSIM MPUHATUS PUCKOB U
Lenam, 3HauYMmbIM Ansi opraHusaumu. PesynbTaTbl LOMKHbI HanNpaBnsiTe U onpenensite
COOTBETCTBYHOLLEE AENCTBME MO YMPaBNEHUO U NPUOPUTETbI YNpPaBMEeHUs puUCKamu,
CBSI3@aHHbIMW C HapyLUEeHWEeM 3aluTbl MHPOPMaLMK, a Takke NPUOPUTETbI peanusauun
BblOpaHHbIX CPeACTB yMnpaBneHus, C Lenblo 3aWuTUTbCs OT 3TUX puckoB. [lpouecc
OLEHMBaHMA PUCKOB M BbibOpa cpeacTBa ynpaBfieHUst MOXET NMOHaZoObUTLCA BbIMONHUTL
HECKONbKO pa3, 4YTOObl OXBATUTb pPasfM4YHble 4YacTuM OpraHuMsauum unu oTaesNbHble
NH(OPMALIMOHHbBIE CUCTEMBI.

OueHka puCKOB [OrMKHa BKMYaTb CUCTEMATUYECKUA METO[ OLIEHKU BENUYMHbI PUCKOB
(aHanu3 puckoB) M MpoLECC CpaBHEHUs npenonaraeMbliX PUCKOB MO OTHOLLUEHUIO K
KPUTEPUAM  PUCKOB, C LUeNnbl onpedennTb  3HAYUTENbHOCTb  PUCKOB  (OUEHKa
3HaAYMTErbHOCTU pUCKa).

Takke, OLEHKM PUCKOB AOIMKHbI BbINOMHATECA Nepuoanyecku, YTobbl y4ecTb U3MEHEHNS B
TpeboBaHMAX 3alMTbl U B PUCKOBbIX CUTyaLUsiX, Hanpumep, B akTMBax, yrpo3ax, cnabbix
MecTax, HeraTMBHbIX BO3OENCTBUSAX, OLIEHKE 3Ha4YMTENbHOCTM PUCKOB, a Takke Koraa
MPOVCXOAAT 3HAYUTENbHbIE U3MEHEHUS. OTU OLEHKU PUCKOB AOIMKHbI MPEeAnpUHMMATHLCA
MeToaMveckum  cnocobom, CcnocobHbIM OaTb  CpaBHUMbIE W BOCMPOM3BOAMMbIE
pesynbTarhbl.

OueHka puUckoB, CBA3aHHbIX C HapyLleHnem 3aLlUTbl Mchopmaumm, OOJKHa MMeTb 4YEeTKO
onpenerieHHy obnactb gencteus Ans Toro, 4Ytobbl ObiTb pe3yﬂbTaTMBHOI7I, n OOJKHa
BKIMO4aTb B3aMMOCBA3b C OLlEHKaMWn PUCKOB B ApPYyrnx obnacTtax, ecnu aTo YMECTHO.

ObnacTblo [OEeNCTBUA OUEHKM pPUCKOB MOXeT ObiTb LUenass opraHusauusi, 4acTtu
opraHusauuu, oTaenbHble WH(OPMALMOHHbIE CUCTEMHbIE, KOHKPETHbIE KOMMOHEHTbI
CUCTEM WUIX YCNyru Tam, rae OHa OcCyllecTBUMa, peanuctuyHa un nonesHa. [pumepsl
MeToauK oueHkn puckoB obeyxaatotes B ISO/IEC TR 13335-3 (PykoBoasiime npuHUmnb
yrnpaBneHns 3almMTon WMHMOPMALMOHHLIX TexHonorun: MeTtoabl ynpaBneHus 3alimMToun
NHPOPMALMOHHBIX TEXHONOINN).

4.2 O6paboTKa pMCKOB, CBAAI3aHHbIX C HapyLleHUeM 3aWunTbl

[Mpexge 4yem paccmatpmBaTb 06pabOTKy PUCKOB, OpraHuM3aums LOfbKHa onpeaenuTb
KpUTepun Onsi onpeaeneHus Toro, MoryT M pucku ObiTb NPUHATBI UK HET. Puckn moryt
OblTb NPUHATBI, €CNW, Hanpumep, OLEHEHO, YTO PUCK SABMSETCA HU3KUM, WK YTO
CTOMMOCTb 00paboTkM 3IKOHOMWYECKM HEBbIroAHA AN opraHusauun. Takve pelueHus
AOMKHbI ObITb 3anuncaHbl.



[Ana kaxgoro BbISABNEHHONO pucka BCred 3a OLEHKOM pucka OOMKHO ObiTb MPUHATO
peweHne o6 obpaboTke pucka. BoamoxHble BapmaHTbl 00paboOTKM PUCKOB BKMNHOYAKOT
crneaymoLlee:

a) NpUMMEeHeHWe NOAXOASLUNX CPEACTB YNpaBneHns s Toro, YTobbl CHU3NUTbL PUCK;

b) co3HaTenbHOe N O0O6BLEKTUBHOE npuHATNE pPUCKOB, NpU YCNoBUKU, YTO OHWU YETKO
COOTBETCTBYIOT OpraHM3aLMOHHOM NOMNTUKE N KPUTEPUSM OS5 NPUHATUSA PUCKOB;

C) wn3beraHve PUCKOB NMyTEM HEAONYyLIEHUS OEWCTBUWA, KOTOPble BbLI3OBYT MOSIBIEHME
puCKa;

d) nepegada cCBA3aHHbIX PUCKOB APYyrMM CTOpPOHaM, Harnpumep, CTpaxoBLMKaM WUIn
nocTtaBLUMKaM.

[nsi Tex puCcKoB, ANsi KOTOPbIX pelleHne no obpaboTke PUCKOB COCTOANO B MPUMEHEHMUM
NOAXOASALMX CPEACTB yNpaBreHusl, 3TM cpeacTBa ynpaBneHus OOMMKHbl ObiTb BbiOpaHbl U
peanu3oBaHbl, YTOObI BbINOMHUTL TpeOOBaHWS, BbiIBNEHHbIE OLEHKON puckoB. Cpeacrtea
ynpaBneHust AOMmkHbl obecnevmBaTb, YTOObI PUCK CHWXancs 4O NMPUEMIIEMOrO YPOBHS, C
y4eTOM CIeayHLLEero:

a) TpeboBaHUSA M OrpaHMYEHUs HALMOHANbHOIO N MeXAyHapoO4HOro 3akoHoAaTeNbCTBa
N HOPM;

b) opraHuM3auMOHHbIE Lenu;
C)  3KcnnyaTauuoHHble TPeBOBaHNS N OrpaHNYEHMS;

d) CTOMMOCTb peann3auunn un pa6OTbl B TOM, 4YTO KacaeTCA CHMXaeMbIX PUCKOB, U
OCTaBadACb nponopunoHanbHbIM TpeﬁoBaHMﬂ n orpaHn4eHnAam opraHm3auunu;

e) notpebHocTb cbanaHcupoBaTb WHBECTUUMM B peanu3aumio u paboTy cpencts
yrnpaBneHnsi N0 OTHOLLEHMIO K yepby, KOTOPbIN, BEPOATHO MOXET MMETb MECTO B
pesynbTaTe HapyLlleHUs 3aluTbl.

CpenctBa ynpaBreHUss MOXHO BblbpaTb M3 3TOro crtaHgapta unu u3 gpyrmx Habopos
CpeAcCTB ynpaBneHnd, unm MOXHO paspaboTaTb HOBble CpeacTBa ynpaBreHus Angd Toro,
4YTObObI YAOBNETBOPUTL KOHKPETHbIE NOTPeBbHOCTM opraHnsauun. Heobxoaumo ocosHaBaTb,
YTO HeKoTopble cpeacTBa ynpaBneHUs MOryT OblTb  HEMNPUMEHUMbl K  KaXKOow
WHPOPMALMOHHOM cuUCTeMe unn cpege, U MoryT ObiTb HEOCYLLEeCTBUMbIMU AN BCEX
opraHmsaumn. B kadectBe npumepa, B 10.1.3 onucaHO, Kak MOXHO pasfenuTb
obsizaHHOCTM AOna Toro, 4Ttobbl NpPeaoTBpaTUTb MOLUEHHMYECTBO W owwnbky. [Ons
OpraHu3auMi MeHbLUEro pasMepa MOXeT OKa3aTbCs HEBO3MOXHbIM pasfenutb Bce
06s3aHHOCTN, U MOTyT NOHaZobuTbCA Apyrne nyTu, OOCTUraroLen TOW Xe CaMon Lenu
ynpasneHunsa. B kayectBe gpyroro npumepa, B 10.10 onucaHo, Kak MOXHO MNOCTOAHHO
KOHTPONMpoBaTb WCMNOMb30BaHWE cuUcTeMbl M cobupaTb AokasaTenbctBa. OnucaHHble
cpeAcTBa ynpaBneHusi, Hanpumep, BeOeHWe >XypHana perncrpaumm cobbiTuiA, MoryT
NPOTUBOPEYUTL MPUMEHUMBIM 3aKOHaM, TakuM Kak obecnevyeHne CEeKpeTHOCTU Ans
noTpedutenen nnu Ha paboyem mecTe.



Cpe,EI,CTBa ynpasiieHnA 3awmuTon  MHdopmMaumm cnegyet ydnTtbiBaTb B CUCTEeMax,
TEXHUNYECKUNX 3aJaHUAX MPOEKTOB Ha CTaann NPOEKTUpOBaHUA. Heocyu.l,eCTBneHme 3TOro
MOXeT NMpuBeCTU K OOMOJTHUTENTbHLIM U3EPXKXKaM N MeHee pe3yribTaTUBHbIM peLlleHUdAaM, U,
MOXET ObITb, B XygLwem cnyyae, K HecnocobHOCTM AOCTUYbL aAeKBATHON 3aLUMUTLI.

Hago nmeTb B BUAY, YTO HUKaKoW Habop CPeACcTB yrnpaBneHns He MOXET AOCTUYb MOSHON
3alWUThI, U YTO OOMMKHO pPeann3oBbIBaTLCS AONOSMHUTENbLHOE AeNCTBUE MO YNpaBneHuto, C
Lenblo MOCTOSIHHO KOHTPONMPOBaTb, OUEHMBaTb W  ynydwatb 3((EKTUBHOCTL U
pe3ynbTaTMBHOCTbL CPeACTB YMNpaBneHust 3almTon, YTobbl cnocobCcTBOBaTb AOCTUXKEHMIO
Lienen opraHusauuu.



5 NMonuTtuka B obnactu 3awmTbl

5.1 MonuTtnka B o6nactu 3awmTtbl MH(popMaLmum

Llenb: O6ecneuntb HanpaBneHue ynpasreHus 3awmuton MHopMauun U noaaepxKKy
3aWnUTbl MHOPMaLMM B COOTBETCTBMU C AENOoBbIMA TPebOBaHUSMM U NPUMEHUMbIMU
3aKOHaMU 1 HOPMBbI.

PykoBoACTBO [OO/MKHO YCTAHOBUTbL YeTKOe HamnpaBfieHWe MONUTUKM B COOTBETCTBUM C
AENOBbIMM LENsAMN M LEMOHCTPUPOBaTL NOAAEPXKKY 3aliMTbl MHOpPMaLuKU, a Takke
obszaTenbcTBa NO 3awuTe MHGoOpMauum MNOCPEeACTBOM BbiNycka M NOAAEPXKaHMWSA
NONUTMKM B 06NacTK 3awmTbl NO BCEV OpraHmn3auum.

5.1.1 [MporpaMMHbIN AOKYMEHT B o6nacTtu 3awmTbl MUHoOpMauum

CpencTso ynpasneHus

MporpaMMHbIA OOKYMEHT B obnactu 3awuTbl MHOpPMaUUM AOOMMKEH ObiTb YyTBepXKAeH
PYKOBOACTBOM, ONyGn1KoBaH M OOBeAEH OO0 CBEAEHUS BCEX CINYyXXaLLUMX U BHELLUHUX CTOPOH,
MMEIOLLIMX OTHOLLEHME K Oeny.

PykoBoacTBO No peanusauumu

B nporpamMmmMHOM AOoKymeHTe B obnactu 3awuTbl MHAOPMAaUUW OOMKHbI OblTb YKa3aHbl
06a3aTenbCTBO PYKOBOACTBA M CHOPMYNMPOBAH MNOOXOA OpraHusaumMuM K yrnpasneHuto
3awmTon MHopmMaumn. B nporpamMHOM [OKYMeHTe B obnactu 3awuTbl MHOpMauun
OOIMKHBI coAepXaTbCsa 3aABNeHNss OTHOCUTENBHO CrieayroLero:

a) onpeaeneHve 3awWwuUTbl MHGOPMaLMK, ee 06LUMX Lienei, a Takke obrnacTu AencTBus n
BaXHOCTM 3alMTbl KaK MexaHu3Ma, [Jalolero BO3MOXHOCTb COBMECTHOro
MCMonb3oBaHMs MHopmaLummn (CM. BBeAEHMe);

b) dopmMynupoBka HamepeHWn pPYKOBOACTBA, MOAAEPXMBAOLWMUX Lenn U NPUHLMNLI
3aWmnTbl UHOPMaL MM B COOTBETCTBUN C OENOBOWN CTpaTeErnen un Lensmu;,

C) CTPYKTypa AnAa yCTaHOBJIEeHUA uenen mn cpencrts ynpaslieHUA, BKIHOYaA CTPYKTYpPY
OLUEHKN PUCKOB 1 ynpaBJlieHUA PUCKaMU,

d) kKpaTKkoe pasbsCHeHue MONUTUKW, NPUHLMNOB, CTaHgapToB U  TpeboBaHui
COOTBETCTBMSA B 06nacTu 3awuTbl, 0COO0 BaXHbIX ANS OpraHu3aunm, BKIYas:

1) COOTBETCTBUE Tpe6OBaHMFIM 3aKOHa, HOpM 1 OOroBOpPOB;

2) TpeboBaHMa K oOpas3oBaHWIO, NOAMOTOBKE W OCBEOOMSIEHHOCTM B obnactu
3alunThI;

3) MeHemKMEHT HemnpepbIBHOCTM GU3Heca;
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4) nocneacTtenA HapyLueHwZ NonMTMKM B 06nacTu 3awmTbl nHopmaumu;

e) onpegeneHne obwux M crneumanbHbiXx 0643aHHOCTEN MO YMNpaBMAeHWo 3aLUUTOMn
NHopMaLmm, BKMoYasa oTyeTbl 06 MHUMAEHTAxX B CUCTEME 3aLlLmTbl MHOpMaLmK;

f) CCbIJTIKM Ha OOKYMEeHTauUuto, KoTopaa MOXET nogaepxXatb NoJIMTUKY, Hanpumep, bonee
I'IO,EI,pO6HbIe noJsIMTMKa W npouenypbl B obnactn 3awuTbl Ans KOHKPETHbIX
MH(OPMALMOHHbIX CUCTEM WM nNpaBuria 3alinTbl, KOTOPbIM [OOMMKHbI CregoBaTthb
nonb30BaTesn.

OTOT NMporpaMMHbIN AOKYMEHT 0obracTt 3awmTbl MHpopmaumm crenyeTt pacrnpocTpaHnUTb
no BCEW oOpraHu3auuMM nonb3oBatenam B dopMe, KoTopas saBnsnacb  Obl
COOTBETCTBYIOLEN, AOCTYNHOM 1 MOHATHOW AN Npeanofiaraemoro yutatens.

[Mpo4yasa nudpopmavms

[MporpaMmHbIN AOKYMEHT B 06nacTu 3awmTbl MHOPMaUun MoXeT ObiTb YacTblo obLiero
nporpamMMHOro gokymeHTa. Ecnm nonmtmka B obnactv  3awuTbl  MHGOpMaUun
pacnpocTpaHseTca 3a NpeAesibl opraHn3aumm, To crnegyet no3aboTnuTbCa 0 TOM, YTOOblI He
PacKpbiTb BaxHYK WHGoOpMaLmMio?. [ONONHUTENbHYIO WHAOPMALMIO MOXHO HalUTU B
ISO/IEC 13335-1:2004.

5.1.2 AHanus nonuUTUKK B ob6nacTu 3awmuTbl MH(popmaLum

CpeacTBo ynpaeneHms

Monntnky B obBnactm 3awmtbl UWHOPMauMM crnefyet  aHanuMsuMpoBaTb  Yepes
3annaHMpoOBaHHbIE MPOMEXYTKU BPEMEHW UMW B Clyyae BO3HUKHOBEHUS 3HAYUTENbHbIX
N3MeHeHW, C Lenbio obecneynTb ee NpodomKarlleecs COOTBETCTBUE, afeKBATHOCTb U
pe3ynbTaTUBHOCTb.

PykoBOACTBO NO peanunsaumm

Monutuka B obGnactu 3awuTbl MHOPMaUUM [OOIMKHA WMeTb Bradenbua, KOTOpbIN
yTBEPAUIT OTBETCTBEHHOCTb PYKOBOACTBA 3a pas3paboTky, aHanmv3 U OLEHKY MOMUTUKU B
obnactn 3awuTbl. AHanNM3 OO0MKEeH BKModaTb B cebsA oueHMBaHWe BO3MOXHOCTEN AOns
YNYYLIEHUS OpraHN3aLMOHHON MONMUTUKM B 06nacTu 3almTbl MHOPMaUMM U NOAXOA K
ynpaBfeHnto 3alimMTon MHpOopMauMM B OTBET Ha W3MEHEHUS B OpraHn3auVoOHHOM
OKPY)XEHUWN, OenoBblX OOCTOATENbCTBAX, HPUANYECKMX YCNOBUSIX WNU B TEXHUYECKON
cpene.

AHanua nonuTMkM B OONacTy 3awmTbl LOSKEH yunTbiBaTb pe3yrbTaTbl aHann3a co
CTOPOHbI pyKOBOACTBA. [omKHbI ObITb onpepeneHbl npouenypbl aHalm3a CO CTOPOHbI
pyKkoBoACTBa, BKITHO4HaA Fpaq.)l/IK nnn nepumoa aHannia.

2 BaxHas [sHaunumas, cekpeTHasi, KoHuMAeHUManbHas, KpUTUYHAA] wuHdopmauums (sensitive information) —

I/IHdJOpMaLlI/Iﬂ, noTepsd, packpbiTe Unn YHUYTOXEeHue KOTOpOVI no TeM Unn UHbIM NpUYnHaM HeXxenatesnbHbl ONA
6usHeca, (byHKLI,I/IOHI/IpOBaHVIﬂ cucTeMbl, Unu eé Bnagensua.
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BxogHble pOaHHble Ans  aHanmM3a CcO  CTOPOHbI pykoBoacCTBa [AOOJTKHbl BKIHOYaTb
nHdopmMaLmio rno cnegywowmm Bonpocam.

a) obpaTHada peakumsi 3aMHTEpPeCoOBaHHbIX CTOPOH;

b) pesynbTaTbl HE3aBUCKMMbIX aHanM3oB (cM. 6.1.8);

C) cTaTyc npeaynpexagarLlmnx n KoppekTupyrowmux aenctsum (cm. 6.1.8 n 15.2.1);

d) pesynbTaTbl NpeablayLero aHanum3a co CTOPOHbl PYKOBOACTBA;

€) BbINOJSIHEHWNE MPOLLECCOB M COOTBETCTBME NONUTUKE B 06NacTu 3awmTbl MHpopMaLumu;

f)  n3meHeHusn, KoTOpble MOryT MNOBMAWUATbL Ha MNOAXOA4 OpraHvM3auun K ynpaBrieHWUto
3alWmMTOn UHopMaumK, BKMAKOYAA MW3MEHEHUS B OpPraHU3aumMOHHOM OKPYXXEHWUW,

AenoBbiXx 06CTOATENbLCTBAX, OOCTYNHOCTU pecypcoB, OOroBOPHbLIX, HOPMAaTUBHbLIX U
ropnan4ecKnx ycnoBunax nnn B TEXHUYECKON cpeae;

g) TeHOeHuuMu, CBS3aHHble C yrpo3amu 1 cnabbiMv Mectamu;
h)  NOMHOMOYHbIE MHUMOEHTHI B CUCTEME 3aLLMThbl MHGopMauun (cm. 13.1);
i) pekoMeHOauuu, NpeaocTaBNeHHble COOTBETCTBYOLMMN opraHamu (cMm. 6.1.6).

BbixogHble OaHHble ANs aHanmM3a CO CTOPOHbI pykoBoacCTBa AOJKHbI BKIHOYaTb nobble
peLeHnsa n 0encTemg, KacarLwmecs cneaywuwlero:

a) ynydweHue noaxoda opraHusauuu K ynpasBreHWo 3awuTon uHdopmaumm un ee
npoLeccamu;

b)  ynyyweHue uenen n CpeacTB yrnpaBneHus;
C) ynydweHue B pacnpeneneHnn pecypcos n/mnm obs3aHHOCTEN.

[omkHa nopgaepxmBaTbCsl B pa60t-|eM COCTOAHMM 3annCb aHanmM3a CO CTOPOHbI
pykoBoacTBa.

[lomxHo ObITb NONYy4YEHO yTBEPXKAEHNE PYKOBOACTBA 4151 NEPECMOTPEHHOW NOSNTUTUKMN.
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6 OpraHusauus 3awmTbl MHopMaLmm

6.1 BHyTpeHHAA opraHusauus

Uenb: YnpaBnaTtb 3awuTon MHpopMaunm B opraHnsaunu.

Ana Toro 4ToGbLI HayaTb WM KOHTPONMPOBATbL peanu3auuio 3awuTbl MHPOPMauUUM B
opraHusauuu, crieyeT co3gaTb CXemMy ynpasneHust.

PyKOBOLI,CTBO OOJKHO O,D,O6pVITb NOJINTUKY B obnactn 3alwuTbl nHopmMmaumn, HasHavaTb
ponn B obnactn 3awmuTbl, a Takke KoopaunHunpoBaTtb U aHanNM3nMpoBaTb peannm3auuto
3alnTbl N0 BCEW opraHM3aumn.

Ecnn Heobxogmmo, To criegyeT co3aaTbh UCTOYHUK KOHCYNbTaLMIA cneumanucTa no 3awmre
nHGOpMauMmn 1 caenaTb ero OCTyNHbIM B opraHusauuun. CnegyeT pa3ByMBaTb KOHTaKTbI C
BHELWWHUMW cneynanuctamum no 3awmte wnM rpynnaMu, BKO4Yasi COOTBETCTBYOLLME
opraHbl, YTOObl MATW B HOTy C TEHAEHUMAMM pa3BUTUSA cdepbl AeaTenbHOCTU, HabnoaaTb
3a CcraHgaptamMuM W MeTogaMu OueHkM U  obecneuymBaTb HanuMyune MNOOXOASLLErO
KOHTaKTHOro nuua npu obpaboTke NHUMAEHTOB B CUCTEME 3aLLUTbI MHOPMaLUH.

CnepyeT NoowpaTb MEXANCLUUNIMHAPHBIN NOAX0A K 3alumTe MHdopmaumu,.

6.1.1 O6s3aTrenbcTBa pyKoBOACTBa NO 3awmTe MHPOpmMauum

CpeacTBo ynpaeneHus

PykoBoacTBy cregyeT akTMBHO NoAAEPXMBaTb 3alUMTy B OpraHusauumM nocpencTBoM
YETKMX PacCropsPKEHUN, [OEeMOHCTPUPYeMbIX 00S3aTenbCTB, TOYHOrO Ha3HayeHus W
npu3HaHusa 06s13aHHOCTEN B 06nacTy 3aLwmTbl MHopMaLuK.

PykoBOACTBO NO peanunsaumm

PykoBogcTtBy crnegyer:

a) obecne4dnBatb, YTOObLI OblNM onpefeneHbl Uenu B obnacTn 3awmuTbl MHOPMaLUK,
4yTOObl OHW OTBEYann OpraHu3auMoHHbIM TpeboBaHMAM U ObiNMM BCTPOEHbI B
COOTBETCTBYIOLLME NPOLIECCHI;

b) dopmynupoBaTb, aHanuaupoBaTb W YyTBepXaaTb MOAUTUKY B 06MacTn 3awuTbl
nHopmaumu;

C) aHannanposaTtb pe3ynbTaTUBHOCTb peann3aunn NoyINTUKN B obnacTtu 3awuTshl;

d) obecneunBaTb uYeTKue pacnopskeHnda un BuUAMMYKO NMOoAAOEPXKKY CO CTOPOHbI
pykoBoacTBa B OTHOLWLEHNN MHUUMNATUB B obnactu 3aWwmThbl;

e) obecneumBaTb pecypcbl, Heobxoanmble AN 3aWUTbl UHOPMaLMK;
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f)  yTBepxOaTb Ha3HauyeHWe KOHKPETHbIX poneit n obs3aHHOCTEn aAns  3awuThbl
nHdOopMaLMK NO BCE opraHn3aLuu;

g) VHALMMPOBATL MNMaHbl U NpPorpaMmmbl A8 NOAOEPXKKM OCBEeLOMIIEHHOCTU B obnactu
3aWmnTbl UHOPMaLMK;

h) obecneunBatb, 4TOObLI peanu3aumsi CPeACTB YyNpaBneHWs 3awuTon MHdopMaLmm
Oblfia ckoopANHMPOBaHa MO BCeW opraHmnsauun (cm. 6.1.2).

PykoBoacTBy cnegyet vaeHTUduunpoBatb NOTPEOGHOCTb B KOHCYNbTAUUSX BHYTPEHHETO
WUNN BHELLHEro cneumanucta B 06nactu 3awwmTbl MHGPOPMaLM1, a Takke aHanu3mpoBaTb U
KOOPAMHMPOBATb pe3ynbTaTbl KOHCYbTaUMIA NO BCEN OpraHn3aLuu.

B 3aBucMMoCTM OT pasmepa opraHusaumu, Takme 06S3aHHOCTU MOTYT KOHTPONMPOBaThCS
cneumnanbHblM 3acegaHvem copyma no npobrnemam ynpaBfeHUs UNU CyLLEeCTBYHOLLMM
OpraHoMm ynpaeneHusl, TakKUM Kak COBET ANPEKTOPOB.

[Mpo4yag nudpopmaums

HononHutenbHas nHpopmauusa cogepxntcs B ISO/IEC 13335-1:2004.
6.1.2 KoopauHauusa sawmtbl UHOpMaLMK

CpeacTBo ynpaeneHus

[eaTenbHOCTb NO 3awuTe MHopMaumMm cnegyet CKOOpAUHMPOBATL C NPEACTaBUTENSIMU
PasnuyYHbIX YacTen opraHmM3aunm ¢ COOTBETCTBYIOLLMMM POMSIMU U pabounMm OyHKLMSIMUN.

PykoBOACTBO NO peanunsaumm

OO6bl4YHO, B KOOpPAUHAUMIO 3alMTbl MHOPMauuM crieqyeT BKIOUYUTb COTPYAHUYECTBO U
COBMECTHYI0 paboTy MeHeakepoB, Mofib3oBaTenen, agMMHUCTPaATOPOB, pa3paboTyMKOB
NpUKNagHbIX NporpaMM, ayauTopoB M NepcoHan Ccnyxobl 3awuTbl, a Takke OnbIT
crneumnan1cToB B Takmx obnacTsix, kak, HanpMMmep, CTpaxoBaHue, lopuanyeckme BoOnpochl,
YyernoBeYyeckne pecypcbl, MHPOPMaUMOHHbIE TexHomnorun (UT) unm MeHemKMEHT PUCKOB.
OTa AeATenbHOCTb AoMmKHa:

a) obecne4dnBatb, YTOObI OEATENbHOCTbL MO 3alLMTE BbINOMHANACL B COOTBETCTBUM C
nonuTUKOM B 0611acTu 3awmTbl MIHOPMaLNK;

b) onpenendartb, Kak O6paLLl,aTbCFI C HECOOTBETCTBUAMMUN,

C) yTBepXgaTb MEeTOAMKM U Npouecchbl ANnd 3awWuTbl MHOpMaUUK, Hanpumep, OUeHKY
PUCKOB, Knaccudgukaumo nHgopmaumm;

d) BbIABNATb 3HAYUTENBHbIE UBMEHEHUS YIPO3, @ TakkKe NOABEPXKEHHOCTb UHopMaumm
n cpeacTts 0b6paboTkn MHopMaLmm yrposam;

€) oueHuMBaTb afeKkBaTHOCTb M KOOPAMHMPOBATb peanu3aumio CpencTB ynpaBfieHUs
3awuTon nHopmaumu;

14



f) pe3ynbTatTBHO MNpoABUraTb o6pa303aHV|e, noarotToBky un o0CBeOMITIEHHOCTb B
obnacTtu 3awuThbl nHdopMaLmn No BCEN OpraHn3aunu;

g) oueHuBaTb MWHMOPMALMIO, MOMYYEHHYO W3 MOCTOSIHHOMO KOHTPONSA W aHanu3a
WHUMOEHTOB B CUCTEMe 3aliuTbl MHOpMauunW, M pekoMeHAoBaTb noaxoAsiiune
AENCTBUS B OTBET Ha BbISIBNEHHbIE MHUMAEHTLI B CUCTEME 3aLUUTbl MHPOPMaLUK.

Ecnu opraHunsauus He ncnonb3yeT oTAesIbHYIO MHOI'ObeHKLI,MOHaJ'IbHy}O rpynny, Hanpumep,
NOCKOJIbKY TaKadA rpynna He noaxoaut AOnd pa3Mepa opraHusaumm, TO AencTeus,
OnncaHHble Bbllle, O0JTKHbl OCYLLECTBIIATLCA OPYIrMM noaxogAwnmMm opraHoM ynpasrieHUA
nnn otaesibHbiIM MeHeKepoM.

6.1.3 PacnpepeneHue o6s13aHHOCTEN NO 3awWwuTe HopmMauum

CpeacTBo ynpaneHus

Bce 06s3aHHOCTM MO 3awmuTe MHopMaLmMmn cregyeT YeTko pacnpenenuTb.

PyKkoBOACTBO N0 peanunsaumm

PacnpeneneHne ob6s3aHHOCTE MO 3awwmTe WHGOpMaumm AOMKHO ObiTb caenaHo B
COOTBETCTBMU C MONUTUKOM B obractu 3awmuTbl MHopmaumn (cm. pasgen 4). JormxHbl
ObITb YEeTKO onpeaeneHbl 0693aHHOCTM MO 3alMTe OTAENbHbIX aKTUBOB U MO BbINOSIHEHUIO
KOHKPETHbIX MPOLEeCcCoB 3alunTbl. ATU 00A3aHHOCTU AOMKHbI BbITb ONOMHEHbI, €CNN 3TO
Heobxoaumo, 6onee nogpobHbIM PYKOBOACTBOM NSl KOHKPETHbIX MECTOMOMOXEHUA U
cpeacts obpaboTtkm uHdopmaumn. [OormkHbl ObiTb YeTKO onpedeneHbl foKarbHble
0083aHHOCTM MO 3almMTe aKTMBOB M MO BbIMOSTHEHUIO KOHKPETHbIX MPOLEecCOoB 3alluThl,
TakuX Kak nnaHnMpoBaHWe HenpepbiBHOCTU BusHeca.

JInua ¢ HasHa4YeHHbIMK 06S3aHHOCTSAIMI MO 3aLUnTE MOTyT nepepnasaTtb 3agaHun4d no 3awiunTte
OPYrnMm. TeM He MeHee, OHM OCTalTCSA OTBETCTBEHHLIMU U [AOSTKHbI onpepnendaTtb, 4TO
noboe nepegaHHoe 3agaHue ObIfno BbIMNOMTHEHO npaBUIbHO.

[omkHbl ObITb  4eTKO CCbOpMyJ'IVIpOBaHbI obnactn, 3a KOTOpble Jnuua HecyT
OTBETCTBEHHOCTb; B HaCTHOCTU, AOJDKHO MMEeTb MECTO cneayioLlee:

a) [O/MKHbl OblTb BbISBMEHbI M YETKO OnpedenieHbl akTuUBbl M NPOLECChbl 3aluThl,
CBA3aHHbIE C KaXXO0W KOHKPETHOW CUCTEMOW;

b) pomkeH ObiITb HasHayeH OOBLEKT, OTBETCTBEHHLIM 3a KaXAbll akTUB UMW Npouecc
3aWmnTbl, a NogpoBGHOCTM 3TOM OTBETCTBEHHOCTU AOIMKHbI ObiTb AOKYMEHTanbHO
noaTeepXxaeHbl (CM. Takke 7.1.2);

C) [OOMKHbl OblTb 4YeTKo onpefeneHbl W OOKYMEHTaNbHO MOATBEPXAEHbl YPOBHM
MOSTHOMOY M.

[Mpo4yag nudpopmaums

Bo MHorux opraHusauusix, OyaeTt HasHayeH MeHemkep Mo 3awmTte MHdopmauun, YTobbl
B3ATb Ha cebsi MONHY OTBETCTBEHHOCTb 3a pa3paboTky M peanusaumio 3alliuTbl, a Takke
3a noaaepkky onpeaeneHns cpeacTs ynpaBneHus.
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Tem He MeHee, OTBETCTBEHHOCTb 3a KOMIMMEKTOBaHWE LlTaTa U peanu3aumio CcpencTts
ynpasiieHNA 4aCTO OCTaHEeTCA 3a OTAESIbHbIMU MeHeaXepamu. OpaHa 13 obwmnx NPaKTUK
COCTOMT B TOM, 4YTOObI HasHauyMTb Bragenbua Ans Kaxaoro akTvBea, KOTOpbIN 3aTeM
CTaHOBUTCA OTBETCTBEHHbIM 3a ero nosCceaHeBHYHO 3alLUTY.

6.1.4 Tlpouecc nony4YyeHus paspelieHus Ansa cpeacTs o6paboTkn nHdopmaumm

CpeacTBo ynpaeneHus

[omxkeH ObITb onpeferneH M OCyLWeCTBNEH MPOLEeCC Bbigavyu paspelleHus pykoBOACTBa
ANs HOBbIX cpeacTs 06paboTkn nHpopmaumm.

PykoBOACTBO N0 peanunsaumm

[ns npouecca BblgayM paspelleHnss OOMMKHbI ObiTb MPUHSITLI BO BHUMaHWE criegyrolime
pykoBoASLLME NPUHLMNBI:

a) HoBble CcpeAcTBa [OOMKHbI  MMETb Hagnexallee paspelleHne pykoBOACTBA
nonb3oBarterns, obbscHAOWEe MX Lerb W UCrornb3oBaHue. Takke [OMKHO ObiTb
nony4yeHo paspelleHne MeHeaxepa, OTBETCTBEHHOro 3a noggepxaHwe B paboyem
COCTOSIHUM  cpefbl 3alWuTbl  NOKanNbHOW  WH(OPMALMOHHOM CUCTEMbI, YTOOLI
obecneynTb BbINOMHEHNE COOTBETCTBYHOLLEN MONUTUKM U TpeboBaHu B obnacTtu
3aLlmThl;

b) ecnu aTo Heobxoaumo, To annapartHoe u nporpamMmmMmHoe obecneyeHne OOMKHbI ObITb
npoeepeHbl, C Uenblo rapaHTnposatb, 4YTO OHM COBMEeCTUMbIE C ApyrmMmu
KOMMNOHEHTaMWN CUCTEMDbI,

C) wucnonb3oBaHve Ansi 06paboTkn AenoBoM UHPOPMALIMM FIMYHBIX UM HAXOOSALMXCSA B
YacTHou cobcTBEHHOCTU cpeacTs obpaboTkn nHpopmMaumm, Hanpumep, HebOonbLIMX
NMOPTATUBHbLIX KOMMbIOTEPOB, AOMALUHUX KOMMbIOTEPOB MM KapMaHHbIX YCTPOWCTB,
MOXeT MpPUBHECTU HOBble crabble MecTta, M Heobxooumo onpefenatb U
peanu3oBbiBaTb HEOOXOAMMbIE CPEACTBA yNpaBeHus.

6.1.5 CornaweHnsa o KOH(pUAEeHUNANBLHOCTU

CpeacTBo ynpaeneHms

[OMKHbI BbISBAATLCA W PErynsipHO aHanu3mpoBaTbCA cornaweHns o TpeboBaHuaX
KOHPUOEHUMANbHOCTM NN O HepasrnalleHumn, oTpaxatrowme noTpebHoCT opraHmM3aumnmn B
3auTe nHpopMaunn.

PykoBOACTBO N0 peanunsaumm

CornaweHnss 0 KOHMUAEHUMANbHOCTU WM O HepasrnalleHUM [AOMMKHbl  YyYMTbIBaTb
TpeboBaHve 3aWUTUTL  KOHMMAEHUMANbHY0  UHPOPMALMIO, WCMONb3ysi  3aKOHHO
ocylwiecTBMMble ycrnoBusi. [ns Toro 4toObl OnpedenvTb cornaweHus o TpeboBaHMsaX
KOHOUAEHUMANBLHOCTU UMW O HepasrnaleHnn, Hago PacCMOTPeTh CriedyoLwne 3NeMeHTbI:

a) onpegenexHue UHdopmaumn, KOTOpyto HY>KHO 3awmuiaTtb (Hanpumep,
KOH(bnaeHuunanbHasa nHgpopmaums);
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b) oXngaemMaa npoaoJiKUTErIbHOCTb CorfnawleHnA, BKn4Yaa cCcliydan, Korga MoXeT
oKasaTbCsl, YTO KOH(pUAEHUMANbHOCTb Heobxoanmo nogaoepXmBatb HEOrpaHN4YEeHHO,

C) HeobxoguMmble AENCTBUA NPU PACTOPXKEHUU COrNaLleHns;

d) ob6s3aHHOCTM M OenCTBUA  MOAMUCaBLUMX  CTOPOH, C Uenbl  u3bexaTb
HepaspeLleHHOro packpbITUA MHAOPMauuM (Hanpumep,  «NPUHUMMN HeobXxoauMoro
3HaHUAY);

€) COOCTBEHHOCTb Ha WHGOPMAaLMIO, CeKpeTbl MNPOM3BOACTBA W MHTENneKTyarbHas
COBCTBEHHOCTb, M KaK 3TO CBA3aHO C 3aLLMTON KOHMUAEHUNANbLHON MHopMaLnu;

f)  paspelueHHOe UCMonb3oBaHWe KOHMUAEHUMANbHON MHopmauuMn, W npasa
noanucasLUel CTOPOHbI UCMONb30BaTb MHAPOPMALMIO;

g) npaBo NpoBepATb U MOCTOAHHO KOHTPONMPOBaTb AEATENbHOCTb, KOTOpas BOBMeKaeT
KOHbraeHUnarnbHyo nHdopmauuio;

h) npouecc ANs U3BELLEHUSI U COCTaBMNEHNUS OTYeTa O HepaspeLleHHOM PacKpbITUM UMK
0 HepaspeLleHHOM AOoCTyne K KoHUAeHUMansHon MHopMaLuuu;

i) ycnoBua BO3BpaLleHUs UHOPMAUUU UMW YHUYMTOXEHUS  MHOopMauum npu
npekpaLleHum AencTBnA cornatleHus; n

j) oXugaemble OENCTBUSA, KOTOpble HYXHO npeanpuHATb B Cllydae HapylweHUuA 3Toro
cornawieHus.

B cornaweHnm o KoHUAEHUMANbLHOCTU UNN HepasrnaweHMn MoryT noHagobuteca apyrue
3MEeMEHTbI, OCHOBaHHbIE Ha OpraHM3aLMOHHbIX TPEOOBaHNAX 3aLLUUTDI.

CornaweHus o KOH(bI/ID,eHLI,I/IaJ'IbHOCTI/I nnn o HepasrnaweHnnm AosmKHbl NOOYNHATBLCA BCEM
npuMeHnMbIM 3akOHaM M HOpMaM HpPUCOUKLNN, K KOTOpOVI OHU NMPUMEHAIOTCA (CM. TakKxXe
15.1.1).

Cornawenns o TpeboBaHMAX KOHMUOEHUMANbHOCTM WM O HepasrnalleHUn [OOSKHbI
aHanu3npoBaTbCsl NEPUOANYECKN U NMPU BO3HUKHOBEHWUM M3MEHEHWI, KOTOPbIE BNUSAIOT Ha
3Tn TpeboBaHus.

[Mpo4yag nudpopmaums

CornaweHns 0  KOHUAEHUMANbHOCTM  WMAM O  HepasrnaweHuuM  3awuwaroT
OpraHM3auMoHHY0 UMHopMauMlo W U3BeLaT nognucaBluMe CTOPOHbl 00  ux
OTBETCTBEHHOCTW, C LEenbi 3alumwaTb, MCNONb30BaTb W packpbiBaTb WHGOpMaLmio
OTBETCTBEHHbIM U pa3peLLeHHbIM CNOCO6OM.

Mpn  pasHbIX obcTosiTenbCcTBAXx, opraHmn3auus MOXeT WUMETb I'IOTpe6HOCTb B
NCNOMb30BaHMN  pasnnyHbiX ¢OpM corfaweHnn o KOHduaeHumanbHOCTU unnm o
Hepa3rnaweHnn.
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6.1.6 KoHTakTbl C opraHamMmu

CpencTso ynpasneHusd

[omkHbl NnoaaepXmMBaTbCs Haanexawme KOHTakTbl C COOTBETCTBYHOLLMMUN OpraHamMHu.

PykoBoacTBO no peanusauumu

OpraHu3aumm [OSKHbl MMEeTb B pabovyeM COCTOSIHMM Mpoueaypbl, KOTOpble TOYHO
onpeaensioT, Korga M KoMy HagnexuT BCTynaTb B KOHTakT C opraHamu (Hanpumep,
NPaBOOXPaHUTESbHbIE OpraHbl, MOXapHOe OTAENeHWe, OpraHbl Hagsopa), U To, Kak
crieyeT CBOEBPEMEHHO COOOLUTL O BbISIBNEHHbIX MHUMAEHTaX B CUCTEME 3alUWTHI
MHdOpMaLMK, ecnn eCTb MOAO03PEHME, YTO 3aKOH MOT ObITb HapYLUEH.

OpraHusaumsam, aTakyeMbiM U3 WIHTepHeTa, MOXeT MOoHagobuTtbcs, 4YTOBbl BHELLUHUE
TpeTbW CTOPOHbI (Hanpumep, MOCTaBWMK ycnyr WHTepHeTa wunv onepaTtop CBA3MN)
npeanpUHANU Mepbl NPOTUB UCTOYHMKA aTaKu.

[Mpo4yasa nudpopmavms

MNMopopoepxaHne Takux KOHTAKTOB MOXeT ObiTb TpeboBaHWeMm nogaepxumBaTtb MEHEKMEHT
WHUMOEHTOB B cucTeMe 3awmtbl uHpopmauun (Pasgen 13.2) wunu HenpepbiBHOCTU
BuM3Heca 1 npouecc NnaHMpoBaHUA Ype3BblvaniHbix 06cTosaTenscTB (Pasaen 14). KoHTakThbl
C perynatMBHbIMW OpraHamy Takke MonesHbl Ans Toro, 4Ttobbl npegnonaratb
npeacTosine M3MEHEHUS B 3aKOHe UMM HOopMax, KOTOPbIM OpraHu3aumMv HagnexuT
cnegoBaTb, W TrOTOBUTbCA K HUMM. KOHTakTbl C ApyrMMW oOpraHamu BKIHOYaoT
KOMMYyHarbHble NpeanpusaTus, asapuinHble cnyxbbl 1 oxpaHy Tpyaa, Hanpumep, noxapHble
KOMaHabl (B CBA3W C OENOBOW HEMnpepbiBHOCTLIO), MOCTaBLUMKN TENEKOMMYHUKALMOHHbIX
ycnyr (B CBA3M C NPOKMaAKon N AOCTYNHOCTbIO NMUHWUIA CBA3W), NOCTaBLUMKK BOAbI (B CBA3U
CO cpeacTBaMu oxnaxaeHus onsa obopynosaHus).

6.1.7 KoHTaKTbl CO cneunanbHbIMU rpynnamMmu

CpeacTBo ynpaeneHus

JlomkHbl  NoaAepXMBaTbCA  Haamnexalme KOHTakTbl CO  crneuuanbHbIMU - rpynnammu
(rpynnamu No KOHKPeTHOW npobrneme) unu apyrumm opymamu cneumanucToB no sawmure
MHOpPMaLMK 1 NPOdECCUOHANBHLIMU 06 beaNHEHNSMMN.

PykoBoacTBO No peanusauuu

UneHcTBO B crieumanbHbIX rpynnax unv goopymax AormkHO paccMaTpuBaTbCs Kak CpeacTBO
ANS cneayoLero:

a) ynydwaTb 3HaHME O Haunyywmx npakTUKax W ocTaBaTbCA B Kypce 3Ha4MMoW
NMHopmaLmm no 6e3onacHoCTy;

b) obecneymBaTb, YTOObI NOHUMaHNE cpeabl 3aWnTbl MHGopMauumn Obino COBpEMEHHbIM
N NMOJTHbIM;
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C) nonyyatb paHHWE npeaynpexaeHna O TpeBorax, KOHCyNnbTaHTax W BCTaBKaX B
nporpamMmmsbl, MUMeLWNX OTHOLLEHNE K aTakaM U cnabbim mecTawm;

d) nony4nTb JOCTYN K KOHCYNbTauMsaM cneumanucTa no 3awmTe nHopMauuu;

€) COBMECTHO MCMOMb30BaTb MHPOPMALIMIO O HOBbIX TEXHOMOMUSX, NPoAyKTax, yrpo3ax
nUnu crnabblx MecTax 1 06MeHNBaTbCs 3ToW MHopMaLnen;

f) obecneunTb noaxoasime TOYKM KOHTakTa npu paboTte C MHUMOEHTaMU B CUCTEME
3aWuTbl UHPopMaumm (cMm. Takke 13.2.1).

[Mpo4yasa nHdpopmaums

Ana Toro 4To6bI YyNy4YWWUTb COTPYOHMYECTBO M COrflacoBaHWe BOMPOCOB 3alyUTbl, MOryT
ObITb 3aKMOYEeHbl COrfaweHnss No COBMECTHOMY MCMONb30BaHMO MHpopMauun. Takue
cornalleHusi AOMMKHbI onpeaensaTb TpeboBaHns Mo 3aWmTe BaXKHOW MHGOpMaLUn.

6.1.8 HesaBucumbIn aHanu3 3awWnTbl MH(OpMaLUn

CpencTtso ynpasneHud

Moaxod opraHu3auun K ynpaBneHuto 3almnTon MHdopMauum n ee peanusaumm (T. e. Lenu
ynpaBreHusi, cCpeacTsa ynpaBreHus, NonuTuKa, NpoLecchl M npoueaypbl Ans 3aluThbl
MHOpMaUMKM)  OOIMKHbI  HE3aBUCMMO aHanmu3vMpoBaTbCs 4Yepes3  3annaHMpoBaHHbIe
NMPOMEXYTKM BPEMEHW, UMK KOrda NPOUCXOASAT 3HaYUTENbHbIE U3MEHEHUS B peanvsaumu
3aLLUUTHI.

PykoBoacTBO no peanusauumu

HesaBucumbli aHanm3 OormkeH ObiTb MHULMMPOBaAH PYKOBOACTBOM. Takol He3aBUCUMbIV
aHanu3 Heobxoaum Anst Toro, 4ToObl 06ecneunTb ANSLLYICS rOAHOCTb, aAeKBaTHOCTb W
pe3ynbTaTMBHOCTb NoAxo4a OpraHu3auum K ynpaBneHuto 3awmuTon nHpopmauun. AHanmns
[AOMKEH BKMOYaTb OLEHWBaHWE BO3MOXHOCTEM AN YMydleHUs Wu noTtpebHocTb B
N3MEHeHMAX B Nnoaxoae K 3awuTe, BKItoYasi NONUTUKY U Lienn B 06nacTy ynpaBneHus.

Takot aHanM3 [OMKEH BbLINOMHATLCA NULAMM, HE3aBUCMMbIMKM OT aHanuMaupyemblx
obnacrtein, Hanpumep, OTAENOM BHYTPEHHEro ayauTa, He3aBUCUMbIM MEHEeOXXepoM WUnu
CTOPOHHEN oOpraHusauuen, crneunanuavpylollenca Ha Takom aHanuse. Jlvua,
BbIMOMHAOLLME 3TOT aHanm3, A0MKHbI UMeTb NMOAXOAALLNE HABBIKU U OMbIT.

PGSyJ'IbTaTbI HEe3aBMCMMOrO aHanms3a OOMMKHbl OblTb 3annucaHbl U COOOLLEHbI pyKkoBOACTBY,
KOTOpOE WHUUUMNPOBANo aHanums. OTK 3anucu OOSKHbI nogoepXmBatbCA B pa6oqu
COCTOAHUN.

Ecnn He3aBMCMMbIN aHanu3 BbISIBNSIET, YTO OPraHU3aUMOHHbLIA MOAXO4 K YnpaBneHuto
3alUMTON MHOPMaLMN 1 peannsaummn 3ToW 3alluMTbl HeaJeKBaTeH UM He COOTBETCTBYET
HanpaBneHneM 3aluTbl MHOPMAaLMKN, YCTaHOBMEHHbIM B MPOrpaMMHOM [OOKYMEHTE Mo
3awmTe nHdopmaumm (cm. 5.1.1), To pyKoBOACTBO OOSMKHO PacCMOTPETb KOPPEKTUPYoLLME
AencTBuS.
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[Mpo4yasa nHdpopmaums

O6nacTb, KOTOPYH AOMMKHbI perynapHo aHanuanpoBatb MeHemxkepbl (cM. 15.2.1), Takke
MOXeT aHanm3anpoBaTbCs He3aBucumMmo. MeToabl aHanmsa MOryT BKMOYaTb OMNpPOChI
PYKOBOACTBA, KOHTPOMUpPYKOLME 3anucyu unv aHanuid nporpaMMHbIX [AOKYMEHTOB MO
3awute. NCO 19011:2002, «PykoBopasuimMe ykasaHus no ayauTy CUCTEM MeHeIKMeHTa
KayecTBa U/MNNU CUCTEM IKOJIOrMYECKOro MeHeKMEHTay, Takke MOXeT AaTb NnoresHble
pyKOBOASLUME YKa3aHUSA MO BbINOSIHEHUIO HE3aBMCUMOrO aHanuaa, BKMYasa cosgaHve U
peanusauuio nporpammbl aHanusa. B pasgene 15.3 onpegenswTca  cpencTsa
yrnpasneHus, 3Hadnmble ONS He3aBMCMMOrO aHanusa onepaumoHHbIX MHEOPMAaLNOHHBLIX
CUCTEM U UCMOMb30BaHUSA CPeacTB ayauTa CUCTEM.

6.2 BHewHNe CTOPOHDbI

Llens: MogaepxumsaTb B paboyem COCTOAHUN 3alLnTy MHGOpMaLnn n cpeactasa obpaboTku
WHOpMaLMM OpraHu3auumn, K KOTOpPbIM MMEKT [AO0CTYM BHELUHWE CTOPOHbI, KOTOpble
obpabaTbiBalOTCA BHELWHUMM CTOPOHaMW, MepedarTCs BHELWHWM CTOpPOHaM  UMn
ynpaBnsalnTCA BHELWHUMU CTOPOHaMM.

3awmTta MHpopmauum n cpencts obpaboTku MHpopMauun opraHu3aumm He [OrKHa
YMeHbLUaTbCA BCneacTBMe BBOAA NPOAYKTOB UMK YCYr BHELLUHUX CTOPOHBI.

IMo6Goli AocTyn BHELUHUX CTOPOH K cpeacTBaM obpaboTkvM uHdopMauuv opraHusauuu, a
Takke o6paboTka W nepegadya WHGPOPMALMM  BHELUHUMW CTOPOHAMW,  OOJKHbI
KOHTPONMpOBaTbLCS.

Ecnn ectb genoBass noTpebGHOCTb B paboTe C BHELWHMMM CTOPOHAMM, KOTOpas MOXeT
notpeboBatb pgoctyna K uHdOpMauum wn cpeactesam  obpaboTknm  MHbopmauun
opraHusaumm, unn npu NoslyYeHnn nnu NpeaocTaBeHnn NPOAYKLMN U YCNYTn OT BHELLHEN
CTOPOHbI UMW BHELUHEN CTOPOHE, TO OO0JMKHA ObiTb BbIMNOSIHEHA OLIEHKA PUCKOB, C LENbHo
onpefennTb BKIOYEHWe 3awmtbl M TpeboBaHus koHTpons. CpeacrtBa  ynpaBreHus
AOIMKHbI ObITb COrnacoBaHbl U onpeaesieHbl B COrnalleHnn ¢ BHELLHEN CTOPOHON.

6.2.1 BbisiBNeHMe PUCKOB, CBA3aHHbIX C BHELUHUMU CTOPOHaAMM

CpeacTBo ynpaeneHus

[lo npepocTtaBneHus OOCTyna [OOSMKHbl ObiTb BbISABMEHbI PUCKM ANS WHOpMauum w
cpencTts 06paboTkn MHpopMaLUK opraHM3aunmn, NpoucTekarLlmne N3 AenoBbIX NPOLECCOB,
BOBJIEKAIOLMX BHELIHWE CTOPOHbI, U [OIMKHblI ObiTb peanu3oBaHbl COOTBETCTBYHOLLME
CpeAcTBa ynpaBreHus.
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PykoBOACTBO N0 peanunsaumnu

Ecnn ectb noTtpebHOCTb B paspelleHnn [Jonycka BHELLUHEW CTOPOHbI K CcpeactBam
06paboTkM MHpopMauum Unn MHopmMaLmMm opraHmsaunm, To OOMKHA OblTb BbINOMHEHA
OLEeHKa puUCKOB (CM. Takke pasgen4), ¢ uenbko onpegenutb nobble TpeboBaHna Ons
KOHKPETHbIX CpeacTB ynpaBneHuns. BoisBneHne puckos, CBA3aHHLIX C JOCTYMNOM BHELLUHUX
CTOPOH, AOIMKHO YYMTbIBaTb cneayrollee BOnpochl:

a)

b)

f)

cpeacTtBa obpaboTkM MHGOpMaLMK, K KOTOPbIM TpebyeTcs MMEeTb AOCTYN BHELUHEN
CTOPOHE;

TWN 0OCTyna, KOTOPbIA BHELUHSsI CTOpOHa OyaeT umeTb K MHpopmaumm n cpeacteam
06paboTkn MHGOpMaUMn, HanNnpumep, cnegytoLlee:

1) dwuanyeckmn [ocTyn, Hanpumep, B OMWUCHI, KOMMNbLIOTEPHbIE KOMHaTHI,
KapTOTeYHble WKadbl;

2)  noruyeckun OocTyn, Hanpumep, k 6aszam gaHHbIX, MTHPOPMALMOHHBIM CUCTEMaM
opraHusauuu;

3) CBA3HOCTb Y3M0OB B CETU MexXAy CeTbi(CeTaMMu) opraHu3auuMmM U BHELUHEWN
CTOPOHbI, HAaNpUMep, HepasbeMHOe CoeINHEHNEe, yaeneHHbI A0CTY;

4) nponcxoguT N OoCcTyn Ha MecTe Ui CO CTOPOHbI;

LEHHOCTb W KOH(MOEHUManbHOCTb BOBMEYEHHOW WHopmauuM, a Takke ee
KPUTUYHOCTb NS OeroBbIX onepawum;

cpenctea ynpaslieHuA, Heobxooumble AONs  3aluUThbl nHopmMmaumn, KotTopast He
npegHa3HadyeHa anAa Toro, 4YTOObI ObITL ,D,OCTyﬂHOV'I BHELLHWNM CTOPOHaM;

nepcoHan BHELWHUA CTOPOHbI, BOBIIEYEHHbIN B paboTy C WHPopmaLmen
opraHu3aumu;

Kak MOryT OblTb 0603HauYeHbl OpraHM3auMsa UM NepcoHarn, KoTopbiM Obin paspeLleH
[OCTYM, Kak MOXeT ObITb BEpUPULMPOBAHO Hanuume paspeLleHnsi, U Kak 4acTo ero
HeoGXoAMMO NOATBEPXAATb;

pasnuyHble crnocobbl U cpeacTBa ynpaBeHus, NMPUMMEHAEMbIE BHELUHEN CTOPOHOM
npun xpaHeHuu, obpaboTke, nepenade, COBMECTHOM MCMONb30BaHMM MHOpMaLumn 1
obmeHe nHpopmaumen;

HeraTMBHOE BIWUSIHUE CUTyaLUWUW, KOrda BHELUHEW CTOPOHEe He npeaocTaBnsieTcs
TpebyeMmbili 4OCTYM, U KOrAa BHELIHAS CTOPOHA BBOAUT UMK NOJlyYaeT HETOUHYO Unn
BBOASILLYIO B 3a0nyxaeHne nHdopmaLumio;

NpPaKkTuKn n npoueaypbl nNo pa60Te C NHUMOEHTaMN B CUCTEME 3almTbl MHOpMaLnK
M BO3MOXHbIMU TMOBpPEeXOEeHUAMUN, a TakKkKe YyCrnoBuAa O5nd npoaoJrKeHUa OOCTyna
BHELLUHEN CTOPOHbI B cnyyae nHumnaeHta B cucteme 3alnThl nHopmaumu;
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j)  TpeboBaHus 3akoHa, npouvne obsizaTenbHble TpeboBaHWs, a Takke Agpyrue
[OroBOpHble 06513aTenbCTBa, 3HAYMMble AN BHELUHEW CTOPOHbI, KOTOPble [AOITKHbI
OblTb YYTEHbI;

K) kak 3TV Mepbl MOryT MOBMMATb Ha WMHTEpPecCbl MObIX APYrMX 3aMHTEPEeCcOBaHHbIX
CTOPOH.

[locTyn BHELIHUX CTOPOH K MHAOPMaLMU OpraHu3aumm He OOSMKEH npegocTaBnATbcs A0
Tex nop, noka He O6yayT peanu3oBaHbl Haanexaiwime cpeacTsa ynpasrieHUs, U, ecnuv
BbINONHUMO, A0 Tex nop, noka He 6ygeT noanucaH [OroBop, onpeaensoLwmmn
NMOCTAHOBMEHUS U YCNOBUA ANA COeAUHEHUA unu OOCTyna, a Takke paboymi mexaHusm.
O6bI4yHO, BCe TpeboBaHWS 3aLiuTbl, NpOUCTEKaOLWmMe U3 paboTbl C BHELLHMMW CTOPOHAMMU,
UM BHYTPEHHWE cpeacTBa YynpaBrneHUa OOMKHbl OblTb OTpaXKeHbl CornaleHnem c
BHELLHEN CTOPOHOM (CM. TaKkxke 6.2.2 n 6.2.3).

CnepyeT o6GecneunTb, 4TODObl BHELIHAS CTOpOHa oOTaaBana cebGe OT4eT O CBOMX
obsi3aTenbCcTBax M MNpuHMMana o006S3aHHOCTM W OTBETCTBEHHOCTb, CBSI3aHHble C
ocylLlecTBreHneM aocTyna, o6paboTkoi, nepegayeit UNu ynpaBneHneM MHdgpopmaumein u
cpeacTBamu 0b6paboTky MHOpMaLUM opraHn3aLun.

[Mpo4yag nHdpopmaums

NHdopmauns MoXeT noasBepratbCs PUCKY BHELWHMMU CTOPOHaMW C HeHagnexalumm
yrnpasneHvem 3awmton. [JomkHbl ObITb onpefeneHsl U MPpUMMEHeHbl CpeacTBa ynpaBreHns
Ans Toro, 4tobbl PyKOBOAMTbL [OCTYNOM BHELUHEW CTOPOHbI K cpeactsaMm 06paboTku
nHopmaumm. Hanpumep, ecnm ectb ocobad nNoTpebHOCTb B KOH(PUAEHUMANBHOCTH
NMHOpMaLMK, TO MOXHO UCMOMb30BaTb COrfalleHnsa O HepasrnalleHun.

OpFaHVI3aLI,I/1I/1 MOTyT CTOJIKHYyTbCA C PWUCKOM, CBA3aHHbIM C MeXopraHn3aunoHHbIMU
npoueccamMmu, ynpasrieHneM wu obmeHom MHopMaLMeEN, ecnu NpPUMEHAETCA BbliCOKasi
cTeneHb achopCMHra3, nnn ecnn BoBrne4YeHo HECKOJ1IbKO BHELLUHNX CTOPOH.

CpeactBa ynpaBneHus 6.2.2 1 6.2.3 oxBaTblBalOT pasfnyHble COrfalleHnsa ¢ BHELLUHUMU
CTOpOHaMW, BKMOYasi, Hanpumep, creayoLimne:

a) MOCTaBLUMKM YCyru, TakMX Kak NMOCTaBLUMKN VIHTEPHET-yCnyr, NOCTaBLUMKN CETEBbIX
ycnyr, ycnyr TenedoHHON CBS3WN, YCIYr MO TeKyLeMy 006CnyXMBaHMIO U NOALAEPXKKE;

b) ynpaBnsiemble ycnyru 3awmnThbl;
c) noTtpebutenu;

d) ayTcopcuHr oGopyaoBaHus u/unu onepaumin, Hanpumep, MHPOPMAaLMOHHBIX CUCTEM,
ycnyr no c6opy AaHHbIX, onepauuii LeHTpa 06paboTKu BbI3OBOB;

€) KOHCymnbTaHTbl NO BOMpocaM ynpaBrieHnst  busHeca, a Takke ayauTopbl;

® ayTcopcuHr [outsourcing] — MCMOMb30BaHME BHELUHMX PECYPCOB [ANA pelleHusi coBCTBeHHbIX 3amad  (Mpum.
nepesoayka)
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f)  paspaboTuMkm UM MOCTaBLUMKM, HanpuMep, MNPOrpamMMHbIX  MNPOAYKTOB WU
NHAOPMALIMOHHBIX CUCTEM;

g) CTOPOHHME yCnyrn no o4ncCTKe, o6cny>|<v|Baano n gpyrue BcnomMmorartesibHble YCIyru;

h)  BpemeHHbli NepcoHarn, pasMelleHWe CTYAEeHTOB, a Takke [Apyrne BpeMeHHble
KpaTKOCPOYHbIEe JOroBOpPbI.

Takue cornaweHms MoryT NnoMoYb CHU3UTb PUCKKU, CBSI3aHHbIE C BHELLHMMW CTOPOHaMM.
6.2.2 PaccmoTpeHue 3awWuTbl Npu paboTe ¢ noTpedbutenamm

CpencTso ynpasneHud

CnenyeT paccMoTpeTb BCe€ BbIABIIE€HHbIE TpeﬁoBaHMﬂ 3aunTbl  npexape, 4Yem
npeanocTaBnATb I'IOTpe6I/1TeJ'IﬂM AOoCTyn K nHdopMaumn UnNn akTMBam opraHn3auuu.

PykoBoacTBO no peanusauumu

[ns Toro 4ToO.LI paccMoTpeThb 3allnTy nepen npenocrasrieHneEM oCTyna HOTpe6VITeJ'IFIM K
mo6omy M3 aKTMBOB OpraHmn3aunm (B 3aBUCUMOCTU OT TUNAa N CTeneHn npenocrtaBiaemMoro
AOCTyna AaHHbIX, HE BCE U3 HWXxXecneayruwero MoxxHo I'IpVIMeHVITb) crnegyet paCCMOTpPEeTb
cneaywLuine ycrioBu4.

a) 3alnTa akTmBa, BKIo4Yad crneayrulee:

1) npouenypbl ANA 3alUMTbl aKTMBOB OpraHM3auuu, BKMYas MHdopmauuio wu
nporpammHoe obecneyeHne, a TakkKe YynpaBreHue W3BECTHbIMU criabbiMm
MecTamu;

2) npouedypbl AnA  onpedeneHusl TOro, He nNpous3owna nun  kakas-nmbo
KOMNpoMeTauust akTMBOB, HaNpPUMep, NOTeEPS UM U3MEHEHUE AaHHBbIX;

3)  LEeNoCTHOCTb;
4)  orpaHW4eHVst Ha KONUPOBaHWE N packpbITUE NHopMaL MK,
b) onucaHue npogykTa unu ycnyru, KoTopble NPeacTonT NpefoCcTaBnuTb;
C) pasnuyHble NPUYKHbLI, TpeboBaHMs 1 BbIroabl ANs AoCTyna noTpebuTens;
d) nonuTuka ynpasneHust 4OCTYNOM, OXBaTblBaloLWasa criegyroulee:
1) paspelleHHble MeTOAbl [OOCTyna, a Takke YhpaBreHue YHUKanbHbIMK
noeHTudukaTopamu, TakMMmn Kak, UaeHTUUKaTopbl U Naponu nonb3osaTens, u
NX UCNONb30BaHNE;

2) npouecc Bbliaayvn pa3pelleHnd anda gocrtyna m NPUBUIIErNNIA NONb30BaTENS;

3) 3asBreHune o TOM, YTO BECb AOCTYM, KOTOPLIN MPSIMO HE pa3peLLEH, 3anpeLLeH;
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4) npouecc OTMeHbI npaB AOCTyna Ui npepbiBaHNA CBA3UN MeXAY CUCTEMaMWU;

€) MeponpuATUA Mo COCTaBMEHUIO OTYETOB U MO yBeAOMMeHUo 06 MH(OPMaLMOHHbIX
HETOYHOCTAX (Hanpumep, NepcoHanbHbIX AaHHbIX), 00 MHUMOEHTaX U HapyLIeHUsX B
cuctemMe 3awuTbl MHOPMauMW, a TaKkKe MeponpusaTUS MO paccrnegoBaHuio
BblLLEnepevmnCcrieHHoro;

f)  onucaHue Kaxaon ycnyru, KOTopyto NPeACTOUT caenatb 4OCTYNHOW;
g) 3adaHHbll ypoBEHb OGCNYXXMBAHUS U HENPUEMIIEMbIE YPOBHU 0BCMYXMBaHUS;

h) npaBo MOCTOAHHO KOHTpPONMUPOBaATb U OTMEHATb mo6y+o 0eATesIbHOCTb, MMEIOLLYHO
OTHOLUEeHNE K aKTnBaM OopraHm3auunn;

i)  cooTBeTCTBYOLMNE 0bA3aTeNLCTBA OpraHn3auum 1 notTpebuTtens;

j)  obsA3aHHOCTM B TOM, YTO KacaeTCsl lopMAMYECKMX BOMPOCOB, U Kak obecneuynBaeTcs
BbINONHeHne TpeboBaHWI 3akoHa, HanNpMMep, 3aKOHOB MO 3alUMTe AaHHbIX, 0COBEHHO
C YY4ETOM pasnnyHblX HaLMOHAaNbHbIX MPaBOBbIX CUCTEM, €CNX COornalleHne BKYaeT
COTPYOHMYECTBO C NOTpPebuTensaMmn B Apyrux ctpaHax (cm. Takke 15.1);

K) nepemaya npaB Ha uHTennektyanbHyt cobctBeHHocTb (MC) n aBTOpCckUX npaB
(cm. 15.1.2), a Tarke 3awwimTa nobon coBmectHon paboTbl (cM. Takke 6.1.5).

[Mpo4yasa nudpopmavms

TpeboBaHus 3alWnTbI, UMEloLLME OTHOLLEHWE K NoTpebuTensam, nonydawowmum AoCTyn K
aKTMBaM OpraHusauuM, MOryT 3HAUYUTENbHO pas3nuyaTbCa B 3aBUCMMOCTU OT CPeAcTB
06paboTkn MHGOpMALMM U UHGOPMAaLUK, K KOTOPbIM OCYLLECTBNSEeTCA AOCTyn. ITu
TpeGoBaHMA 3aLLUMTbl MOXHO YYEeCTb, UCMOMb3ys COrnalleHus ¢ NoTpedbuTensammn, KotTopble
coepxaT BCe BbISIBIEHHbIE PUCKU 1 TpebGoBaHua 3almTbl (M. 6.2.1).

CornaweHnss ¢ BHELWHUMW CTOPOHaMM MOryT Takke BOBMekaTb ApYyrMe CTOPOHbI.
Cornawenus, npegoctaBnsaowme AOCTYN BHELWHUM CTOPOHaM, AOMXKHbI BKOYaTh B ceds
AonylleHne HasHadeHust OpYyrMx noaxodsilmx CTOPOH M YCroBMK Ans UX JocTyna wu
yyacTusi.

6.2.3 Y4et 3aWwuThl B COrnalieHMAX ¢ TPeTbUMU CTOPOHaAMMU

CpeacTBo ynpaeneHus

CornaweHna ¢ TpeTbUMM CTOpPOHaMW, BKNOYawwWwme AocTyn, obpaboTky, nepenadvy
WHopMaLmMmM unn cpencts o06paboTkn MHOpMauun opraHusauuMmM unn ynpasneHue
NHopMaLmen nnm cpeactesamm obpaboTkm HopMaunn opraHMsaumn, unn gobasneHune
NPOAYKUMM UNK yCryr K cpeactsam obpaboTkm MHgopmaumn, OOMKHbI BKNoYaTb B cebs
BCE 3HauYnMble TpeboBaHWS 3aLUNThI.
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PykoBOACTBO N0 peanunsaumnu

CornaweHune JOMKHO rapaHTUPOBaTb OTCYTCTBME HEAOPa3yMeHU MeXay opraHusauven u
TpeTben cTopoHon. OpraHmMsaunmn OOMKHbI y6eamuTbCca B TOM, YTO KacaeTcsl rapaHTum oT
yObITKOB TPETHEWN CTOPOHBDI.

Ana Toro 4TOGbl BLINOMNHWTL BbISIBMEHHblE TpeboBaHus 3awmTbl (cM. 6.2.1), ans
BKITIOMEHUS B COrnalleHune crieqyeT paccMOTpeTb crieaytoLmne yCrnoBus:

a)

b)

nonuTuka B 06nacTu 3awmuTbl MHOpMaLuu;
cpencTsBa ynpasreHust Ans obecrnevyeHns 3almTbl akTUBOB, BKIHOYas crieaytoluee:

1) npouefypbl AnNs 3aWuUTbl akTMBOB OpraHuMsauun, BKAYas MHGOpPMauuio,
nporpaMmmHoe obecrievyeHve 1 annapaTHble CPeacTBa;

2) nobble HeobXoauMMble CpPeAcTBa YNpaBreHUs U MexaHu3m  (OU3nYeckoi
3aLWNTbI;

3) cpenctBa ynpasrneHuss Ona  obecneveHuss 3awWmTbl OT  3MIOHAaMEPEHHOro
nporpammHoro obecneveHus (cm. 10.4.1);

4) npouenypbl AONs  onpedeneHus TOro, He MPOU3OLINO 1M Kakon-nmbo
KOMMNPOMEeTaLUun aKkTUBOB, Hanpumep, MOoTepu UNN U3MEeHeHUs WHdopMaLUK,
NporpaMMHOro obecrneyvyeHuns 1 annapaTHbIX CPeACTB;

5) cpeactBa ynpaBneHuss aAng  obecneyeHWss BoO3Bpata UMM YHUUTOXEHUS
MHOPMaLMM N aKTUBOB B KOHLE COrMalleHUsa UnvM B COrfacoBaHHbIA MOMEHT
BPEMEHM B X0A4e COornalleHus;

6) KOHUAOEHUMANbHOCTb, LENOCTHOCTb, OOCTYMNHOCTbL U nboe Opyroe BaXHoe
CBOMCTBO (CM. 2.1.5) aKTMBOB;

7) OrpaHM4YeHus Ha KOMMpoBaHME U packpbiTMe MHGOPMaUMKW, a Takke
MCNONb30BaHME COrnalleHnn o KoOHuaeHumaneHocTh (cM. 6.1.5);

noaroToBka nosib3oBaTenen wu agMMHUCTpaATopoB No wMetodam, npouenypam u
3aluTe,

obecneyeHne ocBeOOMIIEHHOCTM nonb3oBatens o6 0683aHHOCTAX U npo6r|emax B
obnactu 3awmThbl;

obecnevyeHne nepeBoga nepcoHana, ecnm aTo HeobxoanMo;

obda3aHHOCTN, Kacarolmecs YCTaHOBKM W TeKyLllero O6CJ'Iy)KVIBaHMF| annapaTtHbIX
cpeacTs U nporpamMmmMmHoro obecneyeHus;

YeTKaaA CTPYKTypa OTYETHOCTU U COorfiacoBaHHbIE CbOpMaTbI COCTaBJIeHNA OTHETOB,;

YETKUN U TOYHO onpeaesieHHbI NpoLecc ynpaslieHNA NU3SMEeHEeHNAMN,
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NOJINTUKa ynpaBlieHNA O0CTYMNOM, BKIOYaA crneayouiee:

1)  pasnuyHble NpUYMHLI, TPEDOBaHUA M NpPeMMyLLecTBa, KOTopble AenatT OOCTyn
TPETbEN CTOPOHbI HEOBXOANMbIM;

2) paspeweHHble MeTodbl AO0CTyMna, a TakKkKe YynpaslieHne YHUKallbHbIMU
naeHTudmnkaTopaMmn, TakMMm Kak naeHtudukaTopbl U naponu nonb3oBaTens, u
MX UCMOJ1b30BaHNE;

3) npouecc Bblaauyun paspelleHns Ans 4ocTyna u NpuBuUNer1ii nonb3oBaTenem;

4) Tpe6OBaHVIe nogoepXmBatb CNMCOK JAL, KOTOPbIM pa3pelleHO UCNOoNb30BaTb
ycnyru, caenaHHblie O0CTYNMHbIMU, N KaKOBbl UX MpaBa n npusunernn B Tom, 4To
KaCaeTCd TaKoro ncrnomnb3oBaHuA,

5) 3aaBneHne o TOM, YTO BECb AOCTYM, KOTOPLIN MPSIMO HE pa3peLLEH, 3anpeLLeH;
6) npouecc OTMeHbI MpaB AOCTyNa Unu NpepbiBaHNSA CBA3WN MEXAY CUCTEMaMK;

MEpOonpuUATUA MO COCTaBMEHUIO OTYETOB U NO YyBeAOMSIeHMIO 00 WHUMOeHTax u
HapyLeHnax B cuUcTeMe 3awuTbl MHOpPMauun, paBHO Kak WU O HapyLIeHMUsX
TpeboBaHun, CHOPMYNMPOBAHHBIX B COrnaweHuM, a Takke paccrnefoBaHue
BblLLEnepevmnCcrieHHoro;

onvcaHne NPOAYKUUW WU YCryrn, KOTOPYHO MNPEeACTOMT MNpPefocTaBnAaTb, a Takke
onucaHue wnHOpMaLmMK, KOTOPYK MPeAcTouT caenatb AOCTYNHOW BMecTe C ee
KaTeropuen 3awuTbl (cM. 7.2.1);

3aJaHHbIN YPOBEHb O6CJ'Iy>KVIBaHVIFI N Henpmnemnemblie YPOBHU O6CJ'Iy)KVIBaHVIFI;

onpepeneHne BepVI(*)I/ILI,I/IpyeMbIX KputepmeBs UCMNOJTHEHUA, UX NOCTOSIHHbIN KOHTPOIb
M OTYET O HUX;

npaBo MOCTOAHHO KOHTPONMUPOBATb U OTMEHATb mo6y+o 0eATesIbHOCTb, MMEIOLLYHO
OTHOLUEeHNEe K aKTuBaM OopraHm3aumnn;

NpaBO OCYLLECTBNSATbL ayauT 006s13aHHOCTEN, ONpedernieHHbIX B cornalleHuu, npa.o
MMEeTb pe3ynbTaTbl 3TUX ayauTOB, BbIMONIHEHHbLIX TPETbel CTOPOHOM, W NpaBo
nepeyncnuTb 3aKoHHbIE NpaBa ayauTOPOB;

yCTaHOBIIEHNe nopsaka pacCMOTPEHUS BbILWECTOAWLMMU UHCTAHUUSAMW ONS peLleHns
BHYTPEHHNX Npobnewm;

TpeboBaHMsA HENPEPBLIBHOCTU YCNyru, BKNOYas Mepbl AOCTYMHOCTU U HAOEXHOCTU, B
COOTBETCTBMU C AENOBbLIMW NPUOPUTETAMU OpraHN3aLunu;

COOTBETCTBYHOLLNE obasatenscTBa Y4aCTHUKOB cornawleHund;
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s) o06s13aHHOCTM B TOM, 4YTO KacaeTCa puMOMYECKMX BOMPOCOB, M B TOM, Kak
obecneunBaeTcs BbINOMHEHNE TpeboBaHU 3akoHa, HanpuMmep, 3aKOHOB MO 3aluuTe
AaHHbIX, OCOBEHHO C YY4eTOM pasfu4YHbIX HaUMOHAnNbHbIX NPAaBOBbLIX CUCTEM, €Cnu
cornalleHve BKMNoYaeT COTPYAHMYECTBO C noTpebutenamm B Apyrux CTpaHax
(cm. Tarke 15.1);

t) nepegada npaB Ha WHTennekTyanbHyt cobctBeHHocTb ([MMC) M aBTOpCkMX npas
(cm. 15.1.2), a Takke 3awmTa nobor coBmectHon paboTbl (CM. Takke 6.1.5).

u) y4yacTue TpeTbel CTOPOHbI C cybrnoapsavMkaMu, U CPeAacTBa ynpaBrieHWst 3alumMTon,
KOTOpble HE0GX0AMMO peannM3oBaTb 3TUM cybnoapsaYMKam;

V)  ycrnoBus Ang nepecMoTpa/npekpalleHnsa 4encTBus cornatleHun:

1)  porkeH ObiTb NPUHAT Ype3Bbl4alHbIA MiaH Ha crnyyan, ecnu kakasi nméo u3
CTOPOH 3aX04eT NPeKpaTUTb OTHOLLEHMS A0 KOHLA CornalleHus;

2) nepecMoOTp cornalleHun, ecnv TpeboBaHWSA 3alUnTbl OpraHM3aunun N3MEHSATCS;

3) TeKkywaa [OOKyMeHTaunuda CrnnMcKkoB aKTUBOB, NUUEH3MN, CcOornawieHnun wunm
CBA3aHHbIX C HUMU MpaB.

[Mpo4yag nudpopmaums

CornaweHns MOryT 3HauMTenbHO pas3nuMyaTtbCs ANS  pasHblX oOpraHusauMi wn  Ans
pasnuUyHbIX TUNOB TPeTbMX CTOPOH. CnegoBaTenbHO, crneayeT no3aboTUTbLCS O TOM, YTOObI
BKMIOYMTb B COrfalleHUs BCE BbISIBMEHHblIE PUCKM U TpeboBaHUA 3aliuTbl (CM. Takke
6.2.1). Ecnu ato Heobxoammo, Tpebyemble cpedcTBa ynpasreHus U npoueaypbl MoryT
ObITb pacLUMpeHbI B MaH No ynpasfeHuio 3aLLmMTon.

Ecnu OCyullecCTBAETCA ayTCOPCUHI ynpaBlieHUA 3awmTon nHdopmMaumm, To cornalleHus
OOJDKHblI YYUTbIBATb TO, KaK TpeTbdA CTOPOHa 6y,qu obecneunBaTb nogaoepXxaHme B
pa6oqu COCTOAHNN Tpe6yeM0171 3alnTbl, onpeaeneHHoON OLEHKOM PUCKOB, N KaK 3aluuTa
6y/:|,eT I'IpVICI'IOC&6J'IVIBaTbCFI ANA BbISBIIEHUS UBMEHEHUN B PUCKaX U pa60TbI C HUMW.

HekoTopble pasnuuus mexagy ayTCOpCUMHIOM U ApyrMMu popmamMu npefocTtaBneHns ycnyr
TPEeTbMX CTOPOH BKMIOYAKT BOMPOC OTBETCTBEHHOCTU, MIaHUpPOBaHME nepexogHoro
nepvoaa v BO3MOXHOE MNpepbiBaHWe onepauui B TedeHue 3Toro nepuopa, MepornpuaTus
no NMaHNPOBaHUIO Ype3Bbl4arHbIX OBCTOATENBLCTB Y aHaNu3 AOMKHOW cTapaTenbHOCTH, a
Takke cbop uHpopmauun 06 MHUMAEHTaxX B cucTemMe 3awuTbl U ynpasrneHue 3ToW
nHopmaumen. CnegoBaTenbHO, BaXXHO, YTOBbI OpraHM3aums nnaHupoBana u ynpasnana
nepexogoM K MepornpusaTUaM, OCYLLeCTBNSeMbIM W3BHE, U WMerna B [OelCTBUM
noaxoasiumMe npouecchbl Ans ynpasneHus N3MeHeHUsIMM 1 nepecMoTpomM/npekpaLLeHmem
AEenCcTBUA cornalleHun.

B cornaweHun Heo6xoaMMo y4ecTb npoleaypbl Ans npodomkatLencs o6paboTku B TOM
criyyae, ecnu TpeTbs CTOPOHa CTAHOBMTCSH HE B COCTOSIHMM MOCTaBUTb CBOM YCIyru, C
Lenbto n3bexatb NoGoit 3a4epXKv B OpraHn3aumnm 3anacHbIX YCryr.
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CornaweHunsa c TpeTbMMMN CTOPOHaAMM MOTYT TaKXe BOBJieKaTb AOpyrme CTOPOHbI.
Cornatuenus, npegocrtasndwowinme p[octyn TpeTbMM CTOpOHaM, OOJIXKHblI BKIHOYaTb
BO3MOXHOCTb Ha3Ha4YeHua Apyrux noaxogdawmx CTopoH 1 yCJ'IOBVI17I nx goctyna n yqyactud.

O6bl4HO cornalleHust nepBoHavanbHO paspabaTbiBaloTCA opraHmsaunen. B HekoTopbix
obcToATenbcTBax MOryT ObITb Cry4aun, Koraa rge cornawleHne MoxeT ObiTb paspaboTaHo u
HaBA3aHO opraHu3auum TpeTben CTopoHon. OpraHu3auum HeobGXOAMMO rapaHTUpOBaThb,
yTO TpeboBaHMs TpeTbeN CTOPOHbI, OrOBapMBaeMble B NPOAMKTOBAHHbLIX COrNalleHnsax, He
OKa3bIBaKOT U3NULLIHErO HEraTUBHOMO BIMSIHUA Ha ee COOCTBEHHYIO 3aLUnTY.
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7 MeHea)XMeHT aKTUBOB

71 OTBeTCTBEHHOCTb 3a aKTUBbI

Uenb: [HocTnyb ©n nopgepxueBatb B pa6oqu COCTOAHMKM HaAnexawyr 3alunty
OopraHn3aLunOHHbIX aKTUBOB.

Bce akTnBbl OOSMXKHbI ObITb YYTEeHbl U OOJTXHbI UMETb Ha3HAa4YeHHOro Bf1agesbLa.

Bnapgenbubl AOMXKHbI ObITb onpegeneHbl and BCeX akKTUBOB, U OOJKHA OblTb Ha3Ha4eHa
OTBETCTBEHHOCTb 3a nNnogaepXxaHne B pa6oqu COCTOAHUM noaxoadawmnx cpencTs
ynpasneHua. Peanusaumsa KOHKpeTHbIX CpeacTs ynpasiieHNA MOXET ObITb aenernpoBaHa
Bnagenbuem, no obcroaTenscTBam, HO BnageneL OCTaeTcs OTBETCTBEHHbIM 3a OOJTXHYHO
3alLNTy aKTUBOB.

711 Onucb aKkTUBOB

CpeacTBo ynpaeneHus

Bce akTmBbl OOMKHbI ObITb YETKO OnpedeneHbl, OoMMkHa ObITb COCTaBfieHa U OOoShkHa
noaaepXkmnBaTbcs B pabo4eM COCTOSIHUM ONMUCH BCEX BaXKHbIX aKTUBOB.

PykoBOACTBO N0 peanunsaumm

OpraHusauma [O0MKHa BbISIBUTb BCE aKTUBbI U [JOKYMEHTanbHO MOATBEPAUTb BaXKHOCTb
aTuX akTMBOB. ONUCb aKTMBOB [AOMKHA BKMOYAaTb BCHO MHAOPMaLUuo, Heobxoaumyo Ons
BOCCTaHOBIMEHUs nocne OeacTBus, BKMOYasA TWUN akTuBa, opmaTt, MeCTOMNOroXeHue,
AyOnupyowyo MHopMaUMio, MHOPMaLMIO O NULEH3NAX, a Takke LEeHHOCTb Ans
GusHeca. Onucb He [OoOMkHa W3NUIIHE Ay6nupoBaTb ApyrMe Oonucu, HO crieayet
obecneunTb, YTOObI coaepXnMoe BbINo CUHXPOHU3UPOBAHO.

Kpome ToOro, co6ctBeHHOCTb (CM. 7.1.2) un knaccudmkaums nHpopmaumm (CM. 7.2) OOMKHbI
OblTb cornacoBaHbl M [OKYMEHTanbHO MOATBEPXKAEHbl ONsl KaXAoro u3 aktmeoB. Ha
OCHOBE BaXXHOCTM aKTMBa, AOIMKHblI ObiTb OnpedeneHbl ero LEeHHOCTb Anst GusHeca u
Kateropusi  3aluTbl, YPOBHM  3alMTbl, COpa3MepHble C BaXHOCTbO aKTUBOB
(BOMONHUTENBHYI WHOPMALMIO O TOM, KaK OLUEHMBaATb aKTMBbl Ans TOro, 4ToObI
npeacTtaBuUTb MX BaXKHOCTb, MOXXHO HanTh B ISO/IEC TR 13335-3).
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[Mpo4yasa nHdpopmaums

CyU.leCTByeT MHOIo TMNOB akKTUBOB, BKITHOYaA creayroLlee:

a) uHpopmauus: 6asbl AaHHbIX U dannbl JaHHbIX, AOFOBOPLI U COrnalleHus, CucTeMHas
AOKyMeHTauus, Hay4HO-MccrnegoBaTenbckas MHdopMaums, pykoBoACTBa
nonb3oBatens, y4ebHbln MaTtepuan, npoueayp aKcnnyataumm unm BcnomoraTesbHble
npouenypbl, NnNaHbl obecrneyeHUs HenpepbIBHOCTU OusHeca, MeponpusaTUs Mo
HenTpanusaumMm HeUCNPaBHOCTK, KOHTPOMbHbIE XXypHanbl W apXvMBUpPOBaHHadA
nHopMaLms;

b) nporpaMMHble akTUBbI: MNpuUKNagHble Nporpammbl, CUCTEMHbIE NPOrpammbl,
WHCTPYMEHTarnbHble cpeacTBa pa3paboTku 1 YyTUNUTLI;

C) du3nyeckme akTuBbl: KOMMNbIOTEpPHOe obopyaoBaHue, annapaTtypa CBs3WM, CMEHHble
HOCUTENu uHdopMaLuM 1 Apyroe o6opyaoBaHue;

d) ycnyru: obpaboTka AaHHbIX W YCryrM CBsA3M, OOLME KOMMyHasnbHble YChyru,
Hanpumep, ob6orpes, OCBELLEHNE, SHEPTUSI U KOHOULMOHUPOBAHNE BO3AYXa;

€e) nau, nx KkBanugukaumsa, cnocobHOCTN 1 ONbIT;
f) HemMaTepuarnbHble akTUBbI, TaKMe Kak penyTauus u UMUK opraHmsauum.

Onucu aktmBoB nomoratT obecneunTb Hanuuve pesynbTaTUBHOW 3allMTbl aKTUBOB U
Takke MOryT OblTb HeobxoAuMMbl AN OPYrMX [AeroBbiX Lernen, TakMx Kak TexHWKa
Ge3onacHOCTN N OxpaHa Tpyda, CTpaxoBaHWe UNn (PUHaHCOBbIE MPUYUHBI (MEHEOXKMEHT
akTuBoB). [lpoLecc cocTaBneHus OMUCKU akTUBOB SABMSETCHA BaXHbIM MpeaBapuUTenbHbIM
yCroBMeM ynpasneHusa puckamu (CM. Takke pasgen 4).

7.1.2 CoOCTBEHHOCTb Ha aKTUBbI

CpencTso ynpasneHusd

Bca uHopMaumMs M akTUBbI, CBSi3aHHble CO cpeacTBamu 06paboTkM MHdOopMaLmK,
[OMKHBI HAXOAUTLCS BO BrageHun* onpegeneHHom yactv opraHuaaLmm.

PykoBoacTBO no peanusauuu

Bnapgeney aktnea gosmkeH HECTU OTBETCTBEHHOCTL 3a cnepnywoulee:

a) obecneyeHve TOro, 4ToObI MHOPMAUUS M aKTUBbI, CBA3aHHbIE CO CpeacTBaMu
06paboTkm MHpopmauun, 6binn Hagnexawmm obpasom KnaccuuLmMpoBaHsl;

b) onpeaeneHne n nepnoanYecKUn aHanu3 orpaHNYeHnn 1 Knaccudukaumn goctyna, ¢
y4e€TOM NPUMEHUMON NONUTUKM B 06nacTu ynpasneHnss 4OCTYMNOM.

4 TepMI/IH «Bnageneyu» o3HavyaeT JIMYHOCTb Unn 0ObEKT, KOTOpble yTBEepaAnnn agMUMHUCTPaTUBHYIO OTBETCTBEHHOCTb 3a

ynpasneHne npou3soacTBOM, pa3pa60TK017|, nogaepxxaHmem B paGoqu COCTOSIHUM, UCMONb30BaHNEM W 3aLLMUTON
aKTUBOB. TepMI/IH «Bnagerneuy» He O3HA4aeT, YTO YernoBek AeNCTBUMTENbHO MMeeT Kakune-nmbo npasa CcoBGCTBEHHOCTHU
B OTHOLLUEHUN aKkTunBa.
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CobcTBEHHOCTE MOXET ObITh HA3HaYeHa Ha crefyloLlee:
a) [enoBoW NpoLecc;

b) onpeaeneHHbIn HABOP BUAOB AEATENBHOCTY;

C) NpuWnoXxeHue; Unu

d) onpegeneHHbIn HAbOp AAHHbIX.

[Mpo4yasa nudpopmavms

PyTI/IHHbIe 3agayvyn MOXHO  Jgernermposatb, Hanpumep, XpaHutenkw, exeagHeBHO
npucMaTtTpumBarLlemMy 3a akTMuBomM, HO OTBETCTBEHHOCTb OCTaAeTCA Ha BnagerbLe.

B cnoxHbix MHPOPMAaLMOHHBIX CUCTEMAx MOXET OblTb NMOMe3HbIM onpeaenuTb rpynnbl
aKTVMBOB, KOTOPble AEVCTBYIOT BMECTE s TOro, YTobbl 06ecnevnTb KOHKPETHYHO PyHKLMIO
kak «ycnyrm». B aTOM cnyyae, Brnagenew ycrnyrm OTBETCTBEHEH 3a NpedoCTaBneHune
ycnyr,  BkMouvas  (PYHKUMOHMPOBaHWE  akTMBOB, KOTOpble obecneunBalT  ee
npeaocTaBneHune.

7.1.3 [puemnemoe ucnosfib3oBaHue akKTUBOB

CpencTso ynpasneHud

[MpaBMna npuveMNEeMOro WCNonb3oBaHNA WHQOPMaUUM W  aKTUBOB, CBSI3aHHbIX CO
cpeacrtsamum O6pa6OTKVI nHopMaumn, OOSMKHbI ObITb onpeperieHbl, OOKyMEHTallbHO
noaTBepXxXgeHbl U pearnn3oBaHbl.

PykoBoacTBO No peanusauumu

Bce cnyxaume, nogpsauvkum U nonb3oBatenu TPeTbUX CTOPOH [OMKHblI crnegoBaTb
npaBunam MpPUEMNEMOro WCMNOMb30BaHUA WHGPOPMaLUMM M aKTUBOB, CBSI3aHHbIX CO
cpeacTBamu 0bpaboTky MHopMaLuK, BKIoYas creayloLlme npaesuna:

a) npasuna UCnonb30BaHUS ANEKTPOHHOW NoYTbl U VIHTepHeT (cm. 10.8);

b) pykoBogsAwME MNPUHUMNBI MCMOMbL30BaHMA MOOUNbHBIX YCTPOWCTB, OCOOEHHO Ans
Mcnonb3oBaHNA 3a NpegenamMmu noMmeLleHnn opraHnsauum (cm. 11.7.1);

KoHKpeTHble npaBuna WM pyKoBOASLUME YKa3aHUA  OOMMKHbl  NPeAoCTaBMnATbCA
COOTBETCTBYHOLMM pykoBoAcTBOM. Cnyxalume, nogpsavvkn M nonb3oBaTenu TpeTbux
CTOPOH, UCNONb3yLWMe UM UMEILME AOCTYN K akTMBaM OpraHvM3auuu, OOMKHbl ObiTb
oCBeOMIIEHbI O Mpefenax, CYLWeCTBYLWMX ANA MX MOfb30BaHUA MHGOpMaunen u
aKTMBaMu opraHu3auun, cBsi3aHHbLIMM CO cpeacTBaMy o6paboTkm MHopMaLmuK, a Takke
pecypcamu opranunsaumm. OHM OOMKHbI ObITb OTBETCTBEHHLIMM 3a MOSIb30BAHME JTHOOLIMM
pecypcamm no obpaboTke uHopmauun, wn nwboOro  Takoro - MNOMNb30BaHMUS,
OCYLLECTBIIEHHOIO NMOA X OTBETCTBEHHOCTD.
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7.2 Knaccudumkaumsa nHdopmaumm

Llenb: OB6ecneunTb, 4TO6bI MHPOPMaLUs nosnyyvyana Hagnexalimm ypoBeHb 3aLunTbl.

NHdopmauns gomkHa ObiTb KnaccuduumpoBaHa, C Uenbilo ykasblBaTb NOTPebHOCTb B
3awmTte, npuopmuTeTbl 3alnUTbl M OXMAAEMYI CTeneHb 3awuTbl Npu obpalleHun cC
NHopmaLmen.

NHdopmaumns unmeeT pasnuyHble CTEeNeHW BaXHOCTU W KPUTUYHOCTWU. HekoTopble
anemMeHTbl MoryT noTpeboBaTb AOMOSHUTENBHOMO YPOBHSA 3alMTbl UKW CheumanbHOro
obpaweHus. [Ina onpegeneHus nogxoasuwero Habopa ypoBHeN 3aluTbl U COOBLLEHUS O
noTpebHOCTN B Mepax Mno cneynansHoMy obpalleHuto AofmKHaA BbITb UCMONb3oBaHa cxema
Knaccuukaumm nHpopmaumm.

7.21 PykoBoasiume ykasaHusi no knaccudukaumm

CpeacTBo ynpaeneHms

MHdopmaumna pomkHa ObiTb KnaccuuumpoBaHa C TOYKM 3pEHUst €€ 3HAYMMOCTH,
TpeboBaHUM 3aKOHA, KOHPUAEHUNANBHOCTU N KPUTUYHOCTU NSt OpraHn3aumu.

PykoBoacTBO No peanusauumu

Knaccudmkaumm 1 cBasaHHble C HEW 3alUMTHblIe CpeacTBa ynpaBneHus Ans nHgpopmaumm
AOMKHbI y4YMUTbIBaTh NOTPEOHOCTM BM3HEeca B pasaeneHun unm orpaHnyeHmumn nHopmaumm,
a TaKke HeraTMBHOE BNUsiHNE Ha BU3Hec, CBsI3aHHOE C TakUMKU NOTPEOHOCTAMM.

PyKOBOD,FlLLI,VIe YKa3aHun4 no KJ'IaCCVICbVIKaLI,MVI AOOJKHbI BKITHOYaTb corralleHuna o HayanbHOWN
KJ'IaCCVIC*)VIKaLI,VIM n I'IOBTOpHOl7| KJ'IaCCVIC*)VIKaLI,MVI C Te4yeHnemMm BpeMeHn, B COOTBETCTBUN C
HeKOTOpOVI npegBapuUTeribHO onpeneneHHon NnoNMTUKOWN B obnacTtu ynpasiieHna OoCTynom
(cm. 11.1.1).

Brnageney, aktmBa [gormkeH OblTb OTBeTCTBEHeH (cMm. 7.1.2) 3a onpegeneHuve
Knaccudpukaumm aktvBa, ee nepuoguyeckun aHanmsa um obecnedeHme TOro, YTo OHa
noaaepXXMBaeTCA Ha YPOBHE COBPEMEHHbIX TpeboBaHWM M Ha MNOAXOLSALLEM YPOBHE.
Knaccudmkauusa gomkHa yunteiBaTb 3dekT arperauun, ynommHaemsin B8 10.7.2.

CneayeT yoenutb BHUMaHME YUCNY KaTeropui knaccudukaumm uM BbIrogaMm, KOTopble
HYXKHO MOMy4YUTb W3 UX WCMNOMb30BaHWs. Ype3mMepHO CrOXHble CXeMbl MOryT CcTaTb
rPOMO3OKMMU N HEIKOHOMUYHBbIMM Afst UCMONb30BaHUS WM HA MpaKTUMKe OKasaTbCs
HEBbIMOMHUMbIMM. Cnepyert ObITb BHUMATENbHbLIM npu WHTepnpeTauum
KrnaccuUMKaLMOHHbBIX 3TUKETOK Ha OOKYMEHTaxX M3 OPYrMX OpraHv3auui, KoTopble MoryT
MMeTb [Jpyrue onpepeneHust ans STUKETOK C TEM >Xe CaMbiM WM  aHanorMyHbIM
Ha3BaHVeM.

[NMpo4yag nHdpopmaums

YpoBeHb 3awmuTbl MOXeT OblTb OUEeHeH nyTemM aHanmMsa KOHUOEHLManbHOCTH,
LeNTOCTHOCTN N OOCTYNHOCTU, a Takke Nobbix Apyrnx TpeboBaHun Ans paccMmaTpmBaemon
nHdopmMaumn.
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NHdopmauma 4yacto nepectaeT ObiTb BaXXHOW UMM KPUTMYECKOW CMYCTS ONpeaeneHHbIn
nepuvog BpeMeHu, Hanpumep, korga mHdopmauusa Obina caenaHa obuen3BecTHoOn. OTu
acnekTbl JOSMKHbI BbITb NPUHATHI BO BHMMAaHWE, MOCKOSMbKY Ype3mMepHas kKnaccudukaums
MOXeT MpOBEecCTM K peanu3aumm Heobs3aTenbHbIX CPEACTB YNpaBfieHUs, Oalowux B
pesynbTaTe LOMOMHUTENbHbIE pacxoabl.

PaccmoTpeHMe [OKYMEHTOB C aHamnorMyHbiMM TpeboBaHMAMM 3alnTbl BMECTe C
Ha3Ha4YeHMeM  YpOBHEW  Knaccudukaumm  MOXeT NOMOYb  YNPOCTUTL  3ajadvy
Knaccudgukauum.

B obwwux 4veptax, knaccudukaums, npugasaemMass UHopmMaumm — aTO KpaTkui crnocob
onpegenntb TO, Kak HaanexuT obpawaTtbCsd C 3TOM WMHGOPMaUMEN, U KaK ee Hado
3awmwaTh.

7.2.2 MapkupoBka nicopmauum n obpaweHme ¢ uHdpopmaumen

CpencTtso ynpasneHud

B cootBeTCcTBUMM CO CXeMOW Knaccudukaumm, NPUHATOW OpraHuM3aunen, OOmKeH ObiTb
paspaboTaH W peanu3oBaH COOTBETCTBYWOLWMA Habop npouedyp AN MapKUPOBKK
MHdopMaLmm n obpalleHnsa ¢ nHpopmaumnen.

PykoBoacTBO No peanusauumu

Heobxogumo, 4TOoGbI npouedypbl AN MapKUPOBKM  MHGOpMauUMM  oxBaTbiBamnu
NHGOPMALIMOHHbIE aKTUBbI B (DU3NYECKUX U SNEKTPOHHbIX dhopmaTax.

BbiBO4 M3 cuctem, cogepxalimx MHdopmMaumio, KoTopast KnaccumumnpyeTcsl Kak BaykHasi
UM KPUTUYHAasA, OOIMKEeH MMeTb Ha cebe COOTBETCTBYIOLLYK KnacCUUKaLMOHHYIO
3TUKETKY (Ha BbIxoae). MapkmpoBaHue AOMMKHO OTpaXaTb Krnaccudukaumoo B 3aBUCUMOCTU
OT npaBwn, yCcTaHoBneHHbIX B 7.2.1. OOGbeKTbl, KOTOpble HaAO MPUHATbL BO BHUMaHue,
BKMOYAKOT HaneyaTaHHble OT4YeTbl, 3KPaHHbIE YCTPOMCTBA OTOOpa)KeHus, 3anucaHHble
HocuUTenn (Hanpumep, NeHTbl, OWUCKW, KOMMAaKT-OUCKM), SMEKTPOHHble coodLeHns wu
nepegayu annos.

[Ana kaxpgoro knaccuduKauMOHHOIO YPOBHSA AOMKHbI ObiTb onpegeneHbl npoueaypbl
obpalleHuns, BKIoYasa 3awulleHHyo obpaboTKy, XpaHeHne, nepegady, paccekpednBaHme
n yHuytoxeHune. Cloga Takke criegyeT BKMOYMUTL npoueaypbl nocnegoBaTenibHOCTU
3a60Tbl O COXpPaHHOCTU MHoOpMaUUM K perncTpaumMmn nboro 3HaAYMMOro cobbiTUS B
cucTeme 3alnThI.

CornaweHunsa ¢ Apyrmmm opraHMsaumsiMmn, KotTopble BKITHOYaT COBMECTHOE UCMONb30BaHUe
NMHOPMaLMK, OOMKHbI BKNOYATh Npoueaypbl Ans MaeHTUrKaumMm knaccudgukaumm aTon
NHOpMaLMK 1 ANa UHTepnpeTaunmn KnaccuuKaumoHHbIX 3TUKETOK APYrMxX opraHnu3auun.

[Mpo4yasa nudpopmavms

MapkupoBka 1 3awmuieHHoe obpalleHne ¢ BaXHOM MHopMaUunen ABMSETCHA KOYEBbLIM
TpeboBaHMeM ANd MeponpuAaTUA MO COBMECTHOMY MCMOMb30BaHUIO UHopMaumu.
duanyeckme ITUKETKM ABNAOTCA OObIYHOM (DOPMOM MapKUpoBKU. TeM He MeHee,

33



HeKoTopble NHOPMALIMOHHbIE aKTUBbI, HANpPUMep, AOKYMEHTbI B 311IEKTPOHHO hopme, He
MOryT ObiTb MOMEYEeHbl (PU3NYECKM, W OOMKHbI OblTb WCMOMb30BaHbl 3MEKTPOHHbIE
cpeacTBa MapKMpoBKW. Hanpumep, yBegomnsiollas MapkKMpoOBKA MOXET MOSIBNSATLCS Ha
3KpaHe Unn Ha ycTponcTBe oTobpaxeHusi. Ecnv mapkMpoBka He OCyLLEeCTBUMA, TO MOXHO
NPUMEHUTb OpYyrMe CpPeAcTBa onpedeneHus kKnaccudukaumu, Hanpumep, nocpencTsBoMm
npoueayp uUnv metTagaHHbIX.
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8 3awmTa YenoBevYeCcK1x pecypcoB

8.1 Mepen Havanom paboTbl N0 HaUMY

Uens: O6ecneuntb, 4TObbI cnyxawme, noapagvnMkn 1M nonb3oBaTterin TpeTben CTOPOHbI
noHMManum cBou ob6sa3aHHOCTM W noaxoaunu  Ans ponen, Ha KOTOpble OHWU
paccMmaTpmBaroTCA, a TakKKe CHU3NTb PUCK KpaXHn, MOLLEHHMYeCTBa UM HenpaBUIlbHOIO
MCrnosnb30BaHNA CPeOCTB.

Mepen Havanom paboTbl MO HalMmy criegyeT paccMoTpeTb 00sI3aHHOCTW Mo 3aluTe B
COOTBETCTBYHOLLMX JOIMKHOCTHBLIX MHCTPYKLMSIX U B YCIOBUAX paboTbl MO Hanmy.

Bce kaHgupaTbl B cnyxauune, B Cy6I'IO£I,pF|LI,‘-IVIKVI N B MONb3oBaTENIM TPETbEN CTOPOHbI
OOJKHblI aAEeKBaATHO OT6VIpaTbCF|, 0COBEHHO ANl BaXHbIX pa60T.

Cnyxalue, NoapsiAunKkM U CTOPOHHME Mnonb3oBaTenu cpeacte obpaboTku nHdopmaumm
NOMKHbI NoanucaTh cornalleHne 06 CBOMX ponsix U 00s13aHHOCTSIX B 0611acTy 3allnThbl.

8.1.1 Ponu n o6a3aHHOCTH

CpencTso ynpasneHus

Ponn n obsasaHHocTU cnyxawumx, nogapAaaymkos u nonb3oBaTenen TPeTbeEW CTOPOHbLI B
obnactn 3awmTbl AOMKHbI ObITb onpepeneHbl U OOKYMEeHTallbHO noATBEepXAEeHbl B
COOTBETCTBMU C OPraHn3aunoHHOW MNOSIUTUKOWN B obnacTtn 3awuThbl nHdopmMaLmn.

PykoBoacTBO no peanusauumu

Ponu 1 o6sa3aHHOCTM B 06nacTu 3almThbl JOMKHbLI BKMOYaTh B cebsa TpebGoBaHue aenatb
criegytoulee:

a) peanu3oBbiBaTb M OeWCTBOBaTb B COOTBETCTBUM C OPraHU3aLMOHHOW MOSIMTUKOW B
obnactu 3awuTel (cm. 5.1);

b) JaumiaTtb akKTtMBbl  OT  Hepa3peweHHOro Aoctyna, packpbiTud, W3MEeHEeHUs,
paspyLweHna nnn noMex;

C) BbIMOJTHATb KOHKPETHbIE NpoueccChl Ui BUAbl AEATESIbHOCTU B obnactu 3alUnThl;

d) obecne4dnBatb, YTOObLI OblNa Ha3Ha4YeHa OTBETCTBEHHOCTb NvLaM 3a NpeanpuHATbie
JencTBus;

e) coobwartb 0 COBbITUAX UMM BO3MOXHbIX COOLITUSIX B CUCTEME 3alMTbl UNN OPYrux
PVCKOB OIS 3aLUTbI B OpraHm3aLmio.

Ponu n obs3aHHOCTM B 06ractu 3awmnTbl JOSMKHBI ObITh OnNpeaeneHsl U YeTKO COOBLLEHbI
kKaHouaatam Ha paboTy B xofde rnpouecca, npelecTBylowero npuemy Ha paboTy no
Hanmy.
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[Mpo4yasa nHdpopmaums

Ana Toro 4ToGbLlI AOKYMEHTanbHO NOATBEPAUTbL POnn U 0Bs3aHHOCTM B 06racTn 3awuTsl,
MOryT ObITb MCNOMb30BaHbl OOMKHOCTHbIE WUHCTPYKUMU. Ponn n obsasaHHOCTM B obnactu
3aWmTbl AN Nnl, He HaHATbIX Yepe3 OpraHM3auMoHHbIA Npouecc npuema Ha paboTty no
HanMy, HanNpUMep, HaHATbIX Yepe3 OpraHM3aumio TPeTbeN CTOPOHbI, TaKKe AOIMKHO ObiTb
YeTKO onpeaeneHbl N COOOLLEHbI.

8.1.2 OTb60p

CpencTtso ynpasneHus

B cooTBeTCTBUM C COOTBETCTBYIOLUMMU 3aKOHaMW, HOpPMaMuM M 3TUKOW, a Takke
copasmepHo TpeGoBaHuAM 6Gu3Heca, knaccudukaumm MHdopMauun, K KoTopoi OyaeT
OCYLLIECTBNATLCA AOCTYM, U BOCMNPUHUMAEMbIM pUCKaM, AOMKHbI MPOBOAUTLCS (DOHOBLIE
BepU(MKALMOHHbIE TMPOBEPKM MO BCEM KaHAuAatam B Chyxalive, noapsauvki U
Nonb30BaTeny TPETbEN CTOPOHbI.

PykoBOACTBO NO peanunsaumm

BepudumkaunoHHble NPOBEPKM AOMKHbI MPUHMMATbL BO BHUMaHME BCIO COOTBETCTBYHOLLYIO
YSI3BMMOCTb, 3aLLMTY NIMYHBLIX AAHHbIX W/UNN 3aKOHOA4ATENbLCTBO MO 3aHATOCTU, U OOIKHbI,
€CI1 3TO paspeLLeHo, BKMYaTb crneayollee:

a) Hanuune yooBneTBOPUTESNbHbBIX PEKOMEHAAUUN, Hanpumep, O4HON AeNOBOW U O4HOM
JTINYHOWN;

b) npoBepka (Ha NOMHOTY M TOYHOCTL) BUorpadum KaHaMaaTa;

C) noAaTBepXaeHue 3asiBNeHHON y4yebHOoM 1 NpodeccnoHanbHOM KBanudukaumm;
d) HesaBucMMmas NpoBepKa JIMYHOCTU (NACNOPT UMY aHaNOrMYHbIN JOKYMEHT);

e) ©6onee nogpobHble NPOBEPKU, TAKME Kak NPOBEPKN penyTaLum unm cyanmMocTen.

Ecnn pabota, unv no nepBoHa4anbHOMY Ha3HAYEeHMUIO, UMK NO MOBbLILWEHWIO B AOSMDKHOCTH,
BOBMEKaeT Nuuo, MMetoLLlee JOCTYN K cpeactBam 06paboTkm nHpopmaumm U, B 4YaCTHOCTH,
ecnu oHo obpabaTtbiBaeT BaxHyl MHOpMauuIo, Hanpumep, PUHAHCOBYH WMH(OPMAaLMIO
UM MHMOPMaUUIO BbICLLIEN KaTeEropun KOHOUAEHUMANbHOCTU, TO OpraHu3aumsa Takke
A0SMKHa paccMOTpeTb AONOMHUTENbHbIE, 6onee NogpobHbIE NPOBEPKM.

Mpoueaypbl AOMKHbI ONpeaensTb KpUTEPUM W OrpaHUYeHus ans BepudurKauMOHHbIX
NPOBEPOK, HaNpMMep, KTO UMEeET NPaBO OCYLLECTBNATbL OTOOP NtoAeN, a Takke Kak, koraa v
noYemMy BbINOSMHSATCS BEPUUKALIMOHHbBIE NPOBEPKM.

Mpouecc 0T6opa Takke OOIMKEH BbINOMHATLCA AN NoApsOYMKOB UM Norfib3oBaTenen
TpeTben CTOPOHLI. ECcnu noapagymkm npegocTaBnsalTCa Yepes areHTCTBO, TO B JOroBope ¢
areHTCTBOM [OSKHbl ObITb 4YeTKO onpegeneHobl 0643aHHOCTN areHTcTBa Mo 0T6opy 7
npouenypbl yBegoMIneHuda, KOTOPbIM MM HaAnexut crneagoBatb, eCriun OT60p He ObIn
3aBepLleH nUnn ecnun peasynbTtaTtbl 4a0T NMPpUYNHY OnAd COMHEHUA UIN becnokoncrea. Tem
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Xe cambiM 06pasom, B corfalleHmm ¢ TpeTben CTOPOHOM (CM. Takke 6.2.3) LOMKHbI ObiTb
YeTKO onpeaeneHbl Bce 0653aHHOCTM M NpoLueaypbl yBegoMneHus gnsa otéopa.

MHpopmaumna o060 Bcex kaHguagaTax, paccMaTpuBaeMblX Ha MecTa B OpraHusauum,
AomkHa ObiTb cobpaHa u obpaboTtaHa B COOTBETCTBMM C KaKMM-NMOO MOAXOOALMM
3aKoHO4aTenbCTBOM, CyLLECTBYIOLLMM B COOTBETCTBYHOLEN opucankunn. B 3aBncmumocTtun
OT MNPUMEHMMOrO 3aKOHOOATeNnbCTBA, KaHAMOATbl AOIMKHbI ObiTb 3abrnaroBpeMeHHO
yBeAOMIIEHbI O AeATENbHOCTM MO OTOOopY.

8.1.3 YcnoBusa paboTbl Nno HauMy

CpencTso ynpasneHus

Kak yacTb foroBopHoro o6s13atenscTea, criyxatiue, Noapsaunkn 1 nonb3oBaTeny TpeTben
CTOPOHbI AOJMKHBI COTNAcUTLCS M NoanMcaTh YCNOBUS AOrOBOpa fIMYHOTO Halma, KoTopble
[AOMXKHbI YKa3blBaTb 06513aHHOCTU, UX 1 OpraHM3aumm, no 3awmTte nHopmaumu.

PykoBoacTBO no peanusauumu

YcnoBust 3aHATOCTU OOMMKHbI OTpaXkaTb OopraHun3aumoOHHYIO NOJINTUKY B obnactn 3awunThl, B
OOMOJIHEHME K Pa3bACHEHUIO N YTBEepPXAEeHUIO creayoLwero:

a) 4TO Bce cnyxawwue, NoapsOYMKM W Monb3oBaTenu TPeTbell CTOPOHbI, KOTOPbIM
npenocTaBneH AOCTYN K BaXXHOW MHGOpMaUMK, AOMKHbI NoanucaTb cornallieHue o
KOH(OUOEHUMANBLHOCTU MM O HepasrnaweHun nepeg TeM, Kak um  Oyader
npenocTaBneH A0oCTyn K cpeacTsaM 06paboTku MHopMaLuu;

b) 3akoHHble 06513aHHOCTM M NpaBa cryXalux, NoAPAAYMKOB U APYrux nosib3oBatenen,
Hanpumep, Kacawwuecs 3akOHOB OO aBTOPCKOM MpaBe UMW 3aKOHOB MO 3alyuTe
AaHHbIX (cM. Takke 15.1.1 1 15.1.2);

C) OTBETCTBEHHOCTb 3a kKnaccuukaumo WHPOPMAUMM U MEHEIKMEHT aKTUBOB
opraHusauum, CBA3aHHbIMW C MH(OPMALMOHHLIMW CUCTEMAMW W ycriyramu, c
KOTOpbIMM ObpaLlaeTcsa cnyXawuin, NoapaaYMK Unm Nonb3oBaTtenb TPETbEN CTOPOHbI
(cm. Tarke 7.2.1 1 10.7.3);

d) o06sa3aHHOCTM cnyxallero, nogpsgvvka Wnu nonb3oBaTtens TpeTbel CTOPOHbI MO
obpalleHnto ¢ MHgopmaumen, NONy4YeHHON OT APYrMX KOMMaHUM MM OT BHELLHMX
CTOPOH;

e) 0643aHHOCTU opraHu3auumn No odpaLleHnto ¢ IMYHON MHopMaLMK, BKITHOYASA NINYHYHO
WH(pOpMaLMIO, CO34aHHY0 B pesynbTate MM B xoge paboTbl MO Hammy B
opraHusaumm (cMm. Takke 15.1.4);

f)  0GaA3aHHOCTK, KOTOPbIE PACMpPOCTPAHAITCA 3a Npeaenbl NOMELLEHNIA opraHu3aumm, n

3a npegenbl cTaHaapTHoro paboyero AHs,, Hanpumep, B cnydae paboTbl Ha oMy
(cm. Tarke 9.2.5 1 11.7.1);
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g) [OencTBUSl, KOTOpble HYXXHO NpPeanpuHATb, €CNu  chyXaliuMn, noapsagyvk  vunu
nonb3oBaTtenb TPEeTbeW CTOPOHbI WFHOPUMPYET OpraHu3alMoHHble TpeboBaHus
3awuThbl (cMm. Takke 8.2.3).

OpraHusaums gomkHa obecrneyvnTb, 4TOObI BCe criyxaiime, noapsagyYvku 1 nonb3oBartenu
TpeTben CTOPOHbI COrMacunucb C YCNOBUSAMM, KacalWwUMUCH 3aluTbl MHGOpMauum,
COOTBETCTBYIOLLMMU XapakTepy 1 o6bemy 4OCTyna, KOTOPbIN OHM ByaAyT UMeTb K akTnBam
opraHun3aumm, cBA3aHHbIM MHPOPMALMOHHLIMU CUCTEMAMU U YCryramu.

Ecnn 310 Heobxoammo, To 06513aHHOCTU, cogepXKalmecsa B yCnoBusix paboTbl Mo Hanmy,
[AOMKHbI COXPaHATBCA B TeYeHMe OnpefernieHHOro nepuoga nocne okoH4YaHus paboTbl Mo
Hanmy (cMm. Takke 8.3).

[Mpo4yag nHdpopmaums

Ana Toro 4tobbl 0XBaTUTb OBA3AHHOCTU CriyXalmx, NoAPSOYUKOB UMM Monb3oBaTenen
TPpeTben CTOPOHbI, Kacawwuecs KOHPUAEHUMANbHOCTN, 3awuTbl AaHHbIX, 3TUKW,
Hagnexallero ucrnonb3oBaHUA 00OpyooBaHUA UM CPeACTB  OpraHu3auuun, a Takke
M3BECTHblE MPaKTUKW, OXMOAEMble OpraHuM3auuen, MOXHO WCMoNb30BaTb KOAEKC
nosegeHund. lNMoapagumk nnu nosnb3oBaTenn TpeTben CTOPOHbI MOryT ObiTb CBA3aHbl C
BHELUHEN opraHuM3auuen, KOTOpOW, B CBOK ouvepedb, MOXeT notpeboBaTbCs BOWTUM B
AOroBOPHbIE MEPONPUATUS OT UMEHN NuLa, 00yCNOBNEHHOrO AOrOBOPOM.

8.2 Bo Bpemsi paboTbl N0 HaUMy

Llenb: O6ecneuntb, 4TOObLI cCriyxalime, NOAPSAYMKM U NONb30BaTENU TPeTben CTOPOHbI
OblIM ocBegoMneHbl 06 yrposax M 3abotax B obnactu 3awmTtbl MHGOPMaLUK, O CBOUX
00s3aHHOCTSAX U obsa3aTenbcTBax WM ObINM  CHapshKeHbl, C Uenbl NoadepXusaTtb
OpraHM3aLMOHHY MONNTUKY B 06racTu 3aWwmThbl B XO4e CBOeW 00bl4HOM paboThl, a Takke
CHU3UTb PUCK YENOBEYECKON OLLUMOKN.

[orxHbl 6bITb onpegeneHsl 0693aHHOCTM pPyKOBOACTBA Ans TOro, 4tobbl obecneynTb
nNpMMeHeHne 3aWwunTbl BO BCeW paboTe nuu, No Hanmy B opraHv3auuu.

Ana Toro 4to6bl MUHUMWU3NPOBATL BO3MOXHbIE PUCKM ONSA 3alUUTbl, BCEM CRyXallium,
nogpsgyMkaMm Kn nonb3oBaTenaMm TpeTbeh CTOPOHbl AOSMKHbl OblTb MpeaoCcTaBlieHbI
aflekBaTHbIN YPOBEHb OCBEAOMITIEHHOCTWU, 06pa3oBaHMs U NOAroTOBKM NO Mnpoueaypam B
obnacTtu 3awmTbl 1 NO NPaBUNLHOMY UCMOMb30BaHUIO CPeacTB 06paboTkn MHOopMaLUK.
[omxeH 6bITb co3gaH oduumanbHbiM ANCUUNAMHAPHBLIA npouecc Ans obpalleHus ¢
HapyLUEHNAMM B CUCTEME 3aLUUTHI.

8.2.1 0O6s3aHHOCTU pyKOBOACTBA

CpencTtso ynpasneHus

PyKOBOLI,CTBO OOJMKHO Tpe6OBaTb OT CnyxXawux, noapAaavymkoB “ nonb3oBaTenen TpeTben
CTOPOHblI TMPUMEHATbL 3alnty B COOTBETCTBMN C YCTaHOBJIEHHbIMU NOSIMTUKON W
npouenypamun opraHm3auun.
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PykoBoacTBO no peanusauumu

Ob6sa3aHHOCTH pykoBoacCTBa OOJTKHbI BKIMHOYaTb obecneyeHne TOro, 4TobLI cnyxaune,
noapsaYMKA U Nonb3oBaTenn TPETbEN CTOPOHbI ObInn TakoBbI:

a) npaBWMbHO MPOMHCTPYKTUPOBAHbLI MO UX POnsiM U 0693aHHOCTAM B obnacTtu 3awuTbl
nepeq npegoctasrieHMeM OOCTyna K BaXXHOWM WMHAOpMaunm nnn MHOpMaLMOHHbLIM
cucTtemam;

b) obecneyeHbl pyKOBOAALLMMU YKasaHUSMWU, C LENbio yKkasaTb OXuaaHua B obnactu
3aLWNTbl OT UX PONN B OpraHn3aumm;

C) MOTUBUPOBAHHI, YTOObI BbINOMHATL NOJINTUKY OpraHn3aunn B obnacTtu 3awuThl;

d) pocTurnn ypoBHA OCBEOOMIEHHOCTM B Obnactu 3awuTbl, COOTBETCTBYHOLLENO WX
ponsam n o6s13aHHOCTAM B opraHusaumm (cm. Takxke 8.2.2);

€) COOTBETCTBOBaANM YCrNoBuMsM paboTbl MO HalMy, KOTOpble BKMYAT MOSUTUKY
opraHmsaumMm B obnactu 3awuTbl MHGOPMaLMM W COOTBETCTBYHOLUME METOAbI
paboThbl;

f) npogosmkanu obnagarte COOTBETCTBYOLMMM HaBbIKaMn U KBanugukaumen.

[Mpo4yasa nHdpopmaums

Ecnu cnyxawume, nogpsgyunki n nonb3oBaTenu TpeTbEN CTOPOHbI He Obinn 0CBEOOMIEHDI
0 CBOMX 0053aHHOCTAX B 06nacTu 3awuTbl, TO OHM MOTYT MPUYUHUTBL 3HAYUTENbHbLIV
ywepb opraHusaummn. MoOTMBMPOBaHHLIM MNepcoHarn, ckopee Bcero, ©Oyaer 6Gonee
HaOEeXHbIM U BbI30BET MEHbLLE MHUMOEHTOB B CUCTEME 3aLLnTbl MHOpMaLuu.

Mnoxoe pyKOBOACTBO MOXET 3acTaBUTb MepcoHarn 4YyBCTBOBaTb Ce6S HeQOOLIeHEHHbIM,
yTo B pesynbTaTe npuBeOeT K HeraTMBHOMY BIUSIHAIO Ha 3alWwuTy B OpraHv3auuu.
Hanpumep, nnoxoe pykoBOACTBO MOXET MPMBECTM K TOMY, 4YTO 3awuTon OGyayT
npeHebperatb, WM K BO3MOXHOMY HENpPaBWUIbHOMY  WCMOMb30BAHUIO  aKTUBOB
opraHusaumu.

8.2.2 OcBegomMneHHOCTb, 06pa3oBaHMe U NOAroTOBKa B ob6nacTtu 3awmTbl
nHdopmaLumn

CpencTtso ynpasneHud

Bce cnyxawmue opraHunsaumm wun, rge ymecTtHO, noapsaayvYmkm KU nonb3oBaTesin TpeTben
CTOPOHbI AOOJKHbI  NoJfliydaTb noaxoAadAwlyko noarotToBky no ocBeAOMJ1IEHHOCTU U
peryndapHblie oOHOBNEHMs B OpraHM3auMOHHOM MOSIUTUKE W npouenypax HacCTOJ1bKO,
HaCKOJ1bKO 3TO UMEET OTHOLUEHNE K NX OOJTKXHOCTHbIM (*)yHKLl,VIFIM.

PykoBoacTBO No peanusauuu

MogroTtoBka no ocBeJoOMINEeHHOCTU OOJMKHa Ha4YnHaTbCA Cc oduumansHoro
O3HAaKOMUTEINbHOIO npouecca, npegHa3Ha4eHHOro Aana Toro, YTOObl MNO3HAKOMUTL C
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NOMMUTUKON M OXWOAHUSIMW OpraHM3auum B obnactm 3awmTbl A0 TOro, kKak byget
npeaocTaBneH AOCTYN K MHpopMauum unm ycnyram.

NocTosiHHass NOAroToBKa [OSMbKHa BKNoYaTb TpeboBaHMA 3almThl, YCTaHOBMEHHbIE
3aKoHOM 0643aHHOCTW U cpefcTsBa ynpasneHus GusHecoM, paBHO Kak M MOArOTOBKY MO
npaBuUbHOMY MCMOMb30BaHUID CpeacTB 06paboTkm MHOpMauun, Hanpumep, npoueaypsbl
BXoJa B CWUCTEMY, WCMNOSb30BaHWE KOMMMEKTOB MporpaMMHOro obecneyeHus w
NMHOopMaLMs No AncumniMHapHoMy npoueccy (cm. 8.2.3).

[Mpo4yasa nHdpopmaums

HestenbHoCTb No obecneyeHnio 0CBeOOMEHHOCTM, O6Opa3oBaHWs M MOArOTOBKM B
obnactv 3awmtbl AomkHa OblTb nNoaxoAswen Wu 3HaYumMom pAns ponu nuua, ero
00A3aHHOCTEN U HaBbIKOB, M OOSPKHA BKNOYATb MHGOpMauuio 06 M3BECTHbIX yrposax, O
TOM, K KOMYy Hago obpawiatbCsi 3a AONOMHUTENbHOW KOHCymnbTauuen Mo 3awmte, U O
COOTBETCTBYIOLMX KaHanax nogaym otyeToB 06 WHUMAEHTax B cuctemMe 3aluThbl
NHpopmarmm (cm. Takke 13.1).

[MogroToBka C LEnbl MOBLILEHWUST OCBEAOMMEHHOCTU MNpefHasHavyeHa Ansi Toro, YTtobbl
AaTb BO3MOXHOCTb JiMUaM OCO3HaTb MNpobnemMbl U WMHUMAOEHTbI B CUCTEME 3alUUTbI
MHdOpMaLMK N pearMpoBaTb Ha HUX B COOTBETCTBUMN C NOTPEBHOCTAMU nX paboyen ponu.

8.2.3 [OucumnnuHapHbI npouecc

CpencTteo ynpasneHud

[lormkeH cyliecTBoBaTb oduUManbHbI AUCUMNIVHAPHBIA NPOLECCOM AN CryXalliux,
KOTOpble COBEPLUNM HapyLLUeHNe 3aLluThbl.

PykoBoacTBO No peanusauuu

AvcumnnmMHapHbIn NpoLecc He AOoMKeH HaunHaTbesa 6e3 npealecTByoLLen Bepudmkaumnm
TOro, YTO HapyLleHne 3awWwmTbl NponsoLlno (cM. Takke 13.2.3 Ana cbopa aokasaTenscTs).

OdvumanbHbll  ANCUMMNMHAPHBIA  Mpouecc [oMmkeH obecneyvMBaTb KOPPEKTHOE U
crnpaBefnnBOe pacCMOTPeHWe Aen CcryXalwuX, KoTopble MOAO03PEeBalTCA B HapyLUeHUM
3awuTbl.  OduumanbHbI - OUCUMNNWHAPHBIA - Mpouecc OOfKeH npegycmaTtpuBaTth
nogpasaeneHHbl OTBET, KOTOPbIA YyYuUTbiBaeT TakMe (DakTopbl, KaK XapakTep U TSXecCTb
HapyLLeHUs, a Takke ero BnNusHMe Ha BusHec, ABNAETCS N 3TO HapyLUeHWe NepBbIM UMK
MOBTOPHbIM,  ObIM  NM  HapywuTenb  Hagnexawwmm  obpasoM  NoAroTOBMEH,
COOTBETCTBYIOLME 3aKOHbl, OOroBopbl B ccdepe 6usHeca u gpyrue pakTopbl, €crnu
TpebyeTca. B cepbesHbiX criyd4asx [AOMKHOCTHOrO MpecTynfieHnsi, Mnpouecc AOormkKeH
npegycMaTpuBaTtb MFHOBEHHOe yaarneHue obs3aHHOCTeW, NpaB 1 NpuBMUNErni gocrtyna u
B6esoTnaratenbHOe yBOMbHEHWNE C JOMKHOCTU, eCriv 3TO HeobxoaMMo.

[Mpo4yag nHdpopmaums

[ducumnnmHapHbIn NpoLEeCcC Takke OO0SMKEH MUCMNOMb30BaTbCA Kak CPeAcTBO COEPXKUBAHUS,
4YTOObI npegocrteperatb cnyxawux, nogpaa4ymkos U nonb3oBaTenen TpeTben CTOPOHbI OT
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HapyLleHns MoNMMTUK U Mpouedyp opraHvsauum B obnacty 3awuTbl, @ Takke OT Nobbix
APYrMX HapyLLEeHWsIX B 06nacTy 3awmThl.

8.3 MpekpalweHne nnn nepeMeHa mecTta paboTbl N0 HaUMYy

Llenb: O6ecneuntb, 4TOObLI criyxalime, NOAPSAYMKM U NONb3oBaTenn TpeTbenh CTOPOHbI
nokuaanu opraHu3aumio UM MeHanu paboTty no HarMy B OpraHM3oBaHHOM NOpsAKe.

HomkHbl ObITb onpeaeneHbl 0683aHHOCTM ANt 00ecneyYeHnst TOro, YTo BbIXOA CIyKallero,
noapsaYMka UnM nonb3oBaTenss TPEeTbeW CTOPOHbl U3 OpraHuMsauun ynpaensieM, U YTo
BO3BpaT Bcero obopyanoBaHus 1 yaareHue Bcex npas AOCTyna 3aBepLUEHb.

N3meHeHne ob6sizaHHOCTEN U paboT nNO HamMy B pamMKax opraHvsauum OOSTHKHO
yrNpaBnATbCA Kak MpeKpalleHne COOTBETCTBYHOLLENA OTBETCTBEHHOCTU WM 3aHATOCTU B
COOTBETCTBMM C 39TUM pasgenomMm, a nobble HoBble paboTbl MO HaWMy [OOJTKHb
ynpaBnsTbCs, Kak onncaHo B pasgerne 8.1.

8.3.1 O6sAs3aTtenbcTBa, CBA3aHHbIe C NpeKpaweHneM paboTbl No HaNMy

CpencTtso ynpasneHusd

[omkHbl ObITb SAICHO onpegeneHbl U pacnpeaeneHbl obasatenbcrtBa no OCyLleCTBIIEHNIO
npekpaweHna nnm nepemMeHbl MecTta pa60TbI no HaVIMy.

PykoBoacTBO No peanusauuu

NHpopmauns 06 obaszatenbcTBax No nNpekpalleHnio paboTbl MO HaMMy [OSDKHA BKNOYaTb
Tekywme TpeboBaHMA 3alMTbl, 3aKOHHble OOSI3aHHOCTM W, ecnM 3TO0 Heobxoaumo,
obsA3aTenbcTBa, coaepxawmecs B noOOM cornaweHnM O KOHUAEHUMansHOCTU
(cm. 6.1.5), a Takke ycnosuda paboTbl No Harmy (cMm. 8.1.3), ocTaloLmnecs B cuUne B TeYeHne
onpefeneHHoro nepuoaa nocne OKoOHYaHus paboTbl MO HaviMy ChyXallero, nogpsaynka
NN NONb30BaTENs TPETbEN CTOPOHbI.

ObsizaTenbcTBa U 00SI3aHHOCTU, BCE €Lle OCTaloLMEeCs B CuMlie Mocrne NpekpalleHus
paboTbl NO HalMy, OOMKHbI COAEpPXaTbCsl B [OroBopax Chyallero, noapsaynka wunm
nonb3oBaTens TPeTbeN CTOPOHBI.

N3meHeHna OTBETCTBEHHOCTU WNU paboTbl MO HaWMy [OOSDKHbl YNPaBRASATbCA Kak
npekpaweHne COOTBETCTBYIOLWEN OTBETCTBEHHOCTM unM paboTbl MO HamMy, a HoBasi
OTBETCTBEHHOCTb WNM paboTa no HaWMy [OOSMKHbl YNPaBNATbCA, Kak OMMCaHO B
pasgene 8.1.

[NMpo4yasa nudpopmaums

OTtaen kagpoB 06bIMHO OTBETCTBEHEH 3a 0OLMI Npouecc npekpaweHnsa paboTbl No Hanmy
N CBA3aHHble C HUM Jena, BMecTe C Hag3uparoLlwMM MeHeKepoM YXOAsLero nuua,
OCTaBNALLEro, C Uenbo yNnpaBnaTb BONPOCaMuM 3allMTbl COOTBETCTBYHOLMX npoueayp. B
crnyyae noapsgdvka, 3TOT MPOLECC NpeKpawleHMs OTBETCTBEHHOCTU MOXeT ObiTb
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nNpeanpuHAT  areHTCTBOM, OTBETCTBEHHbIM 3a noapsiguvMka, a B Chnyvae [pyroro
nonb30BaTerns OH PErynnmpoBaTbCs ero opraHn3aumen.

MoxeT okasaTbCsi HeoOXOAMMbIM YBEAOMIATL Criyxawux, notpebutenen, noapsayvnkoB
UnNuM nonb3oBaTenen TpeTbeh CTOPOHbl 00 WU3MEHEHUAX B NUYHbIX W paboydmx
AOrOBOPEHHOCTAX.

8.3.2 Bo3BpaT aKTMBOB

CpencTso ynpasneHusd

Bce cnyxauwmue, noapaavynMkn 1 nonb3oBaTenn TpeTbeI7I CTOPOHbI OOJIKHbl BO3BPaTUTb BCE
opraHn3aunoHHbIE aKTUBbI, HaxoadLlneca B UX BriageHmn, no oOKOH4aHM CpokKa pa6OTbI no
Haﬁmy, Jorosopa mnu cornawieHund.

PykoBogguive ykasaHuga

[Mpouecc npekpalleHnss 4OMKEH ObITb dopmanusoBaH gnsa Toro, 4YTOObI BKMIOYNTD BO3BpaT
BCero npexae BbinyweHHOro nporpaMmMHoro obecneyeHus, KOpnopaTuBHbIX AOKYMEHTOB U
O60pyﬂ,OBaHVIFI. }J,pyrme aKTMBblI OpraHn3auunn, Takme Kak MOOUINbHbIE BbIYUCIIUTENbHbIE
yCTpOVICTBa, KpeOuTHblIe KapTO4KK, KapTO4ykun AO0CTyna, nporpamMmmHoe obecneyeHue,
pykoBoacTBa “ MHopMaumna, XpaHALWANACS Ha 3MEKTPOHHOM HOCUTEre, TakXKe OOSMKHbI
ObITb BO3BpaLlEHbl.

B Tex cnydasix, korga cnyxawun, nogpsauvMKk uUnu nornb3oBaTeNb TPEeTbeW CTOPOHbI
nokynawT obopyaoBaHMe opraHusauum WnuM ucnonb3dyetr CcBoe COBCTBEHHOE NNYHOe
obopyaoBaHue, OOMKHbI BbIMOMHATLCA NpoLeaypbl Anst Toro, 4Tobbl obecneynTb, YTO BCA
BaXxHasi WHdOpMauus nepefaHa opraHusauMm W HagexHo cTepta ¢ obopyaooBaHus
(cm. Tarke 10.7.1).

B Tex cnydyasx, korga cnyxalwimi, noapsiouvMK MM Nonb3oBaTeflb TPETbEN CTOPOHbI
obnagaeTt 3HaHWEM, KOTOPOE UMEET 3HaYeHUe AN TEKYLUMX onepaumin, aTa MHopmaums
[0IMKHa OblTb JOKYMEHTMpOBaHa U NepeaaHa opraHMsaumu.

8.3.3 YpaneHue npaB gpocTtyna

CpencTso ynpasneHus

MNpaBa OocTyna BCeX ChyXaliuxX, NoApsSAYMKOB WU Mornb3oBaTteneil TPeTbeil CTOPOHbI K
MHopMaumMm UK cpeacTeam o6paboTkM MHopMaUMK OOMMKHbI ObiTb  yAaneHbl npu
npekpaweHun ux paboTbl MO HalMmy, MO [AOroBopa WM MO COrMalleHuto, WUMn Xe
CKOPPEKTMPOBaHbI MPY U3MEHEHUM [MecTa paboTbl MO Hanmy].

PykoBoacTBO no peanusauumu

Mo npekpalieHuun, npaBa AOCTynNa nuua K akTMBaMm, CBA3aHHbIM C WH(OPMaLMOHHBLIMU
cMcTeMaMn 1 ycrnyramu, JOIMKHbI BbITb NepecMoTpeHbl. ATO onpeaenuT, Heobxoanumo nu
yaanuTb npasa goctyna. isameHeHna mecta paboTbl N0 HAaUMY AOSMKHbI ObITb OTpaXeHbl B
yaaneHum Bcex npasB [OCTyna, KOTopble He Oblnu yTBepXaeHbl Ans HOBOW paboTbl Mo
Hanmy. [MpaBa gocTyna, KOTopble OOMKHbI BbITh YAaneHsl NN aganTUpoBaHbl, BKIKOYaT
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duU3ndecknin 1M NorM4ecknin  OOCTYN, KMYKM, YOOCTOBEPEHUS TNUYHOCTW, Ccpeactsa
0bpaboTkn uHdopmaumm (cm. Takke 11.2.4), nognucu, a Takke yganeHue u3 rnobon
AOKYMeHTauumu, KoTopasi onpegenseT UX Kak CyLeCTBYOLWero YneHa opraHmsauun. Ecnm
yXoOdALWMI criyaLmmn, NoApAaYMK NN nonb3oBaTerb TPeTben CTOPOHbI 3HAN naponun Ans
aKTMBOB, OCTAKLLMXCA OENCTBYOLWMMW, TO 3TU Naponu OOIDKHbI ObITb M3MEHEHbl Mpu
npekpaLleHn UM nameHeHnn mecta paboTbl No HarMy, JOroBopa UNK cornalueHus.

MNpaBa gocTtyna Ans WMH(OPMAUMOHHBLIX aKTMBOB M cpeacts obpaboTkm mHdopmaumu
AOMKHbI OblTb YMEHbLUEHbI MW yaaneHbl npexae, Yyem paboTta No HarMMy npekpaTuTcH
NN U3MEHUTCSA, B 3aBMCUMOCTU OT OLIEHKM (DaKTOPOB PUCKOB, TAKMUX Kak cnegyoLne:

a) MHNUMNPOBAHO I MpeKkpaweHne wunn m3MeHeHue cnyxawmm, noapagvymkoMm wunn
nosfib3oBaTenemM TPETbEN CTOPOHbI, UMK Xe pykoBOACTBOM, U NpU4nHa npekpalleHuns;

b) Tekywme 06a3aHHOCTM cnyxallero, nogpsgqvka unu nboro Apyroro Nonb3oBaTens;
C)  LEHHOCTb aKTUBOB, AOCTYMHbIX B AAHHbIN MOMEHT.

[Mpo4yag nHdpopmaums

Mpu onpeneneHHbIX 0BCTOATENbCTBAxX, NpaBa AOCTyna MOryT OblTb Ha3HadeHbl Ucxoas
TOro, YTO OHU ABMSAKTCA AOCTYMHbIMU BOMbLIEMY KONMMYECTBY JIOAEN, HEXENU YXOASALLUN
cnyawuin, nogpsagyMk unum nonb3oBaTerfb TPeTbeW CTOPOHbI, Hampumep, rpynnoBble
noeHTudukaTopbl. B Taknx obcroaTenbcTBax, yxoaswme nuua AomMKHbl ObITh yaaneHsl 13
nobbIX rpynnoBbIX CMUCKOB LOCTYyNa, U AOMKHbI OblTb NPeanpuHATH Mepbl ONS TOro,
4yTOOblI pPEeKoMeHAOBaTb BCEM OCTallbHbIM BOBMEYEHHbIM CriyXalum, nogpsgynkam u
nonb3oBaTensiM TpPeTberW CTOPOHbl Oonblle He WCcnonb3oBaTb 3Ty MHGOPMaUUIo
COBMECTHO C yXOOSALMM YENTOBEKOM.

B cnyyaax npekpalleHusi, UHALMMPOBAHHOIO PYKOBOACTBOM, pasgpaKeHHble cryxaiuue,
NOAPSAYMKA UMM MOMb30BaTenu TpeTbeh CTOPOHbl MOFYT YMBILWEHHO MOBPeAnTb
WHopMaumio nnu cpepcrtsa obpaboTkm MHpopmaumu. B cnyvae nud, yxogswux B
OTCTaBKY, OHU MOryT cobnasHuTbLCa cOopom MHopmaumm ana dyayLero NCNonb30BaHUS.
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9 Pusnyeckas n IKkorornyeckaa 6e3onacHoCTb

9.1 Be3onacHble 30HbI

Llens: npegoTBpatnTh HEpaspeLleHHbIN PU3NYeCcKnin 4OCTYN B MOMELLEHNS OpraHn3aunm n
K ee nHdopmauuu, yuepb n melwarome Bo3oeNCTBUS AN NOMELLEHU OpraHusaumm u
Ans ee nHopmMauun.

CpenctBa 06paboTkM  KPUTUHECKOM UMW  BaXHOW  MHAOPMaUUKM  OOMKHbI - ObITb
pacnonoxeHol B 6e30MacHbIX 30Hax, 3alULEHHbIX onpeaeneHHbIMU nepumMeTpamu
BGesonacHocTn, ¢ noaxoaswmmmn 6apbepammn 6esonacHOCTM M cpeacTBamMu yrpaBrieHu s
poctynoMm. OHM OOMKHbI (pmsnyeckn ObiTb 3allulleHbl OT HepaspelleHHOro [ocTyna,
ywiepba n nomex.

MpenocTtaBnsiemas 3awmTa AoIKHA ObiTb copa3mMepHa BbISIBITEHHbIM pyCKaM.

9.1.1 ®usunyeckun nepumeTp 6e3onacHoCcTU

CpeacTBo ynpaeneHms

[nsa 3awmnTbl 30H, KOTOpbIE coaepxaTt UHopmaLmio u cpeactTesa 06paboTkm MHopMaumn,
OOIMKHblI  UCMONb30BaTbCA MNepuMmeTpbl GesonacHocTn (bapbepbl, TakMe Kak CTeHbl,
ynpaBnsieMblil KapToYKaMu TypHUKET Ha BXo4e Wnu yrnpasrisieMble NMepcoHarioM CTOfbl
perncrpaumm).

PykoBOACTBO N0 peanunsaumm

Cneaytowme pykoBoasLme NpUHUMMIbLI AOMKHbI ObITb PAaCCMOTPEHbI U peann3oBaHbl, eCnn
3TO YMECTHO, Ans pnsmyecknx nepmMmeTpoB 6e30nacHOCTU:

a) nepunMmeTpbl 6e30nacHOCTU [OOMMKHbl OblTb 4YETKO onpegernexHbl, pasMeleHne u
MOLLIHOCTb KaXaoro un3 nepumeTpoB [OOJMKHbl 3aBUCETb OT Tpe6OBaHVIl7I K 3aluTte
AKTMBOB B npepenax nepuMmeTpa U oT pe3yfibTaTtoB OLUEHKN PUCKA;

b) nepvmeTpbl 3gaHMsA UNKM MecTa, copepalime cpeacTtea obpaboTku MHopmaumm,
[AOIMKHbI ObITb U3MYEeckN LenbiMU (TO eCTb He OOSMKHO OblTb HUKakMx Opeluel B
nepumMeTpe Wnu 30H, rae Morno Obl NEerko Npou3onTU MPOHWKHOBEHWE); BHELLHWE
CTEHbl MeCTa JOMKHbI MMeTb TBEPAYH KOHCTPYKUMIO, @ BCE BHELLUHUE ABEPU OOMKHbI
ObITb Hagnexawum ob6pasom 3aLLMLLEHbl OT Hepa3peLLleHHOro AOCTyna Npy NMOMOLLM
MEXaHW3MOB YyNpaBfeHns, HaNnpUMep, PeLleToK, CUrHanM3aLmmn, 3aMKoB 1 T.M.; ABEPU
N OKHa JOIMKHbl ObITb 3anepTbl, KOorga HaxogsATcs 6e3 nmpucmoTpa, U AoMmKHa ObiTb
y4YTeHa BHELUHASA 3alimTa Ans OKOH, 0COOEHHO Ha NeEpPBOM 3TaXe;

C)  AOMMKHbI ObITb CO3AaHbI yNpaBnsiemMble NepcoHanioM CToMbl pernMcTpauum unu apyrue

cpencrtea And ynpaslieHUA (*)I/I3VI‘-I€CKI/IM OOCTYyNnOM K MeCTy unn; Aoctyn K mectam m
34aHUAM OOMKeH ObITb orpaHn4yeH ToJIbKO NOJIHOMOYHbLIM NEepPCOHarioMm;
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d) Tam, rae aTO NPUMEHUMO, LOMKHbI ObITb NOCTPOEHBI PU3nYECKNe nperpaapl, C Lenbto
npegoTBpaTUTbL HepaspeLLeHHbIN (PU3NYECKMA OOCTYN U SKONOrMyeckoe 3arpasHeHne
OKpy>KatoLLen cpeapb;

€) BCe nMOoXapoyCcToMYMBble [ABepu B nepumeTpe 6e30nacHOCTU OOMKHbI  ObITb
OCHaLLEeHbl CUrHanm3auuen, NoCTosTHHO KOHTPONMPOBATLCSA U UCMbITbIBATLCA BMECTE
CO CTeHaMu Ans Toro, Ytobbl YCTaHOBUTL HEOBXOANMbIA YPOBEHb CONPOTMBIIEHUS B
COOTBETCTBMM  C  NOAXOOSALMMW  pernoHarnbHbIMU, HauMoHanbHbIMU 1
MEeXOyHapoOoHbIMM  CTaHOapTamMKn, OHW  OOMKHbl paboTtaTtb Oe3aBapuiiHO B
COOTBETCTBMM C MECTHLIMM HOPMaMu NoXapHow 6e3onacHoCTy;

f) B COOTBETCTBMM C HaUMOHAmNbHbLIMKW, pPErnoHarnbHbIMU WU  MeXOyHapOaHbIMU
cTaHgapTamu [OOMMKHbI ObITb YCTaHOBMEHbI U AOMKHbI PErynsipHO MUCMbITbIBATHCS
CUCTEMbl ODHapY>XeHUs1 BTOPXKEHUS AN TOro, YTobbl OXBaTUTbL BCE BHELLHME ABEPU U
AOCTYMHblIE OKHA; He3aHsATble 30Hbl AOSMKHbI ObITb MOA4 curHanusauuen B noboe
BpeMs; Takke [OOSMKHO ObiTb MNpefyCMOTPEHO MOKpbITUe Ans Apyrux obnacrten,
Hanpumep, NOMeLLEeHUA C YCTaHOBMEHHbIMU B HUX KOMMbOTEPAMU U NOMELLEHUN
y3rnoB CBA3W;

g) cpeactBa o06paGoTkym MHGOpMaUMK, YynpaBnsiemble OpraHusauuen, OOSKHbI
manyeckn ObiTb OTAENEHbl OT cpeacTB 06paboTkM MHOpMaUMK, ynpaBrseMbiX
TPETLMMU CTOPOHaAMM.

[Mpo4yag nHdpopmaums

dusmyeckan 3sawmta MoxeT ObITb [OCTUrHYyTa MNyTeM co3daHua ofHoro unu 6onee
dusndeckoro Gapbepa BOKPYr OpraHM3auWoHHbIX 34aHWA W cpeactBa 06paboTku
MHopmaLumn. Mcnonb3oBaHne HeCKONbKMXx OapbepoB AaeT AOMOMHUTENbHYH 3aluuTy,
ecnun cbon B pabote opgHoro 6Gapbepa He O03HayaeT, 4YTo 3awuTta HemeaneHHo
NOABEPrHETCH PUCKY.

BesonacHaa 30Ha MOXeT ObiTb 3anupaembiM OUCOM, UMM HECKONbKUMW KOMHAaTaMu,
OKPY>XEHHbIMW HenpepbIBHbIM BHYTPEHHUM (busmnyeckum BapbepomM GesonacHocTu. Mexay
30HaMu C pasnnyHbIMKU TpeboBaHUAMM K 6e30MacHOCTM BHYTPU nepumeTpa 6e3onacHoCTm
MOryT MOHagobuTbCa [OnosfHUTENbHblIE Gapbepbl M NepuMeTpbl ANs  ynpaBfieHus
d13nYecKuM OCTYNOM.

Ocoboe BHMMaHMe K ©e3onacHOCTU M3MYeckoro AocTyna [OOMKHO ObiTb yAeneHo
30aHMAM, rae pasMeLLEHO HECKOMNBbKO OpraHu3aLuii.

9.1.2 CpepacTtBa ynpaBneHusi hu3mM4yeckum AocTynom

CpencTso ynpasneHus

BesonacHble 30HbI OOSHKHbI ObITh 3alUMLLEHbI NOOAXOOALMMU CPEACTBaMU yrpaBrieHus
AOCTYNOM Ans TOro, YTobbl 06ecneynTb, YTO AOCTYN paspelleH TOMbKO MOSIHOMOYHOMY
nepcoHarny.
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PykoBoacTBO no peanusauumu

[omkHbI ObITb pacCcMOTpeHbI cnefyrwmne pykosogduine yKkasaHua:

a)

e)

9.1.3

Aata u BpeMsi Bxoda WM Bblxoda MOCETUTENnen [OOSMKHbl 3anucbiBaTbCHA, a BCe
noceTUTeNn [OOSMKHblI HaxoaAUTbCS MOA HaA30pOM, €Cniv UX OOCTYM paHblue He
yTBEpPXOancsi; MM [OOIbKeH NpedoCTaBnsATbCA OOCTYM TOMbKO ANSt KOHKPETHbIX,
paspeLLeHHbIX Lernei, OHM AOMKHbI BbIMYCKaTbCsl C MHCTPYKUMUSIMU Mo TpeboBaHMsAM
Ge3onacHOCTM 30HbI U MO Ype3BblYalHbIM NpoLeaypam.

AOCTYN K 30HaMm, rae obpabaTbiBaeTCa UMM XpaHUTCA BaxkHas MHAOPMaLUNA, JOIMKEH
ynpaBnsaTbCsd U OblTb OrpaHMYeH TOMNbKO MOSIHOMOYHLIMM fNULAaMK; CpeacTBa
yrnpaBneHuss ayTeHTUdukaumnen, Hanpumep, kapTodka ynpasneHns OOCTYNOM Niioc
nepcoHanbHbI naeHTUdrKkaunoHHbin Homep [PIN], omKHBI MCNONb30BaTbCH, YTOObI
paspelwatb U noaTBepxaaTtb NobON OOCTYN; KOHTPOSbHbLIM XXypHan Bcero gocTtyna
OOIDKEH coaepxaTbCs B HAOEeXHOM MeCTe;

OT BCeX CryXalumx, nogpsagyvMkoB M norb3oBaTernien TpeTbenh CTOPOHbl U OT BCEX
nocetutenen Hago  TpeboBaTb  HOCUTbL  HEKOTOpyw  dopMy  BMOUMOrO
NOEHTUMUKALNOHHOIMO [OOKYMEHTa, W OHM [O0SDKHbl  HeMeasnieHHo coobwaTtb
nepcoHany cnyx6bl 6e30MacHOCTU, eCriv OHU CTarkuBalwTCHA C rnocetutensamu 6es
CONpPOBOXAAKLWeEro nu ¢ Kem-nmbo, KT0 He HOCUT BMAMMOIrO UAEHTUUKALNOHHOIO
AOKYMEHTa;

nepcoHarsly scnomMoraTtesibHbIX CJ'Iy)K6 TpeTben CTOPOHbI AOSMKEH ObITb npegocTtaBJiEH
OrpaHNYEHHbIN OOCTyn B 30HbI ©e3onacHoOCTN Unn K cpeacrteam O6pa6OTKVI BaXXHOW
MHopMaLmn TONbKO Torga, Korga Tpe6yeTC$|; 9TOT AO0CTYNn OOJTKEeH ObITb pa3peLllieH
N OOJMKEH NOCTOAHHO KOHTPOJIMPOBATLCA,

npaBa AocTyna B 30Hbl ©6e30MacHOCTVM AOMKHbI PErynsipHO aHanmManpoBaTbCs W
0BOHOBNATLCA, U OTMEHATLCS, ecnn Heobxoanmo (cm. 8.3.3).

3awumTta ochncoB, KOMHAT U CpeacTB

CpeacTBo ynpaeneHus

[lomxHa 6bITb pa3paboTaHa 1 JoIMKHa NPUMEHATLCA huandeckas 3alimMTa ouUcoB, KOMHaT
“ cpencTs.

Ons Toro 4toObl 3aWKUTUTL oducbl, KOMHaTbl U CpeacTea, OOSMKHbI ObITb paCCMOTpEHbI
cnegywwimne pykosoadauimne ykadaHu4A:

a)

b)

AOMKHbI  OblTb  y4eHbl COOTBETCTBYKOLLME HOPMbI W CTaHO4ApPTbl MO  TEXHMWKE
©e30nacHOCTU 1 OXpaHe TpyAaa;

KnoYeBble cpeacTBa AOMKHbI OblTb pacrnonoxeHbl Tak, YToObl M3bexaTb gocTyna K
HUM LUMPOKOW NyBnnKK;
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C) Tam, rge 370 NPUMEHUMO, 34aHUA OOMMKHbl ObiTb CKPOMHBIMW W LOMMKHbI AaBaTb
MUHMManbHOE YyKasaHue Ha uX uenb, 6e3 sapkux Hagnucewn, CHapyXu 3gaHusa unu
BHYTPU HEro, YyKasblBalOLWMX Ha Hanuume BMOOB AeATenbHOCTM no obpaboTke
nHdopmaumu;

d) ykasaTenu v BHYTPeHHWE TenegOHHble KHUIMM, yKasblBaloLiMe Ha MeCTOMNOSIOXEHUS
cpeacts obpaboTkm BaXHOW WHOpMaLMK, He OOMKHbl ObITb Nerko LOCTYMHbI
LLUMPOKOW nybnuke.

9.1.4 3awmTta OT BHELWHUX N IKONTOrMYECKNX Yyrpo3

CpencTteo ynpasneHud

[lomkHa ObITb pa3paboTaHa 1 AoMmKHa NPUMEHATLCS u3myeckas 3almuTa NpoTue yliepba
OT OrHsl, HaBOAHEHUS, 3EMINETPSACEHNS, B3pbiBa, OOLLECTBEHHbIX GECMNOpPSAKOB U APYrux
opM eCTeCTBEHHOro UIN UCKYCCTBEHHOro GeACTBUS.

PykoBoacTBO no peanusauuu

BHMmaHMe gomkHo ObITb yaeneHo noodbIM yrpo3am HapyLlleHus B6e3onacHocTw, KOTOpble
npeacrtaBnAaArT coceaHne nomMeleHnd, Hanpmmep, OroHb B CcocegHeEM NnoMeLleHUN,
npoTeYKa BOAbl C KPbILLUX U B NEPEKPbITUAX HUXE YPOBHA 3eMITn, Ui B3pbIB Ha ynule.

Cnepyowme pykoBoasiMe YKasaHWs OOMKHbl ObiTb pacCMOTpPEHbl Ansi TOro, 4ToObl
nsbexatb yuepba OT OrHHA, HaBOOHEHWUHA, 3eMNEeTPsiCEHMs, B3pbiBa, OOLLECTBEHHbIX
BGecnopsakoB n apyrux hopm eCTECTBEHHOIO UMW UCKYCCTBEHHOro 6eacTBums:

a) onacHble Unu ropoyne mMatepmanbsl JOSMKHbI XPaHUTBCA Ha 6e30nacHOM PacCTOAHUM
oT 6e3onacHon 30HblI. HecopTupoBaHHas MPOAyKUUSA, Takas Kak KaHUToBapbl, He
AOIMDKHa XpaHNTbCA B 6e30MnacHoOn 30He;

b) PesepBHoe 06opynoBaHWE W pe3epBHble KOMUU AOSKHbI ObiTb PacrnonoXeHbl Ha
GesonacHOM paccTosHuM Ana Toro, 4tobbl u3bexatb yuwiepba oT Oeacrteug,
BITUAIOLLEr0 Ha OCHOBHOE MECTOMOJIOXKEHUE;

C) [OOMKHO OblTb  MNpegycMoOTpeHo WM noaxogswum  obpasom  pasmMeLleHo
npoTMBONOXapHoe obopyaoBaHue.

9.1.5 PaboTa B 6e3onacHbIX 30HaXx

CpencTtso ynpasneHud

[omxkHbl ObITb p83pa60TaHbI N NpUMeHATbCa uanyeckas 3awmta u pykosogsdline
YKa3aHunda and pa60TbI B 6e30nacHbIX 30HaX.
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PykoBoacTBO no peanusauumu

[omkHbI ObITb pacCcMOTpeHbI cnefyrwmne pykosogduine ykasaHua:

a) nepcoHan OomKkeH ObiTb OCBEAOMIIEH O CyLIECTBOBaHWW Ge30nacHOM 30Hbl UM O
aestenbHocTM B 6Ge3onacHOM 30HE TONMbKO Ha OCHOBE NpuHUMNA CcryebHow
HEeobXoaMMOCTH;

b) Hapo wmsberatb O6e3Hag3opHOM paboTbl B GesonacHbIX 30Hax, Kak Mo npuyvHam
GesonacHOCTK, Tak W AOns TOro, 4YTOoObl NpPedoTBPaTUTb BO3MOXHOCTU  ANS
3rI0OHaMepPEHHON AeATENbHOCTY;

c) nycTble 6e3onacHble 30Hbl AOMKHbI (U3MYECKU 3anupaTbCAa U NEepUoaUNYEcKn
NpoBepATLCS;

d) doTorpadunyeckoe, BUOeO, ayano unu gpyroe sanvceiBaroliee obopyaosaHme, Takoe
Kak Kamepbl Ha MOOUNBbHbLIX YCTPOMCTBAX, HE AOIMKHbI AOMYCKaTbCA, €CNN TOMbKO HE
pa3peLleHo;

OpFaHVI3aLI,I/1ﬂ pa6OTbl B 6Ge3onacHbiX 30Hax BKMNHOYaeT cpenctea ynpaslieHnAa Aand
cnyxXawux, noapagymkos U nonb3oBaTenen TPETbEN CTOPOHbI, pa6OTaIOLLI,VIX B
©e3onacHom 30He, a Takke Apyryto 0eAatesibHOCTb TpeTben CTOPOHbI, nponcxogdLlyro Tam.

9.1.6 30HbI OTKPbLITOro AOCTYMa, MOCTaBKU U MOrpy3Ku

CpeacTBo ynpaeneHus

MecTta pocTyna, TakMe Kak 30Hbl MOCTaBKM M MOrpy3kW, a Takke gpyrme MecTa, rge
MOCTOPOHHUE WA MOryT MPOHWKHYTb B MOMELLEHUS, AOMKHbl YNpaBnsaTbCA W, €Crnu
BO3MOXHO, AOMMKHbI ObITb M30MMpoBaHbl OT cpeacTB 0bpaboTknm mHopmauun, YTobbl
n3bexaTb HepaspeLleHHOoro AocTyna.

PykoBOACTBO N0 peanunsaumm

HormkHbl ObITb PACCMOTPEHbLI CreayoLLMe PYKOBOASLLME YKa3aHWS:

a) AOCTyn K 30HaM MOCTaBKU W TMOrpy3kn CHapyxXu 30aHUA LOOJTKeH OrpaHnyYmBaTbCA
onpegeneHHbIM N NOJIHOMOYHbLIM NEepCOoHal1oM;

b)  30HbI MOCTaBKM WM MOrpy3kM OOSMKHbI OblTb CMPOEKTMPOBAHbLI TaK, YTOObI MOCTABKM
MOrnn ObiTb pasrpyxeHbl 6e3 NpeaoCTaBreHUst MepcoHarny, OCYyLUeCTBNSLWeMYy
nocTaBeky, AOCTyna K ApYrMM YacTaM 3[4aHus;

C) BHELUHWe OBepW 30Hbl MOCTaBKM M MOrPY3KU OOSMKHbI OXPaHATLCH, KOrga OTKPbITbI
BHYTPEHHME OBEPY;

d) nocTynalowmin MaTepuan [dofkeH ObiTb NpPOBEPEH Ha BO3MOXHbIE Yrpos3bl
(cm. 9.2.1d) ) npexae, yem 3TOT MaTepuan BygeT nepemeLleH U3 30Hbl MOCTaBKU U
NOrpy3ku B MECTO UCMOSb30BaHWs;
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e) nocTynawwui maTepuan [OMmKeH ObITb 3aperncTpupoBaH B COOTBETCTBUM C
npouegypamu ynpasneHna axktmeamu (cMm. Takke 7.1.1) Ha Bxoge Ha MecCTo
pacnonoxeHus;

f)  nmoctynaiowue un ucxoasiwme rpysbl AOMKHbI ObITb OU3NYECKU OTAENEeHbl, ecrim 3To
BO3MOXHO.

9.2 3awuTta o6opyanoBaHuA

Llenb: MpenoTBpaTuTs NoTepto, ywept, Kpaxy UM packpbiTUE akTMBOB U NpepbiBaHue B
[eATeNbHOCTM OpraHu3aumm.

O6opynoBaHue OOMKHO BbITb 3aLLMLLEHO OT PU3NYECKUX U IKONOMMYECKNX Yrpo3.

3awmTa obopygoBaHua (Bkntovasi, obopyagoBaHmne, ncnonb3yemMoe BHe paboyero mecra, 1
BbIHOC MMyLlecTBa), Heobxoauma Ans TOro, 4YToObl CHU3UTb PUCK HepaspeLUEeHHOro
AoCTyna K MHopMauun 1 3almUTUTLCS OT noTepu unu yuiepba. 3awmTa Takke AoMmKHa
YyYnTbIBaTb pasMellieHne 1 pacrnonoxeHve obopyaosaHus. Ocobble cpeacTsa ynpaBneHus
MoryT noTtpeboBaTbCs ANs 3alWMTbl OT (PU3MYECKMX Yrpo3, a Takke Ans OxXpaHbl
BCMOMoraTenbHbIX CPeACTB, TakMX Kak aNekTpocHabxeHne U kabenbHas MHpacTpyKTypa.

9.21 PacnonoxeHue u 3awmta o6opynoBaHus

CpeacTBo ynpaeneHus

O6opynoBaHue OOMKHO OblTb PacnoSIOKEHO UMK 3alUMULLEHO TakK, YTOObl CHU3UTb PUCKK
BO3HUKHOBEHWNS 3KOMOrMYECKNX Yyrpo3 U onacHOCTEN, a Takke KONMMYecTBO BO3MOXHOCTEN
ANS HepaspeLLeHHOoro AocTyna.

PykoBOACTBO N0 peanunsaumm

Ona Toro 4tobbl 3aWMTUTL OOOpyaoOBaHWE, OOMKHbI OblTb PaACCMOTPEHbI cnegylolmne
pyKoBOASILLNE YKa3aHUS:

a) O60pyﬂ,OBaHVIe OOMMKHO  ObITb pacnosioXXeHo  Tak, 4YTOObI MUHNMN3NPOBATb
Heobs1I3aTeNbHbIN AocTyn B pa6oqme 30HblI;

b) cpenctBa 06paboTkn MHpopmaLmm, obpaliaowmeca ¢ BaXXHbIMU AaHHBIMW, OOJDKHbI
pacnonaratbCsi Tak U UMeTb TaKOW Yron BUOUMOCTU, YTOObl CHU3UTb PUCK TOrO, YTO
MHGOPMaLMIO YBMOAT NOCTOPOHHME NULA B XO4e WX MCMNONb3oBaHWUS, a CpeacTsa
XpaHeHUs1 [OOMMKHbl OXpaHATbCA Ans Toro, 4Tobbl M3bexaTb HepaspeLleHHOro
AocTyna;

C) anemeHTbl, Tpebylowme ocobon 3awuTbl, OOMKHbI ObITb M30NUPOBaHbLI AN TOro,
YTOObI CHMU3UTb OOLLNI YPOBEHb HEOOXOAMMON 3aLUUTHI;
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d) [omkHbl OblITb CO34aHbl CpeacTBa ynpaBreHust Anst Toro, YTobbl MUHUMU3MPOBATL
PUCK BO3MOXHbIX (PU3MYECKUX Yrpo3, Hampumep, Kpaxa, noxap, B3pblBOOMACHbIE
BellecTBa, AbiM, Boga (unu cbon B nopade BoAbl), Mbiflb, BUOpaUun, Xxmmuyeckme
BO34ENCTBUS, MOMEXU INEKTPOCHADXKEHUIO, MOMEXM CBSi3W, JNEeKTPOMarHUTHoe
N3nyyYeHne n BaHAanu3m;

€) [OOMKHbl ObITb OnpefeneHbl PyKOBOASALIME YKa3aHUA MO ynoTPeOneHuio nuLw,
HaMWUTKOB M KypeHuto B6nn3mn cpeacTts 06paboTkm nHopmauuu;

f)  BHewHMe ycnoBus, TakMe Kak TemnepaTypa M BMaXHOCTb, AOMMKHbI MOCTOSIHHO
KOHTPONMPOBATbLCA HA HanMyne ycrnoBuin, KOTOpble MOrnn Gbl HEraTMBHO NOBMUATL Ha
paboTy cpeacts 06paboTkm nHdopmauuu;

g) 3alnTa OT MOJTHUN O0J1KHa ObITb npumMmeHeHa Ko BCeM 34aHUNAM, N MOJTHMEe3aLllNTHbIE
Ct)I/IJ'IprbI OOJKHbI ObITb YCTaHOBJ1EHbI HA BCE BXOoAsALUWE JIMHUWN 3NeKTponepenad u
JIMHNN CBA3MN,

h) ona o6GopygoBaHWss B MNPOMbILINIEHHONW cpede [AdomkHa ObiTb paccMoOTpeHa
BO3MOXXHOCTb  UCMOMb30BaHMA CreumanbHbiX MEeTOAOB  3alUuUThbl, TaKuMX Kak
KnaBuaTypHble MeMbpaHbl;

i) obopynoBaHune, obpabaTbiBatoLLiee BaxKHYO MHOpMaLmMIo, 4OMKHO ObITh 3aLULLEHO
Ans  TOro, 4toObl MMHMMM3MPOBATb PUCKU YTEYKM WHDOPMaLUMM MO KaHanam
NOBOYHBIX N3MNYyYEHUNA.

9.2.2 BcnomoraTesfibHble KOMMYHarnbHbIe CIYXO0bl

CpeacTBo ynpaenexHms

O6opynoBaHue OOMKHO OblTb 3alMLIEHO OT OTKA30B B CUCTEME 3rEeKTPOCHabXeHus u
APYrux HapyLeHuin, Bbl3biBanucb c6oamMun B paboTe KOMMYyHasbHbIX Cyx0.

PykoBOACTBO NO peanusaumnm

Bce BcrnomoratenbHble KOMMYyHarnbHble CRyx0bl, Takue Kak 3rekTpocHabxeHue,
BOAOCHabXeHue, KaHanusauus, oTonneHne/BeHTUNALUUA U KOHOULMOHMPOBaHWE Bo3ayxa
AOMKHbI BbITb agekBaTHbl CMCTEMaM, KOTOpble OHW nogaepxuBarT. BcnomoraTenbHble
KOMMYHarbHble CNyX0bl AOMKHbI PerynsapHoO KOHTPONMpoBaTbCA U, NO 0BCTaHOoBKe,
NCNbITLIBATLCS, C Lienbio 0b6ecneunTb X NnpaBunbHy0 paboTy N CHU3UTL NIOBON PUCK OT NX
HenpaBUNbHOro (PyHKUMOHUPOBaHUSA nnn cboa B ux pabote. [JomkHo BbITb obecneveHo
noaxopgsiee anekTpocHabxeHne, KOTOpoe COOTBETCTBYET crneundmrkaunm obopynoBaHus,
NpeaoCTaBreHHON N3roTOBUTENEM.

Ona  obopynoBaHusa,  MOAAEPXKMBAIOLLEro  KPUTMYECKME  OeroBble  onepauum,
pekoMeHayeTCsa Ucnonb3oBatb UCTOYHUKM BecnepebonHoro nutaHua (MBIT) ana Toro,
yTobbl NoAAepXuBaTb HOpMarnbHOe 3aBeplueHue paboTbl MnM HenpepbiBHYO paborTy.
lMnaHbl AeCTBMI Ha Criydyan aBapui B CUCTEME 3NEeKTPOCHABXEHUsT OOIMKHbI YYNTbIBATb
AeNCTBME, KOTOPOE NPeACTOUT NpeanpuHAaTh B criydae cbosa B pabote VBI. JomkHa 6biTb
paccMoTpeHa BO3MOXHOCTb MCMOMb30BaHUSA pPe3epBHOrO reHepartopa, ecnu TpebyeTcs
npogomkate 0b6paboTky B criydyae ANUTENBHOrO nepepbiBa B Nodaye 3reKTPO3IHEPruu.
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[omxHa 6bITb AOCTYNHA Hagnexalasa noctaBka TONnMBa Ansi TOro, YTobbl reHepaTop Mor
pabotatb anuteneHbii nepuoa. Ob6opyaosaHne WBI 1 reHepaTopbl SOMXKHbI perynspHo
NpoBepATbCA And Toro, 4ToObl rapaHTMpoBaTb, 4YTO OHM obnagatwT Tpebyemon
MOLLHOCTbIO, U UCMbITLIBATLCA B COOTBETCTBMM C pekoMeHJaunammn nsrotoeutens. Kpome
TOro, Hago pPaccMoOTpPeTb BO3MOXHOCTb UCMOMNb30BAHUS HECKOJTbKUX UCTOYHMKOB MUTaHUSA
Unu, ecnv nomeLlleHve bornbLoe, TO OTAENBHON SNEKTPONOACTaHLNN.

[MepekntoyaTeny aBapuMMHONO OTKMOYEHUSI MUTaHUS AOIMKHblI ObliTb PACMONOoXeHbl OKOSo
3anacHbIX BbIXOOQOB B KOMHaTax ¢ obopyaoBaHMem Ans Toro, 4Tobbl 06nerynTtb ObicTpoe
OTKITIOMEHNE 3NEKTPONUTaHMs B Criydae aBapuiHou cutyaumn. Ha cnyyanm cbosi B pabote
OCHOBHOW CETW 3MEKTPONUTaHMA SOSMKHO ObITb NPeayCMOTPEHO aBapUNHOE OCBELLIEHNME.

BogocHabxeHne OOMKHO ObiTb CTaburbHBIM U adekBaTHbIM, 4TOBbI CHabXaTb cUCTEMbI
KOHONLNOHUPOBAHNA BO3ayxa, YBNaXHsoLWee 000pyaoBaHNE U CUCTEMbI NOXaPOTYLLEHUS
(Tam, rge wucnonb3ytTcs). HenpasBunbHas paboTa cucTeMbl BOAOCHAGXeHUS MOXeT
nospeants obopyaoBaHuMe MAM  Nomewatb  pesynbTaTMBHOM paboTe  cuUCTeMb
noxapoTtyweHusi. Ecnu Tpebyetcs, TO AormkHa ObiTb OLEHEeHa M yCcTaHOBMNEHa cuctema
onoBeLeHNs aAng Toro, YTobbl obHapyxmnBaTb c6oM BO BCNOMOraTenbHbIX KOMMYHarbHbIX
cnyxb6ax.

TenekoMmyHuKaunoHHoe obopyaoBaHMe [OMKHO OblTb MNOOKIOYEHO K MOCTaBLUMKY
KOMMYHanbHbIX YCIyr, MO KpaHen Mmepe, ABYMS pasHbiMU MapLupyTaMu, YTobbl noMmeLllaTb
cboto B paboTe ogHOro Nyt coeAuHEHUs npekpaTuTb NpeaocTaBrieHne yCcnyr rofiocCoBom
CBA3W. YCNyrm ronocoBOW CBA3W [AOSMKHbI ObiTb afekBaTHbIMW A TOro, 4ToObl
COOTBETCTBOBaTb MECTHbIM TpeboBaHMSIM 3aKOHa O CBSI3M B Ype3Bbl4aNHbIX CUTyaLUSX.

[Mpo4yasa nHdpopmaums

BoamoxHocTH OOCTUKEHMS HenpepbIBHOCTU aneKkTpocHabxeHns BKMOYaOT
pacnpefeneHHoe nuTaHue Ans Toro, 4YTodbl mM3bexaTb OOHOM KPUTMYECKOW TOYKM B
3NEeKTPOCHabXeHUN.

9.2.3 3awwurta KabenbHbIX coeaAUHEeHUN

CpencTtso ynpasneHud

CunoBble kabenu n kabenu panbHen cBA3W, MO KOTOpPbIM nepenarTca AaHHble WUIn
BCromMoraTesbHble MH(OPMaLNOHHbIE ycnyru, OOJTXHbI ObiTb 3awWuLEeHbl OT nepexearta
nnn noBpexaeHmA.

PykoBoacTBO no peanusauuu

[Ons obecnevyeHus 6e3onacHOCTN KabenbHbIX COeaVMHEHUN AO0IMKHbI ObiTb paCCMOTpPEHbI
cnegywwimne pykosoaduimne ykadaHu4.

a) CunoBble NMHUM W NMHWM danbHEeW CBA3KW, BXoAswMe B cpeacrtBa 06paboTkm
NHpOpMaLMK, OOMMKHbI ObiTb MOA3EMHbLIMM TaM, r4e 3TO BO3MOXHO, WUIM LOSKHbI
nognexartb afeKkBaTHOW anbTepHATUBHOM 3alUnTe;
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b) ceTeBble kabenu [OMKHbI ObITb 3alUULLEHbl OT Hepas3peLleHHOro nepexesaTa Wnu
NOBPEXAEHUS, HAaNpUMep, NyTeM MCNONb30BaHUS kabenbHOro kKaHana unmn nderaHus
MapLLpYTOB, NposieraLwmnx Yepes obLLef0CTYMNHbIE 30Hb;

C) cunosble kabenun gomkeH 6bITb oTAerneHbl OT Kabenen fanbHeW CBA3W AN TOro,
4YTOObI NPEOTBPATUTL NMOMEXMH;

d) Nerko pas3nnymmble MapKUPOBKU kabenen n 060pyﬂ,OBaHMﬂ OOJMKHbI UCMOJb30BaTbCA
Ans Toro, 4Ytobsbl MUHUMN3NPOBATb owmnbkm ns-3a HenpaBuUIbHOIo o6pau.|,eHV|$|, Takne
Kak Cﬂy‘-laVIHaﬂ KOMMYTaUna HenpaBUIibHbIX CETEBbIX kabenen;

e) Ana Toro, 4ToObl CHU3UTb BO3MOXHOCTb OLUMOOK, [OMKEH WCNoMb30BaTbCs
AOKYMEHTMPOBAHHbLIN CMUCOK KOMMYTaLWI;

f) OnA BaXHbIX UMK KPUTUYECKNUX CUCTEM, OOMNONHUTENbHbIE CpenctBa YynpaBlieHUA,
KOTOpblE HAaAO PaCCMOTPETb, BKIKOYalOT B cebs crnegywoulee:

1) ycTtaHoBka OGpPOHMPOBAHHOrO kKabenbHOro KaHama W 3anepTbiX KOMHAT Wnu
GrOKOB B KOHTPOJIbHbIX TOYKAX M TOYKax NpepbiBaHuS;

2)  Mcnonb3oBaHWE anbTepHATMBHbIX MapLlUpyTUsauui w/wunu cpeacTts nepenayu
[AaHHbIX, 06ecneynBaloLLMX NOAXOAALLYIO 3aLUUTY;

3) wncnonb3oBaHME OMTOBOJIOKOHHOMO Kabens;
4)  nCNonb30BaHME 3MEKTPOMArHUTHOIO SKPaAHNPOBaHWUS ANS 3alunThl kabens;

5)  MHULMALMS TEXHUYECKUX 3a4UCTOK® U (PU3MYECKOro KOHTPOMs Ha npeameT
HanMuns HepaspeLleHHbIX YCTPOMCTB, MPUCOEANHEHHBIX K Kabento;

6) KOHTpOﬂVIpyeMbIVI Aoctyn K KOMMYTauMOHHbIM nNaHenaAMm wu KabenbHbIM
KOMHaTaMm,

9.24 O6cnyxuBaHue obopynoBaHus

CpeacTBo ynpaeneHus

O6opynoBaHue [O0MKHO MpaBunbHO obcnyxuBatbCca AN obecrneyeHns HenpepbiBHOM
AOCTYMHOCTW N LEeNOCTHOCTH.

PykoBOACTBO N0 peanunsaumm

Ana obcnyxuBaHua obopyaoBaHWA  OOMKHbl  OblITb  paccMOTpPeHbl  cnegywoline
PYKOBOASALLME YKa3aHUSA:

a) O60pyﬂ,OBaHVIe OOJMKHO O6CJ'Iy)KVIBaTbCFI B COOTBETCTBUM C peKoMeHOyeEMbIMU
NoCTaBLLMKOM NEepPUOANYHOCTBIO U cneundmrKkaumsimm TEXHNYECKOro O6CJ'Iy)KVIBaHVIF|;

® «3aumMcTka» [sweep] — OGCMENOBAHME MOMELLEHUA N OBBLEKTOB C LieMbl OBHAPYXEHWUs CKPbITO YCTAHOBIEHHbIX
YCTPOWCTB HErnacHoro cbema uHdopmauum (Mpum. nepegodyuka)
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b) TONbKO MOMHOMOYHBLIN OBGCMYXMBAKOLWNA NEepcoHan AOMKEH BbIMNOMHATbL PEMOHT U
obcnyxmnBatb 060pygoBaHueE;

C) [OOMKHbl XpaHUTbCA 3anucu 000  Bcex npegnonaraeMbix unu  akTnyeckux
hedektax, a Takke o000 BcemM npegynpexgalweM W KOPPEKTUPYHOLLEM
obcnyxunBaHuy;

d) ecnu obopygoBaHue BKMOMEHO B rpadmk OOGCNyXMBaHMS, TO [OOMKHbI ObiTb
peanv3oBaHbl NOAXOAsLUME CPEACTBA YNpaBeHUs!, yYnuTbiBaloLMe, BbIMONHAETCS Nu
3TO 06CnyXvBaHWe MECTHbIM MEepPCOoHAnoM WM MepCcoHanoM, BHELHWM Mo
OTHOLLEHWIO K OpraHu3aumm; ecrnm 3To Heobxoaumo, To obopyaoBaHUe AOITKHO BbITb
OYMLLEHO OT BaXKHOW MHOPMaLUK, Unn OBCRYXUBAIOLLMIA NEPCOHAN AOMKEH UMETb
[0CTaTOYHbIN A0MNyCcK K KoHUAeHUmanbHom paboTe;

e) Bce TpeboBaHNs, HanoXeHHble CTPaXOBbIMU NONUCaMU, OOMKHbI ObITb BbINOMHEHbI.
9.2.5 3awwmTa o60pyaAoBaHus, HaxoasLerocs 3a npegenamm paéoyero mecTa

CpencTtso ynpasneHus

3awmta JofmKkHa MpUMEHSTbCSA Ans  obopyaoBaHWS, Haxogswlerocs 3a npegenamu
pabo4ero mecrta, C y4eTOM pasnuyHbIX pUCKOB paboTbl 3a NpeaenamMm opraHn3aumoHHbIX
NnomMeLLeHnn.

PykoBoacTBO no peanusauumu

HeszaBucumo OT COOCTBEHHOCTM, WCMONMb3oBaHWe NoObIX cpeacTtB  06paboTku
nHopMauMM 3a npegenamm OpraHM3aLUMOHHbIX MOMELLEHUIA OOMKHO ObiTb paspelleHo
PYKOBOZACTBOM.

Ona 3awmtbl 0b6opyaooBaHMs, Haxogslerocsi 3a npegenamym pabovero mMecrta, OOJPKHbI
ObITb paccMOTpeHbI crieayloLine pykoBoasime yKasaHus:

a) obopygoBaHue M HOCUTENWN MHOPMaUUN, BLIHOCUMbIE M3 MOMELLEHWUA, HE OOIMKHbI
ocTaBnsaTbcs 6e3 npucMoTpa B 06LLEAOCTYNHbIX MecTax; NopTaTUBHbIE KOMMbIOTEPHI
npu NyTelwecTBUM OOMKHbI NEPEBO3UTHCA B KAYECTBE PYYHOW KNagu U OOSMKHbI ObITb
3aMacKMpoBaHbl, ECITM BO3MOXXHO;

b) BCe BpeMA OOJKHbI cobnogaTtbes MHCTPYKUUN  U3roToBuUTENA And 3aluThbl
O60pyﬂ,OBaHVIF|, Hanpumep, 3alunTa OT CUSbHbIX ANIEKTPOMArHUTHbIX NONeu;

C) cpencTtBa ynpaBneHus AomallHen paboTon [OImKHbl ObiTb onpedernieHbl OLIEHKOM
pucka, W noaxoAduime cpeacrsa ynpaBneHWss OOSMKHbI OblTb NPUMEHEHBI, MO
OCTaHOBKe, Hanpumep, 3annparoLwuncs KapToTeyHbl 60K, NONMTMKa YACTOro cTona,
CpeacTBa ynpaBneHus SOCTYNOM AN KOMMbTEpPoB U Ge3onacHas CBA3b C 0PUCOM
(cm. Tarke ISO/IEC 18028. 3awmTta ceTn);

d) Aansa 3awuTbl 060pyaoBaHMs, HaxogsLwerocs 3a npegenamm paboyero Mecra, JOSKeEH
ObITb NPUHAT aiekBaTHbIN 0OBbEM CTPaxOBOW OTBETCTBEHHOCTW.
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Puckn HapyweHuss cucteMbl ©0e3onacHOCTW, Hanpumep, puck yuepba, Kpaxu wunm
NOACNYLUIMBAHUA, MOTYT 3HAUYUTENbHO Pa3NNYaTbCA B 3aBUCMMOCTU OT MECTOMONOXEHUS U
[OIMKHBI ObITh YYTEHbI MPU onpeaeneHnun Hanbonee NOAXOAALLMX CPEACTB YNPaBEHUS.

[NMpo4yag nHdpopmaums

O6opynosaHune, ncnonb3dyeMoe Ang XxpaHeHus n obpaboTkn nHdopmaLmmn, BKIOYaeT BCe
bopMbl MepcoHanbHbIX KOMMbIOTEPOB, OpraHan3epoB, MOOWUNbHbIX TenedOoHOB, CMapT-
kapT, Oymar unu gpyryto popmy, KoTopas AepXUTca Ans foMallHen paboTbl UM YHOCUTCS
C MecTa 00bl4HOM paboThl.

[ononHuTenbHy MHMpOpMaLMIO 0 APYrMX acnekTax 3awuTbl MOburbHOro obopyaoBaHua
MOXHO Hantn B 11.7.1.

9.2.6 Be3onacHasa nUKBMAaUMA UM NOBTOPHOE UCNONb30BaHUe oﬁopynosaHml

CpencTtso ynpasneHud

Bce anemeHTbI o6opyn0|3aHM$|, coaepxalume HocuUTenu uHgopmaunmn, OOMKHbI ObITb
npoBeEpPEHbI AnA obecneyeHnss Toro, 4YTOo ntobble BaXKHble OaHHble U NULEH3UOHHOEe
nporpamMmmHoe obecneyeHne 6bInn yaaneHbl Unn HagexHo 3aTepThbl nepen nukeuaaumen.

PykoBoacTBO No peanusauumu

YcTponcTBa, cogepxaline KoHpuaeHunanbHyo nHpopmaumio, A0mMKHbI ObiTb unandeckm
YHUYTOXEHbI, UM uHOpMaumna OomkHa OblTb YHUYTOXEHa, yaaneHa wnu 3atepTta,
ncnonb3ysi [COOTBETCTBYOLWMNE] METOAbI C LEeNblo caenatb OpUrMHanbHy0 MHGOpPMaUnio
HEBOCCTaHOBUMOW, BMECTO TOro, YTobbl MCNONb30BaTb CTAaHAAPTHYIO (PYHKUMIO yaaneHus
N oopmMaTnpoBaHus.

[Mpoyaga nHdbopmaums

nOBpe)K,EI,eHHbIe yCTpOVICTBa, cogepxXalwune BaxHble aHHble, MOTYT I'IOTpe6OBaTb OLEHKN
puckoB AOnAa TOro, YTOObI onpegennTtb, AOOJDKHbI TN 3N1E€MEHTDI ObITb YHUYTOXEHbI
cbmsmqecm, oTnpaBJieHbl ANnA peMOHTa Unn 3a6paKOBaHbI.

NHdopmauna moxeT ObiTb pasrnawieHa nocpeacTBOM HebpexHOW nukeuMaauuMm unu
MOBTOPHOrO MCMNONb30BaHMA 0bopyaoBaHna (cm. Takke 10.7.2).

9.2.7 BbIHOC UMyLLecTBa

CpeacTBo ynpaeneHms

O6opynoBaHue, UHoOpMaUns UM NporpaMmMHoe obecnevyeHne He LOMKHbl BbIHOCUTbLCS
3a npegenbl paboyero mecta 6e3 npeaBapuUTENbHONO paspeLLeHuns.
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PykoBoacTBO no peanusauumu

[omkHbI ObITb pacCcMOTpeHbI cnefyrwmne pykosogduine yKkasaHua:

a)

b)

c)

d)

obopygoBaHue, wHdopmauus wnNu nNporpaMmMHoe obecrneyeHne He OOSMKHbI
BbIHOCUTLCA 3a Npeaensl paboyero mecta 6e3 npeaBapuUTENbHONO paspeLleHus;

cnyxXauwue, nogpAanovHnkm MU nosnb3oBaTenn TpeTbeN CTOPOHbI, KOTOpble WMET
noJfiHoMo4une paspellaTtb BbIHOC akKTUBOB 3a npeaersbl pa6oqero MECTa, A0STXKHbI ObITb
YEeTKO onpenereHbl,

AOMKHbl OblTb YCTAHOBIEHbI OrpaHUYEeHWsi Ha BpeMms BblHOCA OOOpydoBaHMSs, WU
BO3BpPaThl AOSMKHbI ObITb MPOBEPEHLI HA COOTBETCTBUE;

€Cnnm 3TO HeobXoAMMO M YMECTHO, TO 0GopydoBaHME OOMKHO GbiTb 3anncaHo Kak
BbIHECEHHOE C paboyero Mecra 1 3anMcaHo No BO3BpaLLEHUN.

[Mpo4yasa nHdpopmaums

BHesanHble npoBepku, NpeanpvHUMaemble C Lenbio 00HapYXnTb HepaspeLLleHHbI BbIHOC
MMYLLIECTBA, TakkKe MOryT MPOBOAUTLCS ANS TOro, YTtobbl OOHAPYXWUTb HepaspelleHHble
3anvcbiBaloLLMe YCTPOMCTBA, OpYXMe U T.M., U NPeAoTBPaTUTbL MX BHOC Ha paboyee MecTo.
Takune BHe3anHble NPOBEPKM AOMKHbI BbINOMHATLCS COrMacHO COOTBETCTBYOLWMM 3aKOHaM
n Hopmam. Jltoan [OMmKHbl OblTb OCBEAOMIIEHbI O TOM, MPOBOAATCA M BHe3arHble
NMPOBEPKM, M NPOBEPKN OOIMKHbI BbINOMHATLCS TOMNBbKO C pa3peLleHnemM, COOTBETCTBYHLLNM
TpeboBaHMAM 3aKOHa U PUONYECKMM TpeboBaHUSIM.
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10 MeHeXXMeHT cpeacTB CBSA3M U onepauun

10.1 lpoueaypsbl akcnnyaTtauum n paboyme o65a3aHHOCTHU

Llenb: O6ecneunTtb NpaBunbHy0 U 6esonacHyto paboTy cpeactB 06paboTkm nHdopmauuu.

HormxkHbl GbITb YCTAHOBIEHbI 006A3aHHOCTM M MpoLeaypbl AN MEHeAXMeHTa u paboTbl
BCeX cpeacTB 00paboTkm nHpopmaumm. JTo BKNoHaeT B ceba pa3paboTky nNoaxoasaLmx
npoueayp aKcnayatauuu.

Tam, rge 3To YMECTHO, OOMKHO ObITb peann3oBaHo pasgerieHne o6s3aHHOCTEN, C Lienbio
CHU3UTb PUCK HEYaSIHHOIO UMM HAMEPEHHOTO HEeMpPaBUIbHOTO UCMOMNb30BaHNA CUCTEMBI.

10.1.1 [JoKyMeHTUpOBaHHbIe NpoLeaypbl IKCnnyaTauum

CpencTtso ynpasneHus

I'Ipouep,ypbl KcnnyaTaunn OOJIKHbI ObITb OOKYMEHTMPOBaHbI, AOJIKHbI MoAAEePKNBATbCA B
pa60t-|eM COCTOSIHAM U AOSMKHbI ObITb caenaHbl OOCTYNMHbIMU AO5nA BCEX nonb3oBaTenemn,
KOTOPbIM OHU HYXHbI.

PykoBoacTBO no peanuvsauumu

[omkHbl BbITb NOArOTOBMEHbl AOKYMEHTUPOBaHHbIE npouenypbl ANs BUMOOB CUCTEMHOW
AeATenbHOCTU, CBA3aHHOW CO cpeacTBamm o06paboTkn uHopmauunm u cpeacTsamu
obMmeHa wWH(opmaumen, TakMMmu Kak npoueaypbl 3anycka W npekpaweHus paboTbl
KOMMNbIOTEPA, pe3epBHOE KOMupoBaHWe, obcnyxmBaHue obopyaoBaHus, obpalleHue C
HOCUTENSAMW  WH(OPMALMK, MEHEKMEHT KOMMbIOTEPHOM KOMHaTbl U 06paboTku
KoppecnoHaeHunn, a Takke 6e30nacHOCTb.

I'Ipou,e/:l,ypbl aKCcnnyatauunm  OO0JKHblI - onpedendtb UHCTPYKUMKM 1o nop,po6Homy
NCMNOSTHEHMIO KaXaomn pa6OTbI, BKIMOYaaA cnenyrulee:

a) obpaboTka MHopmaumm n obpalleHne ¢ MHopMaunen;
b) pesepsHoe konuposaHue (cm. 10.5);

C) nnaHupoBaHue TpeboBaHWM, BKIIOYAs B3aMMO3aBUCUMOCTU C APYrMMU CUCTEMAaMMU,
BpEMSI Hayana camMol paHHen paboTbl M BpPeEMS 3aBEPLUEHUS CaMOW MNo3gHeun
paboTbl;

d) WHCTpykuuMm no obpalleHnto C owubkamn UNu  OPYrMMU  UCKIOYUTENbHBIMU
YyCNOBUSAMMW, KOTOPble€ MOTyT BO3HUKHYTb B XOA4e BbINOMHEHUA paboTbl, BKOYas
OrpaHMYeHns Ha UCNOSb30BaHNE CUCTEMHBIX YTUNNUT (CM. 11.5.4);

e) CJ'Iy)Ke6HbIe KOHTaKTbl Ha cnyqa|7| HEeOXMAaHHbIX  3KCrnjlyaTauMOHHbIX UK
TEXHUYECKNX prﬂ,HOCTeIZ;
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f) crneumanbHble NHCTPYKLMMX NO BbiIBOAY MHGOPMaLUK 1 No oOpaLLeHno ¢ HOCUTENsIMn
WHGOpMaLMK, HanpuMmep, WCMNoSib30BaHME chneuuarnbHbIX  KaHUTOBaApOB  WUIK
ynpaBneHne BbIBOAOM KOHMAEHUMansHon uHGOopMauumn, BKYas npoueaypbl
GesonacHon NuKBMAauun BbiBOAA WHOpMaumm Heygaswmxca paboT (cm. 10.7.2 n
10.7.3);

g) TMOBTOPHbIA MyCK CUCTEMbl W Mpoueaypbl BOCCTAHOBMEHMSI ONS MCMNONb30BaHUS B
cny4ae cbosi B paboTe cuctembl;

h)  MeHemKMeHT MHopmaLmm KOHTPOSTIbHOIO N CUCTEMHOTO XXypHanos (cm. 10.10).

C npouenypamu akcnnyaTaumm, a Takke C [LOKYMEHTMPOBaHHbIMM MpouedypaMu Ans
BMAOB CUCTEMHOM OeATEeNbHOCTU Haao obpaluatbes Kak ¢ oduumanbHbIMU JOKYMEHTaMMU,
N M3MEHEHUS OOMXKHbl CaHKUMOHMPOBATLCA PYKOBOACTBOM. TaMm, rae 3TO TEXHUYECKU
BbINONMHNUMO, MH(OPMALMNOHHbIE CUCTEMbl [AOSMKHbI YNPaBnsATbLCA MOcreaoBaTenbHO,
NCNonb3ysl O4HM U Te Xe npoueaypbl, UHCTPYMEHTarnbHble CPeaCcTBa U YTUNUTHI.

10.1.2 MeHeOXMeHT U3MEeHeHU"

CpencTso ynpasneHus

M3meHeHna B cpeacTBax O6pa6OTKVI MHopMaLMN U CUCTEMAX OOSTKHbI ynpasiATbCA.

PykoBoacTBO no peanusauuu

Ol'lepaLl,VIOHHbIe CUCTEMbI W NpUKNagHoe nporpaMmMHoe obecneyeHne [OMKHbI ObITb
npeaMeToM CTPOroro KOHTPONA MEHEeKMEHTA UBMEHEHUN.

B YacTHOCTUK, AOMKHbI ObITb PACCMOTPEHBI CrIeAYIoLNE NYHKTbI:
a) onpegeneHue n 3anucb 3Ha4YUTENbHbIX U3MEHEHUN;
b) nnaHMpoBaHue U UcnblTaHUe N3SMEHEHUN;

C) OuUEHKa BO3MOXHOr0 BfUSIHUSA TaKUX M3MEHEHWN, BKMOYasi BIIMSIHUE Ha CUCTEMY
Oe3onacHocTH;

d) odumymnanbHaa npouenypa yTBepxaeHus npegnaraembiX UISMEHEHUN;

e) coobuweHne NnogpobHOCTEN U3MEHEHMI BCEM NNLLAM, UMEIOLLMM OTHOLLEHWE K Oeny;

f)  npouenypbl HENTpanusauun HeMCnpPaBHOCTU, BKITOYasa npouenypbl 1 0693aHHOCTH NO
npepbiBaHUIO U BOCCTAHOBMEHWUIO NOCHe HeyaauHbIX U3MEHEHUN U HenpeaBUAEHHbIX

CcoObITUN.

[omxHbl B6bITb NPUHATbI odoMUManbHbIe 06s13aHHOCTH pykoBoacTBa WM npouenypbl Ond
obecneyeHuns YAOBNETBOPUTESIbHOIO KOHTPOJIA BCEX N3MEHEHUN B O60pyLI,OBaHVIVI,
nporpamMmmHOM obecneyeHnn unm npouenypax. Ecnn pgenatTtca nameHeHusi, TO OOSMKEH
COXPaHATLCA KOHTPOSbHbIN XypHan, coaepallum BCro SHa4YNMyHO MHopMaLmio.
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[Mpo4yag nHdpopmaums

HeapeksaTHoe ynpaBneHne wW3MeHeHWsMU B cpeacTBax obpaboTku uHgopmauun u
cuctemax sasnseTca oblien npuyunHonM cboesB cUCTEMbl MMM 3awmTbl. M3MeHeHus B
onepauuoHHON cpege, 0COBeHHO npu nepegave CUCTEMbl CO CTaaum paspaboTkm Ha
CTaguIo 3Kcnnyartaumm, MoryT NOBANATbL HA HAAEXHOCTb NpuUnoxeHun (cMm. Takke 12.5.1).

M3meHeHna B onepaumoHHbIX cucTteMax QOMKHbI NPON3BOANTLCA TOMNbKO TOraa, Korga ectb
BeCKaa pgenoBad npuydnHa 3TO cAenatb, Takad KakK yBeJliMd4eHune pucka AanAa CUCTembl.
O6HoBNEeHMEe CcUCTEM CaMbiMXM MOCNEOHUMMU BEpPCUSMM OMNepaunoHHOW CUCTEMbI WU
NPUNoXeHUn — He Bcerga B UHTepecax OusHeca, NOCKOJIbKY 3TO MOXET NpuBHECTU bonblue
YA3BUMOCTU WU HecTabunbHOCTN, 4Yem TeKylad Bepcus. Takke MOXeT UMeTbCs
I'IOTp66HOCTb B [JOMNOSIHUTENbHOM MOArOTOBKE, 3aTpaTtax Ha JMUEH3UKW, nogaepxkke,
O6CJ'Iy)KVIBaHI/IVI M agMMUHUCTPATUBHBLIX HaKNagHbIX pacxogax, a TakkKe B HOBbIX
annapaTtHbIX cpeacTBax, 0CcoBEeHHO BO BpemMaA Mmurpauun.

10.1.3 Pa3peneHue ob6si3aHHOCTEN

CpencTtso ynpasneHud

O06A3aHHOCTU W 30Hbl OTBETCTBEHHOCTU AOJMKHbl OblTb OTAEneHbl Ans TOoro, 4ToObl
YMEHbLUNTL BO3MOXHOCTb HEepaspeLLeHHON UNU HenpeaHaMepeHHoW moaudpvkaumm mnm
HenpaBUNbHOIO UCMONb30BaHNS aKTUBOB OpraHu3aLun.

PykoBoacTBO No peanusauumu

PasgeneHne obsizaHHOCTEN ABNSETCA MEeTOAO0M Afs YMEHbLLUEeHNA pUCKOB cnyqaﬁHoro nnn
npeagHamMepeHHOro HenpaBUNbHOIro UCMNOMb30BaHUS cucTeMsbl. Hago no3aboTnTbcs 0 TOM,
YTOObI HM OOWH YErNoBEK HE MOr UMETb OOCTYyNn K aKTuBawm, MoamcunumpoBaTb akTUBbI UN
ncnonb3oBaTb akTUBbl 6e3 pa3peeHna nnn 06Hapy)KeHVIFI. MHnuyunauma cobbiTvst gormkHa
ObITb OTAEeneHa u3 paspeleHnsa Ha Hero. [Npu npoekTnpoBaHuUM CPeacTs ynpasJiieHnA
AOIKHa ObITb paccMoTpeHa BO3MOXHOCTb CroBopa.

Ona Hebonbwmx oOpraHusaumi pasgeneHve 00s3aHHOCTEM MOXEeT  MNoka3aTbCH
TPYOHOOOCTMXKMMbIM, HO MPUHLUMM OOSMKEH ObiTb NPUMEHEH HACTONbKO, HACKOMbKO 3TO
BO3MOXHO W MpaKTU4eCKn ocyLlecTBuMo. Bcsakun pas, korga TpPyAHO OCYLLECTBUTL
pasgeneHve, [OOIDKHblI paccMaTpuBaTtbCA Apyrne cpeactsa  ynpasneHusi, Takue Kak
MOCTOSIHHBIA KOHTPOSb OEATENbHOCTU, KOHTPOSibHbIE XypHanbl U HaA30p PYKOBOACTBA.
BaxHo, 4To6bl KOHTPOSb CMCTEMBbI 6€30MacHOCTN OCTaBasriCa He3aBUCUMBIM.

10.1.4 PasgeneHune cpencTB pa3paboTKU, UCNbITAHUA U IKCNNyaTauum

CpeacTBo ynpaenexHms

CpeactBa pa3paboTku, UCMbITAHUA U 3KChyaTauumn A0MKHbI OblTb pasgeneHbl Ansa Toro,
YTOObl CHM3UTb PUCKM HEpaspEeLleHHOro AOocTyna K OnepauyoHHOM CUCTEME WUIn
U3MEHEHUN B HEN.
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PykoBoacTBO no peanusauumu

HormkeH ObITb onpegeneH ypoBeHb pasferneHuna mMexny SKCriyataunoOHHbIMU cpenaMu,
ncnblTaternbHbiIMn  CcpegaMn U cpeagamu pa3pa60T|<V|, KOTOprﬁ HeobOxoaum Ans
npenorepalleHna  3KcniyaTauMOHHbIX npo6r|eM, W OOSMKHbl  ObITb peann3oBaHbl
COOTBETCTBYHWOLLME CpeacTBa ynpaBlieHUA.

[omkHbl ObITb paccMOTpeEHbI cneayrowmne nyHKTbl:

a) npasBuna nepesoda MpPorpaMMHOro obecriedyeHuss U3 cratyca paspaboTkM B cTaTyc
CUCTEMHOrO AOMKHbI BbITh OnpeaeneHbl U JOKYMEHTanbHO NOATBEPXAEHbI;

b) MHCTPYMEHTaJ1IbHOE N CUCTEMHOE nporpamMmmHoe obecneyeHne OO0MXKHbI pa60TaTb B
pa3HbIX CUCTEMAX UITN Ha pa3HbIX KOMMNbIOTEPHbIX NMpoueccopax N B pa3HbIX JOMEHaxX
U QUPEKTOPUAX;

C) KOMMNWUNSATOPbI, peaakTopbl U ApYrMe UHCTPYMEHTarnbHble CPpeAcTBa pa3paboTku unm
CUCTEMHbIE YTUNUTbI HE OOSMKHbI ObiTb AOCTYNHLI U3 OMEpPauMOHHbIX CUCTEM, €Cru
OHM He TpebytoTcs;

d) cpeda wucnbiTaTeNbHOM CUCTEMbl [OOSTKHA aMynumpoBsatb cpeny ornepaunoHHON
CUCTEMBbI HAaCTOSbKO BMN3KO, HACKONBKO 3TO BO3MOXXHO;

e) nonb3oBaTenu AOMKHbI UCMONb30BaTh Pa3Hble YY4eTHble 3anvMcy nonb3oBaTternen ans
OnepaumMoHHbIX M UCMbITATENbHbIX CUCTEM, @ B MEHK [OOJMKHbl OTOOpaaTbCs
noaxoasiumMe MaeHTUUKaLMOHHbIE COOOLLEHUS, YTOObI CHU3UTb PUCKM OLUNOKM;

f) BaXXHbleé [OaHHble He [OO0JTKHbl KOMMpoBaTbCA B WUCMbITaTellbHYO Ccpely CUCTEMbI
(cm. 12.4.2).

[Mpo4yag nHdpopmaums

[esTenbHOCTb NO pa3paboTke M UCMbITAHUAM MOXET Bbl3BaTb Cepbe3Hble Npobnemsbi,
Hanpumep, HexenaTtenbHyl Moaudukaumio ¢annos unM CUCTEMHOW cpefbl, WNu
cUcTeMHbIn cbon. B aToMm cnydae, ecTb HeobxoAMMOCTb noaaepxuBaTb B pabodem
COCTOSAHUN U3BECTHYIO U CTabunbHylo cpefy Ons BbINOMHEHUS 3HAYaluX UCMbITAHUA U
ANd npefoTBpaLleHns HeHagnexalero gocTyna paspaboTymka.

Ecnv nepcoHan, npvHUMaloWwmin yyactve B pa3paboTke U UCMNbITaHUSAX, UMEeeT AOCTyn K
onepaLMoHHOW CUCTEME U ee MHGOopPMauLMM, TO OH MOXET BBECTM HepaspeLUeHHbIn U
HEUCTNbITAHHBIA KOO UMM U3MEHUTb 3KCNSyaTaunoHHblE AaHHble. B HeKOTopbIX cuctemax,
STOW BO3MOXXHOCTbIO MOXHO 3roynoTpedbuTb Ans COBEpLUEHMS MOLUEHHUYECTBA WK
BBEAEHUSI HEUCNbITAHHOrO WM  3MTOHAMEPEHHOro KoAa, KOTOpbIM MOXET BbI3BaTb
cepbesHble aKCnyaTauuoHHble Npobnemsl.

P83pa6OT‘-II/1KVI M ucnbltTatenn TakKKe npencrtaBnidloT Yrposy KOHMOeHUManbHOCTU
SKCﬂﬂyaTaLlVIOHHOVI nHdopmaumn. Buabl gedarenbHOCTU Mo pa3pa60TKe N nCNbiTaHUKO
MOryT Bbi3BaTb HEYMbIWNIEHHbIE U3MEeHEHUA nporpamMmmMmHOro obecneyeHns unm
nHopMaLmn, €ecrnim  OHWU ncnonb3yrwT OOHY WU Ty Xe BbIHUCIUTENIbHYIO Cpeay.
CnepoBaTenbHo, pa3aeneHne cpencrtBa paspa60T|<V|, ncnbiTaHna W 3KCnJlyaTauuu,
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XenaTtenbHO Ana Toro, 4tobbl CHU3UTb PUCK CINYYaNMHOrO W3MEHEHUSI CUCTEMHOrO
nporpammMmHoro obecnedeHns n genoBor MHGPOPMaLUN MM HepaspeLLUEeHHOro AocTyna K
HUM (CcM. Takke 12.4.2 onsa 3awmnTbl JAHHbIX UCMbITAHUS).

10.2 MeHeaXMeHT nNpeaocTaBneHus yCnyr TpeTben CTOPOHbI

Llenb: PeanusosaTb U noggepxuBatb Haanexawlen ypoBeHb 3aluTbl MHGOpMaunm u
obcnyxunBaHns B COOTBETCTBUW C COrMMalleHUAMU O MpPefoCTaBfeHun ycnyr TpeTbew
CTOPOHBbI.

OpraHnsaums gormkHa NpPoBEPATb peanu3aunto CornalleHnin, NOCTOSAHHO KOHTPONMpoBaTh
COOTBETCTBME COrMALUEHNAM U yNpaBnsTb U3MEHEHMAMU Ons Toro, 4YTobbl obecneynTsb,
YTO MpeaoCTaBfiEHHbIE YCMYrM COOTBETCTBYIOT BCeM TpeboBaHWMSIM, COrnacoBaHHbIM C
TpeTben CTOPOHON.

10.2.1 TlpepoctaBneHue ycnyr

CpeacTBo ynpaenexHms

[lomxHO ObITb rapaHTMPOBAHO, YTO CPeACTBA YNpaBfeHNs 3aLLMTON, onpeaeneHus yCnyr u
YPOBHM OOCNyXXMBaHWsI, BKIIOYEHHbIE B COrnalleHne O NpefoCTaBrieHun YCrnyrn TpeTben
CTOPOHbI, peann3oBaHbl, 3KCMyaTUPYITCA U NOAAEPKMBAKOTCA TPETbEeN CTOPOHOW.

PykoBOACTBO N0 peanunsaumm

[MpepocTaBneHne ycnyr TpeTben CTOPOHOM [OSMKHO  BKMNOYaTb  COrfacoBaHHblEe
mMeponpuatTua no obecneyeHnto ©e30nacHOCTW, onpeneneHnss ycrnyr u  BOMNPOChI
MeHeoKMeHTa ycnyr. B cnyyae ayTcopcuHra MeponpusiTuii, opraHusauusi OOrmKHa
cnnaHupoBaTb Heobxoaumble nepemelleHnsa (MHdopmaumn, cpeactB  06paboTku
MHpopMaLMM N Yero-Nnnbo elle, YTo AOSMKHO ObiTb MepemeLleHo) U aormkHa obecnevnTtb
nogaepxaHve 3awmTbl B paboyYem COCTOSHUN B TEYEHME BCEro Nepruoaa nepemMeLLeHns.

Opranunsaumsi AOMKHa rapaHTUpoBaTb, YTO TPETbA CTOPOHA MOAAEPKMBAET OOCTATOYHYHO
paboToCcnocobHOCTL BMECTE C  BbIMOAHMMbBIMW - NfaHaMy, NpeaHa3HavYeHHbIMU OIS
obecrnevyeHns ToOro, 4YTobbl COrnacoBaHHblE YPOBHU HEMPEPbLIBHOCTM NOAOEPXKUBANUCH
nocne cepbesHbix nepeboes B obcnyxmeaHum unu 6eacteum (cm. 14.1).

10.2.2 T[1OCTOSAAHHbLIA KOHTPOJb U aHaNU3 ycryr TpeTben CTOPOHbI

CpencTso ynpasneHus

Ycnyr, oTyeTbl U 3anucu, NpPeaocTaBrieHHble TpeTbeil CTOPOHOW, AOIMKHbI MOCTOSIHHO
KOHTPONMPOBAaTbLCA U PErYNApHO aHanM3MpoBaTbCs, a ayAuTbl AOJKHbI MPOBOAUTHLCS
perynsipHo.

PykoBoacTBO no peanusauuu

[MOCTOSIHHBIN  KOHTPOSIb M aHanua ycnyr TpeTben CTOPOHblI OOSMKHbI obecneunBaTb
cobnogeHne yCﬂOBMVI cornatleHus no sawuute MHopmaunm u npaBuIibHbl MEHEKMEHT
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WHUMOEHTOB M npobnem B cucTeme 3aluTbl WMHopMauum. OTO AOMKHO BKMYaTb
B3aMMOOTHOLLEHNE MEHeKMEeHTa YCIyr U MpouecCc Mexay opraHvsauven n TpeTben
CTOPOHOW ANns TOro, YToobI:

a) MNOCTOSIHHO KOHTPONMPOBAaTb YPOBHM OOCNYXUBaHMSA, C LENbl0  MPOBEPATb
cobnoaeHne cornalleHui;

b) aHann3npoBaTb OTYEThbI 06 ycnyrax, co3faHHble TpeTben CTOPOHOW, U MPOBOAUTL
peryndapHble coBellaHnA no Bornpocy xoaa pa60T, KaK Tpe6yeTC$| cornaeHnAamm,

c) obecneunBatb UHpopMaumo 06 MHUMOEHTaxX B cCUCTeMe 3aluTbl MHOpMaLMU U
aHanun3 aTou MHopMauun TpeTben CTOPOHOM W opraHu3auuen, kak Tpebyetcs
cornaweHnsMn n nobbiMM  OOMOMHUTENBHBIMA  PYKOBOASALMUMM  yKa3aHUAMU U
npoueaypamu;

d) aHanuanpoBaTb KOHTPOSbHbIE XYypHarnbl U 3anucu TPETbEW CTOPOHbI O COBLITUSAX B
cucteme  3awmTbl  MHAOPMauMK,  3KCrnyaTauumoHHbIX — npobrnemax,  cbosx,
MPOCMEXUBaHUN HEUCNPaBHOCTEN U MOMIOMOK, CBS3aHHbIX C MNpefocTaBnsiemMon
ycnyrom,

e) paspelaTb Nobble BbiBNEHHbIE NPOBNEMbI 1 yNIpaBnaTh UMU.

OTBETCTBEHHOCTb 3a MEHe)KMEHT B3aMMOOTHOLLEHUI C TPETbeN CTOPOHOM AOMKHaA BbITh
HasHayeHa ornpeaeneHHoOMy nuuy WNu rpynne no MeHempKMeHTy ycnyr. Kpome ToOro,
opraHusaumst AosrmkHa obecnevnBaTtb, YTOObI TPETbA CTOPOHA Ha3Ha4vana o6a3aHHOCTU MO
OCYLLLECTBIIEHUNIO MPOBEPKN COOTBETCTBMS W cobntogeHutio TpeboBaHM cornalleHun.
[locTaTouHble TEXHUYECKME HAaBbIKM WU Pecypchbl AOMKHbI ObITb caenaHbl 4OCTYMNHbIMK AN
TOro, 4YTobbl MOCTOSIHHO KOHTPONMMPOBATb BbIMOMHEHME 3TUX TpeboBaHW cornawleHuns
(cm. 6.2.3), B 4acTHocTM, TpeboBaHun 3awuTbl WHGopmMaumn. [lpn oBHapyxeHun
HeJoCTaTKoB B 0O6CMY>XMBaAHUKN LOMMKHO ObITb NPEeAnpUMHATO Nogxoasiiee eNCTBME.

OpraHusaums [ormkHa noaaepxuBaTb [AOCTaTOYHYIO CTeneHb MOMIHOrO KOHTPONns U
HabnogeHnss BO BCeX acnekTax 3awuTbl ANsi BAXXHOW U KPUTUYECKON MHopMaumm unm
cpeacts 0b6paboTkn MHOpMaUMK, OOCTYMHbIX TPeTben CTOpOoHe, obpabaTbiBaeMbIX UIu
ynpaBnsieMblx TpeTben cTopoHon. OpraHusaums [ofmkHa obecneymBaTb COXpaHeHue
cBoero HabnwgeHus BMAOB [OeATEeNbHOCTM NO  3awuTe, Hanpumep, ynpasneHue
N3MEHEHNAMM, BbiSIBNEHNE cnabbix MecT, npegocTaBneHne oT4yeTOB 06
NHUMOEHTax/OTKMK Ha MHUMAEHTbI B CUCTEME 3alunTbl MHpOpMaLMM NOCPEACTBOM YETKO
onpegeneHHoro npouecca, opmarta U CTPYKTypbl NpeaocTaBneHns OT4ETOB.

[Mpo4yasa nudpopmaums

B cnyyae aytcopcuHra, opraHvsauum HeobxoauMmo ObiTb OCBEOOMMEHHOW O TOM, 4TO
OKOH4YaTenbHasi OTBETCTBEHHOCTb 3a WHdOopMauuio, obpabaTbiBaemylo MNpUBRIEYEHHON
CTOPOHOW, OCTaeTCs Ha OpraHn3auun.
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10.2.3 MeHeOXMEHT N3IMEHEeHUM B yCIlyrax TpeTben CTOPOHbI

CpeacTBo ynpaeneHus

N3meHeHnss B nNpedoCTaBfeHUMM YCNyr, BKAYas nopdepXaHve W - ynydweHue
CYLLECTBYIOLLENA MNONUTMKN, Npouedyp M CpeacTB ynpaereHuss B 06nactu  3awuthbl
MHOPMaUMK, OOMKHbI YNPaBNSATLCS, YYMTbIBas KPUTUYHOCTb BOBEYEHHbIX [enoBbIX
CUCTEM M NPOLIECCOB M NEPEOLIEHKY PUCKOB.

PykoBoacTBO no peanusauuu

Mpouecc MeHeakMeHTa WM3MEHEeHW B ycnyrax TpeTbeill CTOPOHbl AOSPKEH Y4YMTbIBATb
criegytoulee:

a) W3MeHeHusl, caenaHHble opraHnsaunen ons peanusauuun cnegyoLlero:
1) coBepLUeHCTBOBaHWE TEKYLLMX NpeariaraeMbix yCnyr;
2) paspaboTka Kakmx-rmmbo HOBbIX MPUMOXKEHUN U CUCTEM;
3) mMoaudukaumsi unv oGHOBNEHME NONUTUKM U NpoLEeayp opraHM3aLmu,

4) HOBble cCpenctBa ynpaslneHuna AOnAa paspeweHna MHUMOEeHTOB B CUCTemMe
3aLnTbl MHOPMaLUK n ynyydweHuna 3allnTbl;

b) un3MeHeHus B ycnyrax TpeTben CTOPOHbI AN peanu3aumm cnegyoLlero:
1)  n3MeHeHMs 1 COBEpPLUEHCTBOBAHUA ceTewn;
2)  MCNOSib30BaHME HOBbIX TEXHOSOMNNA;
3) NpVHATME HOBbLIX NPOAYKTOB MM 6oniee HOBbIX BEPCUIA/BbIMYCKOB;
4) HOBble MHCTPYMEHTarnbHblE CpeacTBa U cpeabl pa3paboTky;
5)  n3meHeHus B pmM3n4eCKOM MECTOMOSOXKEHUN CPEACTB 0BCNYXMBaHWS;

6) W3MeHeHue opraHn3aunn-NoOCTaBLLMKOB.

10.3 lnaHupoBaHMe peanunsaumm 1 NpUemMKa CUCTeMbl

Llenb: MMHUMM3MpPOBaTL PUCK CUCTEMHBIX COOEB.

[onrocpoyHoe nnaHMpoBaHWe M NOAroToBKa TpebywTca Ans Toro, YyTobbl obecneynTb
OOCTYMHOCTb Tpebyemon npou3BOOMTENBHOCTM U PECYpCoB ANd npefocTaBrneHns
HeobXxoanMbIX NokasaTenen paboTbl CUCTEMBI.

MporHosbl Gyaywmx TpeboBaHuii K MPOU3BOAUTENBHOCTU AOIMKHbI OblTb caoenaHbl Ans
TOro, YTOObl CHU3WUTb PUCKM NEepPErpy3kn CUCTEMBI.
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3KCI'IﬂyaTaL|,I/IOHHbIe Tpe6OBaHVIFI HOBbIX CUCTEM  [OOJTXKHbI ObITb YCTaHOBJIEHHI,
OOKYMEeHTallbHO noaTBepXaeHbl N UCMbITaHbl 40 UX NMPUHATUA U NCNOJTb30BaHUA.

10.3.1 MeHeaXMeHT NPOU3BOAUTENILHOCTHU

CpencTtso ynpasneHusd

Mcnonb3osaHune pecypcoB OOJPKHO TMOCTOAHHO KOHTPOJIMPOBATbCA, HaCTpauMBaTbCA, U
OOJDKHblI AenaTtbCA MNPOrHo3bl 6y,u,yu.w|x Tpe6OBaHVIl7I K npon3BoanUTENbHOCTU, C UeNblo
obecneunTtb HeOBXOANMbIE NOKa3aTenu pa6OTbI CUCTEMbI.

PykoBoacTBO no peanuvsauuu

[Ana kaxgon HOBOWM W Npoosnkarolenca OeATenbHOCTU AOMKHbl OblTb onpeferneHsbl
TpeboBaHMa K NpoOM3BOAUTENBHOCTU. HacTponka M MOCTOSAHHLIA KOHTPOMb CUCTEMBI
AOMKHbI NMPUMEHATLCA ANng obecneveHns U, ecnv 3TO Heobxoaumo, AN ynyudweHus
AOCTYMHOCTN N aPPeKTUBHOCTU cucteM. [JomkHbl OblTb BBeAEeHbI B AeNCTBUE CpeacTsa
obHapyxeHus aOna Toro, 4Tobbl ykasbiBaTb Ha MNpobnemMbl CBOEBPEMEHHO. [1porHo3bl
Oyaywmx TpeboBaHUN K MPOU3BOAUTENBHOCTU AOMMKHbI YYUTbiBaTb HOBble OeroBble U
cMCTeMHble TpeboBaHMsl, a Takke TeKylwume W MNporHo3vmpyemble TeHOEeHUMU B
CcnocoBHOCTAX opraHn3aumm no obpaboTke nHpopmaumm.

Ocoboe BHMMaHMe HeobXxoauMO yaenuTb NobbiM pecypcam, npuobpeTeHune KOTopbIX
TpebyeT OnMTENbHOrO BPEMEHW WM OonblUMX 3aTpaT; CrnefoBaTeNbHO MEeHeKepbl
AOMMKHbI NMOCTOAHHO KOHTPONMPOBATb MCMOMb30BaHME KIOYEBLIX CUCTEMHbBIX PECYPCOB.
OHM [OMmKHbI BbISIBNSATL TEHAEHUUW B MCMONb30BaHMM, OCOOEHHO B TOM, YTO KacaeTcsl
AENOBbLIX MPUMOXEHUA WNN MHCTPYMEHTanNbHbIX CPEeACTB WH(OPMALMOHHON CUCTEMBI
MeHeKMeHTa.

MeHemxepbl OOMKHbI MCMONb30BaTh 3Ty MHAOPMaUUIO ANA TOro, YToObl BbISBNATH M
n3beratb BO3MOXHbIX Y3KMX MECT M 3aBMCMMOCTM OT KIOYEBOro nepcoHana, KoTopble
MOryT NpeacTaBnsATb Yrpo3y CUCTEMHOW 3aluMTa MNKU ycrnyram, U OOMKHbl NiaHUMpoBaTb
noaxogsilee AencTeue.

10.3.2 T[lpuemka cuctembl

CpeacTBo ynpaeneHus

[lomkHbl ObITb ONpeaeneHbl KpUTEPUMM MPUEMKM HOBbIX WMH(OPMALMOHHBIX CUCTEM,
MOJEPHU3NPOBAHHbBIX BEPCUIA 1 HOBbIX BEPCUIN, U AOMKHbI ObITb BbINOSIHEHbI NOAXOASLINE
MCNbITaHWSA CUCTEMbBI (CUCTEM) B X04e pa3paboTku 1 40 NPUEMKMN.
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PykoBoacTBO no peanusauumu

MeHemxepbl AOMKHbI 06ecneynBaTb, YTOObI TpeboBaHWS N KpUTEPUUN ANA NPUEMKM HOBbIX
cucteM 6binM YeTKO onpeferieHbl, CornacoBaHbl, OOKYMEHTanbHO MOATBEPXAEHbl U
ncnbiTaHbl. HoBble MHPOPMALIMOHHBIE CUCTEMbI, MOAEPHU3ALMM U HOBblE BEPCUN AOIMKHbI
nepemeLlaTbCsa B MPOM3BOLCTBO NOCHe TOMbKO nocne nonyyvyeHns oomumansHOW NpuemMKu.
Mepen Tem, kak BygeT BbINONHEHa oduLManbHas NpUeMKa, AOMKHbl OblTb PacCCMOTPEHBDI
cnegyoLwime nyHKTbl:

a) TpeboBaHWA K (PYHKLUMOHWPOBaHWIO U TpeGoBaHWA K MNPOU3BOAMTENLHOCTU
KOMMbOTEpPA;

b) npoueaypbl BOCCTaHOBIMEHMSI W MOBTOPHOrO Mnycka nocne owubok, a Takke
ypesBblYalHble NaHbl;

C) NoaroToBKa M MpoOBedEeHUEe WUCMbITaHUn PYTUHHbLIX Mpoueayp JaKkcnnyataunnm Ha
COOTBETCTBUE onpeaerieHHbIM CTaHaapTam;

d) cornacoBaHHbI Habop cpenCcTB ynpaBreHnsa 3almMTon Ha MEecTe;
€) pesynbTaTuBHbIE PyYHble MpoLeaypsbl;
f)  mMeponpusaTMa no obecneyeHnto HenpepbIBHOCTU BusHeca (cMm. 14.1);

g) AOKa3aTesibCTBO TOro, 410 YCTaHOBKa HOBOW CUCTEMbl HE OKaXeT HeraTUMBHOro
BINnAHNA Ha cyulecTsyrouine CuUctembl, B 0COBEHHOCTH, BO BpeEMA Hanbonee
WHTEHCNBHOM O6pa6OTKVI, HanpuMmep, B KOHLE MeCALa,

h)  pokasaTenbCTBO TOro, YTO GbINIO PACCMOTPEHO BANSAHME HOBOW CUCTEMbI Ha OOLLYIO
3aluTy opraHuMsaumu;

i) noaroToBka B pa60Te NI Ncnonb3oBaHMN HOBbLIX CUCTEM,

j)  ypnobcTBO UCNoONb3oBaHMS, MOCKONbKY 3TO BRMsSieT Ha paboTy nonb3oBaTens u
NnpefoTBpaLLaeT YeNIOBEYECKYHO OLUMOKY.

[na cepbesHbIX HOBbLIX pa3paboTok, Ha Bcex cTaguax npouecca pas3paboTky OOSMKHbI
NPOM3BOANTBLCS KOHCYNbTauuuM C NPOU3BOACTBEHHbIM OTAENIOM W Monb3oBaTensamMu Ans
obecneveHns akcnnyaTauMOHHOM 3(PEKTUBHOCTM NpeanaraeMoro NPOeKTHOro peLueHns
ana cuctembl. JomkHbl 6bITb BbINOMHEHbI Haanexawme WUCNbITaHUa Ons TOro, 4Tobbl
noaTBepAuTb, YTO BCE KpUTEPUU NPUEMKM Bblni MONHOCTbLIO BbIMOMHEHDI.

[Mpo4yasa nHdpopmaums

Mpuemka mMoxeT BkNYaTb B cebs npouecc oduumManbHOW cepTudukaumm wu
akkpeguTaumm ans toro, 4tobbl BepuduumMpoBaTh, YTO TpeboBaHUSA 3aLmnThl Oblfn YYTEHbI
npaBUIIbHO.
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10.4 3awwmTta OT 3NOHaMepPeHHOro U MOGUNLHOro Koaa

Llenu: 3awmtntb LLeNOCTHOCTL NPOrpaMmMHOro obecnedyeHnsa n nHpopmawmu.

Ons Toro 4TtoObI npenoTBpaTtnutb U O6Hapy)KVITI:> BBeOJEHMNE 3roOHaMepeHHOro Koga u
Hepa3peLeHHOoro MOOUNbLHOro Koaa, Tpe6y+0Tcs=| Mepbl NpeaoCTOPOXHOCTW.

[MporpammHoe obecnedyeHne wun cpeactBa 006paboTkM MHopMauumM  yaA3BUMbI MO
OTHOLLEHUIO K BBEOEHUI0 3MOHaMEPEHHOro KoAda, TaKoro Kak KOMMbHTEPHbIE BUPYCHI,
ceTeBble 4YepBU, TPOSIHCKME KOHW W formdyeckne 6ombbl. Nonb3oBatenu AOMKHbI ObITb
ocBefoMreHbl 06 OnacHOCTAX 3NoHamepeHHoro kopa. MeHemkepbl OOSMKHbI, €Cnn 3TO
YMECTHO, BBOAUTb CpeAcTBa ynpaBneHus Ans  Toro, 4ToObl npegoTBpallaThb,
oBHapyxu1BaTb U yAansTb 3NIOHAMEPEHHbIVN KO, U YNpaBnsaTb MOOUIbHBIM KOOOM.

10.4.1 CpepactBa ynpaBrieHUs NPOTUB 3JIOHaMEepPEeHHOro Kkoaa

CpencTso ynpasneHus

[onxHbl ObITb peanun3oBaHbl cpeacTBa ynpaBieHnd 06Hapy>|<eHV|eM, npegorspalleHnemM 1
BOCCTaHOBJIeHNeEM Ond 3alnTbl NPOTUB 3JIOHAMEepPEeHHOro Koda, a TakKkKe npoueanypbl
O3HaKOMJI1eHUA COOTBETCTBYHOLLNX nonb3oBaTtenemn.

PykoBoacTBO no peanuvsauumu

3awmuTta npoTMB 3rOHaMEPEeHHOro koda [ofmkHa OblTb OCHOBaHa Ha nporpamMmmax
obHapyXeHus 1 yganeHusi 3noHaMepeHHOro Koga, ocBeJOMMEHHOCTM B 0BnacTu 3alnThbl,
a TaKkKe Ha Hagnexalwimx cpeacTBax ynpasrieHUs JOCTYNOM K CUCTEME U MEHEXKMEHTOM
n3meHeHun. JomkHbl BbITb paCCMOTPEHBI Cneaytollee pyKoBoASALNE yKa3aHUA:

a) cosgaHue oouLManbHoON MNONUTUKN, 3anpeLuatoLLlen ncnonb3oBaHue
HepaspeLLEeHHOro NporpaMmHoro obecneyeHus (cm. 15.1.2);

b) cospaHue oduunanbHOM MONUTUKA ONA  3aWMTbl OT PUCKOB, CBSA3AHHbLIX C
nonyyeHnemM annos 1 NporpamMMHoOro obecnevyeHns 3 BHELIHUX CeTen unu vyepes
HUX, UMK XXe Ha NloOoM OpYrom HOCUTENE; YKasblBaOLLEN, YTO Kakne 3alunTHbIE Mepbl
AOIMKHbI ObITb NPEANPUHSATHI;

C) npoBedeHue perynspHoro aHanua3a nporpaMMmHoOro obecneveHns M cogepxaHus
AaHHbIX CUCTEM, NOAAEPXMBAIKOLLMX KpUTUYECKME AenoBble Npouecchl; NPUCyTCcTBue
nobbIX HeyTBEepPXOEHHbIX (PannoB UM HepaspeLlLeHHbIX U3MEHEHUN OO0MKHO 6bITb
odumumnanbHO paccreaoBaHo;

d) yCTaHOBKa W peryndpHoe obHoBneHne nporpamMmmbl 06Hapy>KeHI/1ﬂ n yaaneHud
3noHaMepeHHOro Koga ansl CKaHMPOBaHUS KOMMbIOTEPOB N HOCUTENEN MHGopMaLUnmn
KaK npepgynpeguTernibHoe cCpeacteso, WM B pa6oqu nopdaanke; BblMONHAEMbIE
NPOBEPKN AOJKHbI BKI1IOYaTb B cebs cneagywulee:

1) npoBepka nobbIX PaNNoB Ha ANEKTPOHHOM UM ONTUYECKOM HOCUTENE, a Takke
¢rannos, MornyvYeHHbIX MO CeTAM, Ha Hanuyve 3rnoHaMepeHHOoro Koga nepen
NCNOSib30BaHNEM,;
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2) npoBepka MPUNOXEHUM K SMNEKTPOHHbIM MUCbMaM W 3arpy3oK Ha Hanuuune
3rloHaMepeHHOoro koga nepen WUCNOMb3OBaHWEM; 3Ta MpoBepka [OrmkHa
BbINOMHATLCA B pa3HbIX MecTax, Hanpumep, Ha cepBepax 3MeKTPOHHOW MOoYThI,
B NepcoHarnbHbIX KOMMNbIOTEPAX U NPW MNOCTYMNMEHUM B CETb OpraHn3auuu;

3) nposepka web-CTpaHWL Ha Hanuyne 3aNOHaMepPeHHOro Koaa;

e) onpegeneHve ynpasngawLWmMx npoueayp v obasaHHocTen Ana paboTbl C 3aLMTON
CMCTEM OT 3MIOHAaMEpPEHHOro  Koda, MOArOTOBKM MO WX  WUCMOMb30BaHMIO,
npeaocTaBfeHns OTYETOB M BOCCTAHOBMEHUSA MOCME aTaku 3MOHaMEpPEHHOro koaa
(cm. 13.1 1 13.2);

f)  nogrotoBka noaxogswmMx nnaHoB obecneyeHuss HenpepbiBHOCTU 6GusHeca ans
BOCCTAHOBIIEHUSA MOCMe aTaku 3roHaMepeHHOoro Koda, BKMYas Bce Heobxoaumbie
pe3epBHbIE KOMUU AaHHbIX U NPOrpaMMHOro obecnedeHuns, a Takke MeponpusiTUs no
BOCCTaHOBIIeHuIo (cM. pasgen 14);

g) peanusauma npouenyp AN perynspHoro cbopa nHdopmauuu, Hanpumep, nognucka
Ha MOYTOBYK pPacCbIfiKy W/MNU npoBepka web-canMToB, fawowmx WHGopmauuio o
HOBOM 31I0HaMepPEeHHOM KoAe;

h) peanusauma npouenyp C uenblo BepudUUMPOBaTb MHGOPMaUMIO, CBS3AHHYK CO
3rlOHaMepeHHbIM  KOgOM, UM obecneunTb TOYHOCTb U MH(POPMATUBHOCTb
npegynpexaaroLmx Gronnetexen; MeHeXepbl AOMKHbI obecneunBaTb
MCNONb30BaHWE KOMMETEHTHbIX WCTOYHUKOB, HanpuMep, CONUAHbIX >KypHaros,
HafeXHbIX web-canToB mMnu NocTaBLLMKOB, MPOU3BOAALLMX NPOrpaMMbl ANS 3aLUUThI
OT 3MOHaMEPEHHOro KoAa, Ans Toro, YTobbl AenaTh pasnuune mexay daHTomamun u
pearnbHbIM 3TOHAaMEPEHHbBIM KOAOM; BCE MOMb30BaTENM A0MKHbI ObITb OCBEAOMMEHbI
0 npobneme aHTOMOB M O TOM, YTO HaZlo AenaTb NPy X NOSTyYEHUMN.

[Mpo4yasa nHdpopmaums

Mcnonb3oBaHve aByx unu Goree nporpaMMHbLIX MPOAYKTOB OT pPasHbIX MOCTaBLLMKOB,
3alyMLLatoLLeecs NPOTUB 3TOHAMEPEHHOTO KoAa Mo Beew cpene 06paboTku MHopMaLuK,
MOEeT YIy4llnTb Pe3ynbTaTUBHOCTb 3aLUMThI OT 3rIOHaMEepPEeHHOro Koaa.

[MporpammHoe obecneyeHne Ond 3awuTtbl OT 3JITOHaMEepEeHHOro Koga MOXeT ObITb
YCTaHOBJIEHO TakK, yToObl ObOecneunmBaTb aBTOMaTUMYECKME OOHOBMEHMUS channos
onpegeneHna n MexaHnMamMoB CKaHUPOBaHUA ONA obecneyeHus aKTyalnbHOCTU 3allUUThbI.
Kpome TOro, ato nporpammHoe obecneyeHne MoOXeT ObITb YCTaHOBJIEHO Ha KaXAoM
HaCTOJIbHOM KOMMbOTEPE AJ14 BbINOJIHEHNA aBTOMAaTU4YE€CKNX NMPOBEPOK.

CnepnyeT no3aboTuTbcs O 3aliuTe OT BBEAEHUS! 3rTOHAMEPEHHOro kofda B XoAe npouenyp
TEXHUYECKOro O0OCMYXMBaAHUS W 4pesBbl4alHbIX NpoLeayp, KOTopble MOryT 0GONTH
0bblYHblE CPEACTBA YNpaBreHns 3aLmUTON OT 3floOHaMepPEHHOro Koaa.
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10.4.2 CpepncTBa ynpaBneH1Us NpoTUB MOOUNBLHOroO Koaa

CpeacTBo ynpaeneHus

Ecnn wucnonb3oBaHMe MOOMMABHOrO KoAa paspelleHo, TO KOHUrypauusi OOrmkHa
obecneumBaTb, 4TOObl paspelleHHbli MOOWMbHLIM KOA4 [OEWCTBOBAN COrMacHO 4YeTko
onpegeneHHon nonutuke B 06MacT 3awuTbl, a WUCMNONb30BaHWE HepaspeLleHHOro
MOOBUITbHOrO KoAa OOIMKHO NpeaoTBpaLLaThCs.

PykoBoacTBO no peanusauuu

[nsa 3awmTbl 0T MOOMNBLHOrO KOAAa, BbIMOMHSOLWErO0 HepaspelleHHble OeNCTBUS, OOIMKHbI
ObITb paccMOTpeHbl creayoLlne AenCcTBUS:

a)  BbINOMHEHNE MOBUITBHOrO Koga B fIOrMYeCKN N30NMPOBaHHON CPeae;
b) ©noknpoBaHme NOOOro NCNOb30BaHNA MOOWBHOIO KOAA;
c) 6nokupoBaHune NoNyyYyeHNs MOBUNBHOIO Koaa;

d) aKTMBM3auusa TEXHUYECKUX Mep, B 3aBUCUMOCTM OT AOCTYMNHOCTWU ANSi KOHKPETHOW
cucTeMbl, Ans obecneveHms Toro, YTobbl MOBUIBHLIN KOA YNpaBnsancs;

e) ynpaslieHne pecypcamMmu, nogxogdawmMmm and aocrtyna MOBUIBHOrO KOAa;

f)  kpuntorpadpmuyeckme cpenctea ynpaBneHWs AOns O4HO3HAYHOro  YCTaHOBMEHWUS
MOOUMNbHOro Koaa.

[Mpo4yasa nudpopmaums

MobunbHbIN KOO ABNAETCS NpOorpaMMMpyemMbiM KOOOM, KOTOPbIA MEPEHOCUTLCA C OAHOro
KOMMNbIOTEPA Ha OPYrov KOMMbKOTEpP, a 3aTeM aBTOMAaTUYECKU UCMNONHAETCH U BbINOSTHAET
KOHKPETHYI (PyHKUMIO npu Hebonbwom yyacTuu nonb3oBatens unu 6e3 TakoBOro.
Mo6unbHbIN KOf CBA3aH C PSAOM YCryr MPOMEXYTOYHOro NporpaMMHOro obecnevyeHus.

Kpome obecneyeHuss Toro, YTo MOOWUIIbHBLIM KO HE COAEPXUT 3MIOHAMEPEHHOro Koaa,
ynpaeneHne MOBWUIbHbIM KOAOM BaXHO ANs Toro, 4tobbl msbexaTb HepaspelueHHOro
NCNOMNb30BaHNA WUNU HapyLUEHUS CUCTEMbI, CETU UMW MPUKNadHbIX PecypcoB U Opyrux
HapyLleHUN B cCMCTEME 3alUnTbl MHpopmaLmu.

10.5 Pe3epBHOe KOonNMpoBaHue

Llenb: MopaepxmBaTb LENOCTHOCTb M AOCTYMHOCTb MHGOpMauun u cpeacts obpaboTku
nHdopmaumn.

[omxHbl ObITb CO34aHbl CTaHAapTHble MNpoueadypbl ANs peanv3auuy CornacoBaHHOM
NONUTMKM N cTpaTern B obnactn pe3epBHOro konvposaHusa (cM. Takke 14.1) ans cHATUS
pe3epBHbIX KOMWUIA AaHHbIX U PeneTULMM X CBOEBPEMEHHOIO BOCCTaHOBMEHUS.
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10.5.1 Pe3epBHOe KonupoBaHue UHdopMaLum

CpeacTBo ynpaeneHus

PesepBHble konuu WHoOpMauMM u nNporpaMMHOro obecnedyeHust LOSKHbI PerynsipHo
CHUMATbLCA U MCMbITbIBATLCS B COOTBETCTBMM C COrNTACOBAHHOW MOMMTUKON pPe3epBHOrO
KONMpPOBaHMS.

PyKkoBOACTBO N0 peanunsaumm

[ormxHbl ObITb NPeayCcMOTPEeHbl afekBaTHble CpeacTBa CO3AaHWst pe3epBHbIX KONUn Ans
obecne4vyeHuns Toro, YToObI BCA CyLLeCTBEHHas MHopMaunsa 1 nporpammHoe obecneyeHve
Mornu ObITb BOCCTaHOBMEHbI Nocne 6eacTeusa nnm c6osa B paboTte HocUTENS MHOpMaLui.

[nsi pe3epBHOro KOMMPOBaHWs UHAOPMaUMM OOSMKHbI ObiTb PacCMOTPEHbI creayoLme
MYHKTbI:

a)

b)

f)

AomkeH ObiTb onpefeneH HeobXOAUMLIN  YPOBEHb PE3EPBHOrO  KOMMPOBaHMS
nHdopmaumu;

AOMKHbl ObITb CcO34aHbl TOYHblE M MNOfHbIE 3anucu o pe3epBHbIX KOMUAX W
OOKYMEHTMpPOBaHHbIe npoueaypbl BOCCTAHOBITIEHUA,

obbem (Hanpumep, MOMHoOe UM BbIDOPOYHOE pe3epBHOE KOMMPOBAHME) U YacToTa
Pe3epBHOI0 KOMMPOBaHUA AOSMKHbI OTpaXaTb OeroBble TpeGoBaHWA opraHusauuu,
TpeboBaHMsA 3alMTbl BOBNEYEHHOW MHGOPMALMM U KPUTUYHOCTb MHOpMaLun ans
HenpepbIBHOTO (PYHKLMOHUPOBaHNS OpraHM3auuu;

pe3epBHble KOMUU AOSKHbI XpaHUTbCA B LOCTAaTOMHOM OTAaneHuu, YTobbl usbexartb
nto6boro yuiepba ot 6e4cTBMA HA OCHOBHOM MECTE;

pe3epBHOM MHpOopMaLMM OOmMKeH BbITb NpUAaH Hagnexawmi ypoBeHb (husmnyeckomn
M 39Komormyeckon 3awmTbl  (CM. pa3gen  9), COOTBETCTBYIOLMA CTaHOapTaMm,
NpUMEHsIeMbIM Ha OCHOBHOM MeCTe; CpeacTBa YhpaBneHus, MpUMEHSeMble K
HOCUTESND Ha OCHOBHOM MECTE, AOSMKHbl ObiTb paclMpeHbl Tak, 4YToObl OXBaTUTb
MECTONMOSIOXKEHNE PE3EPBHOMN KOMUK;

HOCUTENWN PE3EPBHOM KOMUW LOKHbI PErynsipHO UCMbITbIBATLCA Ansi 0becneveHus
TOro, YTOObI HA HUX MOXHO MOJIOXKMTBLCA B Crly4yae aBapuMHOIO MCMONb30BaHUS, ecnu
BbyaeT Heobxoanmo;

npouenypbl BOCCTAHOBMEHUSA LOJMKHbI PETYNsipHO NPOBEPSITBCS U UCMbITLIBATHCS, C
uenbto obecnednTb, YTO OHM ABMSKOTCA Pe3yNbTaTUBHLIMU U YTO OHUM MOTYT ObITb
BbIMOMHEHbI B TE€YEeHMEe BPEMEHW, BblAENeHHOro B npouedypax 3JKcnnyaTaumu Ha
BOCCTaHOBJEHUE;

B CUTyauusix, rae BaxHa KOH(MAEHUMaNbHOCTb, pe3epBHbIe KOMWW AOSHKHbl OblTb
3allyLLEeHbl MOCPeaCTBOM LLUMMPOBaHNS.
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MeponpuaTua nNo pe3epBHOMY KOMMPOBAHMWIO ANst OTAENbHBIX CUCTEM OOJKHbI PErynsipHo
UCMbITbiIBaTbCA AnNsi obecrneyvyeHnst TOro, YTO OHW yOOBNETBOPSOT TpeboBaHWsAM NnaHoB
obecrneyeHnss HenpepbiBHOCTM OusHeca (cm. pasgen 14). OnNA KPUTUYECKUX CUCTEM,
MEPONPUATUS MO PE3epPBHOMY KOMUPOBAHUIO [OOMKHbI OXBaTbiBaTb BCH CUCTEMHYHO
UHOpPMaLMIO, MPUINOXKEHUS M OaHHble, HeobxoauMmble ONS BOCCTAHOBIEHMS MOJHOM
cucTeMbl B criydae b6eacteus.

[orxeH ObITb onpeaeneH CpoK XpaHeHUs AN CyleCTBEHHOW AenoBor MHdopmMauuu, a
Takke noboe TpeboBaHMe N0 COXpaHEeHUI0 apXnBHbIX kKonun (cM. 15.1.3).

[Mpo4yasa nudpopmaums

Meponpuatnsi No pe3epBHOMY KOMMPOBAHMIO MOryT ObiTb aBTOMaTU3UPOBaHbI AN TOro,
yTobbl 0OMNerynTb npoueccbl pPe3epBHONO KOMMPOBAHWUS U BOCCTAHOBMEHUsS. Takue
aBTOMaTU3MpPOBaHHbIE pPELLUEeHUs OOMMKHbI B JOCTAaTOYHOM CTENEeHU UCMbITLIBATLCH nepen
peanusaumen n nepuoanvecku.

10.6 MeHeOXXMEeHT 3alnTbl ceTn

Llensb: OBecneunTb 3amTy MHOPMaLUN B CETAX U 3aLLUTy ONOPHOM MHAPACTPYKTYPbI.

besonacHbln MeHeoXXMEHT CeTeW, KOTOpbIN MOXET MNpocTUpaTbCs 3a npedenbl rpaHul
opraHun3auuu, Tpe6yeT TWAaTenbHOro pacCcMoOTpeEHNA MNOTOKa AOaHHbIX, PpUAN4YeCKNX
nocrneacTBum, NOCTOSAHHOIO KOHTPOMNA U 3aLLUThI.

Takke wMoryT noTtpeboBaTbCA [OOMNOSMHUTEMbHbIE CpeAcTBa [ANA  3alinTbl  BaXXHOW
NMHOopMaLMK, NpoxoasLlen Yepes obLleaoCTyNHbIE CETH.

10.6.1 CpenctBa ynpaBrneHusi CeTbio

CpencTso ynpasneHud

CeTun OOMmKHbI ynpaBnATbCA U KOHTPOJIMPOBATbCA HaAnexXalwmnm 06p830M Ans Toro, 4toobl
ObITb 3aLUMLLIEHHBIMU OT yrpos, n ana Toro, YTOObI nogaepxXxumesatb 3allnUTy AnAd CUCTEM U
NPUNOXEHUN, MCcnosib3yrnwmnx ceTb, BKIOYaA TPaH3UTHYIO nHdopMaLmio.

PykoBoacTBO no peanusauuu

CeTteBble MeHeXXepbl AOJTKHbI pealin3oBbiBaTb CpencTBa ynpaslieHNA On1A obecneyeHus
3aWwnTel MHOpMaUMM B CETSX, a Takke 3aluTbl CBS3aHHbIX C HeWn ycnyr ot
Hepas3pelweHHOro noctyna. B uacTtHOoCTW, [OOMKHbI ObITb paccMoTpeHbl cneaywune
MNYHKTbI:

a) OTBETCTBEHHOCTb 3a 9Kchnyatauuio ceTen pomkHa ObiTb oOTgeneHa  oOT
PYHKLMOHMPOBAHUA KOMMNLIOTEPOB, €Crn 3T0 yMecTHO (cMm. 10.1.3);

b) pomkHbl ObiTb oOnpedeneHbl 06A3aHHOCTUM M Mpoueaypbl MO MEHEeIKMEHTY
AVCTaHLUMOHHOrO 06OpYyaAOBaHUs, BKMoYas obopygoBaHWe B MOMb30BaTENbCKUX
30Hax;
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C) cneuuwanbHble cpeacTBa YynpaBreHus AOMKHbl ObiTb YCTAHOBMEHbI ANs OXPaHbl
KOHOUOEHUNANbHOCTM N LLENOCTHOCTM OaHHbIX, NPOXOAsALWMX Yepesd obLeaoCTynHbIe
ceTn unu no GecnpoBOAHbLIM CEeTAM, a Takke ANA 3alWuTbl CBA3AHHbLIX CUCTEM U
npunoxenun (cm. 11.4 n 12.3); cneumnanbHble CpPeACcTBa YNpaBfeHUs Takke MOryT
notpeboBaTbCa ANA nogaepXaHus AOCTYMHOCTU CEeTeBbIX YCNYr U NOOKMHOYEHHbIX
KOMMbIOTEPOB;

d) Aans Toro 4YToObl caenaTb BO3MOXHbLIM BeAeHNe 3anvceit 0 AeACTBUSAX, 3HAYMMbIX A
obecrneyeHns ©6e30NacHOCTUN, OOMKHbI NPUMEHATLCA Hagnexawun cbop AaHHbIX U
MOCTOSIHHbIV KOHTPOIb;

e) [eATeNnbHOCTb N0 MEHEeMKMEHTY OOSKHa ObiTb TwaTenbHO CKOOPAMHUPOBaHa, Kak
ANna TOoro, 4tobbl ONTUMM3MPOBaTL OBCMNyXMBaHWE opraHusauun, Tak U Ang Toro,
4TObOLI 0BecneunTb, YTO CpeacTBa yrnpaBreHus nocnefoBaTenbHO NPUMEHSIOTCA MO
BCEN MHpacTpyKkType 0bpaboTkn MHopmMaumn.

[Mpo4yasa nHdpopmaums

[dononHuTenbHylo WHOpMauMo Mo 3awmte cetm MoxHo Hanmtm B ISO/IEC 18028,
NHopmaunoHHble TexHonornn. Metoapbl 3awmTel. 3awmrta cetu IT.

10.6.2 3awwuTa ceTeBbIX yCnyr

CpencTtso ynpasneHusd

XapaKkTepuCTuK1 3allmTbl, YPOBHU OOCNYXMBaHWA N TpPebOBaHUSA K MEHEIKMEHTY BCEX
ceTeBbIX YCNyr AOMKHbI ObITb OnpeaeneHbl U AOMKHbI BKNHOYATLCS B Nt060e cornalleHne o
NpedoCTaBneHnM CeTEBbIX YCMyr, HE3aBUCUMO OT TOro, BHYTPU fM OpraHu3auun unm
NOCPEACTBOM ayTCOPCUHIa NpeaoCcTaBnsaTCs 3TN YCNyru.

PykoBoacTBO No peanusauuu

CnocobHOCTb NoOCTaBLUMKA CeTeBbIX ycnyr 6es3onacHo ynpasnATb cornacoBaHHbIMA
ycnyramm AOOJKHa ObITb onpegernieHa U OoIMKHa NOCTOAHHO KOHTPONMUMPOBATbCA, TaKXe
AOIMKHO ObITb COrnacoBaHo npaBso Ha ayauT.

HomkHbl ObITb onpegeneHbl Mepbl Mo obecnevyeHuio 3almTbl, Heobxoaumble AOns
KOHKPETHbIX YCNyr, TaKue KakK XapakTepUCTUKM 3alUuuTbl, YPOBHW OOCNYXMBaHUS U
TpeboBaHMsa K MeHemkmeHTy. OpraHmsaums gomkHa obecneymBaTtb, YTOObI MOCTaBLUUKM
ceTeBbIX YCIyr peanv3oBbiBany 3T Mepbl.

[Mpo4yasa nudpopmaums

CeTeBble ycnyru BkMoYaT B cebs npegocTaBneHne coeauHeHnin, yCrnyrn YacTHbIX CEeTEN,
a Takke CeTu C AOMNONHUTENbHBLIMU YCryramu 1 yrnpaensiemMble pelleHns no 3awuTe ceTen,
TakMe kak GpaHamayapbl U CUCTEMblI OBHapPYXXEHUS1 BTOPXKEHUS. JTU YCRyrn MoryT ObITb
pasHbIMK, OT NPOCTONM HEeynpaBnsieMOW NONOChbl NPONYCKaHUSA A0 CMOXHbIX MNPEAroXeHNIA
C 4OMNOMHUTENbHBIMU BO3MOXHOCTSIMMU.
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Mpu3HakaMu 3aLmTbl CETEBBIX YCMYr MOryT ObITb CreayloLwme aNeMeHThbl:

a) TEXHOJ0InA, npuMeHdaemasa ana 3alluTbl CeTeBbIX YCIYr, Takada Kak ayTeHTVICbVIKaLI,VIFl,
LWwndgpoBaHMe n cpeactea ynpasneHna ceTeBbiM NOAKITHIYEHNEM,

b) TexHuyeckne napameTpbl, HeobOxogumble Ons  3aAWMLLEHHONO COeAMHEHUs C
ceTeBbiMM cnyxbamm B COOTBETCTBMM C MpaBunamMu 3alinTtbl U CETEBbIX
NOOKITHOYEHWNI;

C) npouenypbl NCMOJIb30BaHUA CETEBbLIX YCIyr, C LeNnblo OrpaHnydnTb A0CTYyN K CeTeBbIM
ycnyram mnum npuroXxeHumam, ecrnm aTo HeobxoaMMmo.

10.7 OOGpaleHune ¢ HocuTenaMmm nHcpopmauum

Llenb: MpenoTBpaTuTb HepaspelleHHoe packpbiTve, Moaudukauuio, yaaneHue Wnm
paspyLleH1e aKTMBOB M NpepbiBaHne OernoBoi AeATENbHOCTU (DUPMBI.

Hocutenun oonxHsoi ynpaBnATbCA U OOJIKHbI ObITb C*)I/I3I/I‘-I€CKI/I 3aljuLleHbl.

[Ona sawnThbl OOKYMEHTOB, KOMMbHTEPHbIX HocuTenen uHgopmaumnm (Hanpmmep, JEeHT,
ﬂ,VICKOB), BXOAHbIX/BbIXOAHbIX AaHHbIX U CUCTEMHOWN OOKyMeHTauun oT Hepa3pelleHHOro
packpbITMda, Moaudukaumm, vyoaneHna wu paspyweHna  OO0JTKHbI ObITb onpegeneHobl
Hagnexatwmne npoueaypbl 3kcnnyataumn.

10.7.1 MeHeOXMeHT CMeHHbIX HocuTeneun nHcpopmauum

CpeacTBo ynpaeneHus

Ha mectax OomKkHbl UMEeTbCA npouenypbl MEHEKMEHTA CMEHHbIX HocUTEnen.

PykoBOACTBO NO peanunsaumm

Ana MeHemMKMEeHTa CMEHHbIX HOCUTENen [OIKHbI ObiTb PaAcCMOTPEHbl crepyloLlime
pyKOBOAOSALUME YKa3aHUS:

a) ecnn Gonblue He Tpe6yeTC$|, TO coaep’XaHune noboro Hocutens MHOropa3oBoro
ncnonb3oBaHNA, KOTOpPOE HaaneXut yaanntb U3 opraHn3aunn, OOJIKHO ObITb
caenaHo HeBOCCTaHOBUMbIM;

b) ecnu 310 Heobxoammoe u uenecoobpasHo, TO ANs ydaneHus HocuTens u3
opraHMsaumMmM OOImKHO TpeboBaTbCs paspelleHre, U OOMKHbl XPaHUTbCS 3anucu o
Takux yoaneHusx Ans Be4eHUs KOHTPOSIbHOrO XXypHana;

C) BCE€ HOCUTENN OO0JIKHbl XPaHUTbLCA B GesonacHon, 3alUnLLEHHON cpene, B
COOTBETCTBMN CO chneumdukaunsaMmm n3aroToBUTENSMU;

d) wuHpopmaumMs, xpaHsilaacs Ha HocuTene, KOoTopas AofmbkHa ObiTb AOCTyrnHa B
TEYEeHWe cpoKa, NpeBblLAaLEro CpoK cryxbbl HocuTena (B COOTBETCTBMM CO
crneundmrKkaLmMsaMmn 3roToBUTENS), AOMKHA TakKe XpaHUTbCA rae-HMbyap elle, 4Tobbl
nsbexatb NoTepmn MHpopMaL MM n3-3a YXy4LLeHNs COCTOAHNSA HOCUTENS;
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pernctpaumda CMEeHHOro HocuTenAa AOOJNKHa ObITb paccmoTpeHa Aana Toro, 4yTOObI
OrpaHn4nTb BO3IMOXXHOCTb NOTEPU AAHHbIX]

HaKONUTENN CO CMEHHbLIM HOCUTENEM AOSKHbl ObiTb pa3pelleHbl TONMbKO B TOM
cny4yae, ecnn and 3Toro eCtb AerioBasa npnyinHa.

Bce npoueaypbl U ypOBHU MOSTHOMOYUIA AOSMKHbI ObiTh YETKO AOKYMEHTUPOBAaHbI.

[Mpo4yasa nudpopmaums

CMeHHble HOocuTenu BKNOYalT B cebst NeHTbl, onall-ANCKA, CbEMHbIE XXECTKUE AUCKW,
CD-, DVD-gucku n nevatHble HOCUTENU UHOPpMaLnN.

10.7.2 JlnkBmpauua Hocutenem uHcgpopmaymumn

CpencTso ynpasneHus

Korga HocuTenb Gonblue He HYXEH, OH OO0JDKEeH NMKBUONpPOBaTbCA HaOEeXHO U 6e3onacHo,
ncnosb3yA othunumaneHble npouenypbl.

PykoBoacTBO no peanusauumu

OduumansHble npouenypbl 6e3onacHon NUKBMAALUU HOCUTENST AOMKHBI MMHUMN3NPOBATb
PUCKA YyTEYKN BaXHOW WHOpPMaUMM K HENonHOMouYHbIM nuuam. [lpouedypbl  Ans
6e3onacHon NUKBMOAUUN HOCUTENS, codepXallero BaxHy MHOopMaLmIo, AOMKHbl ObITb
copasMepHbl C KOH(pMAeHUNanbHOCTbIO 3Ton MHdopmauun. JomkHbl 6biTb pacCMOTPEHbI
cnegyoLime NyHKTbl:

a)

e)

HOCUTEIb, coaepxalumm BaXXHYO nHopmauno OOJDKEH XpPaHUTbCA "
NMKBNANPOBATbCA HaOEeXHO WU 6e3onacHo, HanpuMmep, nytem CXKuraHna wnn
N3MENbYEHNS, UMW XXEe AaHHbIE C HEro AOMMKHbI ObITb CTepThbl B LeNAX UCNOoJib30BaHUA
HOcUTENA ONAa APpYrnx NPUNOXEHUN B paMKax opraHn3auuu;

AOIMKHbI ObITb NPUHATLI NPoLEeaypbl AN TOro, YTobbl BLIABNATH 3NIEMEHTbI, KOTOPLIE
MoryT notpeboBaTtb 6Ge3onacHon NMKBMAAUNN;

MOXeT ObITb nerde opraHusoBaTb BCe eAuHuLbl HocuTenen nHdopmMauum, KotTopble
npegcrtont CO6paTb n 6esonacHo nKkBngnpoBatb BMECTO TOrO, YTOObI pa3fnendatb
Ba’XHbl€ 3JTEMEHTbI;

MHOrO OpraHusauum npegnaralT ycnyrm no cbopy wu nukeugaumm Oymar,
obopynoBaHMa U HoOcuUTEnewn; crnegyeT MpPosiBNATb OCTOPOXHOCTb B Bblbope
noaxoAsLiero nogpsifgyvka ¢ agekBaTHbIMU CpeacTBaMU yrpaBieHust U ONbITOM;

NMKBnaauna yAa3BMMbIX 3J1EMEHTOB OOJ1KHAa perncTtpmnpoBaTbCcAd, eCriin 3TO BO3MOXHO,
B LenAaX BegeHNnA KOHTPOJIbHOIr O XXypHara.

[Mpn HakannuBaHWM HOCUTENEen ANs nNuKBugauum, BHUMaAHWE OOSTHKHO ObITb vyaeneHo
SQ)CbeKTy arperaumun, KOTOpbIn MOXET caenatb Tak, 4TO OonbLUOe KONMMYECTBO
MHopMaLmn, He ABMSIOWENCS BaXXHOWN, CTAHET BaXXHbIM.
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[Mpo4yag nHdpopmaums

BaxxHas uHdopmaums MoxeT BbITb packpbiTa Yepe3 HeOpeXHyH NMKBMAALMIO HOCUTENEN
(cm. Tarke 9.2.6 Ha npegMeT UHOpMaLMM O NUKBMAALMN 06opyaOBaHUS).

10.7.3 [Mpouenypbl obpaweHus ¢ uHdopmaumen

CpeacTBo ynpaeneHus

[omxkHbl ObITb onpeeneHbl npoueaypbl Ans obpalleHns ¢ MHdopmaunen U XpaHeHus
NMHGOPMaLMK, C LEeNbio 3alnUTUTb 3Ty MHOPMaUUo OT Hepa3pELLEHHOrO PacKpbITUS Un
HenpaBUIIbHOIO UCMOSb30BaHUS.

PykoBOACTBO N0 peanunsaumm

[omxHbl GbITb cocTaBneHbl npoueaypbl Ans obpalieHns ¢ nHdopmauuen, obpaboTku,
XpaHeHns nHdopmMaumm n obmeHa nHdopmaumnen, cornacyLwmnecs ¢ ee knaccudukaumen
(cMm. 7.2). JormkHbl ObITb paCCMOTPEHbI CreayoLwmne NyHKTb:

a) o6pa|.|.|,eHV|e C HOCUTENAMWN N HaKIenka APIbIKOB HA BCE HOCUTENN B COOTBETCTBUN C
YKa3aHHbIM YPOBHEM UX KJ'IaCCI/I(bI/IKaU,VII/I;

b) orpaHun4yeHuna AOocCctyna B Uendx npegorBpaweHnda  [octyna HenoJIHOMOYHOro
nepcoHana;,

C) BedeHue ouumnanbHOM 3anncu YNonHOMOYEHHbIX nofnyyaTenen AaHHbIX;

d) obecneyeHne NOMHOTbI BXOAHbLIX AAHHbIX, npaBuUNbHOro BbIMOJTHEHUA O6pa60TKVI "
NPpUMEHEeHnA BaJ'Il/I,EI,aLl,l/Il/I6 BbIXOO4HbIX AAHHbIX;

e) 3awmta OydepusoBaHHbIX  AaHHbIX, OXWAAKLWMX  BbiBOAA, HaA  YpPOBHe,
COOTBETCTBYIOLLEM MX KOHPUAEHUMNANBHOCTH;

f)  XpaHeHuWe HocuTenewn B COOTBETCTBUM CO chneundpuKaumsamMmm N3roToBUTENS;
g) CBeAeHue pacnpoCcTpaHeHUst AaHHbIX 4O MUHUMYMA;

h) yeTkad MapKuMpoBKa BCEX KOMUW HOCUTENS And  NpuBeYeHns BHUMaHUSA
CaHKUMOHMPOBAHHOIO nony4vyartend,

i) perynsapHbIn aHann3 CrMcKoB PacchbISIKM N CMIUCKOB YNONTHOMOYEHHbIX.

[Mpoyasa nHdopmaums

3Tn npouenypbl OTHOCATCS K WHGOPMauuMM B [OKYMEHTaX, KOMMbHTEPHBLIX CUCTEMAX,
CeTsAX, MOOMUIbHbLIX KOMMbIOTEPHbLIX Ccpedax, MOOMMbHLIX CUCTEMAxX CBsi3W, MouTe,
roflocoBoV  noyTe, nepegjade peyunm B 0OOwWem,  MynbTumeama,  MOYTOBbIX
cnyxbax/cpegctBax, K WCMNONb30BaHMIO aKCUMMUIbHBIX annapaToB M NobbIX Apyrux
YA3BMMbIX 3NIEMEHTOB, HAaNPUMep, He3anosIHEHHbIE YeKkn, cyeTa-akTypbl.

Banunpaums [validation] — npoBepka 4OCTOBEPHOCTU (rIpUM. nepesodyuKa)
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10.7.4 3awmTa cCMUCTEeMHOMN OAOKYMEHTauumu

CpeacTBo ynpaeneHus

CucTemMHas AOKYMeHTaUmMs OOMKHA ObIThb 3aluMLUleHa OT Hepa3peLLueHHOro AocTyna.

PykoBOACTBO NO peanunsaumm

Anst Toro 4toObl 3aAWMTUTL CUCTEMHYK [OKYMEHTaUMIO, AOMKHbI OblTb PacCMOTPEHbI
crneayoLLme NyHKTb:

a) CUCTeMHaa AOKYMeHTauuAa OOJTKHa XpaHUTbCA B ©e3onacHoCTH;

b)  cnucok NONMHOMOYMI MO AOCTYMNY K CUCTEMHOW AOKYMEHTaUUn JOIMKEH ObiTb CBEAEH K
MUHUMYMY U YTBEPXOEH BriafenbueM NpUNoxXeHns;

C) cUCTeMHass [OKyMEHTauusi, coxpaHsemass B OOLWEAOCTYMHbIX CeTaAX, WK
nocTaensiemasi yepes oOLIEeAOCTYMNHY CeTb, AOMKHA ObiTb Haanexawum obpasom
3alumileHa.

[Mpo4yag nHdpopmaums

CucTemMHasi OKYMeHTaUuus MOXET cofepXaTb CNEKTP BaXXHOW MHdOopMaLMK, Hanpumep,
OnuCaHnsa MPUIOXKEHWUIA, NPOLECCOB, MpoLeayp, CTPYKTYP AaHHbIX, MPOLECCOB BbiAauu
paspeLleHus.

10.8 OOGMeH nHdopmaumen

Llenb: MopaepxusaTb 3almTy MHMOPMaUMM M MporpamMmmHOro obecrnedyeHus, obmeH
KOTOPbIMM NMPOUCXOAUT B paMKax opraHu3auun 1 ¢ NniobbiM BHELLHUM OOLEKTOM.

O6meHbl nHpopmaumen n nporpaMmMHbIM obecrneyeHnemM Mexay opraHuM3aumsiMmn OOSTKHbI
OblTb OCHOBaHbl Ha oduUWaNbHOW NONUTMKE OOMeHa, NPOBOAMMOM B COOTBETCTBUU C
cornaweHnsmn 06 obmeHe, U OOMKHbI COOTBETCTBOBATb MOObIM 3aKOHaM, MMEKLMM K
HUM OTHOLeHune (cM. pasgen 15).

Ona sawmtbl uHpOpMaumm u U3INYECKUX HOCUTENEN, COoLepXKaLLnX nepeHoCnmMyro
MHopMaumto, AOSKHbI ObITb yCTaHOBJ1EHbI NMpoueaypbl U CTaHOapTbl.

10.8.1 MNonuTtuka n npoueaypbl o6MeHa nHcpopmaumven

CpeacTBo ynpaenexHms

[omkHbl ObITb NPUHATBHI OuumManbHaa nonuTuka, npoueaypbl obMeHa W cpeacTsa
ynpaBneHnss obmeHoOM  uHopmaumen ana  3awmTtbl  obMeHa  MHdOopMmauMen,
OCYLLECTBIISIEMOro C NOMOLLLIO BCEX TUMOB CPEACTB CBA3M.
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PykoBoacTBO no peanusauumu

I'Ipouep,ypbl n cpencrtea ynpaslieHUA, KOTOPbIM HYXHO cCriegoBatb Npu MUCNOJfib30BaHUU
ANEKTPOHHbLIX CpeactB CBA3UM  A5A obmeHa nHopMaumen, OOIMKHbI y4nTbiBaTb
cnenywuine NyHKTbI:

a)

npoueaypbl, paspaboTaHHble And 3awuTbl obmeHuMBaemon wHdopMauum OT
nepexsaTta, KOMUPOBaHWS, MoaudUKauuM, HEeNpaBUbHOW MapLipyTU3auum wu
paspyLUEeHUs;

npouenypbl OBHapYyXeHUs n 3awuTbl OT 3MOHAMEPEHHOro Koda, KOTOpbI MOXeT
ObITb NepeaaH NocpenCTBOM 3MNEKTPOHHbLIX cpeacTB cBa3un (cM. pasgen 10.4.1);

npouedypbl ONs 3alWuTbl NepenaBaeMon YA3BUMOW 3MNEKTPOHHON WHdOopMaLmK,
koTopasi UMeeT PopMy MPUNOXKEHUS;

nonuTUKa  WNM  pykoBoAsLWME  YyKasaHus,  o4vepyumBalollue  npuvemnemMmoe
NCNonb30BaHNe ANEKTPOHHbIX CpeacTB cBA3un (cMm. 7.1.3);

npouenypbl Ona Mcnonb3oBaHUA 6eCI'IpOBOLI,HbIX cpencTtB CBA3W, YyduTbiBakowune
KOHKPETHbIE BOBJIEYEHHbLIE PUCKU;

obs3aTtenbCcTBa cnyxallero, nogpsgdvka u nwoboro Apyroro nonb3oBaTens He
KOMNPOMETMPOBaTb OpraHuM3aumio, Hanpumep, NOCPeaCcTBOM AUCKpeauTaumu,
6ecrnokoncTBa, NepcoHaLmm’, Nepechiniki «MMCEM CHACTbSI», HECAHKLIMOHUPOBAHHbIX
npuobpeTeHnn n T.n.;

nUcnonb3oBaHWe  Kpuntorpaduyeckmx  MeTodoB,  Hanpumep, Ans  3aWuThbl
KOH(MOEHUNANbLHOCTK,  LENOCTHOCTM U OOCTOBEPHOCTU  uMHGopMauum  (CM.
pasgen 12.3);

pykoBogdwne ykKa3aHUA MO  COXpaHEHUKO U JNUKBUOaAUUN BCEN [OeNoBOWM
KoppecnoHaeHuunn, BKIno4vas coobuieHus, cornacHo COOTBETCTBYHOLLNM
rocygapCctBeHHbIM 1 MECTHbIM 3aKOHaM 1 HOpMaM;

He OCTaBNsATb YSI3BUMYIO WM KPUTMYECKYHD MHGpOpMauuio Ha cpeactBax nedvatw,
Hanpumep, B KOMWPOBAarbHbIX YCTPOWCTBAX, MPUHTEPAX W B (PAKCUMUIIbHBLIX
annapartax, MNOCKOMbKy 3TW cpeactBa MOryT ObiTb AOCTYMHbI HEMNOMHOMOYHOMY
nepcoHany;

CpencTBa ynpaBfeHUs U OrpaHUYeHusi, CBA3aHHble C MepPechInko CPeacTB CBA3W,
HanpuMep, aBTOMaTUYecKas NepechInka 3NeKTPOHHOM MOYTbI MO BHELUHUM NMOYTOBbLIM
agpecaw;

7 nepcoHauus [impearsonation] — Belgaya cebs 3a gpyroe nuuo (Mpum. nepeBogyuka)
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HanoOMWHaHWEe nepcoHany O TOM, YTO OHW OOSMKHbI NpeanpUHUMAaTh Haanexailiue
Mepbl NPeaOCTOPOXHOCTU, HaNpumep, YTOObl HE PacKpbiTb BaXKHY WMHOPMaLUMIO,
4YTOObI NPV COBEpPLUEHUN 3BOHKOB M3bexaTb MOACMYLUMBAHUSA UNU NepexBaTbiBaHUS
nHdopmaumn:

1) nogbMn, HaxogAWUMUCA B HENOCpeACTBEHHOW 65M30cTh, OCOBEeHHO npwu
NCNonNb30BaHUN MOBUNBbHbBIX TENE(OHOB;

2) npu nomowmM nepexsaTa TenedOHHbIX PasroBOpoOB U  APYrUX OpM
noacnyLIMBaHNS MOCPEACTBOM (PU3MYECKOro AoCTyna K TenedoHHoW Tpybke
UM TenedgOHHON NWHUKU, WM NOCPEACTBOM MWCMNOMb30BaHUS CKaHUPYIOLNX
pagnonpueMHUNKOB;

3) nau Ha KOHue nonyyaTens;

He OCTaBNSATb COOOLLEHNI, COAEPXKALLNX BaXKHYH MHGOPMaLUIO, HA aBTOOTBETYMKAX,
MOCKOMbKY OHU MOTYT OblTb BOCMPOU3BEAEHbI HEMOTHOMOYHBLIMU NTUL@AMU, COXPAHEHbI
B 0OLWMX cucTeMax WM HEMpPaBWUIIbHO COXPaHEHbl B pe3ynbTaTe HenpaBUIIbHOIrO
Habopa HomMepa,;

HanoMmHaHmne nepcoHarsny o npo6ne|v|ax MCcnoJib30BaHUA d)aKCVIMVIJ'IbeIX annapaTtos,
a UMEHHO:

1)  HepaspelleHHbIM OOCTYN K BCTPOEHHbIM XpaHunuwiam coobOLleHu C uernbio
N3Brie4YeHns coobLeHunit;

2) npegHamMmepeHHoe Wnun cnyt-|a17|Hoe nporpaMmmMmmpoBaHMue annapartoB And TOro,
4YTOObI NOCLINATh COOOLLEHNA HA KOHKpPpETHbIE HOMEpPa,

3) oTnpaBneHue [OOKYMEHTOB W COOOLLEHWMA Ha HenpaBWuibHble HOMeEpa Wnu
BCneacTBMe HenpaBuribHOro Habopa Homepa, UnNn BCNEeACTBUE UCMONb30BaHUS
HenpaBuITbHO COXPaHEHHOIO HOMEPA;

HarnoMuHaHWe nepcoHany o TOM, YTOObl OH He perucTpupoBan aemorpadudeckme
[laHHble, TakMe Kak agpec 3MeKTPOHHOW MoYTbl UNKU Apyras NMyHas HopMauus, B
Kakon-nMbo nporpamme, C Uenbld u3bexatb cbopa MHdopmauum Ans
HepaspeLLEHHOro NCMoNb30BaHUS;

HanoMuMHaHWe nepcoHarny O TOM, YTO COBpPEMEHHble (paKCUMUIbHbIE WU
cboToKONMpOBanbHbIE annapatbl UMEKT KIL-NamsATb AN CTpaHul M B cryyae
npobnem c Gymaroii unu cbos nepegaydnm COXPaHSlOT CTpaHuubl, KOTopble GyayT
HaneyaTaHbl, Kak TONbKO AedeKT byaeT yCcTpaHeH.

Kpome ToOro, nepcoHany Hago HanoOMmHaTb O TOM, YTO OHUM He [OIKHbl BeCTU
KOHuaeHunanbHble 6ecenbl B 0OLECTBEHHbLIX MECTAaX UMM OTKPbITbIX odmMcax U mectax
ANs1 BCTPEY, He MMeKLMX 3BYKOHEMPOHULAEMbIX CTEH.

CpenctBa obmeHa wHGOpMauven [OSMKHbI COOTBETCTBOBATb BCEM MMEKOLWMM K HUM
OTHOLWeHne TpeboBaHNAM 3akoHa (CM. pasgen 15).
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[Mpo4yag nHdpopmaums

O6meH MHoOpMaLMEN MOXET MPOMUCXOOUTb NPU NMOMOLLM MHOXECTBA pPasfnuUyHbIX TUMNOB
cpenctes CBA3W, BKIOYaaA JJIEKTPOHHYIKO TMOYTY, yCTpOVICTBa ana nepegadvn  pedu,
(*)aKCVIMVIJ'IbeIe annapaTtbl U BUAeO.

O6MeH nporpamMmHbIM ObecnevyeHneM MOXET MNPOUCXOAWUTb MpPU MOMOLUM MHOXeCTBa
pas3nNMYHbIX TUMOB HOCWUTENEW, BKNOYasi 3arpy3ky M3 VHTepHeTa M npuobpeTeHue vy
NOCTaBLLMKOB, NPOAAIOLLNX FOTOBbIE NPOAYKTHI.

[omkHbl ObITb YyYTEHbI AeNoBble, puandeckne nNocrneacTsnsa 1 NocrneacTsna HapyLleHUs
6e3onacHOCTH, CBA3aHHbIE C OOMEHOM 3NEKTPOHHBIMU AaHHLIMW, 3M1IEKTPOHHOW TOProBrien
N 3NEKTPOHHbIMU cpeacTBamu obmepa nHdopmaumen, a Takke TpeboBaHus K cpeacTeam
yrnpaBneHus.

NHdopmaunsa MoxeT BbITb packpbiTa M3-3a HegocTaTka OCBEJOMIEHHOCTU, MOSUTUKA UK
npouegyp WCMNONb3oBaHWUS CpPeAcTB  ObMmeHa vHdopmauuen, Hanpumep, nyTem
npocnywmBaHua MobunbHoro TernedoHa B OOLWECTBEHHOM MecTe, HenpaBuIibHOro
HanpaBneHna CcooOLLeHMUs 3MEKTPOHHOW MNOoYThbl, MNOACAYLWMBaHUS aBTOOTBETYMKOB,
HepaspeLLeHHOro JoCTyna K Bbi3blBaEMbIM MO TeNedOHy cucTemMaM rosiloCOBOM NOYTbI UMK
Crny4yamHoWn oTnpaBKkM hakCoB Ha HenpasBunbHOe hakcMuibHoe obopyaoBaHue.

HenoBble onepaunn MoryT 6bl OGbITb HapyLleHbl, @ UHpopMaums MOXeT ObITb packpbiTa,
ecnu cpencTtea cBA3W patT cbown, neperpyxarTcs unu ecnu mx pabota npepbiBaeTcs
(cm.10.3 wn pasgen 14). WHpopmaums wmoxeT ObITb packpbiTa, ecrnm K Hen
OCYLLIECTBNSIETCA JOCTYN HEMONMHOMOYHbLIMU Nonb3oBaTensiMm (cM. pasgen 11).

10.8.2 CornaweHus oo obmeHe

CpeacTBo ynpaeneHus

[lomxHbl OblTb YCTaHOBMEHbI cornaweHnss o6 obmeHe WHdoOpmaumMern U NPoOrpaMMHbIM
obecneyeHnem Mexay opraHmsaumen n BHELUHUMWU CTOPOHAMMU.

PykoBOACTBO N0 peanunsaumm

Cornawenns o6 oOMeHe [OMKHblI Y4YuMTbiBaTb CreaylolimMe YcrnoBusi obecneyeHus
©e3onacHoCTU:

a) ob64a3aHHOCTH pykoBoAcCTBa no ynpasiieHUIo nepegayen, oTrnpaBKkon u nonyyvyeHnem un
no yBeaoMJ1eHUIO 00 aTowm;

b)  npoueaypbl 4ns yBeoOMEHUst OTNpaBUTENS O Nepegade, oTnpaBke U NONyyYeHuu;
C) npoueaypbl Ans obecrnevyeHns NPOCNeXnBaeMocT 1 HEOTPEKAEMOCTH;

d) MWHMManbHble TEXHUYECKME CTaHAaAPTbl YNakoBKU U Nepeaayu;

e) [poroeop 006 yCrOBHOM AENo3unTe;

f)  cTaHpapTbl yCTaHOBNEHWUS NMUYHOCTU Kypbepa;
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g) obsizaHHOCTM W obsizaTenbcTBa B CryvYae WHUMOEHTOB B CUCTEME 3alluTbl
NHOpPMaLMK, TaKUX Kak NoTepst AaHHbIX;

h)  wucnonb3oBaHWe CcOrnNacoBaHHOW CUCTEMbl MapKUPOBKW ANs  YS3BUMOW UK
KpUTnyeckon uHopmauumn, obecneymsalollee HesaMeasiMTenbHO MNOHUMaHue
3HaYeHNsa 3TUKETOK N Haanexallen 3awmTbl MHopMaLun;

i)  COBCTBEHHOCTb M 00S13aHHOCTM B OTHOLUEHMW 3alUMThl AaHHbIX, aBTOPCKOro npasa,
COOTBETCTBMSA JMLEH3MM Ha UCMNOMb30BaHWE nporpammHoro obecnevyeHnsa u
nogobHble coobpaxeHnusa (cm. 15.1.2 n 15.1.4);

j) TEXHNYEeCKMe CTaHZapTbl 3anuMcn U  YTeHUa UHopMaumm U NPOrpaMMHOro
obecneyeHus;

k) nobble cneuvanbHble cpeacTBa YyNpaBreHusl, KoTopble MOryT notpeGoBaTtbes Afs
3aLUThl YS3BMMbIX SNIEMEHTOB, Takue kak Kpuntorpaduyeckue knoym (cm. 12.3).

[ns 3awuTbl MHOPMaLMK U PUNYECKUX HOCUTENEN MHPOPMALUK NPU TPAHCMOPTUPOBKE
(cm. Takke 10.8.3) nonuTuka, npouedypbl M CTaHAApPTbl OOIMKHbI ObITb OnNpeaeneHsbl,
AOMMKHbI NOAAEPXKMBATLCA U OOIMKHbI ObITb YKa3aHbl B TakUX cornawleHmax o6 obmeHe.

CopepxaHne noboro cornaweHus, kacawouwleecss obecrneyeHns 6e30nacHOCTW, LOOSMKHO
oTpaxaTb KOH(PUOEHLMANTbHOCTL BOBIEYEHHOW AeN0BOWN NMHGOpMaLUUN.

[Mpo4yag nHdpopmaums

CornaweHns Moryt 6biTb OMEKTPOHHbIMWM UMM HanUCaHHbIMW  OT  PYKW, W MOryT
npuobpeTaTtb opmy odmumanbHbiX JOrOBOPOB wUNKM ycrioBur paboTel no Hawmy. [OAns
BaXXHOW WHQOPMaLMU, KOHKPETHble MeXaHW3Mbl, UcCnosnb3yemble Ons obmeHa Takon
WHopmaLmen, [OImKHbl OblTb eguMHoOobpasHbiMW Ofs BCEX OpraHu3auuMi v TUMNOB
cornatleHun.

10.8.3 Pusnyeckue HocuTesnu NpU TPaAHCNOPTUPOBKe

CpencTso ynpasneHud

Hocutenb, copepxawwmii MHdopMaumio, OOMKeH ObiTb 3aliuilieH OT HepaspeLleHHOro
[0CTYyna, HenpaBuITbHOrO UCMONb30BaHMSA U NOBPEXAEHUSA B XO4e TPaHCMNOPTUPOBKM 3a
npenensl GU3NYECKUX rpaHnL, opraHn3aLmm.

PykoBoacTBO No peanusauuu

Ona sawutbl HocuTeneun nHopmaumu, TpaHCnopTUpyemMbIX  Mexay MecCTtaMiu
pacnonoxeHnaA, OOIMKHbI ObITb paccMOoTpeHbI crnefyrwmne pykosogdline ykasaHua:

a)  [OOJKEH MCNONb30BaTbCS HAAEXKHbIA TPAHCMOPT WUIK;
b)  cnnMcok ynonHOMOYEHHbIX KypbepPOB AOMKEH ObITb COrNacoBaH C PykOBOACTBOM;

C)  [OOMMKHbl ObITb pa3paboTaHbl Npoueaypbl AN NPOBEPKM YOOCTOBEPEHUST JIMYHOCTU
KYPbEpPOB;
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d) ynakoBkum [OOMKHO ObITb OOCTATOMHO Ans  3alUMTbl  COOEPXMMOro oT nboro
hr3MYecKoro noBpexaeHusl, KOTOpoe MOXET MMETb MECTO B XO[€e TPaHCMOPTUPOBKU
M ynakoBka [OSPKHA COOTBETCTBOBaTb MOGbIM cneuMdukaumMam U3roToBUTens
(Hanpumep, ONA MporpamMMHOro obecrneyeHusl), B KayecTBe Mpumepa MOXKHO
NPUBECTU 3aLUTY OT KaKUX-NMBO PakTOpOB BIMSAHUS OKPYXKaloLLel cpefbl, KoTopble
MOTFYT CHU3WUTb PEe3yNbTaTMBHOCTb BOCCTAHOBIIEHUSI HOCUTENs, Hanpumep,
BO3JENCTBME Tenna, Brarv Unmn anekTpoMarHUTHbIX Nonewn;

e) Ana 3awuTbl BaXHOW WHMOpMauMM OT HepaspelleHHOro packpbITUA  Unu
MoaMdUKaUMM  OOMKHbl  ObITb  NPUHATLI, ecnnm  3TO  HeobxoaMmo, CpencTBa
yrnpasneHusi; NpuMepbl BKIIOYAIOT creyoLuee:

1)  ucnonb3oBaHWe 3anepTbiX KOHTENHEPOB;
2) pocTaBka nog pocnuchb;

3) ynakoBka C WHAOWKAUMEN MPU3HAKOB €€ HEeCaHKUMOHMPOBAHHOIO BCKPbITUS
(koTopasi nokasblBaeT NoByo NOMNbITKY NONYYUTb AOCTYN K €€ COAEPKUMOMY);

4) B WUCKNIOYUTENbHbLIX Criyyasx, pa3bueHune rpysa Ha bonee 4yem ofHy NocTaBky u
oTnpaBka pasHbIMY MapLLPyTaMW.

[Mpo4yasa nudpopmaums

NHdopmauna MoxeT ObiTb YS3BUMOW ONsi HepaspelleHHOro AOCTyna, HenpaBWUibHOro
obpalleHns unu noBpexaeHus B xode (hmamyeckon TpaHCMNOPTUPOBKW, Hanpumep npuv
OTnpaBKe HOCUTENS MO NOYTE UNKN KyPbEPOM.

10.8.4 OneKTPOHHbLIN OOMEH COOOLEeHNAMHU

CpencTso ynpasneHus

NHpopmauns, BKNIOYEHHAs: B 3NEKTPOHHbIM 0OBMeH coobLieHnsiMK, [omkHa ObiTb
Hagnexawimm obpasom 3alumiLeHa.

PykoBoacTBO no peanusauumu

CoobpaxeHusi, cBsA3aHHble C obecnevyeHnem 6e30NacHOCTM 3MEKTPOHHOro obmeHa
COOBLEHNSIMN, OOIMKHbBI BKINIOYMTL criegytoulee:

a) 3awmta coobuieHM OT HepaspelleHHOro goctyna, moaudukaumm mnu oTkasa oT
obcnyxnBaHus;

b) obecneveHne npaBuUnbHON agpecaunn n TPAHCNOPTUPOBKN COODLLEHMS;
Cc) obwasa HageXHOCTb U AOCTYNHOCTb YCIyru;

d) npaBoBble coobpaxeHus, Hanpumep TpeboBaHNA AN 3NEeKTPOHHbIX NOANUCEN;
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€) nonydYeHue yTBepXOeHus nepes UCNoNb30BaHMEM BHELLHUX YCyr CBA3W, TaKUX Kak
cuctemMa HemenrneHHoOW nepefadnm cooOLLEeHMA UM COBMECTHOE WCMOoNb30BaHMUe
danna;

f) Oonee BbiCOKME YPOBHW ayTeHTUUKaLMK, Yrpasnsowme [OCTYNoM W3 CceTen
00LLEeCTBEHHOro Nonb30BaHNA.

[Mpo4yasa nHdpopmaums

ONEKTPOHHbIN OOMEH COOBLLEHNAMMU, TAKOW KaK 3MEeKTPOHHAas NoyTa, aNeKTPOHHbIN 0bMeH
AaHHbiMu (EDI) n cuctema HemeprneHHon nepefadnm coobLUeHUMn UrparT YpesBbl4anHo
BaXHYIO poOrfb B OefoBOM OOLEeHUN. ONEKTPOHHbIN OBMEH COOBLLEHNAMN UMEET PUCKM,
OTNIMYHbIE OT PUCKOB 0OMEeHa HaneyaTaHHON UHpopMaLumen.

10.8.5 WHdopmaunoHHbIe cucteMbl ansa 6usHeca

CpencTtso ynpasneHud

[na 3awmtbl MHOpMaLMN, CBSA3AHHON C B3aMMOCBS3b0 MHGOPMALUMOHHLIX CUCTEM OIS
BusHeca, AOMKHbI ObITb p83pa60TaHbI N peanni3oBaHbl NOJIMTUKa U npouenypbl.

PykoBoacTBO No peanusauuu

Mpn paccMmoTpeHnn nocrneacTBuUi COeQMHEHUs Takux cpeacTts ans ©e3onacHoCcTM 1 Ans
BGusHeca, AOMKHO ObITb YYTEeHO cneaytoulee:

a) wu3BecCTHble criabble mMecTa B agMWHUCTPATUBHOW CUCTEME W CUCTEMe YyyeTa, rae
MHdOpMaLMs UCMONb3yeTCA COBMECTHO pPa3HbIMWN YacTSMWN OpraHu3auuu;

b)  yA3BUMOCTb MHGOPMaLMKM B cUcTemMax nepenayun AenoBoit MHopMauum, Hanpumep,
3anucbiBaHMe TenegOHHbIX 3BOHKOB MWNN  KOHMpepeHUuin, KOHMUOEHLUMANbHOCTb
3BOHKOB, NaMsiTb (DAKCMMUIbHbBIX annapaTtoB, OTKPbITUE COOOLLEHWIA, MPULLEALINX NO
noyTe, pacnpocTpaHeHne NnoyThl;

C) nonuTUKa M Hagnexaiwme cpeactsa ynpaBneHust Ons MeHe)KMEHTa COBMECTHOrO
MCNonb30BaHMsA NHGOPMaLMK;

d)  UCKMYeHWe KaTeropum ysa3BuMon OerioBoN MHOpMauUn N 3aKkpbITbiX LJOKYMEHTOB,
ecnu cuctema He obecneymBaeT NOAXOAALLMIA YPOBEHDb 3aLUUTbI (CM. 7.2);

€) orpaHuyeHne goctyna K MHGopMauuuM peruMcTpaumMoHHOro XypHarna, CBS3aHHOW C
n3bpaHHbIMM NULAMK, HanNpumep, MNepcoHanoM, paboTalwuM Hag YA3BUMbIMU
npoeKkTamu;

f)  kaTeropuv nepcoHana, noapAOYNKOB UMW AENOBbIX NapTHEPOB, KOTOPbLIM MO3BOSIEHO
ncnonb3oBaTb CUCTEMY W MecCTa, U3 KOTOPbIX K Hell MOXeT OblTb OCYLLeCTBIIeH
poctyn (cm. 6.2 n 6.3);

g) orpaHn4yeHmne I/136paHHbIX CpeacTB Ha KOHKPETHbIE KaTeropuu nosnib3oBaTeneu;
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h) ugeHTUUkaums cratyca nonb3oBaTerien, Hanpumep, criyxawmx opraHvsaumm unm
noapaaYnKoB, B AMPEKTOPUAX paan Opyrux nonb3oBaTtenen;

i)  CcOXpaHeHVe U pe3epBHOE KOMUpoBaHWe WHgOopMauun, cogepxaliencs B cucteme
(cm. 10.5.1);

j) TpeboBaHUsA 1 MEPONPUATUSA B Ype3BbIHaNHOM cuTyauun (cm. 14).

[Mpo4yasa nudpopmaums

OducHble MHPOPMALUOHHBIE CUCTEMbI — 3TO BO3MOXHOCTb Ansi Gonee 6bICTporo
pacnpocTpaHeHUss U1 COBMECTHOrO MCMNONb30BaHUA AEenoBOW WH(OpMaLMK, MUCNOoNb3ys
KOMBMHaUMIO criedytoLwero: AOKYMEHTbl, KOMNbIOTEPbI, MOBUMbHbIE cpeacTBa 06paboTky,
MOOUnbHbIE CpeacTBa CBA3W, MO4YTa, rorocoBas MoyTa, rofocoBble cpeacTBa CBA3M B
obuwem, MynbTMMeama, NoYToBbIE CNYXObl/cpeacTaa 1 pakcMMubHbIE annaparthbl.

10.9 Ycnyru anekTpoHHOU TOProBnun

LUenb: O6ecneunTb 3awuTty ycnyr 9nekTPOHHOM ToproBnun u ux 6GesonacHoe
ncnorib3oBaHue.

[omkHbl OblTb PacCMOTPEHbI MOCNEACTBUA HapylleHus 6e30MacHOCTU, CBA3aHHOTO C
MCMONb30BaHMEM YCIYyr 3NEKTPOHHOM TOProBMM, BKMOYas OHMANHOBbLIE CAENKW, a Takke
TpeboBaHusa ONs CPeACTB ynpaBneHus. Takke OOMKHbI ObiTb PpaCCMOTPEHbI LIeNTOCTHOCTb
N JOCTYMNHOCTb MHGOPMAaLIMK, ONyBNMKOBAHHOWM NPV MOMOLLM 3NIEKTPOHHbLIX CPeaCcTB Yepes
cucTembl obLLero goctyna.

10.9.1 JOneKTpoHHas Toproens

CpeacTBo ynpaeneHus

MHdopmaunsa, BOBMeYeHHass B OMNEKTPOHHYH  TOProBrw, MNpoxoasuas  4yepes
obLwenocTynHble cetTu JormkHa ObiTb 3awuuieHa OT MOLUEHHUYECKOW AesTerNbHOCTH,
CNOpOB Mo JOroBOpPY, a Takke OT Hepa3peLLeHHOro packpbITUS U MOAUGUKALIUN.

PykoBoacTBO no peanusauumu

Coo6pa>|<eHV|9|, cBA3aHHble C obecnevyeHnem 6e30MacHOCTU 3MEKTPOHHOW TOProBmu,
OOJDKHbI BKIMKOYAaTh crneayroulee:

a) CcTeneHb YBEPEHHOCTU, KOTOpPbIM HEOBXOAMM KaxdoW CTOPOHe B NpeabsBnsiemMoun
NOeHTUUKaALNOHHON HOpMaLM Opyr Apyra, Hanpumep, Yepes ayTeHTUduKaumio;

b) npouecchbl Bblaa4vyn paspelleHna, cBA3aHHble C TeM, KTO MOXET yCTaHaBliMBaTb LiEHbl,
BblIMyCKaTb UJTX NOANMNCbIBATb KIko4YeBbIE TOProBble AOKYMEHTDI;

c) obecneyeHne  TOrO, 4YTOObI TOproBble napTHepbl Obinn NOJSTHOCTLIO
NPONH(OPMUPOBAHBI O CBOUX MOSTHOMOYUSIX;
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d) onpegeneHve u BbINONHEHNE TpeboBaHUN KOHMUMAEHUMANbHOCTU, LIENOCTHOCTH,
AokasaTenbCTBa OTNPaBKM U NOSyYEeHUs KNHYEBbIX JOKYMEHTOB U HEOTPEKAEMOCTH
AOroBopoB, Hanpumep, [TpeboBaHuin] CBA3AHHbLIX C TEHAEPHbIMM WU OOrOBOPHbLIMU
npoueccamu;

e) CcTeneHb goBepus, TpebyemMoro K LLenoCcTHOCTU ouUmManbHOro nNpanc-nncTa;
f)  KOHMmaeHUManbHOCTb NMOObLIX BaXHbIX AaHHbLIX UM MHCpOPMALMK;

g) KOH(buaeHuManbHOCTb U LENoCTHOCTb MobblX cOernok no 3akasam, uHgpopmaumm ob
onnare, nogpobHocTn 06 agpece OOCTaBKMY, a TakkKe NOATBEPKAEHNE NONyYeHUs;

h) cTeneHb BepudmKkauumn, OocTaTtoyHas aOns NpPoBepku WHdgopmauum o6 onnarte,
npenocTaBneHHoN NoTpeduTenem;

i) BblbOp Haumbornee noaxoaswien pacdeTHoM dOpMbl onnatbl ANs Toro, 4YToObl
n3bexartb MOLLEHHNYECTBA;

j)  ypoBeHb 3awWwuTbl, Tpebyemblii ONA noaaepXaHus  KOHUAEHUManbHOCTUM U
LieNnoCTHOCTN MHAOPMAaLMK O 3aKase;

K)  uvcknioveHne notepu nnu gybnmposBaHna MHopMaumm O caerkKe;
)  OTBETCTBEHHOCTb, CBA3aHHas C NIOObIMMU MOLUEHHUYECKUMU CAENKaMU;
m) cTpaxoBble TpeboBaHus.

MHorme mu3 BblleyKka3aHHbIX COOBpPaXKeHUn MOryT OblTb yYTEHbl MPUMEHEHMEM
Kpyntorpadumyecknx cpeacts ynpasneHus (cm. 12.3), npuvHMMaa BO BHUMaHue
cooTBeTcTBME TpeboBaHmsM 3akoHa (cM. 15.1, ocobeHHO 15.1.6 ona 3akoHoAaTenbCcTBa B
obnactu kpuntorpadcun).

CornaweHne 06 9NeKkTPOHHOW TOProBne MeXay TOProBbiMM MapTHEpPaMu AOMKHO ObITb
noaaepXaHo AOKYMEHTMPOBAHHbIM COrfalleHMeM, KOTopoe CBA3blBaeT 006€e CTOPOHbI
COrnacoBaHHbIMU YCMNOBUSAMU TOProBMW, BKNOYaA AeTanu Bblgayn paspeLlleHust (CMm.
NyHKT b) Bblwe). MoryT noHagobutbcs Apyrve cornaweHus ¢ MH(OpMaunOHHbLIMU
cnyx6amu 1 nocTaBLUKaMmn JONOMHUTENbHbBIX CETEBbIX YCNYT.

[NMpo4yag nHdpopmaums

OGLLI,GLI,OCTyFIHbIe CUCTeMbl TOpProBinn A[OOJKHbI YBEOOMUTb n0Tpe6v|Tene17| O CBOUX
yCcnoBudax BeaeHuna gena.

BHUMaHue JomkHoO BbITb yaeneHo yCTOMYMBOCTM MO OTHOLLEHUIO K aTakam XocTa (XOCTOB),
MCNomnb3yemblX ANs 3MEeKTPOHHOW TOProBnv, W NOCNeACTBUMAM HapyLleHUs 3aliuThbl,
CBSA3aHHbLIMU C NOOLIM MeXceTeBbIM COeANHEHNEM, HEODXOAMMbBIM ANA peanuaaumu ycrnyr
3neKTpoHHou Toproenu (cm. 11.4.6).
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[Mpo4yag nHdpopmaums

OnNeKTPOHHAs TOProBris yaA3BMMa MO OTHOLLEHWIO K psfy CeTeBbIX Yrpo3, KOTopble MOryT
NPMBECTU K MOLLUEHHMUYECKOM AeATenbHOCTU, crnopaM Mo AOroBopy, a TakKe K packpbiTUIO
nnu moaudunkaunmn MHopmMaumm.

OneKkTpoHHas TOProBnsl MOXET WCMoNb3oBaTh Ge3onacHble MeToAdbl ayTeHTUdUKauuu,
HanpuMep, MUCMnonb3ys KpunTorpaduio C OTKPbITHIM KIMOYOM U LUGPOBbIE MOAMUCU
(cMm. Takke 12.3) 4nsa Toro, YToObl CHU3UTL PUCKK. Takke MOXHO MUCNONb30BaTh HaOeXHbIe
TPETbM CTOPOHLI TaM, rAe HeoBGXoANMbI Takue YCryru.

10.9.2 OHnanHoOBbIe cAeNnKun

CpeacTBo ynpaeneHms

MHpopmauus, BoBNe4YeHHas B OHMIAaMHOBbIE COEMKW, OOMKHA ObiThb 3aluMlleHa anst Toro,
yToBbl MPemoTBpPaTUTbL  HEMOMHYK  nepefady, HenpaBWUMbHYH  MapLUpyTU3aLMio,
HepaspeLleHHOEe U3MEHEHNE COOOLLEHUS, HEpPA3PELLEHHOE PaCKPbITUE, HEpa3peLLEHHoe
AybénnpoBaHne nnn BocnponssegeHne coodLLeHus.

PykoBOACTBO N0 peanusaumm

CoobpaxeHusi, cBA3aHHble C obecnedyeHnem 6e30nacHOCTU ANt OHMAWHOBLIX CAESOK,
AOJIDKHbI BKINIOYNTL CnefytoLlee:

a)

b)

MCMNONb30BaHWe 3MEeKTPOHHbLIX NOAMNUCEN KaXXaon N3 CTOPOH, BOBIEYEHHbIX B CAENKY;
BCE acnekTbl caenku, T.e. obecneyeHmne Toro, YTo:

1) «BEPUTETIbHbIE OaHHbIe» nonb3oBaTeneun BCeX CTOPOH ABNAKOTCA
[OCTOBEPHLIMU 1 BEPUDUNLMPOBAHHBIMMU;

2) cpOenka ocTaeTcsl KOH(uaeHUManbHOn; 1
3) coxpaHsieTcs CeKpeTHOCTb, CBsiI3aHHAsi CO BCEMW BOBNEYEHHBLIMW CTOPOHAMU;
KaHarnbl CBA3M MeXay BCEMMU BOBMEYEHHLIMW CTOPOHAMM 3aluMdPOBaHbI;

NPOTOKOJ1blI, ncnosib3dyemMmble and obmeHa nHopmaunen mexay BCEMU
BOBJ1€4EHHbLIMN CTOPOHaMU, 3aLUUNLLIEHbI;

obGecneyeHne Toro, YTobbl MECTO XpaHeHWst NoAPOGHOCTEN CAENKN HaxXoaunoch BHE
o6LLeoCTyNHbIX cped, HanpuMep, Ha nNnatgopme Ans XpaHEHUs!, CYLLEeCTBYIOLEN B
OpraH13aLMOHHON BHYTPEHHEN CeTU, a He HAaXOAMMOCh He3alLUMLIEHHBIM Ha HocUTene
ANsi XpaHeHUs!, HEeNOCPeACTBEHHO AOCTYMNHOM U3 VHTepHeTa;

€Cnn UCNOoNb3yeTCsl BbICOKOHAAEXHasi opraHusauus (Hanpumep, Ans uenen Bbinycka
M noaaepkaHus LndpoBbIX noanucein u/unum undpoBbiX cepTudmkaToB), TO 3alumTa
[OMKHa ObiTb WHTErpypoBaHa M BHeOpPeHa Ha BCEM MNPOTSHKEHWM npouecca
MeHeIKMeHTa.
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[Mpo4yag nHdpopmaums

O6beM nNPUHATBIX CPeACTB ynpaBneHWa [omKeH ObiTb cOopasMepeH YPOBHIO PUCKa,
CBA3aHHOIo KaXkaom qoOpMOWN OHNMaHOBOW CAENKN.

Bo3moxHo, caenkam HeobxoamMmo OyaeT noauMHATLCHA 3akoHaM, nNpaBunaMm M HopMam B
IOpUCAMKUNW, TOe cOernka co3daeTcs, NocpeacTBOM KOTopon obpabaTbiBaeTcsi, B KOTOPOW
OHa BbIMONHAETCA U/UNu rae XpaHuTcs.

CyuwiectByeT MHOro oopM CAENOK, KOTOPble MOTYT BbIMNOMHATLCA B OHMTAWHOBOM pexume,
Hanpumep, 4OroBOpHbIe, (OMHAHCOBbLIE U T.1M.

10.9.3 OO6GwepnocTynHasa nHdopmaums

CpencTso ynpasneHusd

LlenocTtHoCTb MHpOpMaUMK, caenaHHoOM AOCTYMHOW B 0OWEeAOCTYNHOW CUCTEME, AOSMKHA
ObITb 3awymLLEeHa ANsa Toro, YToObl NPegoTBpPaTUTL HEPA3PELLEHHYIO MOANMMKALMIO.

PykoBOACTBO N0 peanunsaumm

MNporpamMmmHoe oGecnedeHune, OaHHble W Apyras MHdopmauus, Tpebylollas BbICOKOro
YPOBHSI LIENOCTHOCTU, cAenaHHas AOCTYMNHOW B 06LLeAO0CTYNHOW cucTeme, OormkHa GbiTb
3alwuLLeHa NoaxoaaWmumMmn MexaHuamamm, Hanpumep, UMdpoBbiMmU noanucamu (cm. 12.3).
O6LenocTynHas cucteMa A0MKHa UCTbITbIBAaTbCA Ha cnabble MecTa U cbou A0 TOoro, Kak
nHdopmauua byaeT caoenaHa AoCTYNHOM.

Mpexge 4yem uHdopmauua byaoet caenaH obLeoCTynHOW, OO0SMKEH OCYLLEeCTBIATLCA
odmumnaneHblh  npouecc yTBepxaeHus. Kpome TOoro, Bce BBOAUMbIE [OaHHblE,
npenocTaBnsieMble CUCTEME U3BHE, A0IMKHbI ObiTb BEpMEOMLNPOBaHbI U YTBEPXKOEHDI.

ONEKTPOHHbIE M3faTernbCKMe CUCTEMbl, OCODEHHO Te, KOTopble paspellarT obpaTHyro
CBA3b M NpAMON BBOA MHMOPMaUWUK, OOSMKHbI TLWATENbHO KOHTPONMPOBATLCA ANS TOro,
YTOObI:

a) WHopmaums nonyyanacb B COOTBETCTBUM C 3aKOHOAATENbCTBOM B 0611acTy 3awuThl
AaHHbIX (cM. 15.1.4);

b) wuHdopmauusa, BBogumMas B cuctemy nybnvkaumm un obpabaTbiBaemas e,
obpabaTbiBanacbk NOMHOCTLIO, aKKypaTHO U CBOEBPEMEHHO;

C) BaxHas MHopMauusa 3almLianack B xofe cbopa, 06paboTkM U XpaHEeHUs;

d) OocCTyn K n3gaTtenbCckonM CUCTEME He [faBan BO3MOXHOCTMU HenpegHamMmepeHHOro
AO0CTyna K ceTdaM, C KOTOpbIMM CBA3aHa cuctema.

[Mpoyasa nHdopmaums

MoxeT noHagobuTbes, 4ToObl MHOPMauus B 0OLLEOOCTYNHOW CUCTEME, Hanpumep,
nHcpopMauma Ha web-cepBepe, OOCTYNHOM Yepe3 MIHTepHeT, COOTBETCTBOBaNa 3akoHaM,
npaBunam u Hopmam B HOPUCOMKLUW, B KOTOPOW HaXOAUTCA cUCTeMa, rae NpoucxoamT
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TOProBns unuW rage HaxoauTca (HaxogaTcs) Bnageney (Bnagensubl). HepaspelueHHas
mMoaudukaumsa  onybnukoBaHHOM  MHGOPMaUUMM  MOXeT  NoBpeauTb  penyTauuu
ny6nukytoLLen opraHnsauum.

10.10 TMOCTOAAHHbLIN KOHTPOJb

Llenb: OBHapyxuBaTb HepaspeLleHHYo AeaTenbHOCTb No 06paboTke nHdopmauuu.

Cuctembl OOMKHbI MOCTOSIHHO KOHTPONMPOBATbLCS, M A0SMKHbI 3anucbiBaTbCA COObITUS B
cucteme 3awmTtbl MHopmMauun. XKypHanbl onepaTtopa U perucTpauus oTkasoB OOSTKHbI
ncnonb3oBatbCa And obecnevyeHuss BbiSBreHMs npobrnem B cucteme  3aluMThl
nHopmaumn.

OpraHI/I3aLl,Vlﬂ OOJ1KHa COOTBEeTCTBOBaTb BCEM HOPUOANYECKUM Tpe6OBaHI/IFIM, NPUMEeHNMbIM
K ee 0eAaATesibHOCTU NO NOCTOAHHOMY KOHTPOJ1HO U pernctpauni.

[MOCTOSAHHBIN KOHTPOSb CUCTEMbI OOSMKEH MUCMOSb30BaTbCA ANS TOro, YTOObI NPOBEPATb
pe3ynbTaTMBHOCTb  YTBEPXAEHHbIX CpeactB ynpasneHuna w  And  Toro, 4YTOObI
BepuunumpoBaTb COOTBETCTBME MOAENN MOSNUTUKN B obnacTtun aocTtyna.

10.10.1 BeaeHne KOHTPOSILHOrO XXypHana

CpeacTBo ynpaeneHus

KOHTpOnbHbIE XypHanbl, pPerncrpupylolie OencTBus NONb3oBaTenen, WCKMIOYEeHUs WU
coObITUS B cUcTeMe 3alunTbl MHpOpMaLUUK, AOMKHbI BbiTb co3AaHbl U AOMKHbI XPaHUTLCS
B TEYEeHMe COrfnacoBaHHOro nepuoga pAns Toro, 4YToObl nomoraTb B Oyaywmx
paccnenoBaHusiX U NOCTOSIHHOM KOHTporie AocTyna.

PykoBOACTBO N0 peanunsaumm

KoHTpOnbHbIE XXypHaribl AOMKHbI BKNOYaTb, €CNK 3TO OTHOCUTCS K Aeny, cnegywouee:
a) wupeHTudukatopbl nons3oBaTens [user IDs];

b) partbl, BpemeHa n nogpoOHOCTU KMOYEBLIX COOLITUIM, HAaNpUMep, BXO4 B CUCTEMY U
BbIXO U3 CUCTEMDbI;

C) naeHTuuKkaumoHHaa nHopmMauus TepMmHana UM MecTornonoXeHue TepMuHana,
€CJ1I BO3SMOXHO,

d) 3anmncu ycnewwHbIX N OTKMOHEHHbIX MOMbITOK JOCTYMNa K CUCTEME;

€) 3anuncu ycrewHbIX U OTKNOHEHHbIX NOMbITOK AOCTYNa K JaHHbIM U APYrMM pecypcam;
f)  n3MeHeHus B cMCTEeMHOM KOHUrypaumu;

g) MCnonb3oBaHWe NpuBUIErni;

h) ncnonb3oBaHWE CUCTEMHbBIX YTUMUT U MPUMNOXEHUN;
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i) drannbl, K KOTOPbIM OCYLLLECTBAANCS AOCTYN, U TUN JOCTYNa;
j) ceTeBble agpeca M NPOTOKOSbI;
k) TpeBoru, nogHATbLIE CUCTEMOWN YrpaBreHUsi 4OCTYNOM;

|) aKTuBM3auuna N ae3aktmeBmn3aumna CUCTEM 3alllNTbl, TaKNX KaK aHTU-BUPYCHbIE CUCTEMbI
N CUCTEMbI 06Hapy>|<eHM;| BTOPXEHUA.

[Mpo4yag nHdpopmaums

KOHTpoOrnbHbIEe XypHarnbl MOTyT coAaepXaTb MHTPY3MBHbIE U KOHUAEHUManbHble NUYHbIE
AaHHble. [ormkHbl ObiTb MPeaAnpuHATbI Hagnexawue Mepbl obecrneyeHus CEeKPeTHOCTU
(cm. Takke 15.1.4). Tam, rge 9TO BO3MOXHO, CUCTEMHbIE aAMUHUCTPATOPbl HE AOSMKHbI
UMETb paspelleHve CcTupaTb WU Oe3akTUBMPOBaTb MPOTOKOMbI CBOEW COBCTBEHHON
pestenbHocTn (cm. 10.1.3).

10.10.2 MOCTOAHHbLIN KOHTPOJIb UCNOJNIb30BAHUSA CUCTEM

CpeacTBo ynpaeneHms

[OmKHbI ObITb onpepeneHdbl npouenypbl AnAd MNOCTOAHHOINO KOHTPOA WUCNOJ1Ib30BaHUA
cpeacTs 06pa6OTKI/1 VIH(*)OpMaLI,I/lIA, a pesynbtatbl AOedTelibHOCTM NOo MNOCTOAHHOMY
KOHTPOJTO OOJIKHbI perynapHo aHaln3npoBaTbCA.

PykoBoacTBO no peanusauuu

YpoBeHb NOCTOSIHHONO KOHTPONS, HeoOxoaMMbIA ONSA OTAENbHbIX cpeacTs, OOJIMKeH ObITb
onpeaernieH oLEeHKOW PUCKOB. OpFaHI/I3aL|,VIFI OOJNKHa CoOOTBETCTBOBATbL BCEM Tpe6OBaHI/19|M
3aKOHa, NPpUMEeHNMbIM K ee OeATENIbHOCTU NO NOCTOAHHOMY KOHTPOIIHO. O6nacTu, KOTOpblE
AOIXKHbI ObITb y4TEeHbI, BKIMIOYAKT cliegytoulee:

a) paspeLLeHHbIn JOCTYynN, BKYas NoapobHOCTHU, Hanpumep, cnegyLlme:
1)  wnaeHTudukaTop Nonb3oBaTens;
2) paTa v Bpems KIYeBbIX COObITUN;
3) Tunbl cobbITUiA;
4)  dannbl, K KOTOPbIM OCYLLECTBNANCA AOCTYN,
5) wncnonb3yemble nporpaMmma/yTunnThbl;
b) Bce npuBMRerMpoBaHHbIE onepauuun, Hanpumep, creaywLme:

1) wucnonb3oBaHWe  MNPUBUMErNMPOBaHHbLIX  YYEeTHbIX  3anucen,  Hanpumep,
cynepBu3op, KOPHEBOWN [cynepBun3op], aaMUHUCTPATOP;

2)  3anycK U OCTaHOBKAa CUCTEMBI,
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3) npucoeguHeHue/oTCoeanHeHne yCTpomcTBa BBOAA/BbIBOAA;
C) MOMbITKN HEepa3peLLEeHHOro A0CTyna, HanpumMep, creayrLue:
1)  paBwme cOOM UM OTKINOHEHHbIE AENCTBUSA NONb30BaTENS;

2) paBwwue cOOM MMM OTKMOHEHHblE OEWCTBUSA, BKMHOYalOLWME OaHHble U Apyrue
pecypchbl;

3) HapyweHus nNonuTMKM B 0OnacTM AocTyna M YBeOOMIEHMs1 ONsl CeTeBbIX
LL030B 1 BpaHaMayapoB;

4) npepynpexaeHus oT cneumanmnanpoBaHHbIX CUCTEM OBHapPYXeHNS BTOPXEHWS;
d) cucTemHble npegynpexaeHnsa n coou, Hanpumep, cneaylwme:

1) npenynpexaeHnsa unu coobLLeHns Ha NynbT;

2)  WUCKITOYEHUS U3 CUCTEMHOrO XypHana;

3) vHAUKauUKM aBapun ynpaBneHUs CeTbo;

4) TpeBOrn, NOAHATbHIE CUCTEMOW YyNpaBfeHUs OCTYNOM;

e) M3MEHEHUA WK NONbITKN U3IMEHEHUA HACTPOEK WU CpeacTB YynpaBlieHUA 3awuTon
CUCTEMbI.

To, Kak 4acTo aHanuaupylTca pesynbTaTbl OEATENbHOCTU MO MOCTOSAHHOMY KOHTPOIIO,
[IOMMKHO 3aBUCETb OT BOBMEYEHHbIX PUCKOB. PakTOpbl PUCKOB, KOTOPbIE AOMKHbI ObITb
yUTeHbl, BKMOYaloT crneaytollee:

a) KPWUTMYHOCTb NPOLECCOB MPUMOXEHWS;
b) UEHHOCTb, yA3BMMOCTb U KPUTUYHOCTb BOBIEYEHHOW UH(POPMaLMK;

C) NPOLWbIA  ONbIT MNPOHMKHOBEHMSA B CucTtemMy u HenpasusibHOIo WnCMNOJIb30BaHUA
CUCTEMBI, @ TaKKe YacToTa UCNOMb30BaHNA crnabbix MecT [B cucteme 3awnTol];

d) cTeneHb MexXcucTeMHon cBA3N (0COBEHHO C ceTsaiMm obLyero focTyna);
€) [esaKkTMBauusi cpeacTBa BeAeHUS XypHana.

[NMpo4yag nHdpopmaums

Mcnonb3osaHune npouenyp noCTtoAHHOINoO KOHTPOIA Heobxoommo ans obecneyeHust Toro,
4YTOObI NONb30BATENM BbIMOMHANMN TOMNBLKO Ty OEATENIbHOCTb, KOTOpad ABHO pa3pelleHa.

AHanua XypHana BKMYaeT MOHMMaHWe Yrpos3, C KOTOPbIMW CTOMKHyNacb cuctema, U
crnocoboB, KOTOPbIMA OHW MOTYT BO3HUKHYTb. [lpumepbl COBLITUN, KOTOpble MOryT
notpeboBaTb AanbHEnWero paccrneoBaHus B Cllydae WHUMOEHTOB B CUCTEME 3aluUThl
MHgopmaumn, npueeaeHsl B 13.1.1.
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10.10.3 3awmTa AaHHbIX XypHana

CpeacTBo ynpaeneHus

CpeactBa BefeHUs XypHana v nHgopmauus, Coaepallasacsa B XypHane, OOMKHbl ObiTb
3alUMLLEHbI OT TalHOrO BMeLLaTENbCTBA U Hepa3peLLleHHOro gocTyna.

PyKkoBOACTBO N0 peanunsaumm

CpeactBa ynpaBneHust A0MKHbI CTPEMUTBLCS 3alWUTUTL OT HepaspeLLeHHbIX U3MEHEHUI U
aKcnnyaTaumMoHHbIX Npobnem cpeacTBa BeAEHWs XKypHana, BKrto4yas criegytoulee:

a) W3MEeHeHMs B TUNax 3anucbiBaeMblX COOBLLEHUN;
b) pemakTnpoBaHue unu yganeHue garna CUCTEMHOrO XypHana;

C) NnpeBbILLEHNEe €MKOCTU HOCUTENs MHdopMauuu, ncnonb3yemoro And coxpaHeHudA
ganmna CUCTEMHOro XKypHana, npusogduiee win K TOMY, 4TO cobbiTne He
3arnncbliBaeTcaA, Unum K nepes3anncbiBaHUIO paHee NOJTIHOMOYHbIX COBbITUI.

HekoTopble KOHTPOMbHbIE XypHanbl MOXeT noTpeboBaTbCsl apxXMBUPOBAaTb Kak 4acTb
NOMUTUKN XpPaHEHWs AOKYMeHTauuuM unuM u3-3a TpeboBaHui cobupaTb M COXpPaHATb
AokasaTtenbcTBa (cM. Takke 13.2.3).

[Tpoyasa nHdopmaums

CucrtemMHble XypHanbl YacTo cogepxaTt 6onblion ob6bem nHdopmaumm, Gonbluas YyacTb
KOTOPOr0 He OTHOCUTCHA K MOCTOSIHHOMY KOHTPOMto 3awmTtbl. [Onsa Toro 4ytobbl NOMO4b
BbIiIBUTb 3HA4YMMble COObITUA AOns  Uenen MNOCTOSHHOMO KOHTPOMs, AOMMKHO 6bITb
pacCMOTPEHO aBTOMaTM4YecKoe KONMMpoBaHWE COOOLLEHM Hagnexalimx TMNoB BO BTOPOW
XypHarn, n/wunu ncnonb3oBaHWe MNOAXOAALUMX CUCTEMHbIX YTUAUT UMK CPencTB BeAeHus
KOHTPOMBbHOIrO >XypHana, C Uesnbio BbIMOMHUTb  KOHTPOSIbHOE  CYUTbIBAHWE U
paunoHanusaumo ganna.

CuctemMHble XypHanbl OOJTXHbI ObiTb 3aLLUMLLEHBI, MOCKOJIbKY €Clin OaHHble B HUX MOTYyT
ObITb MOﬂ,M(bMLLMpOBaHbI mnm CTepTbl, TO WX CyLWeCTBOBaHME MOXeT Co3aaBaTb
obmaHuymBoe 4yBCTBO ©e3onacHoCTM.

10.10.4 XypHanbl onepaTopa U agMUHUCTpaTopa

CpencTtso ynpasneHus

[esaTenbHOCTb  CUCTEMHOrO agMuHuUCTpaTopa UM CUCTEMHOrO onepaTtopa OOJKHa
3aHOCUTBLCA B XypHall.

PykoBoacTBO no peanusauumu

B XypHarbl O0JTKHO BKIO4YaTbCA cnefyroulee:

a) Bpewms, korga npomsowsno cobbiTne (6rnaronpuUsiTHLIN Ucxon unm coon);
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b) wuHdpopmaums o cobbiTun (Hanpumep, dannel, ¢ KoTopbiMM paboTtanu) unu cboe
(Hanpumep, criyumnBLLasAcs owmbKa 1 NpeanpUHATOe KOppekTupyoLlee AeACTBIUe);

C) Kakas ydeTHasi 3anucb, M KAaKON agMUHUCTPATOP uUnu onepartop Gbinv BOBNEYEHbI;
d) kakve npouecchbl ObINN BOBEYEHDI.

)KypHaJ'IbI CUCTEMHOrIo aagMMUHUCTPpaTopa n onepartopa OOJKHbI perynapHo
aHannM3npoBaTbCA.

[Mpo4yag nHdpopmaums

[na NOCTOSIHHOro KOHTPONS AesTENIbHOCTM CUCTEMHBIX U CeTeBbIX agMWHUCTPATOpPOB
MOXET NCNnoJsib30BaTbCA CUCTEMA 06Hapy>|<eHM;| BTOPXEHUA, ynpaBlidemMmada 3a npegeiiamm
Cd)epbl KOHTPOJIA CUCTEMHbBIX N CeTeBbIX aAMUHUCTPATOPOB.

10.10.5 Perncrpaums otkasoB

CpeacTBo ynpaeneHus

OTkasbl [OMKHbl OblTb 3aperncTpyMpoBaHbl, NpPOaHaNM3MpoBaHbl, W OOIMKHO ObITb
npeanpuHATO noaxoasluiee AencTBUe.

PykoBOACTBO NO peanunsaumm

OTkasbl, 0O KOTOPbIX COOOLUMNN NONb30BaTENN UNU CUCTEMHbIE MPOrpamMmbl, U KOTOPbIE
OTHOCATCA K Npobrnemam ¢ cuctemamm ob6paboTkn nHpopmaumm nunm ¢ cucteMamm obmeHa
nHdOpMaLmen, OOMKHbI OblTb 3aperncTpupoBaHbl. [JOMMKHbI UMETLCS YeTKMe npasuna ans
obpalleHns ¢ coobLLIEHHBIMM OTKa3amu, BKIoYas creayoulee:

a) aHanus XypHanoB peructpaumm OTKa3oB C Liefbio rapaHTUpPOBaThb, YTO Npobnembl C
OoTKa3amu Oblnn yooBNeTBOPUTENBbHBIM 00pa3oM paspeLleHbl;

b) aHanu3 KOpPEeKTUPYILINX MeP C Lemnbio rapaHTUpoBaTb, YTO CpeacTBa yrnpaBreHus
He ObiMM NoABEPrHYTbl PUCKY, W YTO TNPEANPUHATOE [AeUCTBUME MNONHOCTLIO
paspeLleHo.

[omkHo ObITb obecneyeHo, 4TOObI Obina BKMAKYEHA perucTpaums owmbok, ecnu aTa
CUCTEMHAas OYHKUMSA OOCTYMNHa.

[NMpo4yasa nudpopmaums

Pernctpaumns owmbok 1 0TKa3oB MOXET NOBNUATbL Ha (PYHKLUMOHUPOBaHWE CUCTEMBbI. Takas
pernctpaumsi OofmkHa ObiTb BKMAKOYEHA KOMMETEHTHbIM MEepcoHanoM, a YpPOBEHb
perncrpaumm, HeobxoaMMbIN ANS OTAESNbHbIX CUCTEM AOIMKEH OMpeaensATbCA OLEHKOW
PUCKOB, C Y4ETOM yXyALleHUst (PYHKLMOHNPOBAHUS.

89



10.10.6 CuHxpoHM3auum Yacos

CpeacTBo ynpaeneHus

Yacbl Bcex 3HauYMMbIx cucteM 06paboTku MHOpMauMM B OpraHvM3aumyM UM OOMEHOB
6e3onacHOCTV AOMKHbI OblTb CUHXPOHU3NPOBAHbI C COMIaCOBaHHbIM MCTOYHUKOM TOYHOIO
BPEMEHW.

PykoBOACTBO N0 peanunsaumm

Ecnn komnbioTep unuM yCTPOMCTBO CBA3UM MMeEET BO3MOXHOCTb YNpaBnsTb 4Yacamu
peanbHOro BpeMeHW, TO 3TW Yacbl AOMMKHbl OblTb YCTAHOBMEHbI MO COrfacoBaHHOMY
3TanoHy, Hanpumep, yHuBepcanbHoe rnobanbHoe Bpemsi (No [puHBudy) (UTC) wnun
MeCTHOe AekpeTHoe BpeMsi. MOoCKOMbKy M3BECTHO, YTO HEKOTOPble Yacbl CO BPEMEHEM
ApendyoT, TO [OSPKHA MMETbCs npoueaypa, KoTopas MpoBepsieT, UCnpaBnsetr U
KOpPPEeKTUpYeT Mobylo 3HaYMMy0 Bapuaumio.

[MpaBunbHaa uHTepnpeTauus dopmarta faTbl/BpemMeHu BaxHa ans obecnevyeHus Toro,
yTobbl BpEMeEHHas MeTKa oTpaxana peanbHyl aaty/Bpems. [OmkHbl ObiTb y4YTEHbI
MEeCTHble 0COBEHHOCTM (HanpUMep, Nepexo Ha «JieTHee Bpemsi).

[Mpo4yasa nudpopmaums

MpaBunbHas yCTaHOBKA KOMMbIOTEPHLIX 4YacoB BakHa ANa obecrnedyeHust TOYHOCTU
KOHTPOIbHbIX XypHarnoB, koTopasi MOXeT bbiTb HeobxoaMma Ans paccrnegoBaHUin unu B
KayecTBe A0oKa3aTeNnbCTB B CllyYae HapyLLUEHUIN 3aKOHbI UM OUCLMNITMHAPHBLIX MPOCTYMKaXx.
HeTo4Hble KOHTPONbHbIE XKypHarbl MOFyT BOCNPENATCTBOBATbL TakMM paccrnefoBaHusIM U
NnoBpeaAnTb NpaBaonogobHOCTM Takoro AokasaTenbcTBa. Yackl, CBsi3aHHble ¢ nepeaadent
BPEMEHN MO PaavMo OT FOCYAApCTBEHHbIX aTOMHbIX 4YacoB, MOFyT WCMONb30BaTbCS Kak
rMmaBHble 4Yacbl AN perucTpupylowmx cucteM. [Ons Toro 4TtoObl noadepxuBaTb BCe
cepBepbl B CUHXPOHM3AUMM C [NaBHbIMW Yacamu, MOXET WCMofb3oBaTbCsl CEeTEBOW
NMPOTOKON CrYXObl BpEMEHMW.
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11 YnpaBneHue AOCTyrnom

11.1  [OenoBble TpeboBaHUSA K ynpaBneH!o AO0CTYyNoM

Llens: YnpaensaTb 4OCTYNOM K MHGOpMaLnn.

JocTtyn kK uHdopmauumn, cpeactsam o6paboTkM MHDOpMauuM U OenoBbiM Npoueccam
[0IMKEH YNpaBnsTbCA Ha OCHOBE AeNoBbiX TpebGoBaHuit 1 TpeGoBaHWi 3aLUTbI.

[MpaBuna ynpasneHuss OOCTYNOM AOSMKHbI YYUTbIBATb MOMAUTUKY MO PacrnpOCTPaHEHUo
NHOpMaLMK 1 Bblaaye paspeLleHnia.

11.1.1 TMNonutuka ynpaBneHusa AOCTYNOM

CpencTso ynpasneHusd

Monutuka ynpaBneHuss [OOCTYNOM [OMkHa OblTb onpegeneHa, OOKYMEHTarnbHO
NOATBEPXAEHAa W [OIMKHA aHanuM3uMpoBaTbCA Ha OCHOBE [eNoBbiX TpeboBaHuin U
TpeGoBaHWI 3alMTLI ANS A0CTyna.

PykoBoacTBO No peanusauuu

MpaBuna ynpaBneHus OOCTYNOM W npaBa AOCTyna AN Kaxaoro nonb3oBaTtens unu
rpynnbl Nonb3oBaTenen AOoMmMKHbl ObiTb YETKO CCHOPMYNMPOBaHbI B NOMUTUKE YNpaBreHus
poctynoM. Cpefctea ynpaBneHusi 4OCTYNoM ObIBalOT Kak NorMdeckue, Tak u msnyeckme
(cM. Takke pasgen 9), U OHM [JOMMKHbI paccMaTpuBaTbca BMecTe. [lonb3oBaTensMm u
NOoCTaBLUMKaM YCnyr [OIbkHa ObiTb npeabsiBieHa 4YeTkas OpPMYnMpOBKa [AeroBbIX
TpeboBaHWI, KOTOPbIE HY>XHO BbINOMHWUTL CPEACTBaM yNpaBneHus 4OCTYMNOM.

Monutuka AormkHa y4uTbiBaTb creayloLlee:
a) TpeboBaHUS 3aLUMTbI OTAENbHbIX AENOBbIX MPUNOXEHWUN;

b) BbiIABNeHWe Bcen MHopmauumn, CBA3aHHOW C AeNOBbIMU NPUITOXKEHUSIMU, U PUCKOB, C
KOTOPbIMKU CTankneaeTcs UHpopmauus;

C) MonuTMKa pacnpocTpaHeHus WHOPMauMM W BblgayM paspeLleHus, Hanpumep,
NPUHUMN Heo6XOAMMOro 3HaHMSA, YPOBHU 3aluTbl U Knaccudukaums vHgopmMauun
(cm. 7.2);

d) cornacoBaHHOCTb MeXay ynpaBreHMem [OOCTYNoM W MONUTMKOM B obnacTu
Knaccudmkauum nHopmaLumn pasHbIX CUCTEM U CeTel;

e) COOTBETCTBYIOLlee 3aKoHoAaTenbCTBO U nwobble [J0roBopHble 06s53aTensLCTBa,
KacalwoLuecs 3awmTbl JOCTyNa K AaHHbIM unu ycnyram (cm. 15.1);

f) CTaHOapTHbIEe MOJIHOMO4YMA AO0CTyna nonb3oBaTtena nOnd 0ObIYHbIX AOIMKHOCTHbIX
obsa3aHHOCTEN B opraHumsauunu,
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k)

MEeHeXXMEHT npaB AOCTyna B pacnpeaeneHHo 1 ceTeBow cpeae, KoTopas Npu3HaeT
BCE TUMbl OOCTYMHbLIX COEANHEHNIA;

pasgeneHne ponei B obnacTu ynpaBneHust AOCTYrNOM, Hanpumep, 3anpoc Ha
nony4yeHne OoCTyna, paspelleHne OocTyna, agMUHUCTPUPOBaHME A0CTYNa;

TpeboBaHMA K oduumansHOMY paspeLleHnto 3anpocoB Ha goctyn (cm. 11.2.1);

Tpe6OBaHVIFI K nepunoanMyeckomMy aHanmidy cpeacrtB ynpasrieHua  OOCTYNOM
(cm. 11.2.4);

yaaneHuve npas gocrtyna (cm. 8.3.3).

[Mpo4yasa nudpopmaums

CnepyeT no3aboTntbcs 0 TOM, 4TOGbI NPV onpeaeneHun NpaBun ynpaBneHns OOCTYNnoM
yyecTb criegymoLlee:

a)

e)

npoBecCTn pasfnnyme mMexay rnpaBuiiamMmun, KOTopble BCcerga AOOJIKHbl BbIMOJTHATLCA, U
pykosogdALMMHN YKa3aHNUAMMU, KOTOpblE ABNAKOTCA Heobs1I3aTeNbHbIMU nnn
YCIIOBHbIMW;

yCTaHOBJIEHNE NpaBuil, OCHOBAHHbLIX Ha Mpeanocbiyike «Bce B 00wem cnyyae
3arnpeLieHo, ecrnn ABHO He pa3peLleHo», a He Ha bonee cnabom npasune «Bce B
obLiem cny4yae pa3pelieHo, eCiinm ABHO He 3arnpeLeHo,

M3MEeHeHUss B WHMOPMAUMOHHbIX MeTkax (CM.7.2), KoTopble BBOAATCSH
aBTOMaTMYecKn cpeactBamm obpaboTkm MHOpMauMmM, U B MeTKax, BBEAEHHbIX Ha
YCMOTpPEHMM Nofb3oBaTens;

M3MEHEHNA B MNOJIHOMOYMNAX MOJSIb30OBATENA, KOTOPblE BBOAOATCA aBTOMAaTUYECKU
NHOPMALMOHHON CUCTEMOWN M B NOSTHOMOYUSAX, BBEAEHHbBIX aAMUHUCTPATOPOM;

npaBuna, KoTopble TPeGyT 0cobOro yTBEpXOEHUs nepen BCTYNNEHUMEM B CUMy, U
npaBwuna, KOTopble 3TOro He TPebyIoT.

MpaBuna ynpaBneHWs  [OOCTYNMOM  LOMXKHbl  MOAAEPXMBATbCSA  ouuManbHbIMK
npouenypamMn M 4eTkO onpefernieHHbIMM 0bsi3aHHOCTAMM (CM., Hanmpumep, 6.1.3, 11.3,
10.4.1, 11.6).

11.2

MeHemXMeHT focTyna nosnb3oBaTterneun

Uens: Ob6ecneumBatb AOCTyn 3aperncTtpnpoBaHHOro nofb3oBaTtesid 1 npenorBpalaTb
HepaspeLLEeHHbIN OOCTyn K MHOPMaLMNOHHbIM CUCTEMAM.

[lomkHbl ObITb NPUHATBLI OdbMuManbHble Npoueaypbl ANs YyNpaBnieHnss HasHayeHvem npas
[0CTyNa K MHPOPMALIMOHHBIM CUCTEMAM UM yCryram.
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Mpoueaypbl OOMKHbI OXBaTblBaTb BCE 3Tanbl BPEMEHM CyLecTBOBaHMS [OOCTyna
nonb3oBaTensi, OT MepBOHA4YanbHOM  perucTpaummM HOBbIX  Monb3oBaTenen Ao
OKOHYaTenbHOM OTMEHbI perMcTpaumm nonb3oBaTenen, KoTopbiM Gonblie He TpebyeTcs
[OCTYN K MHOpMaLMOHHBIM cucTemam u ycnyram. Ocoboe BHUMaHWE [OOMKHO ObITb
yoeneHo, ecnM 9T0 Heobxogumo, noTpebHOCTM B ynpaBneHun pacnpenerieHnem
NMPUBUNErMPOBAHHbLIX MpaB AOCTyna, KOTOpble MO3BOMAIT MONb30BaTENAM UIHOPUPOBATb
CpeAcTBa ynpaBfieHUsi CUCTEMOMN.

11.2.1 Perunctpauus nonb3oBartens

CpeacTBo ynpaeneHms

[lomkHa G6biTb NpuUHATa oduumManbHas npoueaypa perncTpauum n oTMeHbl permcTpaumm
nonb3oBaTens Ans npefocTaBfeHnss U OTMEeHbl AOCTyna KO BCEM WH(OPMaLMOHHBIM
cucTemam U ycriyram.

PykoBOACTBO N0 peanunsaumnm

Mpoueaypa ynpaBneHWss [OCTYNoM AN perucrpauum M OTMEHbl  perMcTpaumm
nonb3oBaTens AOSMKHa BKMYaTh B cebs cneaytoulee:

a) ncnosib3oBaHnMe YyHUKarbHbIX naeHTuunkaTopoB nosnb3oBaTtenen Ansa Toro, 4YTOObI
AaTb MNonb3oBaTensM BO3MOXHOCTb ObiTb CBA3aHHbIMW CO CBOMMUW OEWCTBUSIMU W
HECTU 3a HUX OTBETCTBEHHOCTb; WCMNOJIb3OBaAHUE TIPYMNNOBbIX naeHTUuKaTopoB
AOIMKHO ObITb pa3peleHo TOoNnbKo TaM, rge OHU HeobOXxoaMMbl MO AENOBbLIM UMK
npakTn4ecknm npnvimnHam, n oHO AO0JTKHO ObITb yTBEPXKAEHO N OOKYMEHTUPOBAHO,

b) nposepka TOro, 4YTo Nonb3oBaTeNb MMEET pa3pelleHve Bragenbla CUCTEMbl Ha
ncrnonb3oBaHne WUHAOPMALMOHHOW CUCTEMbI UMK YCIyrn; OTAENbHOe YTBepXaeHue
npaB AOCTyrMa coO CTOPOHbI PYKOBOACTBA TaKKe MOXET OblTb YMECTHbIM;

C) npoBepka TOro, YTO YpOBEHb NPefOCTaBMNEHHOro 4OCTyna COOTBETCTBYET [enOBOM
uenu (cm. 11.1) 1 cornacyeTcs ¢ opraHM3aumoHHON NONMTUKON B obractu 3awmTbl,
Hanpumep, OH He noaBepraeT pPUcKy pasgeneHune obssaHHocTten (cm. 10.1.3);

d) npegocTtaBlieHne nonb3oBaTtesidM NMNCbMeHHbIX qDOpMyJ'IVIpOBOK nx npae OocCTyna;

e) TpeboBaHuWe TOro, 4Tobbl NONb3OBaTENW MOAMNMUCHLIBANM 3asIBMIEHUS, yKasblBatoLue,
YTO OHM NMOHMMAIOT YCIOBUS AOCTYNa;

f) obecneyeHne Toro, YTobbl NOCTABLLMNKN ycnyr He npegoctasndasiin 4OoCTyn o0 TeX Nnop,
NnokKa npoueaypbl Bblaa4vn paspeleHna He 6y,qu 3aBeEpPLUEHbI;

g) nopggepxaHue oduuManbHOW 3anmcu BCexX Nnu, 3apermcTpupoBaBLUMXCA AN TOro,
4YTOObI NCNONbL30BaTL YCIyry;

h) HemMeadlrieHHoe yaaneHune unu 6J'IOKl/IpOBKa npaes AOCTYyMNa nonb3oBaTenemn, Kotopble
M3MEHUITN POInN UNn OOJKHOCTU, UK YU U3 OpraHn3aunn;
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i) nepuvoauyeckasl npoBepka, a Takke yaaneHue unum OGrnokupoBKa, W3ObITOYHbIX
NOeHTUPUKaATOPOB U y4ETHbIX 3anucen nonb3osartenen (cm. 11.2.4);

j) obecneyeHne TOro, 4Yto M3OLITOYHbIE naeHTudukaTopbl nosib3oBaTenien He Obinn
BblAaHbl APYrMM MOJib30BaTENIAM.

[Mpo4yag nHdpopmaums

BHumaHne pomkHO ObITb yaerneHo onpedeneHuio ponen JocTtyna nonb3oBaTtenen,
OCHOBaHHbIX Ha [enoBblX TpeboBaHUSAX, KOTOpble CYMMUPYKOT HEKOTOPOEe KONMYecTBO
npaB 4OCTyna B TUMWUYHbIE MOMHOMOYMS AOCTyna nonb3oBartend. 3anpocaMmun Ha OOCTYN u
aHanusom goctyna (cMm. 11.2.4) nerye ynpasnsaTb HA YPOBHE TakMxX ponen, 4em Ha ypoBHe
KOHKPETHbIX Nnpas.

BHMMaHWe JomKHO ObITb YAEneHO BKITHYEHUIO B JOTOBOPLI C NMEPCOHANOM M AOrOBOPbI HA
obcnyxvBaHve pasgenoB, KOTOpble OMNpedensalT CaHKkuuMM B Criydae  MomnbITKU
HepaspeLleHHOro AoCTyna, OCYLLIEeCTBIEHHON NEPCOHANoM UnM areHTamm obcnyxmBaHus
(cm. Takke 6.1.5, 8.1.3 1 8.2.3).

11.2.2 MeHepXMeHT NpUBUNErumn

CpeacTBo ynpaeneHus

Pacnpe,u,eneHme n ncnonb3oBaHne I'IpI/IBI/IﬂeFI/II7I AOIMKHO ObITb orpaHun4eHo u ynpasidemo.

PykoBOACTBO N0 peanunsaumm

MHorononb3oBaTenbCkMe CUCTEMbI, KOTOpble TPebyloT 3awmTbl OT HepaspeLleHHOro
AoCcTyna, [OMMKHbI  UMETb  pacnpefeneHne npuBUNerni, ynpasnsemoe 4Yepes
odunumanbHbIN Npouecc Bblgadn paspelleHni. JomkHbl OblTb pacCMOTPEeHbl crneaytoLime
warm:

a) [OMXHbl BbITb BbISABMNEHbl NPUBUIErMN OOCTYNa, CBSA3aHHbIE C KaXAblM CUCTEMHbIM
NpOAYyKTOM, Hanpumep, onepalyoHHOM CUCTEMOW, CUCTEMOM ynpasneHusa 6Gasamu
OAHHbIX, U C KaxablM TMPUNOXEHMEM, a TakkKe nosfib3oBaTenu, KOTOpbIM WX
HeobxoaMMO pacnpeaenuThb;

b) npuBunernn [omkHbl ObITb pacnpegeneHbl NOMb30BaTENsM Ha OCHOBE MNpUHUMNG
HeobXxoaNMMOCTM MCNONb30BaHMS N NPUHLMNA «COobbITUE - 3a - cobbITUEM» [event-by-
event] B COOTBETCTBMM C MOMAUTUKOM YynpaeneHus poctynom (11.1.1), T.e.
MUHMManbHoe TpeboBaHMe K X PYHKLMOHANbHOW PO TONMbKO KOTAa HY>KHO;

C) MpoLEecc Bblgayn paspeLleHuin U 3anucb BCeX pacnpeaeneHHbiX NPUBMMIErin A0MmKHbI
nogaepXxuBaTbcs B pabodem coctosiHuu. [NpuBunernm He OOMKHbI NPeaoCTaBnATbLCA
[0 TeX Nop, noka Npouecc Bbiaauu paspeLleHnin He ByaeT 3aBepLUeH;

d) OOJDKHblI  MOOLWPATLCA paspa60T|<a N UNCNOoNb3oBaHME CUCTEMHbLIX CTaHOaApPTHbIX
nporpaMmm, C UeNblO n3bexatb HeobxogMmocTn npenocTaBliATb NpUBUNErnn
nonb3oBaTenam,;
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€) [OOMKHbI NOOLWPSATLCA pas3paboTka M UCMONb30BaHME Nporpamm, KoTopble usberawoT
Heo6xoaMMOCTU paboTbl C NPUBUNETUSMMU;

f) npuBunernn OOJIKHbI ObiTb Ha3Ha4YeHbI apyromy Mﬂ,eHTVIq)MKaTOpy nonb3oBaTens,
OTJINHHOMY OT TeX, KOTOPbI€ NCNOJb3YOTCA OANA 0bbl4HOro 4EenoBoro NPUMEHEHNA.

[Mpoyaga nHdbopmaums

Henoaxogswee vMcnonb3oBaHWE MNPUBUIIErMA CUCTEMHOrO agMUHUCTpUpoBaHus (rnobas
XapakTepucTuka WunuM  cpeactBo  MHMOPMAUMOHHOM  CUCTEMbI,  KOTOpble  AakoT
nonb3oBaTentd BO3MOXHOCTb WrHOpUpoBaTb CpeacTBa YynpaBreHUs CUCTEMOW UMK
NPUNOXeHneM), MOryT OblTb OCHOBHbIM (pakTOpOM, Jdawwmm Bkriag B cbou wnu
HapyLeHus B paboTe cuctem.

11.2.3 MeHegXXMeHT Nnaponen nonb3oBaTens

CpencTtso ynpasneHud

PacnpegeneHne naponen OOSMKHO ynpaenATbCA Nocpencrtsom othuumansHoOro npouecca
ynpasneHua.

PykoBoacTBO No peanusauuu

[Mpouecc gomkeH BKNoYaTb cnepywuimne Tpe6OBaHVI$IZ

a) OT nonb3oBaTenss Hago notpeboBaTb MoOANUCaTb 3asiBIEHWE COXPaHSATb JMYHbIE
naponn B TalHe M COXpaHsiTb TPYMNMoBble MaponM MCKNIYMTENBHO B Mpegenax
Y4YaCTHMKOB Fpynmbl; 3TO NOAMNMCAHHOE 3asiBNieHMe MOXET ObiTb BKITHOYEHO B YCMOBWS
paboTbl No Harmy (cm. 8.1.3);

b) ecnn ot nonb3oBaTenen TpebyeTca nogaepxmBaTb CBOM COBCTBEHHbIE Naponu, TO
n3HavanbHO MM [JorkeH OblTb npegocTaBneH 6Ge3onacHbll BPeMEHHbIM Maporb
(cm. 11.3.1), KOTOPbI OHU BbIHYXXAEHbBI U3MEHUTb HEMELEHHO;

C) yCTaHOBWUTb Mpoueaypbl ANA BepuduKauum JfMYHOCTM NOMb3oBaTens nepes
npenocTaBneHneM eMy HOBOro, 3aMEHSIOLLENO UM BPEMEHHOIO Napons;

d) BpemeHHble naponu AOOMMKHbl AaBaTbCs nonb3oBaTenam 6e3onacHbiM Crnocobowm;
Hago usberatb MCMNONb30BaHUS TPETbeW CTOPOHbI UMW He3alMLEHHbIX (OTKPbITbIN
TEKCT) COOOLLEHUI NEKTPOHHON NOYThI;

e) BpEMEHHbIE Maponn OOJKHbI ObITb YHUKanbHbIMW ONA NMMYHOCTU U HE OOJTXHbI ObITb
yragbiBa€MbIMU;

f)  nonb3oBaTenu JOMXHbI NOATBEPANUTE NOyvYeHUe naponeu;

g) Naponu HWKOrda He [OOSKHbl XPaHUTbCS B KOMMbIOTEPHbIX CUCTEMaxX B
He3alUuLLEHHOM hopMme;

h) naponu nocTaBWMKa MO YMOMYaHUIO AOMKHbI OblTb M3MEHEeHbl Mocne YCTaHOBKM
CMCTEM WU NporpamMHOro obecnevyeHus.
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[Mpo4yag nHdpopmaums

Maponu asnsatoTca 06bl4HBIM CPeACTBOM BepudmKaumm NMYHOCTKU Norb3oBaTensa Ao Toro,
kak ©OygeT npepoctaBneH [[OCTYN K WH(POPMAUMOHHOW cucTemMe Wnu ycnyre B
COOTBETCTBMM C NOSTHOMOYMAMU nonb3oBatens. imelTcs n JomkHbl 6bITb pacCMOTPEHDI
apyrve TexHOnormm uaeHTUukaumm n ayTeHTUPMKaumMm nonb3oBaTens, TakMe Kak
BuMoMeTpuyeckne XxapakTepucTuku, Hanpumep, BepuduKkauus oTnevyaTtkoB narnbLes,
npoBepka MoAnucK, a Takke MUCNonb3oBaHMe annapaTHbIX MapkepoB [tokens], Hanpumep,
cMapT-KapT.

11.2.4 AHanus npaB AocTyna nonb3oBaTens

CpencTso ynpasneHus

PyKOBOLI,CTBO OOJTKHO peryndpHo aHanun3mpoBaTb MpaBa AoCTyna nonb3oBaTenen,
ncnosb3yA ohuumaneHbI Npouecc.

PykoBoacTBO No peanusauumu

AHanus npas OOCTyna OOoJIKeH y4nTbiBaTh crieayrline pykosoadlmne yka3aHnA.

a) npaBa AocCTyna nonb3oBaTenen AOMKHbl aHaNM3NpPoBaTbCS PErynsipHoO, Hanpumep,
yepes kaxable 6 mMecsueB, M nocrne nbbiX U3MEHEHWI, HanpuMep, NoBbILEHME B
AOMKHOCTWN, TMOHWMXEHWEe B [OOSMKHOCTU WM npekpaweHne paboTbl No Hanmy
(cm. 11.2.1);

b) npasa OocTyna nonb3oBaTenen OOSMKHbl aHaNMM3npoBaTbCs U nepepacnpenenaTbcs
npmn cMeHe oaHOro MecTta pa6OTbI Ha Apyroe B paMKax O[HOW opraHu3auuu;

C) paspelleHnsa Ha ocobble NpuBUNErnpoBaHHble npasa goctyna (cM. 11.2.2), AOMKHbI
aHanuaupoBaTtbcsa 6onee 4acto, Hanpumep, Kaxable 3 mecsua;

d) pacnpegeneHnss NpUBUNErMA [OOMMKHO MNPOBEPSTLCA PErynspHo Ans Toro, 4ToGbl
obecneynTb, YTo He Bbiny NonyyYeHbl HepaspeLleHHbIe NPUBUMEriu;

e) M3MEeHEeHnsA B npmnBunernpoBaHHbIX YYEeTHbIX 3anncax OOJKHbI ObITb
3aperncTpmnpoBaHbl AnA uenen nepmnogn4eckoro aHanunasa.

[NMpo4yag nHdpopmaums

Heobxoanmo perynspHo aHanM3npoBaTb MnpaBa AOCTyna nonb3oBaTenen Ans Toro, Ytobsl
noaAepXuBaTb pe3yrbTaTUBHBIA KOHTPOMNb Had OOCTYMNOM K AaHHbIM U MHOPMAaLMOHHBIM
ycnyram.

11.3 0O6s3aHHOCTU Nonb3oBaTens

Llenb: npegoTBpatnTh HepaspeLleHHbIn JOCTYN Nonb3oBaTenen, a Takke packpbiTue nnu
Kpaxy nHdopmarmm n cpeacts o6paboTkm nHopmaumn.

na pe3yJ'IbTaTIABHOIZ 3aLlNTbl Ba&XHO COTPyAHNYECTBO MOJTHOMOYHbIX nonb3oBaTenemn.
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MNMonb3oBaTenen Hago yBegomMuTb 06 nx 06A3aHHOCTSIX NO NOAAEPXKAHUIO Pe3yNbTaTUBHbIX
CpeacCTB ynpaBreHns A0CTynoMm, 0CO6eHHO B TOM, YTO KacaeTcs UCMONb30BaHWUS Naponen
1 3aWwmTbl 060pyaAOBaHUA NONb3oBaTens.

[omkHa peann3oBbIBaTbLCA NONUTUKA YMCTOrO CTOMA U YMCTOrO 3KpaHa Ansi Toro, 4Tobbl
CHU3UTb PUCKM HEPA3PELLEHHOro AOCTyNna uUnm noBpexaeHus dymar, HocuTenem n cpeacTs
06paboTkn NHpopmauuu.

11.3.1 WUcnonb3oBaHue napons

CpeacTBo ynpaeneHus

OT nonb3oBaTtenen Hago TpeboBaTb CrnegoBaTb XOPOLIMM MeTodam 3aluTbl Npy Bbibope
N UCMOMb30BaHUN Naponen.

PykoBOACTBO NO peanunsaumm

Bcem nonb3oBaTensim Hago NocoBeToBaTh cnegywulee:

a)

b)

COXPaHSATb Naponun B TalHe;

nsberatb BecTu 3anucb (Hanpumep, Ha Gymare, B nporpaMMmHOM dhanne wunu B
KapMaHHOM YCTPOWCTBE) Mapofen, 3a WCKNIYEHWEeM Tex Cnyyaes, Korga 3anuchb
MOXeT XpaHUTbCA 6e3onacHo, a MeTof XpaHeHus 6bin yTBEPXKAEH;

MEHATb Naposin BCAKUM pas, Koraa ecTb noboe YKa3aHne Ha BO3MOXHO€E pacCKpblThe
CUCTEMbI UITN NaponA;

BblOMpaTh Ka4eCTBEHHbIE Naponn ¢ 4OCTAaTOYHON MUHUMAIbHOW ANMHOW, KOTOpbIE:
1)  nerko 3anomMuHaloTCS;

2)  He OCHOBaHbl Ha YeM-HMbyab, 0 YeM KTO-NMBO Apyron mor 6bl Nerko goragaTbes
NUNW NOMYYMTb, UCMONb3Yst MHAOPMALNIO, CBA3AHHYI C JNIMYHOCTBIO YeroBeka,
Hanpumep, UMeHa, Homepa TenedoHOB, AaTbl POXKAEHUS U T.N.;

3) HEe ABNAKTCA YA3BUMbIMU AONA CIOBApPHbIX aTak (T.e. HE COCTOAT U3 CJIO0B,
BKITFOYEHHbIX B cnosapm);

4) He cogepXaT nocnegoBaTerbHbIX UMAEHTUYHBIX, BCEX UNPPOBbLIX UM BCEX
6yKBeHHbIX, CMMBOIJI0B;

MEHATb Maponn perynspHo UMM Ha OCHOBE KonuyecTBa [[OCTYynoB (naponu ans
NPUBUNENMPOBAHHBLIX YYEeTHbIX 3anuMcen OO0SMKHbl MEHATbCA 4alle, YyeM OOblYHble
naponu) n mnsberatb MOBTOPHONO WCMOSIb30BAHUSA WS LMKIINYECKOrO MNOBTOPEHUSA
cTapblx naponeu;

MEeHATb BPEMEHHbIE Naposin Npn nepBsoM BXo4de B CUCTEMY,

He BKMYaTb MaponM B Kakom-nMbo aBTOMAaTU3MPOBAaHHbLIM MNpouecc Bxoda B
CUCTEMY, Hanpumep, COXpPaHEHHbIA B Makpoce Urnm B OYHKLMOHANbHOM KIltoYe;
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h) He NUCMNoJib30BaTb COBMECTHO JTIM4YHbIE NApPOSiN NoJib30oBaTENA;
i) HE NCnonb3oBaTb OAMH U TOT >Ke Naposib AnA AesioBbIX U HEOENOBbLIX uenemn.

Ecnu nonb3oBaTtensamMm Heo6xoAuMMO MMeETb AOCTYN HECKOSbKMM cryxbam, cuctemam unu
nnatgopmMam, u OT HUX TpebyeTcs NnoaaepXnBaTb HECKOSbKO OTAENbHbLIX Naporen, T0 UM
Hago NocoBeToBaTb UCMOMb30BaTbh OAMH, KAYEeCTBEHHbIN Naponb (CM. d) Bbilwe) Ans Bcex
cnyx6, rge Nonb3oBaTerno rapaHTMpyeTes, YTO ANS XpaHeHUs napons B Kaxaon crnyxbe,
cucTteMe unu nnatgopme bbina yctaHoBneHa 4OCTaToOYHas cTeneHb 3allnThbl.

[NMpo4yag nHdpopmaums

MeHeo)KMEHT CUCTEMbI CPaBOYHOMN CJ'Iy)K6bI, pa60Tarou.|,e|71 C NoTepPAHHbLIM UM 3abbITbiMK
naponamu, Tpe6yeT 0cob0ro BHMMaHMs, Kak OHa Takke MOXET ObITb cpeancTtBoM aTtakm Ha
cncrtemy naponemn.

11.3.2 OOGopyanoBaHue nonb3oBaTesns, Haxoasiweecsi 6e3 npucMoTpa

CpeacTBo ynpaeneHms

[Monb3oBaTenu [OMKHbI rapaHTUpoBaTb, 4YTO obOopydoBaHWe, Haxopasueeca 6e3
NPUCMOTPA, UMEET NOOXOASALLYHO 3aLUnTY.

PykoBOACTBO NO peanunsaumnm

Bce nonb3oBatenu OomkHbl ObiTb OCBEAOMIIEHbI O TpeboBaHUAX 3almTbl U nNpoueaypax
ana  3awmtel obopynoBaHus, Haxogsuwerocd 6e3 nNpucMoTpa, a Takke O CBOMX
ob6da3aHHOCTAX MO peanu3auun Takon 3awnTbl. [lonb3oBaTensamM Hago MNOCOBETOBaATb
cnepywoulee:

a) 3aKpblBaTb aKTMBHbIE CeaHCbl MO 3aBeplleHMn paboTbl, €CN TOMbKO WX HEenb3s
3aWUTUTL NOAXOAALMM GrOKMPYIOWUM  MEXaHU3MOM, Hanpumep, 3alULLEeHHbIN
naponem xpaHuTenb aKpaHa;

b) BbIXOOUTbL UX cucTeMbl YyHMBepcanbHblix 3BM, cepBepoB M oducHbix [1K no
3aBepLUeHNn ceaHca (T.e. He NPOCTO BbIKMIOYNTL 3KpaH nn TepmuHan MK);

c) 3awututb K unu TepmuHanbl OT HepaspeLlleHHOro MCronb3oBaHUSA GrOKMPOBKOW
KnaeBmaTypbl UMW 3KBUMBANEHTHbIM CPEeACTBOM YrpaBneHusi, Hanpumep, AOCTyn Mo
naporto, Korga oHU He ucnonb3yTes (cM. Tarke 11.3.3).

[Mpo4yasa nHdpopmaums

O6opynoBaHue, ycTaHOBNEHHOE B 30Hax Mnofb3oBaTtensd, Hanpumep, paboune cTaHuuu
Unu dannosble cepBepbl, MOXeT noTpeboBaTb 0cCOOOM 3aWuTbl OT HepaspeLLleHHOro
AOCTyna, Korga OHo ocTtaeTcs paboTtaTb 6e3 npucMoTpa Ha ANUTENbHBLIN Nepuos.
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11.3.3 TlNonutuka YncToro cTosia U YMNCTOro IKpaHa

CpeacTBo ynpaeneHms

[ormxHbl 6GbITb NPUHATLI NONUTUKA 4YMCTOro crtona Anst Gymar M yCTPOMCTB XpaHeHus
AaHHbIX CO CbEMHbIM HOCUTENEM W MOMUTMKA YMUCTOro 3KpaHa Ans cpeacTtB obpaboTku
NHopMaL K.

PyKkoBOACTBO N0 peanunsaumm

[MonnTnka 4mucTOro CTONa W YUCTOrO 9KpaHa [OOMMKHbI YYUTbIBaTb Knaccudukaumio
nHpopmaumm (cm. 7.2), TpeboBaHuA 3akoHa W O0roBopHble TpeboaHusa (cm. 15.1), a
Takke COOTBETCTBYIOLLME PUCKM W KyNbTypHble acnekTbl opraHusaumn. JormkHbl ObiTb
paccMOTpeHbI cnegyowmne pykoBogsLUne ykasaHus:

a) yaA3BMMasa UNu KpuUTMYeckas genosas nMHopmauus, Hanpumep, Ha Bymare nnm Ha
9NEeKTPOHHOM HocuTene, AosmkHa bbITh 3anepTa (B uaeane, B cendpe, B WKady unm B
apyrux dopmax HagexHon mebenu), ecnu oHa He TpebyeTcs, ocobeHHO Koraa Bce
yLwinm n3 ouca;

b)  KoMnNblOTEPBI M TEPMUHAMNbI AOMKHbLI ObiTb OCTaBMEHbl B COCTOSIHAM BbINOMHEHHOMO
BbIXO4a M3 CUCTEMbI UMK C 3anuparwyM MexaHW3MOM 3KpaHa Wnu KrnasuaTypbl,
ynpaensieMbiM NaporieM, MapkepoMm Unn nofobHbIM MeXaHU3MOM ayTeHTUUKaLmUm
nonb3oBaTensi, koraa OHW HaxoasTcs 6e3 NMpuUcMoTpa, U AOMKHbI ObiTb 3aLLMLLEHbI
GNOKMPOBKOW KnaBmaTypbl, NAPONSAMN UMW OPYTMMIW CPEACTBaMW YNpaBneHus, Korga
He McnonbaylTcs;

C) NyHKTbl paboTbl C BXOAALEA WU MUCXoAsWeihn NnoyTon M dakCMMUNbHbIE annapartsl,
Haxogsalmecs 6e3 NPUCMoTPa, AOMKHbI ObITh 3aLLUULLEHBbI;

d) HepaspelLleHHOe MCMNonb3oBaHMe POTOKOMMPOBArbHbLIX YCTPONUCTB U OPYrON TEXHWUKU
BOCNpou3BedeHns  (HanpuMmep,  CKaHepbl, UUQPOBbIE  Kamepbl),  OOIKHO
npegoTBpaLLaTbCs;

e) OOKYMEHTbI, codepxXalne BaXXHYHO WU  CEeKPETHYIO MHopMauno, OOSMKHbI
yaanAaTbCA C NpUHTEPOB HEMEOJNTIEHHO.

[Mpo4yag nHdpopmaums

MonuTuka 4YMCTOro CTONa/dUCTOrO 3KpaHa CHWXaeT PUCKM HepaspelLueHHOro AocTyna,
noTepu W noBpexaeHns wuHdopmMauum B TedeHue cTaHgapTHoro pabodvero AHA M B
Hepabouyee Bpems. Cendbl unu apyrne opmbl 6e3onacHbIX CpeacTB XpaHEHWUss MoryT
TaKKke 3alUTUTb XPaHUMYK B HUX UHGOPMAaLMIO OT CTUXUWHLIX 6eACTBUMK, TakMX Kak
noxap, 3eMneTpsiCeHne, HaBOAHEHWE U B3PbIB.

PaccmoTtpute ncnonb3oBaHme nNpUHTEPOB Cc C*)yHKLlMeVI nepcoHanbHOro
naeHTUUKaunMoHHOro Homepa, 4yTOObI Co3aaTenb OOKyMEHTa Obln €AUHCTBEHHbLIM JTLIOM,
KOTOpO€E MOorno Obl nony4nTb CBOLO CO6CTBeHHyI-O pacne4yaTtky, U TOJIbKO MNMpu HaxoxXaeHnun
OKOJ10 NpuHTEpPAa.
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11.4 YnpaBneHus oOCTYyNnoM B CeTb

Llens: MNMpepoTBpatvTh HepaspeLleHHbIM A0CTYM K CETEBbLIM YCryram.
[ocTyn Kak K BHYTPEHHUM, TaK U K BHELLUHUM CeTEBbIM YCrnyram JOJDKEH YyrnpaBnaTbCs.

,D,OCTyI'I nonb3oBatend K CcetTdAM U CeTeBblM YyClyraM He [OOJDKeH noaBepratb PUCKY
©e30nacHOCTb CETEBbIX ycnyr nytem obecneyeHus cnenywulero:

a) Mexay CeTblo opraHusauun, CeTaAMU, HaxOAALWMMUCA BO BrageHun Opyrux
opraHusauui, 1 o6LLeaoCTYNHbIMU CETAMU YCTaHOBMNEHbI NOAXOAALLME UHTEPENCHI;

b) noaxogswme MexaHuM3Mbl ayTEHTUMUKALUMM MNPUMEHSIOTCSA K MONb30oBaTensiM U
obopynoBaHuio;

C) npuBeaeHo B UCrnosrnHeHne ynpasneHne OOCTynom nonb3oBaTenen K
NHOPMaLMOHHbIM ycnyram.

11.4.1 TMNonutuKka B OTHOLIEHUU UCNONb30BaHUS CeTeBbIX YCIyr

CpeacTBo ynpaenexHms

Monb3oBaTensim OOMKeH ObiTb NPeaoCcTaBneH A4OCTYNOM TOMbKO K TeM ycryram, KOTopble
UM ObINO KOHKPETHO pa3peLLeHo NCMNoNb3oBaTh.

PykoBOACTBO NO peanunsaumnm

HomkHa 6bITb cdopmynupoBaHa MNOMUTUKA, Kacawlascs WUCNONb30BaHUA ceTen W
ceTeBbIX ycnyr. ATOT NOMUTUKA AOSMKEH OXBaTbiBaTb crieaytoLlee:

a) CeTun N ceTeBble YCIyrn, K KOTOpbIM pa3peLlleH O0CTYM,

b) npouenypbl Bblaa4dn paspelleHna ana onpegerieHmna 1oro, KoMy m K KakmMm cetdamMm u
ceTeBbIM yCInyram no3BoJyiIeHO MMeTb OOCTYIM;

C) agMUHUCTPaTMBHbIE Cpeactea W npouenypbl AnAd 3allnTtbl O0CTyna K CeTeBbIM
coenHeHnsaM N ceTeBbIM yCnyram;

d) cpeactBa, ucnonb3yemble Ans OOCTynNa K CeTSM U CeTeBbIM ycriyram (Hanpumep,
ycrnosus paspelueHnss HabopHOro AocTyna K nocTaBwuky ycnyr WHTepHeT wnu
yOaneHHou cucteme).

Monutrka B OTHOLUEHUN UCMNOSb30BaHWUSI CETEBbIX YCNyr AOMKHa OblTb COrmacoBaHHOWM C
AEeNoBOW NONUTUKON ynpasneHus goctynom (cm. 11.1).

[Mpo4yag nHdopmaums

HepaspelwleHHble U Hebe3onacHble NOAKMNKYEHUSI K CETEBbLIM ycnyram MoOryT NoBJIUATb Ha
uenyw opraHm3auuio. 310 cpencTeso ynpaBlieHud OCODEHHO BaXHO [ONsA CeTeBbIX
NOAKIMIOYEHUN K yA3BUMbIM TN KPUTUHECKUM  OEeJ1IOBbIM  MPUITOXKEHUAM  Unnm K
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nonb3oBaTtesnsdaMm B 30HaX MOBbILUEHHOIO pUCKa, Hanpumep, 06u.1e,u,00Tyng|e NI BHeELWHWe
30HbI, KOTOPblE HAaXoOATCA 3a npeaenamMum ynpasneHuaA 3almnTon un KOHTpPOIA opraHn3auun.

11.4.2 AyTteHTUdMKaLMA Nonb3oBaTerns ANA BHEWHUX COeAUHEeHUN

CpencTtso ynpasneHus

[na ynpaBneHus [OOCTYNOM YyAaneHHbIX nonb3oBaTenen OOMMKHbl UCMONb30BaTbCs
nogxoasiine MeToabl ayTeHTUUKaLUN.

PykoBoacTBO no peanuvsauumu

AyTeHTUdUKaUMs  yaaneHHblX Mornb3oBaTenen MOXeT OblTb  AOCTUrHyTa nyTem
MCNONb30BaHWS, HanpuMMep, METOAOB, OCHOBaHHbIX Ha KpunTorpadguu, annapaTHbIX
MapKepoB WM MPOTOKOMOB C 3anpocoM W MoATBepxaeHneM. Bo3MoxHble peanusauuu
Takux MeToOB MOXHO HaWTU B PasfuyHbIX PELUEHUSX Ha OCHOBE BUPTYarbHbIX YACTHbIX
ceter (VPN). Ona obecnevyeHnss yBEPEHHOCTU B WUCTOYHWUKE COEOMHEHUN Takke MOoryT
ObITb MCNONb30BaHbI CNeLnannu3npoBaHHble YacTHbIE MMHUN CBA3W.

Mpouenypbl 0b6paTHOro coeaMHeHUs U cpeacTBa ynpaBreHus obpaTHbIM coeauHeHueM,
Hanpvmep, UCMNonb3ylLLMe MOAEMbl C MOCLINKOM oBpaTHOro Bbi3oBa, MOryT obecneunTb
3alWNUTy OT HepaspeLleHHbIX U HexenaTernbHbIX MOAKMHYEeHUn K cpeacTBam obpaboTku
MHOpMaLMM opraHMsaumMu. JTOT TUM YyNpaBneHus ayTeHTUdUUMpyeT nornb3oBaTenen,
MbITAIOLWMXCA YCTAHOBUTb CBA3b C CETbHO OpraHu3auuMuM C yaaneHHblXx MecT. [lpu
NCMONb30BaHUN 3TOrO CPeACcTBa YNpaBneHusl, opraHuM3aumMs He [OOMKHa WUCMoNb30oBaTb
ceTeBble YCMyrn, KOTopble BKMYalT B ceba nepeagpecauuio Bbi30BOB, WKW, €Cnu
ceTeBble YCryrn BKIOYaloT B cebsl nepeagpecaumio BbI30BOB, OHM A0MKHbI 6r10KMpOoBaTh
NCMONb30BaHME TaKWX XapakTepUCTUK ANA TOro, 4YTobbl M3GexaTb [BO3HWKHOBEHUS]
cnabblx MecCT, CBSI3aHHbIX C Nepeaapecauuii BoidoBa. Mpouecc 06paTHOro Bbi3oBa OOMKEH
rapaHTUpoBaTb, YTO MPOUCXOAUT (pakTMYecKkoe pasbeuHEHNEe Ha CTOpPOHE opraHu3auuu.
B npoTuBHOM crniyyae, yaaneHHblii Monb3oBaTenb MOXET AepXaTb NUHUI0 OTKPbITON,
NPUTBOPSASACL, YTO BepuduKaumsa obpaTHOro Bbi3oBa npousoluna. Mpoueaypbl o6paTHOro
BbI30Ba U CPEeACTBa yrnpaBreHus obpaTHbIM BbI3OBOM AOMMKHbI TLATENbHO MCMbIThIBATHCA
Ha Hanm4yme 3TON BO3MOXHOCTM.

AyTeHTUdUKaLMS Yy30B CETU MOXET MOCMYXUTb B Ka4eCTBe anbTepHaTUBHOIO cpencTsa
ayTeHTMdMKauMM  rpynn  yganeHHblX nosfib3oBaTefien, €ecriv  OHW  MOLKMOYEHbl K
GesonacHOMy, COBMECTHO  WCMOSMIb3yeMOMY  KOMMbIOTEPHOMY  KOMMnekcy.  [ns
ayTeHTUMKaLumMm y3rnoB MOryT UCMNOMb30BaTbCA Kpuntorpadpumyeckme meTtoabl, Hanpumep,
OCHOBaHHbIE Ha MalWHHbIX cepTudukatax. OHM ABNAIOTCA YaCTbio HEKOTOPLIX PeLleHun,
OCHoBaHHbIX Ha VPN.

[ononHuTenbHble cpeacTBa ynpaBneHus ayteHTudukaumen AomMKHbl OblTb peanu3oBaHbl
AN ynpasneHus JocTynoMm K 6ecnpoBoaHbIM ceTaM. B yacTHocTu, ocobast OCTOPOXHOCTb
Heobxoauma npu BbibOpe cpeacTB ynpaeneHus Ansi 6ecnpoBOAHbIX ceTen u3-3a
Gonbliero KonmMyectTBa BO3MOXHOCTEM ANA HeOOHapyXeHHOro nepexsaTa CeTeBOro
Tpaduka n BBOAA B HeEro.
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[Mpo4yag nHdpopmaums

BHewHne coegvHeHuss [alT BO3MOXHOCTb HepaspelleHHOro [ocTyna K [JerioBon
WHopMaL MK, Hanpumep, AOCTYN Npyv NOMOLLM METOLOB Bbi3oBa Mo HOMepy. MmetoTcs
pasnuyHble TUNbl MeTO40B ayTeHTUdUKaLNN, HEKOTOpbIE N3 HUX obecnevnBaoT BOMbLIUNA
YPOBEHb 3aWuMTbl, YeM [pyrve; Hanpumep, Kpuntorpaduyeckue MeToabl MOryT
obecneunTb CTpory ayTeHTuurkaumo. BaxkHo onpeaenuTb, UCXOAS U3 OLEHKN PUCKOB,
HeobOXOAMMbIN ypOBEHb 3awmTbl. OTO Heobxoammo Ans nogxoasuiero Bbibopa meToga
ayTeHTUrKaumm.

CpenctBO aBTOMaTMYECKOro MOAKIOYMEHUS K yAaneHHOMY KOMMbITEpY MOXeT AaTtb
crnocob HepaspelleHHOro AocTyna K OU3Hec-NpunoXeHuo. ATO0 0COBEHHO BaXHO, €Cru
NOOKNIYEHNE UCNONb3yeT CeTb, KOTopas HaxoauTcs 3a npejenamm  OencTeus
OpraHM3aLMOHHOM CUCTEMbI yNpaBneHns 3aLUnTON.

11.4.3 WUpeHTUdMKauua obopyaoBaHus B CeTAX

CpeacTBo ynpaeneHus

ABTOMaTU4eckass uaeHTUdMKaUMa o0opyaoBaHUA [AoimkHa ObiTb paccMOTpeHa Kak
CPeACTBO ayTeHTUMKaLUN NOAKMIOYEHNA C KOHKPETHBLIX MECT 1 000pYyAOBaHUS.

PykoBOACTBO NO peanunsaumm

NpeHTndpmkaums obopyaoBaHns MOXET  MCMNONb30BaTbCs, €CMM  BaXHO, YTOObI
nogknioyeHne morno ObiTb MHULUUMMPOBAHO TONMbKO C OMPeAeNnneHHoOro Mecrta Wnu
obopynoBaHusa. VigeHTudukatop BHYTpU 0BOPYAOBaHUSA WU NPUKPENSIEHHbIA K HEMy
MOXET WCNOoNb30BaTbCA AN YKasaHuMs Ha TO, paspelleHo nn 3Tomy o0bopyaoBaHWUIO
noakn4YaTbCa K ceTU. AT MAEHTUMKATOPLI JOMKHbBI YETKO yKa3blBaTbCA Ha TO, K KaKon
CeTu paspelleHo nogknoyatb 0bopyaoBaHue, ecnv cyllecTByeT 6ornblle O4HOM CeTU, U
0COBEHHO B TOM criyyae, ecrnv 3Tn cety obnagarT pasnuyarollencs BaxKHOCTbIo. MoxeT
OblTb HEOBXOAUMBIM PACCMOTPETb PU3MYECKYHO 3almnTy 06opyaoBaHMA ANns TOro, YToObl
nogaepxartb 3aWwuTy naeHTugunkatopa obopynosaHus.

[Mpo4yasa nHdpopmaums

OTO CPeACTBO ynpaBneHus MoXeT ObITb JOMOMHEHO APYrMMU MeToAamMun ayTeHTuduKkaunm
obopynosaHus nonb3doBatens (cM. 11.4.2). WNpeHTudumkauma obopynoBaHUs MOXeT
NMPUMEHSATLCA B AIONOSTHEHNE K ayTeHTUdMKauumn nons3osartens.

11.4.4 3awwmTa yaaneHHbIX ANarHOCTUYECKNX U KOH(PUTypaLMOHHbIX NOPTOB

CpencTeo ynpasneHud

®Pu3nMyeckun M NOrm4yecknin OOCTyn K OMarHOCTUYECKUM U KOHUrypauMOHHbIM mnopTam
AOMMKEH ynpaBnaTbCS.
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PykoBoacTBO no peanusauumu

Bo3amoxHble  cpegctBa  ynpaBneHus  onsa goctyna K AMAarHOCTUYECKUM U
KOHUIypaunoHHbIM NopTaMm BKIIOYAKT UCNONb30BaHWEe OMOKUPOBKU KrnasBuaTypbl U
BCMoMOraTernbHble npoueaypbl Ans TOoro, 4todbl ynpaBnaTb PU3MYECKUM AOCTYNoM K
nopty. lNpumepom Takon BCnomoraTenbHOW Npoueaypbl ABNAETCA NpoBepka TOro, 4To
AnarHocTuyeckne M KOHQUrypaumoHHble MnopTbl OOCTYMHbI TONbKO MyTeM pasMelleHus
Mexay MeHeXepoM KOMMbIOTEPHOW yCnyrM W BCNOMOraTesibHbIM  NepcoHarnom
annapaTHbIX cpeacTs/nporpaMMHOro obecneveHus, TpebyoLlwmm JocTyn.

MopThil, ycnyrm 1 aHarnormndHble cpenctBa, YCTaHOBJIEHHble Ha KOMMbHOTEPHOM WIU
ceTeBOM KOMIMJIEKCE, KOTOpPOE He ocobo Tpe6y}OTCFI ana nenosou beHKLl,VIOHaJ'IbHOCTVI,
Ha3Ha4YeHus1, AOIKHbI ObITb 3a6J'IOKVIpOBaHbI nnun ygarnexsbl.

[Mpo4yag nHdpopmaums

MHOECTBO KOMMbIOTEPHBLIX CUCTEM, CETEBbIX CUCTEM M CUCTEM CBSI3W YCTaHABMMBAIOTCA
yOaneHHbIM OWarHOCTUYECKUM UMM CPEACTBOM  KOHUrypauum [Ans UCMOoMb30BaHWs
aKCMNyaTaUMOHHbIMK UHXeHepaMn. Byayun HesalulleHbl, 3T AUMarHoCTUYEeckue MopThbl
obecrneunBaloT cpeacTsa HepaspeLLeHHOro AoCTyna.

11.4.5 Pa3peneHue B ceTaAX

CpencTtso ynpasneHud

["pynnbl THPOPMAaLMOHHBIX YCryr, Nonb3oBaTenen U NHPOPMaLMOHHbIE CUCTEMbI JOIMKHbI
ObITb pasgeneHbl B ceTAX.

PykoBoacTBO No peanusauuu

OgHUM 13 MeTodOB ynpaBrieHusl 3aWwuTon BonblUMX ceTeln ABMNsSeTcs pasaeneHne ux Ha
OTAEnNbHbIE TOrMyeckMe CeTeBble [OOMEHbl, HanpuMep, AOMEHbl BHYTPEHHeN CceTu
opraHusaumMmM U OOMEHbl BHELUHEW CEeTU, KaxKabli U3 KOTOPbIX 3alUuLLieH onpeaeneHHbIM
nepumeTpoM 6esonacHocTu. AuddepeHumanbHbIin KOMMNEKT CPEACTB ynpaBreHust MoXeT
NMPUMEHSTLCA B PasfUYHbIX JOMMYECKMX CEeTEeBbIX [AOMeHax Ans AOMONHUTENbHOro
pasgeneHnss cpep ceTeBoM GesonacHOCTW, Hanpumep, cucteM o6Lulero goctyna,
BHYTPEHHUX CeTEel U KPUTUYECKMX aKTMBOB. [JOMEHbl OOIMKHbI OnpeaensiTtbcs Ha OCHOBE
OLIEHKUN PUCKOB M pa3nuyHbiX TpeboBaHMI 3aluUTbl B KaXO0M JOMEHE.

Takon ceTeBon nepumeTp MOXeT ObiTb peanu3oBaH MNyTeM YCTaHOBKM 6e3onacHoro
LU03a MexXay ABYMSsI CETAMMW, KOTOpble NPEACTOUT COEANHUTL, AN TOro YTOObI yNpaBnsiTh
AOCTYNOM U MH(POPMALMOHHBIM NOTOKOM MeXay ABYMS AOMeHaMu. JTOT LUM3 AOMKEH
ObITb CKOH(UrypupoBaH Tak, 4ToObl unbTpoBaTb TpaduK Mexay 3TUMU LOMEeHaMu
(cm. 1146 n 11.4.7) n 6GnokupoBaTb HepaspeLleHHbI [OCTyn B COOTBETCTBUMM C
OpraHM3aLMOHHOM NOSIMTMKOW ynpasneHus goctynom (cm. 11.1). MNMpumepom Takoro Tvna
LUM03a ABNSAETCA TO, YTO 0ObIMHO Ha3biBaeTca «bpaHamayap». [pyro MeToa pasaeneHus
OTAENbHbBIX NTOMMYECKUX LOMEHOB COCTOUT B TOM, YTOObI OrpaHnynTb JOCTYM K CETU MyTEM
NCNONb30BaHNS BUPTYarnbHbIX YacCTHbIX CEeTEeW AN rpynn nonb3oBaTenen B pamkax
opraHunsaumm.
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Cetn Takke Moryt ObiTb pasgeneHbl, Ucnonb3yss QYHKUMOHANbHbIE BO3MOXHOCTMU
CeTeBOro YycTpoucTtea, Hanpumep, |P-kommyTtauma. OTaenbHble [OOMEHbl  MOryT,
cneposaTenbHO, OblTb peanu3oBaHbl NYTEM YMpaBfeHWss MOTOKOM [aHHbIX B CETH,
NCNonb3ysi BO3MOXHOCTM MapLipyTM3auMn/kKOMMyTaunm, Takme Kak CAMCOK KOHTPOns
aoctyna.

Kputepun ons pasgeneHus ceterd Ha AOMEHbl OOMKHbl OblTb OCHOBaHbl Ha MONUTUKE
ynpaBneHnss OoctynoMm u TpeboBaHuax kK pgoctyny (cm. 10.1), a Takke y4yuTbiBaTb
OTHOCUTENbHYIO CTOMMOCTb W 3KCMSlyaTauMOHHOrO BIUSIHUA BHeAPeHus noaxoasiien
ceTeBOM MapLUpyTU3auumn unm mexcetesomn texHonorum (cm. 11.4.6 n 11.4.7).

Kpome TOro, pasgeneHue ceten JOMKHO ObiTb OCHOBAHO Ha LIEHHOCTW M Knaccudumkaumm
nHpopmaumm, XxpaHumon unum obpabaTbiBaemon B ceTsX, CTENneHu [OBepus, Wnu
HanpaBneHUn OeATEeNnbHOCTU ANS TOro, 4ToObl CHU3NTL Ob0llee BNUsiHME HapyLUEHWS
obcnyxnsaHus.

BHumaHve OomkHO ObiTb yAeneHo oTaeneHuto 6ecnpoBOAHbIX CETeil OT BHYTPEHHUX U
YyacTHbIX ceTeil. Tak Kak nepumeTpbl GECNPOBOAHBLIX CETEN XOPOLLO He onpeaeneHsbl, To B
TakUX crny4vasix OOMmkHa ObITb MpoBedeHa OLeHKa PUCKOB Ans Toro, YTobbl onpenenvTb
cCpeacTBa ynpaeneHus (Hanpumep, cTporass ayTeHTudukauusi, Kpuntorpaduyeckne
MeToAbl U YAacTOTHas cenekumsl) ons noaaep)XaHus CeTeBOro pasaerneHus.

[Mpoyaga nHdbopmaums

CeTu Bce Gonblue 1 6ornbliue paclunpaTcs 3a TPaaULMOHHbIE OpraHN3aLMOHHbIE rpaHMULbI
c obpa3oBaHMEM AENOBbLIX NAPTHEPCTB, YTO MOXET NoTpeboBaTh B3aUMO3aBUCUMOCTU UM
COBMECTHOrO UCMOSb30BaHUsA cpeacTB 06paboTkm MHopMauumn n obMeHa MHdopmaLumen.
Takve pacluMpeHnsi MoryT YBENUYUTL PUCK HEpPAa3PEeLLUEeHHOro A0CTyna K CyLIEeCTBYHOLIUM
MHOPMALMOHHLIM CUCTEMAaM, KOTOPbIE WCMOSNb3YOT CETb, HEKOTOPbIM M3 HUX MOXET
noTpeboBaTbCsA 3awWmuTa OT ronb3oBaTenen Apyrmx ceTel M3-3a MX BaKHOCTU WIK
KPUTUYHOCTMW.

11.4.6 YnpaBneHue ceTeBbiMU COEANHEHUAMMU

CpencTso ynpasneHusd

[insi COBMECTHO MCnonb3yeMbix ceTen, 0COBEHHO TeX, KOTOpbIEe pacLUMPAOTCA 3a npeaensi
rpaHuL, opraHnsaumnmn, BO3MOXHOCTb Nofb3oBaTenen NogknouYnTbCA K CeTU AOMKHaA ObiTb
orpaHu4eHa, B COOTBETCTBUM C MOSMIUTUKOW YyMnpaBneHuss [OCTynom u TpeboBaHusMU
AenoBbIX NpunoxexHun (cm. 11.1).

PykoBoacTBO no peanuvsauumu

MNpaBa nonb3oBaTtenen No AoCTyny B CETb AOMKHbI NOAAEpXKMBATbCA U OBHOBNATLCSH, Kak
TpebyeTcsa NoNMTUKON ynpasneHus goctynom (cm. 11.1.1).
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Bo3moXHOCTM noaknoyeHna nonb3oBartenen MoryT ObiTb OrpaHuMyeHbl NOCpPenCTBOM
CeTeBbIX LUMO30B, KOTOpble UILTPYIOT TpaduK MNOCPEeACTBOM MpeaonpeaeneHHbIX
Tabnuy nnu npaeun. lNpumepamn NPUNOXKEHUN, K KOTOPbIM LOMMKHbI OblTb MPMMEHEHbDI
OrpaHuyeHns, ABnsaTCA:

a) obmeH coobLeHnaAMM, HanpuMmep, 3NeKTPOHHas NoYTa;

b) nepegaya cannos;

C) WHTEpPaKTMBHbIN JOCTYM;

d) pocTyn K npuKnagHbiM nporpammMam.

[omkHo 6bITb pacCcMOTpeEHO cCBA3biBaHWE TMNpaB AOCTynma B CeTb C ornpeaefieHHbIM
BpeMeHeM OHA Unn gatamu.

[Mpo4yag nHdpopmaums

BHeOpeHne cpedacTB ynpaBneHuss ONs OrpaHUYEeHUs BO3MOXHOCTM  MOAOKMHYEHUS
nonb3oBaTtenen MoxeT TpeboBaTbCA MONMUTMKON yrnpaBneHus OOCTYNoM Arsi COBMECTHO
NCNonb3yeMmblX ceTeil, 0COGEHHO TeX, KOTOpbIE PaCLUMPSIOTCA 3a rPaHULLbl OpraH13aUum.

11.4.7 YnpaBneHue ceTeBOW MapLupyTUsaumen

CpeacTBo ynpaeneHus

CpeactBa ynpaBneHusi MapLupyTMsaumern OOmkHbl ObiTb peanu3oBaHbl Ans ceTen Ans
TOro, YTOObl 06EeCNeYNTb, YTO KOMMLITEPHBLIE COEAMHEHMSI U MHOPMALIMOHHBLIE MOTOKM He
HapyLlaloT NOMUTUKY yrpaBneHus AOCTYNOM AeNOBbIX NPUMOXEHUN.

PykoBoacTBO no peanusauumu

Cpe,EI,CTBa ynpasJiieHUA Mapmpmiaaumeﬂ AOMKHbI ObITb OCHOBaHbl Ha MeXaHu3max
NPOBEPKN NONMOXUTESNTbHOIO MCTOYHUKa N agpeca Ha3Ha4YeHUA.

LLnto3bl 6Ge3onacHOCTM MOryT WMCNONb30BaTbCs ANs Banupauunm UCTOYHMKA W agpeca
HasHa4YeHUs1 B aAMWHUCTPATMBHBIX KOHCOMNAX BHYTPEHHMX W BHELLUHUX CETEW, €cnu
3a0eNCTBOBaHbl TEXHOMOrMM TPaHCNAUMM CETEBbIX aApecoB W/WNM agpecoB  Proxy-
cepBepoB. Te, KTO OCYyLLEeCTBMASIET peanu3aumio, AOIKHbI oTAaTh cebe OTYET O CUNbHbIX
CTOpOHax K cnabbix CTOPOHax IHObLIX MCMNOMb3yeMblX MexaHu3MoB. TpeboBaHusa K
yrnpaBneHno ceTeBon MapLUpyTu3aumen 4OMKHbl OCHOBLIBATbCS Ha NONUTUKE yrpaBneHns
poctynom (cm. 11.1).

[Npo4yag nHdpopmaums

COBMECTHO WUCMOsb3yemMble CeTW, OCODEHHO Te, KOTOpble PacLUMPSOTCA 3a npeaens
rpaHvy opraHusauun, MoryT noTpeboBaTb [OOMOMHUTENbHLIX CPeACTB ynpaBreHus
maplpyTusaumen. B 0cobeHHOCTM 3TO OTHOCMTCA K TeM cryyasm, Korga ceTu
MCMONb3YHTCA COBMECTHO C NOMNb30BaTeNAMU TPETLEN CTOPOHbI (He U3 opraHusauun).
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11.5 YnpaBneHue 4OCTYyNoMm K onepauuoHHON cUcteme

Llens: MNMpepoTBpatuTbh HepaspeLleHHbIW A0CTYMN K onepauMoHHbIM CUCTEMaM.

CpeactBa 3awWwmTbl [AOIMKHbI MCMOMb30BATLCA ANs TOro, YTobObl OrpaHUYUTbL AOCTYN K
onepauyoHHbIM CUCTEMaM MOMHOMOYHBIMU Monb3oBatenamn. CpeacTsa [OMKHbI ObITb
CnocoGHbl AenaTb creayoLlee:

a) ayTeHTUdUUMpOBaTb  MOMHOMOYHbLIX  MOMb30OBaTenewn, B COOTBETCTBUM C
onpeaeneHHoOn NONUTUKOW ynpasreHns OCTYNOM;

b) 3anncbliBatb YycnewHble W Heyada4dHble MNOMbITKN ayTeHTVICbVIKaLI,VIVI npn BXoOE B
CUCTEMY;

C) 3anucbiBaTb MCMOMb30BaHUE cneunanbHbIX CUCTEMHBIX MPUBUNENNN;
d) BblgaBaTb CMrHanbl TPEBOTW, KOrAa HapyLlaeTcs NonuTMka B 06nactu 3awmThl;
e) obecnednBaTb Nnogxoasine cpeacTea Ans ayreHTudukaumm,

f) ecnn 3To HeobxoauMo, orpaHnyYMBaTb BPEMSA COeQMHEHMS NONb3oBaTeNen.

11.5.1 bBe3onacHble npoueaypsbl BXxoaAa B CUCTEMY

CpeacTBo ynpaeneHms

JocTyn kK onepauroHHbIM CUCTEMaM OOMKEH ynpaBnsaTbes 6e3onacHoin npoueaypoi Bxoaa
B CUCTEMY.

PykoBOACTBO NO peanunsaumnu

Mpoueaypa Bxoda B OMEpaLMOHHYK CUCTEMY OOSKHA OblTb paspaboTaHa Tak, 4TOObI
MWUHUMWN3MPOBATbL BO3MOXHOCTb HepaspelleHHoro gocTyna. MNpoueaypa Bxoda B cuctemy
[OIKHa, crefoBaTenibHO, packpbiBaTb MUHMMYM MHOpMauum O cucteme Ans Toro,
yToObl  M30exaTb  MNpPenoCTaBleHUss  HEMONTHOMOYHOMY  Monb3oBaTento  nbo
HeobsA3aTenbHOM nomolM. Xopollass npoueaypa Bxoga B CUCTEMY [AOMKHa AenaTb
crnepyoLlee:

a) HE OTO6pa)KaTb MOEHTUUKaATOpPbl CUCTEMbI UNU MPUIIOXKEHNA [0 Tex nop, Mnoka
npouecc Bxoga B CUCTEMY He 6yneT yCneLwHo 3aBepLUEeH;

b) oTobpaxaTtb coobuieHne obuwiero xapakrtepa, npeaynpexgaroulee, 4To AOCTyn K
KOMMbIOTEPY OOIMKEH OCYLLECTBNATLCS TONBKO NONTHOMOYHbLIMU NONb30BaTENSAMU;

C) He npeaocTaBnsATb COOOLLEHMI-NOACKA30K B XoAde MNpouedypbl Bxoda B CUCTEMY,
KOTOpble MOMOTYT HEMOSTHOMOYHOMY MONb30BATENHO;

d) ocyuwecTBnaTb Banugauuto MHOpMaLUM BXxoda B CUCTEMY TOSbKO MO OKOHYaHUU

BBOJA BCEX BXOAHbIX AaHHbIX. ECnn Bo3HMKaeT coCcTosiHMe OWKnbKM, TO cucTeMa He
OOJ1XXHa yKa3blBaTb, Kakad 4aCTb AaHHbIX ABJITAETCA npaBuNbHOM UM HEMNPaBUIbHOW;
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f)

h)

)

OrpaHMYMBaTh YMCMO paspelleHHbIX HeydauHbIX MOMbITOK BXoAa B CUCTEMY,
HanpuMmep, 40 TPex MNomnbITOK, U PAaCCMOTPETL Crieayloliee:

1) 3anncb Heyga4dHbIX N yaa4dHbIX NOMbITOK;

2) npuHyguTenbHas YCTaHOBKa BPEMEHHOW 3adepXKum [0 Toro, Kak oyayt
paspeLleHbl HOBblE MOMbITKM BXOA4a B CUCTEMY, UMW OTKINOHEHWE AanbHenLwmx
nonbITOK 6e3 cneunansHOro paspeLleHuns;

3) pasbeavHeHve KaHarnoB nepeaayun AaHHbIX;

4) otnpaBka coobweHns o6 aBapuMHOW CuUTyauun Ha nNynbT ynpaBreHus
CMUCTEMOWN, ecnv AOCTUTHYTO MakcumaribHOe YMCIO MOMbITOK BXOA4A B CUCTEMY;

5) ycTaHOBneHMe u4ucna noBTOPHbLIX HabopoB Mapons BMeCTe C MUHUManbHOW
ASIMHOM Napons U LEHHOCTbIO 3alUmLLaeMON CUCTEMBI,

orpaHn4mBaTb MakCumalribHOE U MMHUMalribHOE BpeMsd, Aonyckaemoe ana npoueanypbl
XoOoa B CUCTEMY. Ecnm OHO npeBbllleHO, TO cCUCTEMA [OOSMKHA MpekpaTuTb
ocyulecTtsrieHne npouecca Bxoaa B CUCTEMY,

oToOpaxaTb creadyloLlylo WMHopMaLMio MO 3aBeplleHMM YCMELHOro Bxoda B
cucTemy:

1) AaTta 1 BpemMa npeablayuero ycnelHoro sxoga B CUCTEMY;,

2) nogpobBHOCTM nNIOObLIX HeydayHbIX MOMbLITOK BXo4a B CUCTEMY C MOMEHTa
nocreaHero ycrnewHoro Bxoga B CUCTEMY;

HE OTO6pa>KaTb BBOAUMbIA Maponb WNu npoaymMaTtb CKpbiBaHME 3HaKOB Maponsa
CMBOJ1aMU;

He nepepgaBaTb NapPOJSi OTKPbITbIM TEKCTOM MO CETU.

[Mpo4yasa nHdpopmaums

Ecnn naponu nepenatoTcs OTKPbITbIM TEKCTOM BO BPEMS BXOAa B CUCTEMY MO CETU, TO OHU
MOryT BbITb 3axXBayeHbl CeTeBOW NPOrpamMmMon-pasBeJynKkom.

11.5.2 WUpeHTUdMKauua n ayteHTUPUKaLMA nonb3oBarenemn

CpencTtso ynpasneHusd

Bce nomnb3oBaTenu AOMKHbI UMETb YHMKamNbHbIN naeHTudukatop (maeHtudpukatop [ID]
nonb3oBaTenst) WCKMIYUTENbHO ANA  JIMYHOMO  MCMNOMb30BaHus, W OOMKHA ObITb
nogxogsdwias MeToamka ayTeHTUdMKaumMm ONnd AokasaTenbCTBa 3asiBNEHHOW JUYHOCTU
nonb3oBaTtens.
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PykoBoacTBO no peanusauumu

OTo cpencTBo ynpaBneHUs OOIMKHO MNPUMEHSATLCS AN BCEX TWMOB MoNib3oBaTenem
(BkMoYass  BCMOMOraTesfibHbI ~ TEXHUYECKMA  MEepcoHarn,  OnepaTtopoB,  CETEBbIX
agMUHUCTPATOPOB, CUCTEMHBIX NMPOrPamMMUCTOB U aAMUHUCTPATOPOB 6a3 AaHHbIX).

Mﬂ,eHTM(bMKaTOpr nonb3oBaTenen [OOSKHbl  MCMOMb30BaTbCA ANnNs  Toro, 4ToObI
npocnexmBatb AOeATESIbHOCTb HECyLWKUX OTBETCTBEHHOCTb J11L,. [eatenbHoCTb OBbIYHbIX
nonb3oBaTenen He OofmKHa OCYLWECTBIATLCA C NPpUBUNETMPOBAHHbLIX YH4ETHbIX 3anuncen.

B uckniounTenbHbiXx 0BCTOSITENBCTBAX, KOr4a MMeeTcsl odeBMaHas nonb3a Ans gena,
MOXHO MCMONb30BaTb COBMECTHO MCMONb3yembli MAeHTUdUKATOp Monb3oBaTens ans
rpynnbl nonb3oBaTenem Wnu Ons KOHKPeTHoW paboTbl. Ona Takux crnyvaeB [OJDKHA
MMETbCSA OOKYMEHTarbHO NoATBEPXAEHHas caHKuus pykoBoacTea. MoryT notpeboBaTtbcs
AONOSNHUTENbHbIE CPEACTBA ANs TOro, YTOObI NogaepKaTb BO3MOXHOCTb y4eTa.

Obwue naeHTMdUKaTOpbl AN UCNONb30BaHNUS [0TAENbHBLIM] NMULOM AOMKHbI ONYyCKaTbCH
TONMbKO TOrga, Korga Q[OCTyNHble uAeHTUdUKaTopy yHKUMM §nMBO  BbINOSTHAEMbIE
NOEeHTUUKATOPOM [AENCTBUA He AOMMKHbl OblTb MpocrexmnBaembl (Hanpumep, LOCTyN
TONBKO ONSA YTEHUS), UNK UMEKOTCH Apyrve cpeacTsa ynpasneHna (Hanpumep, naponb Ans
obulero maeHTUdUKaTopa BblAAETCA TOMbKO OAHOMY COTPYAHWKY B AaHHbIA MOMEHT
BPEMEHWN, N 3TOT oaKT perncTpmpyeTcs).

Tam rge Tpe6yeTc;| CTporas ayTeHTVI(bVIKaLWIFI n Bepudunkauma MOeHTUYHOCTU, OOSTKHbI
NCNonb30BaTbCA METOAbl, anbTEPHATUBHLIE MNAPOSNSM, Takue Kak Kpuntorpaduyeckue
cpeacrtea, CMapT-KapTbl, MapKkepbl Unn 6momepr-|eCKV|e cpeacrtea.

[Mpo4yag nHdpopmaums

Maponwn (cm. Takke 11.3.1 n 11.5.3) asnatoTca Hanbonee obwmnm cnocobom obecneyeHus
noeHTUdrKauMm N ayTeHTMduKaumMm Ha OCHOBaHWW CeKpeTa, KOTOpbIA 3HaeT TONbKO
nonb3oBaterb. TOro e caMoro Takke MOXHO AOCTUYb KpunTorpaduyeckumn cpeacrsamm
N npoTokonamu ayteHTudukaumm. CTporocTb MAEHTUMUKAUUKM U ayTeHTuduKauum
nonb3oBaTens [AOSfhKHa COOTBETCTBOBATb  BaXHOCTU WHopmauuu, K KoTopown Oyaet
npegocTtasreH 4OCTyn.

OObeKTbl, TakMe Kak MapKkepbl C NaMsaTbl0 UMW cMapT-KapTbl, KOTOpbIMM obnagatoT
nonb3oBaTenu, Takke MOryT MCMOMb30BaTbCA AN MAEHTUMKALUUM U ayTeHTUdUKaLUK.
Ana ayTeHTMdMKaLMN NMYHOCTUN YEroBeKa Takke MOryT UCMONb3oBaTbCA BromMeTpuyeckme
TEXHOMNOMMN ayTeHTUMKALUN, KOTOpPbIE UCMOMb3YIT YHMKamNbHbIE XapakTepUCTUKU WUNn
aTpubyThbl YenoBeka. HagexHo cBsis3aHHasi KOMOMHALMSA TEXHOMNOIMNIA U MEXaHU3MOB AacT B
pesynbTaTe 6ornee CTPOryo ayTeHTUUKaLmio.

11.5.3 Cucrema meHem)XmeHTa naponeu

CpeacTBo ynpasneHus

Cuctembl ans OCyLllecTBIIEHNA MEeHe)KMEeHTa naponeﬁl AOIMXHbI ObITb MHTEPAKTUBHbIMA U
AOIMKHbI obecneunBaTb KA4eCTBEHHbIE naponu.
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PykoBoacTBO no peanusauumu

Cuctema MeHegKMeHTa naposien SOoSmKHa:

a) 006s3bIBaTb K UCMOMb30BaHNIO NMUYHBIX MOEHTUMUKATOPOB U Naponen nonb3oBaTens
Ansi Toro, YTo6bl NoagaepXKnBaTh BEAEHNE YyYeTa;

b) NO3BOJIATb MOJ1Ib30OBaATENAM BbI6VIpaTb N M3MEHSATb CBOW COOCTBEHHbLIE naposin un
BKIMKOYaTb npoueaypy noareepxXgeHuna and 1oro, YTOObI y4yeCTb owmnbkn BBOAA;

C) 06sa3biBaTh K BbIOOPY KavyeCTBEHHbIX naponen (cm. 11.3.1);
d) ob6sasbIBaTbh K U3MeHeHuaAM napons (cm. 11.3.1);

e) nNpuHyXaaTb nonb3oBaTernerd U3MeHsITb BPEMEHHble Naposiv npu nepBoM BXoAe B
cuctemy (cm. 11.2.3);

f)  nopoepxuBaTb 3anucb nNpeablAyWUX Maponeil nonb3oBaTens W npeaoTBpallaTh
NOBTOPHOE UCMONb30BaHUE;

g) He oTobpa)aTb Naponu Ha aKpaHe Npu Ux BBOAE;
h)  xpaHuTb chainbl ¢ NaponAMN OTAENbHO OT AAHHbIX NPUKNAAHON CUCTEMBI;

i) XpaHuTb KW nepedaBaTb Naponu B 3awWuweHHon  dopme  (Hanpumep,
3aWmn@poBaHHLIMWN UNN XELLMPOBAHHLIMW).

[Tpoyasa nHdopmaums

Maponu ABNsTCA OAHMM U3 FMaBHbIX CPEeACTB OCYLLECTBIEHUS Banugaumm nosiHOMOYMMA
nonb3oBaTens UMeTb AOCTYN K KOMNbIOTEPHON ycnyre.

HekoTopble npunoxeHus TpebyoT, 4TOObI Maponu nonb3oBaTensa OblnM HasHa4veHb
HEe3aBMCMMbIM OpraHoOM; B Takux Cry4yasx, NyHKTbl b), d) M e) BbllienpuBeAEHHbIX
PYKOBOASLUMX YKa3aHUM He npumeHsitoTcsa. B 6onblunMHCTBE cnyvaesB naponu BbibupatoTcs
N NoadepXuMBalOTCA nonb3oBatensMmu. PykoBogswme yKasaHus MO  MCMNOMb30BaHUIO
naponen cMm. B pasgene 11.3.1.

11.5.4 WNcnonb3oBaHUSA CUCTEMHbIX YTUITUT

CpencTtso ynpasneHud

Mcnonb3oBaHune YTUINT, KOTOPble MOTYT UTHOPUPOBAaTb CpeacTBa ynpaBJieHUA cucTemon n
npunoXeHnamm, OormkKHO ObITb orpaHm4eHo n goImKHO CTPOro KOHTPOJITIMPOBAaTbLCA.
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PykoBoacTBO no peanusauumu

[omkHbl BbITb paccMOoTpeHbl cneayrwmne pykosogdline ykKa3aHuda no KUCNosib30OBaHUIO
CUCTEMHDbIX YTUITUT:

a) uMcrnomnb3oBaHWEe npouedyp  MAeHTUdUKauMK, ayTeHTUdUKaumMm 1 Bbloauyu
paspeLleHnst 4nsi CUCTEMHbIX YTUMNNT;

b) oTaeneHne CUCTEMHbIX YTUITAT OT NPUKNaAgHbIX MporpamMmm;

C) orpaHuyeHue NCNOoSib30BaHNA CUCTEMHbLIX  YTUNUT A0  MWHUMAarbHOro
uenecoobpasHoro 4mcra HagexHblX, MONTHOMOYHbIX MoNib3oBaTenen (CM. Takke
11.2.2);

d) pa3pelleHne andg cneynaribHoOro MCnosib3o0BaHUA CUCTEMHbBIX YTUIUT,

€) orpaHuyeHve [AOCTYMHOCTU CUCTEMHbIX YTWIWUT, HanpuMep, Ha CpOK OeNcTBus
pa3peLlEeHHOro N3MEHEHWS;

f) perncTtpauunda scex ann3onoB UCMOSIb30BaHNA CUCTEMHbIX YTUITAT,

g) onpegeneHne wn [OKyMeHTanbHOe NOoATBEPXKAEHWE YPOBHEM MNONMHOMOYMIA Ans
CUCTEMHbIX YTUIUT;

h) ypaneHue wunuM GRNOKMPOBKa Bcex HeobGsA3aTenbHbIX MNPOrpaMMHO-pPeann3oBaHHbIX
YTUMUT U CUCTEMHOIO NPOrpaMMHOro obecrneyeHns:;

i) obecrnevyeHne HeOOCTYMHOCTM CUCTEMHbIX YTUAWUT AONs NONb3oBaTeNen, KOoTopble
MMEeIT [OOCTYyn K TMpUIoXeHusiM B cucTemax, rge Tpebyetca pasgeneHve
00da3aHHOCTEMN.

[NMpo4yag nHdpopmaums

BONbLWNMHCTBO KOMMNbLIOTEPHbIX YCTaHOBOK UMEKT OAHY W bonee CUCTEMHbIX YTUINNAT,
KOTOpblE MOIyT ObiTb CMNOCOGHLI UrHopumpoBaTtb cCpenctea YyrnpaBlieHUd cuctemMonm wu
NPUNOXeHNnAmMn.

11.5.5 bBnokupoBKa ceaHca No NpeBbIWEHUI0 NMMUTa BpeMeHu [Taum-ayT]

CpeacTBo ynpaenexHms

HeakTuBHble CceaHCbl AOMKHbI ObiTb 3aKpbITbl MO UCTEYEHUN OMNpPederieHHOro nepuoga
Oes3nencTBuUA.

PykoBOACTBO NO peanunsaumnu

CpeactBo ONOKMPOBKM AOSMKHO O4YMLWATL 9KpaH ceaHca, a Takke, BO3MOXHO MNO3Xe,
3aKpbIBaTb Kak NPUIOXEHUS, Tak U ceaHCbl paboTbl B CETU MO UCTEYEHUM onpeneneHHOoro
nepuopa 6e3nencreus. 3HadeHe NMMUTa BpeEMEHU AOMKHO OTpaXaTb PUCKU NS 3aLUUThI
30Hbl, Knaccudukaumio UHpopmMaumm, C KOTOpoW ocyulecTBnsieTca paborta, u
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NUCNonb3yemble MNPUMNOXEHUsI, a TakkKe PUCKW, CBsI3aHHble C MONb30BaTENsIMM
obopynoBaHus.

[na HekoTopbIX CUCTEM MOXEeT OblTb NMPeAyCMOTpPeHa OrpaHMyeHHas oopMa cpeacTea
GNOKMPOBKK, KOTOpas ouuLL@eT 3KpaH U NpeaoTBpaLLaeT HepaspeLleHHbI JOCTYN, HO He
3aKpbiBaeT NPUNOXEHUS UMK CeaHcbl paboTbl B CETU.

[Mpo4yasa nHdpopmaums

OTO CpencTBO ynpasreHuss 0COBEHHO BaXHO B MeCTax MOBbILEHHOro pucka, KOTopble
BKMOYAOT 06LLeaOoCTYNHbIE UMW BHELIHWE 30Hbl 3a npejenamMy ynpasneHust 3aluTon
opraHusaumn. CeaHcbl OOMKHbI 3aKpblBaTbCA AS19 TOro, 4Ttobbl nNpefoTBpaTUTb AO0CTYN
HEMONMHOMOYHbIMM NULAMW U BO3AEWCTBUSA, BbI3blBalOWME OTKa3 B 06CnyXMBaHUK
3aKOHHBIX Morfib3oBaTenen.

11.5.6 OrpaHu4yeHue BpeMeHUn coeguHeHuUs

CpencTtso ynpasneHud

Orpaqueva Ha BpemMda coeanMHeHnA OOJKHbl WMCNoJ1ib30BaTbCA AnA obecneyeHus
AOMOSTHUTESTBbHOW 3aLUNTbI A5 NPUNOXEHUN C BbICOKOM CTEMNEHbLIO pUcka.

PykoBoacTBO No peanusauumu

Ona BaxXHbIX KOMIMbIOTEPHBLIX MPUMOXEHWA [OMKHbI ObiTb MpoAyMaHbl CpeacTsa
ynpaBneHnst BpeMeHeM COeAMHEHUs, 0COBEHHO MpU MOAKMHOYEHUM C MECT C BbICOKOM
CTeneHbio p1cka, Hanpumep, o6LLEAOCTYNHbIE UMW BHELLHME 30HbI, KOTOpblE HaxoasTcs 3a
npegenamy ynpasneHnus 3almToi opraHmusaumi. Mprumepbl Takux orpaHUYeHnin BKNoYaT
crnegyoulee:

a) ncnonb3oBaHME NpeonpeaeneHHbiX OTPEe3KOB BPEMEHW, Hanpumep, Ans nepegad
KOMaHAHOro channa, unm KpaTKoBPEMEHHbBIX HOPMarbHbIX MHTEPAKTUBHbLIX CEAHCOB;

b) orpaHuyeHue BpeMeHW coeauHeHUs OOblYHbIM paboynM BpeEMeEHeM, ecrnv HeT
TpeboBaHus K paboTe B CBEPXYPOYHOE UMK B NPOANEHHOE BPEMS;

C) npenycMoTpeTb MNOBTOPHYHO ayTeHTI/l(bVIKaLWIPO B paccynTaHHble Nno BpeMeHU
NPOMEXYTKN BPEMEHN.

[NMpo4yag nHdpopmaums

OrpaqueHme nepunoga, B Xoade KOTOpPOro paspelleHbl nogkmnyYeHnd K KOMMNbHOTEPHbIM
ycnyram, yMeHbllaeT «OKHO BO3MOXHOCTEN» HepaspeLleHHOro AocTtyna. Orpan-leHme
npoAoSTXUTENBbHOCTU aKTUBHbLIX CeaHCOB o6eperaeT nonb3oBaTenien OT TOoro, 4Tobbl
OCTaBJIIATb C€aHCbl OTKPbITbIMU C LIESBbIO n3bexatb NOBTOPHOM ayTeHTMd)VIKaLI,VIVI.
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11.6 YnpaBneHue 4OCTYNOM K MPUNOXEHUAM U HopMmaummn

Llenb: lMpepoTtBpatuTb HepaspelleHHbIM AOOCTYN K WHgopmMauuu, cogepxalencs B
NPUKNagHbIX CUCTEMaX.

Cpe,EI,CTBa 3alWNTbl OOMMKHbI MCMONb30BaTLCA ANt TOro, 4tobbl orpaHn4nTb OOCTyn K
npukKnagHbiM CUCTEMaM U B rnpepenax npuknagHbiX CUCTEM.

Jlornueckuin gocTyn K NpyknagHoMy NporpaMmmMHOMYy obecneveHno 1 HopMaLmn OOITKEH
OrpaHM4YnBaTbCH MOMMHOMOYHbLIMU NOSb30BaTENAMMU.

MpuknagHble cUCTeEMbl JOSMKHbI:

a) ynpaensaTb AOCTYNOM Monb3oBaTenss K MHPOPMAUMOHHBIM M NPUKNAAHbIM
CUCTEMHBLIM (DYHKLMSIM, B COOTBETCTBUM C OMNPEAeNieHHOM MONUTUKON yrnpaBreHus
AOCTYMOM;

b) obecneymBaTb 3aWUTy OT HepaspelleHHOro AOCTyna, OCyLecTBNAemMoro Iobon
yTUNUTON, nporpaMMHbIM obecrnevyeHvem onepauMoHHONW  CUCTEMBI n
3rMIOHaMepeHHbIM NporpaMMHbIM obecrneyeHnemM, KoTopble CrnocobHbl MMHOPUPOBaTb
nnm obonTn cpeacTBa ynpaBrneHns CUCTEMOWN U NPUNOXEHNEM;

C) He noaBepraTb PUCKY Apyrne CUCTEMbl, COBMECTHO C KOTOPbIMWU WCMOMb3YHTCS
NHOPMaLMOHHbIE PecypChl.

11.6.1 OrpaHuyeHue gocTtyna K uHcpopmauum

CpencTtso ynpasneHus

fdoctyn K QYHKUMAM MHEPOPMALMOHHOM W MNPUKNALHONW CUCTEMbI, OCYLLECTBIISEMbIN
nonb3oBaTensaMM W BCMNOMOraTesfibHbIM MNEepcoHanoMm, AofmKeH ObiTb orpaHu4yeH B
COOTBETCTBMM C ONpeaesieHHON NOSIMTUKON yrpaBneHust 4OCTYNOM.

PykoBOACTBO NO peanunsaumnu

OrpaHunyeHna Ha JOCTyn OOMKHbI OblTb OCHOBaHblI Ha TpeboBaHMAX OTAEeNbHbIX BUHec-
npunoxeHun. MNonutuka ynpaBneHns OOCTYNOM Takke AOfKHa ObiTb cOrnmacoBaHHOW C
opraHn3auMOoHHOW NONUTUKOW B 0BnacTu npegoctaeneHns goctyna (cMm. pasgen 11.1).

Ons Toro 4TOObI nogaoepXxmBaTtb Tpe6OBaHVIFI orpaHun4yeHuna AOoctyna, AOJPKHO ObITb
npegycMoTpeHO NpnMmeHeHne cneayrwmx pykoBogAaLlmnx yKGSaHMIZZ

a) npefocTaBreHVe MEeHI Ans Toro, 4YTobbl ynpaBnATb AOCTYNOM K (OYHKUMAM
NPWKIagHON CUCTEMBI,

b) ynpasrnieHne npasamMn OOCTyna nonb3oBaTenen, Hanpumep, 4TeHue, 3anucb,
vyaaneHne n NCrnoJiHeHne;

C) ynpaBrieHue npaBamMu 4OCTyna ApYrnx NpUoXeHui;
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d) obecneyeHne TOro, 4YTObbl BbIXOOHbIE AAHHbIE NPUKNAAHbLIX cUCTeEM, paboTaroLmx ¢
BaXXHOW MH(popMaLmen, cogepkanu TOMNbKo Ty UHOpMaUno, KOTopas 3HadMma ans
MCNONb30BaHNS BbIXOAHbBIX AaHHbIX, W MOCbIANMCb TOMbKO Ha paspelleHHble
TepMuHanbl U MecTa; ctoga AormkKeH ObiTb BKIOYEH MEepuUoauYecKkui aHanua Takux
BbIXOAHbIX AaHHbIX C Lenbio obecnevyeHns yganeHns nsnuwHen nHdopmawmu.

11.6.2 W3onauusa BaXHbIX CUCTEM

CpeacTBo ynpaeneHms

BakHble cucTeMbl JOIMKHBI UMETL BbIAENEHHYHO (M30NIMPOBAHHYH0) KOMMBIOTEPHYIO Ccpeay.

PykoBOACTBO NO peanunsaumnm

,D,J'IFI N30NAUNN BaXKHbIX CUCTEM OOMMKHbI ObITb paccMOTpeHbl cneayrowme NyHKTbl:

a) BaXHOCTb NPUKNALHOM CUCTEMbI AOSMKHA ObITb YETKO onpeaeneHa u AoKyMeHTanbHO
noaTBepXaeHa Brnagenbuem npunoxexus (cm. 7.1.2);

b) €CJln BaXKHO€E MNMpurioXXeHne gormKHo pa6OTaTb B COBMECTHO VICI'IOJ'Ib3yeMOl7I cpege, 1o
npuknagHble CUCTE€Mbl, COBMECTHO C KOTOpbIMW €My npeactout WUuCnosib3oBaTb
pecypcCbl, U COOTBETCTBYHOLWNE PUCKN OOJIDKHbI ObiTb BbISIBMIEHbI U NPUHATDI
Bnagenbuem BaXXHOIro npunoXxXeHu4.

[Mpo4yasa nHdpopmaums

HekoTopble npuknagHble CUCTEMbI BaXHbl B TOM, YTO KacaeTCsl BO3MOXHOW MOTepwu
HACTOMbKO, YTO OHM TpebytT ocoboro obpalleHus. BaXHOCTb MOXET ykasblBaTb Ha TO,
4YTO NpuUKNagHas cuctema:

a) OOJDKHa pa60TaTb Ha BblgENEeHHOM KOMMNbOTEPE; UITA

b) [OMKHO COBMECTHO MCMONb30BaTb PECYpPCbl TONMbKO C HaOEXHbIMU CUCTeMamu
NPUKNaaHbIMU CUCTEMAaMMU.

N3onsauma moxeT ObiTb AOCTUrHyTa NyTeM MUCNONb30BaHUS (PU3UNHECKUX UMM NOrUYECKNX
meToaoB (cM. Takke 11.4.5).
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11.7 MobunbHasa o6paboTka u TeneobpaboTka

Llenb: Ob6ecneunTtb 3awuTy uHGOPMaUUM nNpu MCNOMNb30BaHUM CPeacTts MobUIbHON
0bpaboTku 1 TeneobpaboTKu.

Tpebyemas 3awmTa gOormkHa ObITb cOpasMepHa C pyckamm 3TUx 0cobbix cnocoboB CTuNA
paboTbl. Mpn ncnone3oBaHUM MOBUNBHOM 06PaboTKM, AOMKHbI BbITb PACCMOTPEHbLI PUCKU
paboTbl B He3alULWEHHON cpede, M OOIMKHA MNPUMEHATbCA Hagnexawas 3awuTta.
B cnyyae TeneobpaboTku oOpraHu3auus OOfPKHA MNPUMEHATb  3alnTy K MecTy
TeneobpaboTkn n obecneunBaTb HanUune NOAXOAAWMX MEPONPUATUIA ONSA 3TOro MeToda
paboThbl.

11.7.1 Mob6unbHasa obpaboTka u cBA3b

CpeacTBo ynpaeneHms

[ormxkHbl BbITb NPUHATBI OULManNbHaa NONUTUKA U Hagnexawme mepbl 6e3onacHocTy Ans
3alnTbl OT PUCKOB UCNONb30BaHNS CPeacTB MObUnbHON o6paboTkm 1 CBA3W.

PykoBOACTBO N0 peanunsaumm

Mpu uncnonb3oBaHuM cpencTs MobunbHON 06paboTkM M CBA3KM, Hanpumep, HOYTOYKOB,
KapMaHHbIX KOMMNbIOTEPOB, CMapT-KapT U MOBUIbHbIX TenedgoHoB, ocobas 3aboTa AomkHa
OblTb nNposiBNeHa ans obecrneyeHnss Toro, 4YToObl AenoBas WHgopmauusi He Obina
packpbiTa. NMNonutrka B obnactv MobunbHon o6paboTkM AOMKHA yYUTbIBATL PUCKU paboThl
c obopygoBaHuem ana MobunbHom 06paboTkn B HE3ALLMLLEHHbLIX Cpeaax.

Monutnka B obnactu mMobunbHon 0OpaboTkM OorkHa BKMoyaTb B cebs TpeboBaHus K
dusndeckon 3awmuTe, cpeacTtsamMm ynpasneHus OOCTYynoM, MeTodaMm  LWnpoBaHus,
pe3epBHOMY KOMUPOBAaHUIO U 3aLliMTe OT BUPYCOB. JTa NOMUTUKA TaKkKe OOIKHA BKNOYaTb
B cebsi NnpaBuna n coBeTbl MO MNOAKMYEHNI0 MOBUIBbHBIX CPEACTB K CETU U pyKOBOASLLME
yKa3aHus Mo UCNONb30BaHMI0 3TUX CPeACTB B 06LLEAOCTYMNHbIX MecTax.

Mpn wucnonb3oBaHUM cpeacTB MobunbHon 06paboTkm B OBGLLECTBEHHbIX MecTax,
KOHbepeHL-3anax B Apyrnx HesallMLeHHbIX 30HaxX BHe NOMELLEHUA opraHn3auumn 4omKHa
ObITb NposiBrieHa ocobasi OCTOPOXHOCTb. [OfmKHa MMEeTbCsa 3awmta gnsi Toro, 4Tobbl
nsbexaTb HepaspelleHHOro [ocTyna K WHgopmauuMM WNu packpbiTUs MHGOpMauuu,
XpaHsiwenca n obpabartbiBaeMor aTMMK CpeacTBamMu, Hanpumep, NyTeM UCMoSib30BaHUA
Kpuntorpaduyeckux metogos (cMm. 12.3).

Monb3oBatenu cpeacTs MobunbHoW 00paboTkn B OOLWEAOCTYMHbLIX MecTax [AOSKHbI
NposiIBMATL OCTOPOXHOCTb Anf  Toro, 4Tobbl u3bexaTrb pucka noacmaTpuBaHus
MOCTOPOHHUMKU  nuuamu.  [lpoueaypbl, HanpasneHHble MPOTMB  3NIOHAaMEPEHHOrO
nporpaMmMHoOro obecneveHuns, JOMKHbI BbITb MPUHATLI U AOMMKHLI 06HOBNATLCA (CM. 10.4).

Pe3epBHOE KOMMPOBaHUE KPUTUYECKOWN AeNOoBOW MHGOPMaLUM OOMKHO OCYLLECTBNATHCA
perynsipHo. [omkHO ObiTb [OOCTYNHbIM OGOpydOBaHWEe [Ans Toro, 4Tobbl co3adaTh
BO3MOXXHOCTb AN ObICTPOro M Nerkoro pes3epBHOr0 KOMMPOBaHMSA MHopMauun. ITuUm
KOnMAM [omkHa OblTb obecrneyeHa Haanexaiwlas 3awuTta, Hanpumep, OT Kpaxu Wnu
noTepu nHgopmaumu.
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Moaxopswas 3awuta [OofmkHa ObiTb obecrnedyeHa AN UCMONMb30BaHUS MOOUMbHbBIX
CpencTB, MOAKMIOYEHHbIX K ceTaAM. YaaneHHbln OOCTYN K OenoBOW MHdopmauum yepes
o0LLeao0CcTynHyo ceTb, NCNONb3ys cpeacTea MobunbHOM 06paboTKN, LOMMKEH NPONCXOANTL
TONbKO MOCMe YCnewHorW wugeHTuduKkaumm u ayTeHTudukauum, W n[pu  Hanuiuu
NoaXOAdALLMX MEXaHN3MOB YNpaBreHms gocTynom (cm. 11.4).

Cpenctea mobunbHom 06paboTkn Takke AOMKHbI BbiTb PU3MYECKU 3alLULLEHbI OT Kpaxw,
0ocobeHHO Torga, Koraa OHW OCTaBMAKTCS, HanpuMep, B aBToMOOUnAX 1 apyrnx gopmax
TpaHcrnopTa, KoOMHaTax oTenen, KoOHepeHU-LeHTpax n Mmectax ansg scrped. [ina cnyyaes
KpaXu unu ytepm cpeacts mMobunbHon obpaboTku AormkHa ObiTb NpUHATa creuunanbHas
npoueaypa, yuduTbiBawLWasa opuanyeckne, cTpaxoBble U Apyrne TpeboBaHWsa 3aluThbl
opraHunsaumn. ObopyaoBaHue, Hecyllee B cebe 3Ha4YMMY0, BaXKHYKO WU/MNU KPUTUYECKYIO
AenoBy MHOPMAaLMIO He [OMMKHO OcTaBnAaTbCs 6e3 npucMmoTtpa W, rge BO3MOXHO,
AOIMKHO (pM3MYecKkn 3anupaTbCs, WU XKe OOIMKHbl ObiTb MCMOMb30BaHbl cneunanbHble
3aMKku ans 3awmTbl obopyaosaHus (cm. 9.2.5).

[na nepcoHana, ucnonb3ylwero ModbunbHyto 06paboTky, AomkHa ObiTb OpraHu3oBaHa
noaroToBka, C UEnbl YNyylWWUTb MX OCBEOOMMEHHOCTb O [LOMOSHUTENbHbLIX pUcKax,
nponcTekawLmnx n3 aToro metoga paboTbl, U O CpeaCcTBax yrnpaBrneHnsa, KOTopble AOMKHbI
ObITb peann3oBaHsbI.

[Mpo4yasa nudpopmaums

Becnpoaongle COEANHEHNA C MOOUMbHLIMK CETSMU MOAOOHbI AOpyrmm Tunam ceTeBbiX
COeANHEHNN, HO WMEKT BaXHble pa3nnynda, KoTopble OOJTXHbI ObITb YYTEHbl TMpH
onpeperneHnn cpeacTB ynpasrieHUA. TuNn4YHble OTNNYMSA TaKoBbI:

a) HeKkoTopble NPOTOKOMbI 3aWwuTbl 6€CNPOBOAHBIX COEAMHEHNI ABMAKTCA HE3PENbIMU U
MMeloT U3BEeCTHble cnabble MecTa;

b) pesepBHasa konua MHMOPMaLUK, XPaHSLLENCA Ha MOGUIbHBLIX KOMMblOTEpPaXx, MOXeT
He co3gaTbCA M3-3a OrpaHWYEHHONM MONoChbl MPOMyckaHUs W/WnM MNOTOMY 4TO
MobunbHoe o6opygoBaHWEe MOXeT He ObiTb MNOAKMOYEHHBIM BO BCE MOMEHTHI
BPEMEHMU, HA KOTOPbIE 3amnaHNPOBaHO pe3epBHOE KONMUPOBaHWE.

11.7.2 TeneobpaboTka

CpeacTBo ynpaeneHus

Ana pesatenbHOCTM MO TeneobpaboTke AOMKHbI ObiTb pas3paboTaHbl M peanv3oBaHbl
NONUTUKa, 3KCnyaTauMoHHbIe NNaHbl 1 Npoueaypbl.

PykoBOACTBO NO peanusaumm

OpraHusaumm [OMKHbI paspellatb AesaTenbHOCTb Mo TerneobpaboTke TOMbKO B TOM
cnydae, ecnvm oHu ybexaeHbl B TOM, YTO MMeEKTCs nogxoasiume mepbl 6e30nacHoOCTU 1
cpeAacTBa ynpaBfieHWsA, U Y4TO OHW COOTBETCTBYIOT MONMMTMKE OpraHm3aumm B obnacTtu
3aWmThl.
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[omkHa MMeTbCs noaxoAsllas 3awuTa MecTa TeneobpaboTku, Hanpumep, OT Kpaxu
obopyaoBaHnss U MHGOPMAaLUMKM,  HepaspeLleHHOro  PackpbITUs  MHGOpMauuMM,
HepaspeLleHHOro yaaneHHoro AoCTyrna K BHYTPEHHUM cucTemMam opraHusauum unm ot
HenpaBUIbHOIo NCMOMb30BaHWA cpeacTB. [leaTenbHOCTb No TeneobpaboTke AoMmKHa ObiTb
W paspelleHa, M ynpaBnsieMa PyKOBOACTBOM, M [OMKHO ObiTb obecrneyeHo Hanuuune
NOAXOAALLMX MEPONPUATUIA ANs 3Toro cnoco6a paboThl.

[lomxHbl ObITb pacCMOTPEHbI CneayoLLme BOnpochi:

a) cyuiecrtBytowlad dm3nyeckaa 3awmTa MecTa Teﬂ606pa6OTKVI, npuHMUMaa BO
BHMMaHue cbmamquKyro 3alnTy 30aHNA N MECTHOE OKPYXEeHUe,

b) npeanaraemas duaundeckasa cpega TeneobpaboTku;

C) Tpe6OBaHVIFI 3alnTbl CBA3U, NPpUHMMadA BO BHUMaHUE I'IOTpe6HOCTb B yaaneHHOM
Aaocrtyne K BHYTPEHHMM CUCTEMaM OpraHn3auun, YyA3BMMOCTb WHdopMmaLummn, K
KOTOpPOW 6y/:1eT OCYLWLECTBIIATbCA OOCTYM, N KOTOpaA 6y,u,eT npoxoaunTb 4Yepe3 KaHalbl
CBA3U, a TaKkKe yA3BMMOCTb BHyTpeHHeVI CUCTEMBbI,

d) yrposa HepaspelleHHOro AocTyna K uMHdopMauuu unum pecypcam OT APYrnx nuu,
NCNONb3YIOLLMX XWUibe, HanpMMep, CEMbM 1 OpY3en;

€) ucnonb3oBaHWe [OMaWwHWX ceTed W TpeboBaHMA UMM OrpaHUYeHust Ha
KOHcpurypauuio ycnyr 6ecnpoBogHoOn ceTu;

f)  nonutuka v npouenypbl OANA NpegoTBpaLLEeHUA pa3Horracun, KacawLwmxcs npas Ha
WHTENMNeKTyanbHyl0  COBCTBEHHOCTb, paspabotaHHon  Ha  oGopyadoBaHWUW,
HaxoasdLeMcs B YacTHOM COBCTBEHHOCTH;

g) foctyn Kk obopyaoBaHUIO, HaxoasLWweMycs B YaCTHON COBCTBEHHOCTU (4119 TOro YTobbI
NpoBepuUTb 3aluTy MallMHbl UM B XO4e paccrnefoBaHWs), KOTOPbIA MOXeT He
A0MNycKaTbCA 3aKoHO4ATEeSbCTBOM;

h) cornaweHunda o nmueH3nposaHmMmn nporpamMmmMmHoOro obecneyeHus, KOTOpPbl€ TAaKOBbI, YTO
opraHmsaumm MOryt cCtatb OTBETCTBEHHbIMWU 3a JMUEH3npoBaHUE KIMMEHTCKOIro
nporpamMmmMmHoOro obecneyeHuns Ha pa6oqu CTaHUMSAX, HaXOAALWNXCA B COOCTBEHHOCTHU
cnyxXawux, noapAaa4mMKkoB Uinun norb3oBaTenen TpeTben CTOPOHbI;

i)  TpeboBaHWA K aHTUBMPYCHOW 3aluuTe n GpaHamayapy.

PykoBogsiluMe ykasaHWsi U Mepbl, KOTOpble Hago pPacCMOTPeTb, OOJMKHbI BK4YaTb
criegytoulee:

a) npegocTtaBneHve noaxogsuwlero obopygoBaHus u mebenn ana xpaHeHus Ang
AesaTenbHOCTM No  TeneobpaboTke, ecnu  uUcnonb3oBaHWe  0OOpyAOBaHUS,
Haxo4sLLerocs B 4aCTHOM COGCTBEHHOCTU, KOTOPOE He HaXoAUTCS Mo ynpaBreHnem
opraHu3aumm, He gonyckaeTcs;
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onpegeneHne No3BofieHHoW paboTkl, YacoB paboTbl, kKnaccugukaumm nHpopmauum,
KOTOpas MOXET COXPAHSITbCH, U BHYTPEHHUX CUCTEM U YCIYT, K KOTOPbIM HAOOMHUKY
paspeLLeHo MMeTb JOCTYN;

npegocTtasneHne noagxogdliero o6opy,1:|,0|3aHv|ﬂ CBA3W, BKI4Yad MeToabl 3allUThbl
yoaneHHOro Aoctyna;

dunsmnyeckas 3aluTa;

npaBuna n pykoBOASALIME YKa3aHWsl MO AOCTYMny YrIEHOB CEeMbW M NOcCeTUTENeEn K
obopynoBaHuio U MHGopMaLnu;

npefocTaBneHne annapaTHoM U NPorpaMMHON NOAAEPXKKN U CONPOBOXAEHUS;
npenocTaBneHne CTPaxoBKy;

npoueaypbl ANsi pe3epBHOIO KONMPOBaHUSA 1 obecneyeHns HenpepbIBHOCTN Bn3Heca;
ayaMT M NOCTOSIHHBIN KOHTPOIb 3aLLMThl;

OTMEeHa MONIHOMOYMIA 1 MpaB OOCTyna, U Bo3BpaT 000opyaoOBaHWNS Mpu NpekpalleHnn
AEeATenbHOCTN No TeneobpaboTke.

[Mpo4yasa nudpopmaums

TeneoGpaboTka MCMONb3yeT TEXHWKY CBSA3W Ans TOro, 4Tobbl MO3BONUTbL MepcoHany
paboTaTb Ha yganeHunm C UKCMPOBAHHOIO MECTOMNONOXEHUS 3a npedenamu Ux
opraHu3auuu.

HagoMHuK [teleworker] — paboTHuWK, nonyyatowuii 3agaHns no TenedoHy UnNn anekTpoHHon noyte (Mpum.
nepeBoaynKa)
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12 NMpunobpeTteHune, paspaboTka n obcnyxmBaHue
MH(OPMALIMOHHbIX CUCTEM

121 TpeboBaHus 3aWUTbl UH(POPMALUOHHLIX CUCTEM

Llenb: MNapaHTnpoBaTth, 4TO 3awmuTa ABNAETCA HEOTHEMMEMOWN YacTbio MHAOPMALMOHHBLIX
CUCTEM.

NHDOPMaLMNOHHbIE CUCTEMbI BKMOYaOT OMNepauuoHHbIE CUCTEMbI, WHAPACTPYKTYPY,
OU3HEC-NPUINOXEHUS, TOTOBLIE MPOAYKTLI, YCIYrK, a Takke NPUNoXeHus, paspaboTaHHble
nonb3oBatenem. [lpoekTvpoBaHMe U  peanu3aumst  UHPOPMALMOHHBLIX  CUCTEM,
noaaepXXMBalroLLMX AenoBoi npouecc, MoryT ObiTb pellalwmmy ana 3awuTtbl. lMepef
pa3paboTkon u/unu peanusaumen MHPOPMAaLMOHHBIX CUCTEM AOIMKHbI OblTb ONpeaeneHsbl
1 cornacoBaHbl TPeboBaHNA 3aLLUTHI.

Bce TpeboBaHus 3aWwmTbl OMKHBI ObiTh BbISIBNEHbI HA CTaaun onpeaeneHus TpeboBaHui
npoekTa U 0BOCHOBaHbI, COrfacoBaHbl M AOKYMEHTANbHO MNOATBEPXAEHHbI Kak 4YacTb
o6Lero aKoHoMM4Yeckoro 060CHOBaHUSA NpoekTa Anst MHAPOPMALMOHHON CUCTEMBI.

12.1.1 AHanus n cneundunkauma TpeboBaHUN 3aWUTbI

CpencTso ynpasneHus

®dopmMynMpoBKN OenoBblX TpeboBaHWW AN HOBbIX WMHMOPMALMOHHBIX CUCTEM, WU
YyNyylWeHNs CyLeCTBYOWNX WHPOPMALMOHHBIX CUCTEM [LOMKHbI  cneuynduumposaTb
TpeboBaHusA ANg cpeacTB ynpaBrneHns 3aLmMTomn.

PykoBOACTBO NO peanunsaumnm

Cneundmkauma TpeboBaHMM ONsS  CpPeAcTB  ynpaBneHUs  OOMKHaA — y4uTbiBaTb
aBTOMAaTM3MpPOBaHHbIE CpPeacTBa  ynpaBlieHUsi, KOTOpble MPeAcTouMT BHeApUTb B
NH(POPMALIMOHHYO CUCTEMY, M NOTPeOHOCTM BO BCMOMOraTeNibHbIX PY4YHbIX CpeacTBax
ynpaBneHnsi. AHanormyHble COObpaXKeHUs1 AOSMKHblI YYUTbIBATbCA MPU OLEHKE MNaKkeToB
nporpamm, paspabarbiBaeMbix Unm npuobpeTtaemMbix Anst GU3HeC-npunoXxXeHnin.

TpeboBaHus 3aWUTbl U CpeacTB YrNpaBrneHWs OOMKHbl OTpaxaTb [OENOBYK LIEHHOCTb
BOBMEYEHHbIX MH(OPMALMOHHBIX aKTMBOB (CM. Takke 7.2) U BO3MOXHbIA Yyliepb ans
OGusHeca, KOTOPbIN MOXET MPOM3OWTU B pesynbTate cbosl B 3allMTe WM OTCYTCTBUS
3aLLUTHI.

CuctemHble Tpe6OBaHl/IFI anga 3awmTbl MHOpMaLMM 1M NPOLECCOoB peanusauum 3aliuThbl
AOIMXKHbI ObITb WHTErpupoBaHbl Ha paHHUX CTaguaxX NPOEKTUPOBAHUS MHAOPMAaLMOHHbLIX
CUCTEM. Cpeﬂ,CTBa ynpaslieHnA, BBeOEeHHble Ha CTaaun MNMPOEeKTUpoBaHUA, 3HAYUTEIIbHO
geweBne anda peann3aumn u O6CJ'Iy)KMBaHMFI, HEeXeJmn T€, KOTOPblE BKIOYEHbLI B XOoA4e
peann3auunn nnn nocne peann3aunn.
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Ecnu npogykTbl npuobpeTatTcd, TO Heobxoanmo crnepoBaTb oduumanbHOMY npoueccy
ncnblTaHMa U nNpuobpeteHusa. B goroBopax € NOCTaBLUMKOM AOMXKHbl BblTb OrOBOPEHbI
onpegeneHHble TpeboBaHus 3awuTbl. ECrn oyHKUMOHANBHOCTL 3awWnThl B NpeanaraeMoM
NPOAYyKTe He yooBneTBOpsieT yCTaHOBMEHHbIM TpeboBaHUAM, Toraa NPUBHOCUMBIA PUCK U
CBS3aHHblE C HUM CpeacTBa ynpaBrneHus AOMKHbI BbITb NepecMoTpeHbl 40 NpruobpeTeHus
npogykta. Ecnu pgononHutenbHoe @yHKUMOHAmNbHbIE BO3MOXHOCTU MOCTaBASIOTCA U
ABNATCHA NPUYMHON pUCKa ONA CUCTEMbl 3alUUTbl, TO OHU OOSMKHbI OblTb BrOKMPOBaHSI,
UnNu npepgnaraeMas cxema ynpaBneHus [ofkHa OblTb NPOCMOTPeHa, C  uenblo
onpeaenuTb, MoOXeT Nu BblTb U3BMEYEHO NPEVMYLLECTBO U3 MMEILLENCH YNy4dLleHHON
yHKUMOHAaNbHOCTH.

[Mpo4yasa nHdpopmaums

Ecnn aT10 ByaeT COYTEHO YMECTHbIM, HanpuMmep, Mo NpuYMHEe CTOMMOCTU, PYKOBOACTBO
MOXeT 3axoTeTb WCMOoNb30BaTb HE3aBUCUMO OUEHEHHble U  CepTUULNPOBaHHbIE
npoAaykTbl. JONONHUTENBHYIO MHOPMAUUIO O KPUTEPUSX OLLEHKU ANS CPeacTB 3aluThbl B
o6nactM MHMOPMALMOHHBLIX TexHonorui MoxHo Hautu B ISO/IEC 15408 unu B Apyrux
CTaHgapTax Mo oueHke unun cepTudmrkaunm, No 06CToATENLCTBAM.

B TexHuyeckom otyeTte ISO/IEC TR 13335-3 pgaHbl pykoBOAdAWME  YyKa3aHUA MO
NCNoNb30BaHMIO MPOLIECCOB MEHeMKMEHTa PUCKOB ANt onpenerneHust TpeboBaHun ans
CPEeACTB ynpaBneHnsi 3aLnToN.

12.2 [paBunbHasa o6paboTka B NpUNOXeHUAX

Llenb: TMMpemoTBpaTuTb OWMOKM, MOTEpl, HepaspelleHHyl Moaudukauui  Unum
HenpaBuIbHOE MUCMNONb30BaHNe MHOPMaLUK B NPUMNOXEHMUSX.

Ana obecnevyeHuss npaBunbHONW 0OpPabOTKM B MNPUNOXEHUAX, BKMKOYAs MPUNOXKEHUS,
paspaboTaHHble Monb3oBaTeneM, AOMKHbI ObiTb CIPOEKTMPOBaHbI NOAXoAsLME cpeacTea
ynpaBneHus. JTU CcpeacTBa ynpaBneHUs [OOMKHbl BKMAYaTb Banuaauumio BXOAHbIX
AaHHbIX, BHyTpeHHeNn 06paboTkn 1 BbIXOAHbLIX AAHHbIX.

[ononHuteneHble cpeacTea ynpasneHna MoryTt ObITb HEOOXOANMBI ANSi CUCTEM, KOTOpblEe
O6pa6aTbIBaPOT BaXXHYH0, LLIEeHHYIO UM KPUTUHECKYHO MHdoOpMaLMIo, UK UMEIOT BNUSHUE Ha
Takyto nHopmaumto. Takne cpencrea ynpasrieHNA OOJTKHbI ObITb onpeaerieHbl Ha OCHOBE
Tpe6OBaHVIl7I 3alnTbl N OLUEHKN PUCKOB.

12.2.1 Banupauusa BXogHbIX AaHHbIX

CpeacTBo ynpaeneHus

[lomkHa OCYLLEeCTBNATLCA Banuaauus AaHHbIX, BBOAMMbIX B MPUIIOXEHUS, C LEnNbio
rapaHTMpoBaTb, YTO 3TU AaHHbIE ABNSAOTCA NPaBUNbHLIMU U YMECTHbLIMMU.

PykoBOACTBO NO peanunsaumm

MpoBepkM [OMKHBbI NPUMEHATBCA K BXOOHBbIM AaHHbIM AOENOBbIX CAENOK, HEM3MEHHbLIM
AaHHbIM  (HanpumMep, WMeHa W agpeca, KpeauTHble §MMUTbI, HOMepa 3aka3oB

119




notpebutenen) n Tabnuubl NnapaMeTpoB (Hanpumep, NPOAaXHble LeHbl, Kypcbl nepecyeTa
BanoT, HanoroBble cTaBku). [ormkHbl ObiTb paccMOTpeHbl criegylolime pykoBoadLme
yKasaHus:

a) [OBOWHOW BBOA WNW Opyrve nNPOBEPKM BXOAHbIX [AaHHbIX, TakMe KaK rpaHuyHble
NMPOBEPKM UNW OrpaHu4eHne nonen KOHKPEeTHbIMM Auanas3oHamMu BXOAHbLIX AaHHbIX
ANns Toro, YTobbl 0bHapyXunBaThb criefyoLlme owmnoKku:

1)  3Ha4yeHus BHe gManasoHa;

2)  HeBepHble CUMBOSbI B MONAX JaHHbIX;

3) nponylieHHbIe NN HEMOSHbIE AAHHbIE;

4) npeBblllEeHNe BEPXHUX N HXXHUX NpeaenoB obbema JaHHbIX;
5) HepaspelUeHHble UM NPOTUBOPEYMBLIE KOHTPOSbHbIE JaHHbIE;

b) nepuoanyeckuii aHanus COLEPXMMOro KntodeBblx obnacter unn pannoB AaHHbIX
Ansi Toro, Ytobbl NOATBEPAUTL UX OCTOBEPHOCTb U LLENOCTHOCTL;

C) KOHTpPONb TBEpPAbIX KOMWUA BXOAHbIX [AOKYMEHTOB Ha npeaMeT Kakux-nnbo
HepaspeLlLUeHHbIX M3MEHEHUN (BCE M3MEHEHUS BO BXOAHbIX OOKYMEHTax [LOSKHbI
ObITb paspeLUeHbl);

d) npouenypbl ANA peakunn Ha OWNBKK, BbISBNEHHbIE Banuaawumen;

e) npoueaypbl AN NPOBEPKM NPaBAoONoa0OUs BXOAHbLIX AAHHbIX;

f)  onpepeneHve o06si3aHHOCTEN BCEro nepcoHana, BOBMEYEHHOro B Mpouecc BBOAA
AaHHbIX;

g) co3daHue >XypHana perucrpauummn OesTenbHOCTM, CBA3aHHOW C MpoueccoM BBOAA
AaHHbIX (cm. 10.10.1).

[NMpo4yag nHdpopmaums

MoxHO paccMoTpeTb aBToMaTuyeckoe obcnegoBaHMe M Banuaaumio BXOAHbLIX OaHHbIX,
ecnn 3TO NpuMeHunmMmo, AOnd TOoro, YTOOblI CHWU3UTL PUCKu owmnbok un npegoTBpaTuUTb
CTaHOapTHbIE aTakK1, BKIO4Yad nepenorHeHne 6ycbepa 1 BBeeHne Koaa.

12.2.2 YnpaBneHue BHyTpeHHen obpaboTkomn

CpeacTBo ynpaeneHms

B npunoxeHusa [omkHblI OblTb  BCTPOEHbl BanuOauvoHHbIe MNPOBEPKU, C  Lenblo
npegoTBpatute nobylo nopyy uHOpMauun BcerieacTBue owwmnbok obpaboTkn wnu
YMBbILLUSIEHHbIX AENCTBUN.
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PykoBoacTBO no peanusauumu

MpoekTupoBaHue 1 peanuaaumsa NPUNOXeHUn OoMmkHbI obecneunsaTthb, YTOGLI PUCKM COOEB
B 06paboTke, NpuBOAALLME K MOTepe LEernoCTHOCTU, BbiNMM MUHUMU3NPOBaHbLI. KOHKpETHbIe
obnacTtu, KoTopble Hafo PacCMOTPETL, BKMIOYAIOT criedytoLilee:

a)

b)

c)

d)

ncnonb3oBaHne yHKUMA aobaBneHus, moaudukaumMm U yganeHus ans Toro, Ytoobl
OCYLLECTBNATb UBMEHEHUS B AAHHbIX;

npouenypbl ANA npegoTBpalleHns paboTbl MporpaMM B HENPaBUITbHOM MOPSAKE UMK
paboTbl nocrie cbos npeabiaywen obpadotkm (cm. Tawke 10.1.1);

Ncnonb3oBaHne NoaxoasiLUX Nporpamm Ans Toro, YTobbl BOCCTaHABNMBATLCS Nocne
cboeB, C uenbio obecneynTb NpaBuibHY0 06pPaboTKy AaHHbIX;

3aluTa OT aTak, UCnonb3yLLmMX neperpysky/nepenonHeHne dydepa.

[omkHbl 6bITb NOArOTOBNEHBLI NOoAxXoAsLne KOHTpPOIbHbIE JINCTbI, OEATENbHOCTb OOJKHA
ObITb OOKYMEeHTanbHO noAarBepXaeHa, a pe3yibTaTbl OOJTIXHbI ObITb COXpaHeHbI
3awuueHHbIMK. [pruMepbl NPOBEPOK, KOTOPbIE MOXHO BCTPOUTL, BKNOYaOT cnepytoulee:

a)

b)

cpeAcTBa ynpaBrieHUs COEQUHEHUAMU UNW NakeTamun Ang Toro, 4tobbl cornacosaTb
canbao hannoB AaHHbIX Nocre 06HOBMEHNSA CAENOK;

cpencrtea ynpaslieHUA canbgo and Toro, YTOObI npoBEPATb HayalribHOE€ canbao no
OTHOLLEeHUO K npeabliayuiemMmy KOoHe4YHOMY calibao, a MMEHHO:

1) cpeacTBa ynpasneHus oT BbIMOMHEHWS K BbIMOMHEHUIO [run-to-run];

2) wuTOroBble AaHHble 0OHOBREHMI hanna;

3) cpepncTBa ynpaBneHnsa OoT nporpaMmmbl K nporpamme [program-to-programy;
Banuaaums BXOAHbIX JAaHHbIX, CO34aBaeMbiX cuctemon (cm. 12.2.1);

NPOBEPKM Ha LeNOCTHOCTb, ayTEHTUYHOCTb UMW KaKyo-nnbo Apyryto XxapakTepucTmky
3alWMTbl  [AaHHbIX  WAM  NpOrpamMHOro  obecrneyeHus,  3arpy)xaemblX  Wnu
NoAKaYMBaeMbIX MeXAy LeHTpanbHbIMU U yaaneHHbIMU KOMNboTEPaMU;

KOHTPOSbHbIE CYMMbI 3annucen n gannos;

NnpoBEePKN AOnA obecneyeHnsa Toro, 4ToObI npuKkNnagHble nporpamMmMbl BbIMOJTHAINUCL B
npaBuIibHOE BpeMH4,

npoBepku Ansi obecrneyeHnss Toro, YToObl NPorpamMmMbl BbIMOMHANNCL B NPaBUiIbHOM
nopsgke, 4ToObl WX BbINOMHEHME nNpeKpawanocb B cnyyae cbosi, M 4TOObI
AanbHenwas obpaboTka Gbina ocTaHOBNEHa 4O Tex nop, noka npobnema He 6yget
peLleHa;

co3aaHue XXypHana perncrpauum AencTBuin, cBsdaHHbIx ¢ 0bpaboTtkon (cm. 10.10.1).
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[Mpo4yag nHdpopmaums

[aHHble, KoTopble ObINM BBEAEHbI NMPaBUNbHO, MOFYT ObiTb MOBPEXAEHbl annapaTHbIMM
owmnbkamn, owmnbkamm 00OpabOTKM WNAM BCRNEACTBME NpPeAHaMeEPEHHbIX OeNCTBUN.
Heobxoaumble BanuaauMoHHbIe NPoOBepkM ByayT 3aBMCeTb OT XapakTepa MPUIoXeHUs U
[1eN0BOro BNUSHUSA NMOGOro NOBpeXaeHUs AaHHbIX.

12.2.3 LenocTHoCTbL coobLeHun

CpencTtso ynpasneHusd

HomkHbl ObITb onpeneneHbl TpeboBaHMs kK obBecnevyeHut ayTeHTUYHOCTM W 3awuTe
LIeNIOCTHOCTN COOOLLEHUIA B NPUNOXEHUSIX, U OOIMKHbI ObITb OnpedeneHbl U peanu3oBaHbl
COOTBETCTBYHOLLMNE CPEeACTBA YrpaBreHUs.

PykoBoacTBO no peanusauuu

[lomkHa BbINOMHATLCA OUEHKA PUCKOB ANA 3alWuThl, C LEeNbio onpeaenunTb, Tpe6yeTC$| n
LeNoCTHOCTb coobLeHus, N BbisiBUTb Hanbonee nogxoasilime Metoabl peann3auunn.

[Mpoyaga nHdbopmaums

Kpuntorpacpmnyeckne wmetogbl (cm. 12.3), MOryT wuCnNonb30oBaTbCA Kak nogxoaslume
cpeAcTBa peanuaaumm ayTeHTUmkaumm coodLeHnn.

12.2.4 Banupauus BbIXOOHbIX AAHHbIX

CpeacTBo ynpaeneHms

[lomkHa ocywecTBNATbCA Banuaauus BbIBOAA [AaHHbIX W3 MPUMOXEHUS, C Lerbio
obecneunTtb, 4TO o06paboTka XpaHUMOW UWHGOPMaUUN SABMSETCH NPaBUNbHON U
COOTBETCTBYIOLEN OB6CTOATENLCTBAM.

PykoBOACTBO N0 peanunsaunm

Bannaaums BbIXoOHbIX aHHBIX MOXET BKoYaTh B ceds crieaytoLee:

a) NPOBEPKN I'IpaBLI,OFIO,D,OGHOCTVI Anst Toro, Ytobbl BbIACHUTb, ABMSAKTCA NN BbIXOAHbIE
OaHHbl€e KOPPEKTHbLIMU;

b) cornacosaHue cyeTunka komang ana obecnedeHna obpaboTkn BCeX AaHHbIX;

C) npenocTaBlneHWe cuuTbiBaTeni WNM  nocnegywollen cucreme  obpaboTku
[0CTaTOYHOW MHGOPMaUUM AN Toro, YToGbl onpeaenuTb NPaBUNbHOCTb, MOMHOTY,
TOYHOCTb M Knaccudmkauuio nHopmaumu;

d) npouenypbl pearMpoBaHUs Ha BanuaaUMOHHbIE UCTIbITAHWUS BbIXOAHBIX AaHHbIX;

e) onpepgeneHne 0bs3aHHOCTEN BCEro nepcoHana, BoBJ1IEYEHHOro B Mnpouecc BbiBOAA
OaHHbIX;
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f)  cospaHue npoTokona AesaTenbHOCTM B NpoLecce Banuaaunn BbiBOAA AaHHbIX.

[Mpo4yasa nudpopmaums

OObI4YHO, CUCTEMbI U MPUIOXEHUS CO34AKTCS HA TOM NPEAnonioXeHuu, 4To, nponas
Hagnexatilyto  Banugauuio, Bepudmkauuio M UCNbITaHKe, AOKYMEHTanbHO
NnoATBepXKaeHne, NPOBEPKY N TECTUPYS, BbIXOAHbIE AaHHble Bceraa OyayT npaBUNbHLIMM.
Tem He MeHee, 3TO MPEANONOXeHWe He Bcerga BEpHO; T.e. CUCTEMbI, KOTopble Obinu
UchblTaHbl, BCE €elle MOryT NpU HEKOTOPbIX OOCTOSATENbCTBaX BblAaTb HenpaBUIlbHble
BbIXOAHblE JaHHbIE.

12.3 KpunTtorpacduyeckue cpeacrea ynpasrieHUA

Lenb: 3awmwate KOHpnaeHUnanbHOCTb, ayTEHTUYHOCTb UNN LIENOCTHOCTb MH(popMaLum
KpunTtorpadomnyecknmm cpeactesamu.

[omxkHa ObITb paspa60TaHa NofiMTUKa MO MCMOSb30BAHUID KpUnTorpadou4ecknx cpeacts
ynpasiieHuna. Ons Toro 4TOObI nogaepXxmeatb MUCMNOMb30OBaHME KpunTorpadpuyecknx
MeTo0B, AO0JT)KHO OCYLLEeCTBAEeTCA pacnpeaerneHne KITHO4en.

12.3.1 TMonutuka No Mcnonb30BaHUIO KpUnTorpacgpuyeckmx cpeacTs ynpaBneHUs

CpeacTBo ynpaeneHus

[omkHa ObiTb pa3paboTaHa W peanusoBaHa MNOMWTMKA MO UCMONb30BaHUIO
KpunTorpadu4ecknx cpeacTs ynpaBneHns Ans 3awmutbl UHopMauuu.

PykoBOACTBO N0 peanunsaumm

Mpu paspaboTke kpunTorpadnyeckon NONUTUKM AOMKHO OblTb paCCMOTPEHO crneaytoLlee:

a) nogxon PyKOBOACTBA K UCMOJIb30OBaHMIO KpUNTOrpadu4eckmx CpeacTB ynpaBrieHns no
BCEWN opraHusauumm, BKIitoyas obLme NpuHUKMnbl, B COOTBETCTBUM C KOTOPLIMU A0JMKHA
3awuaTbesa genosas nHgopmMaumsa (cMm. Takke 5.1.1);

b) Ha ocHoBe oOuUEHKM pUCKOB [OKeH ObiTb onpeaeneH HeobxoAuMbIA YpPOBEHb
3aWunTbl, C y4eTOM Tuna, CTPOroCTM W kKavecTBa Tpebyemoro LwMdpoBanbHOro
anropuTma;

C) Ucrnomnb3oBaHWe LWNMPOBaHUS AN 3alUTbl BaXXHOW MHopmaummn, nepeHoCUMOoN
MOGUINBbHLIMY UMM CMEHHBIMU HOCUTENSIMU, YCTPOUCTBAMM UMK Yepes NIUHUN CBA3W;

d) noaxoa K pacnpedeneHuto Kroyewn, BKYas MeTodbl Ans paboTbl € 3aWmToMn
Kpuntorpadn4ecknx Krnryenm u BOCCTaHOBNEHWEe 3alumnmdpoBaHHOM MHopMaumn B
crnydae noTepsiHHbIX, PACKPbITbIX NN NOBPEXAEHHbIX KITOYen;

€e) ponu n 06s3aHHOCTN, HanpuUMep, KTO OTBeYaeT 3a crnefytoLlee:

1) peann3auna NoONUTUKNA,
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2) pacnpeneneHue Knoveun, BKIoYas reHepupoBaHmne kno4ven (cm. Takke 12.3.2);

f) CTaHOapThbl, KOTOPbIE NPEACTOUT NPUHATbL A5A p63yJ'IbTaTVIBHOl7I peanusauum rno sceun
opraHun3auunn (E,J'IFI KaKoro aesioBoro npouecca Kakoe pelieHmne VICI'IOJ'Ib3yeTCF|);

g) BNUAHWE UCMONb30BaHUA 3aMPPOBAHHOM MHOPMaLMM Ha CpeacTsa ynpaBneHus,
KOTOpble 3aBUCAT OT KOHTPOMS COAEPXXMMOro (Hanpumep, obHapyXxeHne BUPYCOB).

MNpn peanusaumMm opraHM3auuoHHOW MNONUTUKM B obractu Kpuntorpaduu, BHUMaHUE
OOIMKHO OblTb yAeneHO HopMaM W roCydapCTBEHHbIM OrpaHW4YeHUsIM, KOTOpble MOryT
OTHOCUTBCS K MUCMOMNb30BaHUIO KpunTorpadmyeckux MeTodoB B pasHblX YacTaX Mupa U K
BOMpOCaM NnoToka 3akoanpoBaHHOM MHpopMauumn Yyepes rpaHuuy (cMm. Takke 15.1.6).

Kpuntorpadmyeckne cpencrtsa ynpaBneHWss MOryT WCMONb30BaTbCsA ANA OOCTUMXKEHUS
APYruX Lenew 3awuTbl, Hanpumep, creayoLwmx:

a) KOHMAOEHUMaNbHOCTb: WUCMOMb30BaHWe LWUPOBaHNA WHGOpMauUMM Ons 3aluThbl
BaXXHOW NI KPUTUYECKOWN MHpOPMAaLIMU, KaK XpaHUMOW, Tak 1 nepegaBaemon;

b) UenocTHOCTb/ayTEHTUYHOCTb: WCMONb30BaHME LUPPOBLIX NOANUCEA WM  KOLOB
ayTeHTUMKaumMm coobLeHnn ansa 3awmnTbl ayTEHTUYHOCTM U LEeNTOCTHOCTU XPaHUMOWN
nnn nepegaBaeMon BaXXHOMN U KPUTUYECKON MHpopMaLnu;

C) HeoTpekaeMoCTb: WUCMONb30OBaHME KpUNTOrpaduyeckmx MeTodoB Ans TOoro, YTobbl
Nosy4YnTb AOKa3aTeNbLCTBO TOr0, MMENO MEeCTO COObITUE NN AENCTBUE, UK HET.

[Mpo4yasa nudpopmaums

MpUHATUE peLleHust Mo BOMPOCY TOro, YMECTHO N Kpuntorpaduyeckoe pelleHune, OomkHO
paccmaTpuBaTbCA Kak 4acTb 0Ooriee LIMPOKOro npouecca OLEHKM PUCKOB U BbliGopa
cpeacTB ynpaBneHusi. 3Ta OLeHKa MOXeT 3aTeM OblTb MCMonb3oBaHa Ans onpeaeneHus
TOro, YMECTHO nu KpunTorpacduyeckoe CpeacTBO YrpaBneHus, KakowW Tun cpeacTsa
ynpaBrneHust OMKeH OblTb NPUMEHEH, ANA KAKOW Lienu 1 ANA Kakux OenoBbiX NpoLecCcoB.

MonuTuka No MCNOMNbL30BaHUIO KpUNTorpacmyecknx CpeacTB ynpaBneHns Heobxoanma ans
TOro, YTo6bl N3BNEYL MAaKCMMyM NPEVMMYLLECTB U MUHUMN3NPOBATbL PUCKA UCMOSTb30BaHNA
KpunTorpaduyeckMx MeTodoB, a Takke And Toro, 4Tobbl ns3bexaTb HEeyMeCcTHOro unu
HenpaBWNbHOrO MCMNonb3oBaHus. pu Mcnonb3oBaHUM LUGPOBLIX MOANMUCEN, BHUMaHue
AOMKHO OblTb yAeneHo BCEM MMEIOLWMM OTHOLIEHWEe K Aeny 3akoHam, B 4acTHOCTW,
3aKOHaM, OMUCLIBAKOLWMM YCMOBUS, MNPU KOTOPbIX UM@POBas NOAMNUCb OPUONYECKU
obsi3aTenbHa no 3akoHy (cm. 15.1).

Hapo npuberHyTb K COBeTy chneumanucta Ans Toro, 4tobbl onpedenuTb noaxoasaLimi
ypoOBeHb 3aluTbl U onpefenutb noaxodsuime cneuudukauumn, Kotopble obecnedart
HeobXxoaMMyo 3alnTy U noagepxaTt peanusauunio 6e3onacHon cucTeMbl pacnpegeneHus
Kntoven (cMm. Takke 12.3.2).

Mogkomutet ISO/IEC JTC1 TK27 paspaboTan HECKONbKO CTaHAAPTOB, CBA3AHHLIX C
KpunTorpaduyeckumn cpeacrteamu ynpasneHus. [OnonHUTENbHY MHEAOPMaLMIO Takke
MOXHO HanTh B gokymeHTax IEEE P1363 n B8 OECD Guidelines on Cryptography.
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12.3.2 PacnpepeneHue Kno4ven

CpeacTBo ynpaeneHus

[ns nooaepXku MCNofib3oBaHUS opraHmMsauuen Kpuntorpauyeckux MeToaoB AOSTHKHO
NMeTbCA pacnpeneneHne Knoven.

PyKkoBOACTBO N0 peanunsaumm

Bce kpunTtorpadunyeckne Knoum OOSMKHbI OblThb 3aluMLLieHbl OT Mogudoukauumn, notepu u
paspyweHunsa. Kpome TOro, CekpeTHbIM W JU4YHbIM KIoYam HyXHa 3awmTta  oT
HepaspelueHHoro packpbiTua. O6opygoBaHue, wucnonb3yemoe Ansi  Toro, uYToObl
reHepuMpoBaTb, XPaHUTb U apXUBMPOBATL KIOYM, AOMKHO OblTb U3NYECKMN 3aLLMLLEHO.

Cuctema pacnpegeneHus krnwo4yen JoMmkHa OblTb OCHOBaHa Ha cornacoBaHHOM Habope
CTaHAapToB, npouenyp n 6e3onacHbIXx METOA0B 4118 CreayoLLero:

a) reHepuvpoBaHWe KNYen ANs pasnuyHbiX KpUNTorpauyecknx CUCTEM U PasfmnYHbIX
NPUNOXEHWUN;

b) reHepupoBaHue 1 nonyYyeHne CepTUPUKATOB OTKPLITOrO KroYa;

C) pasgaya Krwden npegHasHadeHHbIM MNonb3oBaTensM, BKMKOYas TO, KaK  KIHuYu
AOIXHbI ObITb aKTUBMPOBAHbI MO MOJTy4YeHUNn,

d) XpaHeHue Kn4Yen, BKMYas TO, Kak NOSTHOMOYHbIE MOMNb30BaTENU Mony4arT A0CTYN
K Krtoyam;

e) N3MEHEHNE U OBHOBMEHWE KIHOYEeWn, BKIo4as npaBuna KacaTesrnbHO TOro, Korga
KN4 OOJTXKHblI MEHATBLCA, U KaK 3TO 6y,1:|,eT enaTtbCA,

f)  paboTa c packpbITbIMK KNto4amu;

g) aHHynuMpoBaHMe KIoYen, BKMYas TO, Kak KoUMW OOMKHbl ObiTb U3bATH UNK
[1e3aKTUBUPOBaHbI, HaNnpUMep, ecrnu Knoun ObINM packpbITbl UK €CNK NoNb3oBaTeb
yxoauT W©3 opraHuMsaumMm (B KakOM Criydae KIouYM Takke [OIMKHbl  OblTb
apXMBUPOBaHbI);

h) BoccTaHOBNeHWe Krw4en, KOTopble MNOTEPANUCL WNU MOBPEAUNIUCL, KaK 4YacTb
MEeHeKMEeHTa HenpepbiBHOCTM Ou3Heca, Hanpumep, ANns  BOCCTAHOBMEHUS
3awmdcpoBaHHON MHGOpMaLUnK;

i)  apxvBMpOBaHWE KIYen, Hanpumep, ANS apXUBUMPYeMon WHdopmauun unu ans
MHpopMaLmK, pe3epBHas KONua KOTOPOK co3aaeTcs;

j) paspyLLUEHNe KITo4en;
K)  perucrtpauusi u ayauT ENCTBUN, CBA3AHHbIX C pacnpeneneHnem Kroyen.

[nsa Toro ons Toro, YToObl CHU3UTL BEPOSITHOCTb PACKPbITUS, OOMKHbI ObiTb OnpeaeneHbl
AaTbl  aKTMBM3aUMM W Oe3akTuBauuMuM ONA  KIoYer, 4YToObl  KIoYM  MOXHO  Obino
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ncnosib3oBatb TOJIBKO B Te4YeHune OrpaHn4YeHHOro nepunoga BpeMeHN. To0T nepunopn
BpeMeHn [OoJikeH 3aBucetb OT 0bCcTOATENLCTB, npun KOTOPbIX  UCMNOJ1b3YyETCA
KpmnTorpacbmquKoe cpencTBo ynpasiieHUA, 1 OT BOCNPUHMUMaEMOro pucka.

B pgononHeHve K 3aluleHHOMY pacnpeferneHuio CEKPEeTHbIX U YacTHbIX KIYen, Takke
JOoMKkHa ObiTb  npogymaHa ayTeHTUdUKauusa OTpbITbIX — KNoYen. ITOT  npouecc
ayTeHTUurKaumMm MoxeT ObiTb OCYyLWeCcTBleH C MWCMNONb30BaHMEM CepTUdUKaToB
OTKPbITOroO KNnto4a, KOTopble 06bIMHO BbIMYCKaTCS CePTUDMULMPYIOLLUM OPraHoM, KOTOPbIV
AOMKEH OblTb MPU3HAHHOW OpraHuM3auuen C NoAXoAdAWMMU CpeAcTBamMu ynpasreHus U
NPUHATBIMW NpoLeaypaMn Ans Toro, 4Tobbl o6ecnevnTb HeobXoanMYo CTeneHb A0BEpPUS.

CopepxaHue cornaweHnn o6 ypoBHe OBCNYyXMBaHUS WAW [OrOBOPOB C BHELUHUMM
nocTaBLUMKaMKN KpunTorpaduyecknx ycnyr, Hanpumep, cepTUUKaLMOHHBIM OpraHomM,
AOIMKHO OXBaTbiBaTb BOMPOCbI OTBETCTBEHHOCTU, HAAEXHOCTU YCNyr U BPEMEHMU
pearnpoBaHus ans npegocrasneHns ycnyr (cMm. 6.2.3).

[Mpo4yasa nHdpopmaums

PacnpegeneHue kpuntorpaduMyeckux Krw4yer CyWeCTBEHHO [Ans  pe3ynbTaTUBHOro
ncnonb3oBaHna kpuntorpadpuyeckmx metogoB. ISO/IEC 11770 paeT OOMOMHUTENBHYHO
NMHOopMaLMIO O pacnpefeneHun knden. [iea Tuna kpuntorpauiecknx MeToa0B TaKoBbI:

a) MeToAbl CeKpPeTHbIX KMYen, Korga ABe CTOPOHbI U 6onee COBMECTHO MCMOSNb3YOT
OOMH M TOT Xe KoY, U 3TOT KIY UCMOSNb3yeTcs Kak Ans LWWMGPOBKK, Tak U Ans
AewmndpoBkn MHOPMALIMK; 3TOT KMY [OMKEH XPaHUTBLCA B CEKPETEe, MOCKOSbKY
Kaabl, MMeKLWMUA [OCTYN K K4vy, MMeeT BO3MOXHOCTb [OEKOAMPOBaTb BCHO
NHOopMaLMIO, 3aWMEPOBAHHYID C 3TUM KIHOYOM, WM BBECTU HEPA3PELLEHHYH
NHGOPMALIMIO, UCTIONb3YS KITHOY;

b) meTogbl OTKPbITBIX KMOYEW, Koraa KaxAabli Mnonb3oBaTenb WMMEET napy Kioyen,
OTKPbITbIA KNOY (KOTOPbIA MOXET OblTb OTKPbIT NIO6OMY) M NYHBIN KoY (KOTOPbIN
[AOMKEH AepXaTbCa B CEKpeTe); MeToAbl OTKPbITbIX KMHOYEeN MOryT UCMOMNb30BaTbCH
Ana wudpoBaHnsa U cosgaHua umdposbix noanucen (cm. Takke ISO/IEC 9796 u
ISO/IEC 14888).

MmeeTca yrposa nopdenku UuMdpoBOM NOANMMCU MNYTEM 3aMeHbl OTKPbITOrO Knroya
nonb3oBaTtens. OTa npobrnema pelaeTca UCNoNb30oBaHMEM cepTudmkaTa OTKPbITOro
Knroya.

Kpuntorpacpnueckne  metoabl  Takke  MOryT  MCMNONb30OBaTbCA  ANA  3aWuUThl
Kpuntorpaduyeckux knioden. MoxeT noHagobutbcs npegycMoOTpeTb npoueaypbl Ans
06paboTKM pPMONYECKMX 3aNpPOCOB Ha OOCTYN K KpUATOrpadouyecknm Knioyam, Hanpumep,
MOXeT MoHagobuTbcs caenatb  3aWM@POBaHHY  MHOPMaUWMO  OOCTYNHOW B
Hes3alumMdpoBaHHOM BUAE KaK JoKa3aTenbCTBO B cyaebHOM aene.
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12.4 3awwmTta cucteMHbIx hannos

Llenb: Ob6ecneunTb 3almMTy CUCTEMHBIX (DanoB.

JlocTyn K CUCTEMHbIM paiiniam U UCXOQHOMY TEKCTY NporpaMMbl AOMKEH YyNpaBnsaTbCs, a
NPOeKTMpOBaHWe W BcroMoraTenbHas [OeATenbHOCTb B 06nacTM UHMOPMALMOHHBIX
TEXHOMNMOMMN  [OIMKHblI  OCYLLEeCTBMNATbCA  3aluMleHHbIM  crnocoboM.  Heobxogumo
Nno3aboTUTLCA O TOM, 4YTOObl M3GeXaTb PaCKPbITUA BaXKHbIX AaHHbIX B WCMbITATENBHOW
cpene.

12.4.1 YnpaBneHue CUCTEMHbLIM NPOrpaMMHbIM obecneyeHnem

CpeacTBo ynpaeneHus

[lomkHbl ObITb NPUHATBI  Mpoueaypbl ANsS  ynpaBfeHust YCTaHOBKOW MpPOrpammHOro
obecneyeHns B onepaLnoHHbIX CUCTEMAX.

PykoBOACTBO NO peanunsaumm

C uenbio MUHMMMU3NPOBATbL PUCKM MOPYU ANsl ONepauMoOHHbIX CUCTEM, AN yrnpaBreHus
N3MEHEHNSIMU JOJMKHbI ObITb PACCMOTPEHbI CeayoLne PYKOBOASALLME YKa3aHUS:

a) OOHOBMNEHMe OnepauMoHHOIO MNPOrPaMMHOrO  ObGecneyeHus, MPUNOXEHUA ”
6ubnmoTtek  nporpaMM  OOIMKHO  BbINOMHATLCA  TOMbKO  MOAFOTOBMEHHLIMU
agMUHUCTpaTopamMK C COOTBETCTBYIOLLErO paspeLleHust pykosoacTtea (cm. 12.4.3);

b) onepaunoHHble CUCTEeMbl OOJTKHbl COXPaHATb TOJIbKO yTBepXAEHHble BbINOJIHAEMbIE
nporpamMmbl U HE OOJIKHbI COXPaHATb NporpamMmmbl, Haxoadawmecq B pa3pa60TKe, nnn
KOMMNUIATOPBbI;

C) NPUNOXEHUS U CUCTEMHOE MporpammHoe obecnevyeHne OOSMKHbI peanu3oBbiBaTbCH
TONbKO MOCMe NpPOBEAEHUsT BCECTOPOHHUX M YCMELWHbIX MCMbITaHUA; WUCMbITaHUS
AOSMKHbI BKITOYATh UCMBITAHUSA Ha MPaKTUYHOCTb, 6€30MacHOCTb, BNUSIHUE Ha apyrue
CMCTEMbI M yOOBHOCTb AN NONb3oBaTens, U AOSMKHbI BbINOMHATLCA B OTAENbHbIX
cuctemax (cm. tavke 10.1.4); pomkHO ObiTb npoBedeHO OOGHOBNEHME BCeX
COOTBETCTBYIOLMX BMBNNOTEKN NCXOAHBIX NPOrpamMm;

d) cucTtema ynpasneHust KOHUrypaumen OOSDKHA MCMNoSb30BaTbCs AN TOro, YTobbl
COXpPaHsATb KOHTPOSfb Hag BCEM peanu3oBaHHbIM MporpaMMHbIM obecneyeHnem, a
TaKKe CUCTEMHOW AOKyMeHTaumen;

e) [omkHa BbiTb MPUHSTA cTpaTervst oTkata® npexae, YeM GydyT peanu3oBbiBATbCS
N3MEHeHUs;

f)  BOMmKeH BECTUCb KOHTPOSIbHbIN XYypHarn Bcex OOHOBIeHUn B Gbnmnotekax CUCTEMHbIX
nporpamMm;

otkart [rollnack] — BoccTaHOBNEHWe nNpeablayLero COCTOSHNS
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g) npegblioywiMe BepcuM  MNPUKNAgHOro  NporpaMMHOro  obecneveHust  OOKHbI
COXPaHSATbCA Ha crnyyamn 4YpesBbl4anHO CUTyauuu;

h)  crapble Bepcum nporpamMHOro obecneyvyeHnst 4OMKHbI COXPaHATLCSA B apXuBe BMeECTe
CO BCel HeobxooMmon WHGopMauven M napameTpamu, npouegypamu, getansMmu
KOHUrypauum n BcnomoratesibHbIM NPOrpaMmMHbIM obecnevyeHnemM CTOMNbKO, CKOJTbKO
AaHHblE COXPAHAIOTCH B apXUBE.

MocTaBnsiemoe NOCTaBLLUMKOM nporpamMmmHoe obecneyeHue, ncnornb3yemoe B
onepaunoHHbIX cucrtemMax, AOOJPKHO noagepXmBatbCA Ha YpOBHE, NoanepXmBaemMom
noctaswmkom. Co BpeMeHeM, rnporpaMmmMmHble MNOCTaBLUMKKU nNepecTaHyT nogaepXmBaTtb
bonee CTapble BepCcun nporpaMmMmHoOro obecneyeHus. OpFaHVI3aLl,VIF| OOJIXHa y4eCTb PUCKMH,
CBA3aHHbIE C paC4EeTOM Ha HeENnoaaepXmBaemoe nporpammHoe obecneyeHue.

JTioboe pelleHne o nepexone K HOBOW BEPCUM AOSMKHO yYNTbIBaTb AenoBble TpeboBaHna K
M3MEHEHMAM, a Takke 3alluTy Bepcuu, T.e. BBEAEHME HOBbIX (YHKLUMOHAMbHbIX
BO3MOXHOCTEN B 00nacTu 3awuTbl UM CEpPbe3HOCTb Mpobrnem B obnactu 3awuThl,
BNUSKOWMNX Ha 3Ty Bepcuio. [OMmKHbl NPUMEHSITbCA 3annaTtbl K NporpaMmMHOMY
obecrneyeHnto, ecnm OHM MOryT MOMOYb YCTPaHWUTb MM YMEHbLUTb crabble MecTa
3awuThbl (M. Takke 12.6.1).

du3nYeckMn UnNn norMyecknin 4oCTyn AOMKEH NPeaoCTaBnsATbLCA MOCTaBLUMKAM TONbKO B
Lensax nogaepXkku, koraa 3To HeOOXoAMMO, U C 040OpeHns pykoBoACTBa. [1esTenbHOCTb
nocTaBLUMKa A0MKHA NOCTOSIHHO KOHTPONMPOBATLCS.

KoMmnbloTepHoe nporpaMMHOe obecneveHve MOXET monaratbCsi Ha MporpamMmmHoe
obecrneyeHve © MoOOynW, TMOCTaBMsSiEMble W3BHE, KOTOpPblE [OOMMKHbI  MOCTOSIHHO
KOHTPONMMPOBaTbCst M YNpaBnsATbCA AN Toro, 4YToObl u3bexaTb HepaspeLleHHbIX
N3MEHEHWI, KOTopble MOryT NMPUBHECTU criabble MecTa B 3aluTy.

[Tpoyasa nHdopmaums

Bepcus onepaumoHHbIX CUCTEM AOSMKHA MEHSATbCA TOMbKO TorAa, koraa ectb TpeboBaHue
coenaTb Tak, Hanpumep, ecnu Tekylwash BepCcus onepauuoHHOW cuctembl Bornblue He
nogaepxumBaeTt genosble TpeboBaHus. CMeHa Bepcuin HE OOSMKHA MPOUCXOAUTb TONbKO
NoTOMYy, YTO CTana LOCTYNHOW HOBasi BepcuUsi onepauuoHHOW cuctemMbl. HoBble Bepcumn
onepaLyMoHHbIX CUCTEM MOryT OblTb MeHee Ge3onacHbiMW, MeHee CTabWIbHbIMU U XyXe
NOHMMAaEMbIMU, YEM TEKYLLME CUCTEMBI.

12.4.2 3awumTta ncnbiTaTenbHbIX AaHHbLIX CUCTEMbI

CpencTtso ynpasneHus

McnbiTaTenbHble gaHHble JOMKHbI BbI6VIpaTbCFI TWAaTenbHO, N AOMKHbI ObiTb 3aLUNLLEHbI U
ynpasiideMbl.

PykoBoacTBO No peanusauumu

Hapo wu3beraTtb MCNonbL3oBaHus pa6qu|x 0a3 [gaHHbIX, cogepxawmnx  JIM4HYyKo
VIH(*)OpMaLl,VIOHHy}O nnn mo6yro APYryro BaXxHyro MHopMaumto, B Lensax ncneltaHus. Ecnu
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NMYHas MHopMauusa nnu MHPoOpMaUms, BakHas B OPYroM OTHOLLUEHUW, UCMONb3yeTCsl B
Lensix UCnbiTaHusl, TO BCe BaXKHble NOAPOOHOCTM M copep)KaHue LOIMKHblI OblTb yaaneHbl
unM  mMoaMcUUMpOBaHbl OO0 Hey3HaBaeMOCTU nepen wcnonb3oBaHveMm. Cneayouwme
pYKOBOASLUME YyKa3aHUS OOSKHbI NMPUMEHATLCSA AN 3awnuTbl paboumx AaHHbIX, koraa Te
MCMONb3YIOTCSA B LEENSIX UCTbITaHUS:

a) npouenypbl ynpaBneHust 4OCTYNOM, KOTOPble MPUMEHSIIOTCSA K pabovmMm npuknagHbIm
cucTemMam, AOSMKHbI TaKKe MPUMEHSTLCS K UCMbITAaTENbHbIM NPUKNaAHbIM CUCTEMAM;

b) pomkHo ObITb OTAEnbHOE paspelleHne BCAKUI pas, korga pabodvas MHopMaums
KOMMPYeTCs B UCTbITAaTENbHYIO NPUKNAAHYH CUCTEMY;

c) paboyas nHdopmauusa gomkHa bbITb CTepTa C UCMbITATENbHON NPUKNAAHOM CUCTEMDI
HeMeaneHHo nocre Toro, Kak UcnbiTaHne 6yaeT 3aBepLUEHO;

d) «konupoBaHMe UK  wucronb3oBaHuMe paboyelt  UHGPOPMaUMM  OOMKHbI  ObITb
3aperncTpupoBaHbl Ans Toro, YTobbl 06ecneynTb BeeHe KOHTPOSbHOro XypHana.

[Mpo4yag nHdpopmaums

CuctemHoe u npuemMo4vyHoe wucnbliTaHne 06bl4yHO Tpe6y+0T CONUAHbIX 06BLEMOB
UCnblTaTellbHbIX OaHHbLIX, KOTOPbIE Onn3kn K pa6qu|M AaHHbIM HaACTOJIbKO, HAaCKOJ1IbKO 3TO
BO3MOXHO.

12.4.3 YnpaBneHus AOCTYNOM K UCXOAHOMY Koay nporpamMmbl

CpeacTBo ynpaeneHus

[locTyn K nCXoaHOMY KoAy Nporpammbl AOMMKEH ObiTb OrpaHnYeH.

PykoBOACTBO N0 peanunsaumm

J[locTyn K MCxoOQHOMY KoAy MporpamMMbl M CBSI3aHHbIM 3fieMeHTaM (TakUM Kak MpOEeKThl,
cneumdmkaumnm, nnaHbl Bepudukaumm 1 nnaHbl Banuaaummn) OOMmMKeH CTPOro ynpaensTbCs
ANs TOro, 4Ytobbl NpeaoTBpaTUTL BBEAEHUE HepaspeLUeHHbIX BbIMONHSAEMbIX OYHKUUIA U
ANs Toro, 4tobbl M3bexaTb HernpeaHaMepeHHbIX W3MeHeHMn. [ns WMCXO4Horo Kkopa
nporpammbl 3TOr0 MOXHO AOCTMYb MyTEM YNPaBSIEMOrO LEHTParbHOrO XpaHEHUsI Takoro
koga, NPeanoyTUTENbHO B OMONMOTEKAX WMCXOAHbIX NporpamMm. 3aTeM [OMMKHbl ObiTb
pacCMOTPEHbl CrnedyloliMe PyKOBOAsALME YykasaHuus (cM. Takke 11) gns ynpaBneHus
[OCTYMNOM K TakMM OMGnmMoTekam WMCXOAHbIX NPOrpaMm, C LIENb CHU3UTb BO3MOXHOCTb
MOPYN KOMMbIOTEPHBIX NPOrpaMm:

a) rae BO3MOXHO, OMOMMOTEKM WCXOAHBLIX MpPOrpamMm He [OSPKHbI CcoaepXXaTbCa B
onepaunoHHbIX CUCTEMAX;

b) MeHeOXMEHT NCXOOHOro Koga rnporpavMm um OnbnMoTeK NCXoaHbIX nporpamMmm OO0JNKEeH
OCYLLEeCTBIATbCA COrfnacHoO yCTtaHOBJIEHHbIM npouenypam;

C) BCMomoraTesibHbI NepcoHan He [OOMKeH MWMeTb HeOorpaHW4YeHHbIn [A0CTyn K
BubnMoTekam NCXoOHbIX NPOrpamMmm;
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d) ob6HoBneHve GMBNNOTEK MCXOAOHbLIX MPOrpaMM W CBA3a@HHbIX 3fIEMEHTOB, a Takke
BbINYCK NPOrPaMMHbIX UCTOYHMKOB NpOrpaMMmncTam AOMKEH OCYLLECTBNATLCA TONbKO
nocne Toro, Kak byaeT nony4YyeHo COOTBETCTBYHOLLEE pa3peLUEHME;

e) pacnevaTtku nporpaMmm OMKHbl HaxoauTbes B 6esonacHon cpege (cm. 10.7.4);

f)  DomkeH BEeCTUCb KOHTPOIbHbLIN >XypHan Bcex OOCTYMNoB K OMONMOTEKaM UCXOOHbIX
nporpamm;

g) conpoBOXAeHMe W KonupoBaHWe OMONMOTEK UCXOOHbLIX MporpamMm  OOSTKHO
NOOYNHATLCH CTPOrMM npoueaypam ynpasneHns nsmeHeHnamm (cm. 12.5.1).

[Mpo4yasa nHdpopmaums

NcxooHbln  Kog nporpaMmmbl — 3TO KO, HaMNWCaHHbIM  NporpamMuMcTamMu, KOTOpbIn
KoMnunupyeTcs (M cBA3biBaeTcs) ANnA Toro, 4tobbl cospgaBatb Moaynu. OnpeneneHHble
A3bIKW MPOrpaMMMpPOBaHNS He NPOBOAAT (POPMarnbHOrO pasnuUuus Mexay WCXOAHbIM
KOAOM M MOAYrNsMU, TakK Kak MoAyrnun co3faroTcs B TO BPEMS, KOra OHU aKTUBUPYIOTCS.

Crangaptel MCO 10007 wn ISO/IEC 12207 npenoctaBnsaloT  AOMNOMHUTESNbHYHO
NHPOPMaLMID O MEHEMXKMEHTE KOHUrypauum u MNpOLECCE >KUBHEHHOIO LMKNa
nporpamMmmMHoOro obecneveHus.

12.5 3awwmTa B npoueccax pa3paboTku n BcnomorartesibHbIX npoueccax

Llenb: MopoepxmBaTb 3alimMTy NPUKNAgHOroO CUCTEMHOrO NMpPOrpaMMHOro obecneyeHus u
nHdopmaumn.

Cpe,ﬂ,bl NPOEKTUpPOBaHNA N BCNOMOratTeribHble cpebl AOJTXXHO CTPOro ynpaBJiATbCA.

MeHeﬂ,)Kepbl, OTBETCTBEHHblE 3a nMNpuKnagHbleé CUCTEMbl, AOOJDKHbl TaKxKe ObITb
OTBETCTBEHHbIMUM 3a 3allUnTy Ccpedbl NPOEeKTUpPpOBaAHNA UITN BCcnomMoraTenbHOW cpeabl. OHu
AOMKHbl obecneymBaTb, 4TOObI BCe npegnaraemble  U3MEHEHUA CUCTEMBbI Obinn
npoaHann3npoBaHbl AnA Toro, 4TOObLI 06EecneyYnTb, YTO OHU He noaseprarT PUCKY 3alLnUTy
NN CUCTEMbI, U onepaunoHHON cpeabl.

12.5.1 T[poueaypbl ynpaBreHUA U3SMEHEHUAMU

CpeacTBo ynpaenexHms

Peanusaunsi M3MeHeHMI [OIbkHA YNpaBnsATbCA MyTEM MCMONb30BaHMS oduumnanbHbIX
npoueayp ynpasneHnst NU3BMeHeHUSIMU.

PykoBOACTBO N0 peanunsaumnm

O(bI/ILI,I/IaJ'IbeIe npoueanypbl ynpasneHna U3MEHEeHUAMU [OOJIKHbI ObITb OOKYMeEHTalnbHO
noareepXaeHbl U nNpmuBeaeHbl B UCMONMHEeHne AnAa Toro, YTOOBbI MWUHUMU3NPOBATL MOp4y
I/IH(*)OpMaLI,I/IOHHbIX cucteMm. BBegeHne HOBbIX CUCTEM U CyLLEeCTBEHHbIX N3MeHeHun B
cywecTByrowmnx cucremax OOJIXXHO NOOYNHATLCA oq)mu,maanomy npoueccy
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[OKYMEHTUPOBaHUS, cneundukaLumn, UCnbiTaHns, ynpaBreHust Ka4ecTBOM U ynpaBnsieMon
peanunsaumm.

OTOT NpoLecc OOMMKEH BKNOYaTb OLEHKY PUCKOB, aHanm3 BIIMSHUN U3MEHEHUN, a Takke
cneuyndukaumm HeobXoOuMMbIX CPEeACcTB  3awuTbl. OTOT MNPOLECC Takke [LOOIMKEH
obecneunBaTb, 4TOObI CyllecTBywLWaa 3awmrta M npouenypbl  YNpaBfeHUs He
noABepranucb pPuUCKy, 4TOObI BCrnoMoraTenbHbIM MporpaMmMmucTam Obin nNpeaocTaBneH
AOCTYN TONMbKO B T€ 4YacCTU CUCTEMbI, KOTOpble Heobxoaumbl Anst ux paboTbl, U YTOOLI
odmumanbHoe cornawleHne n yTeepxxaeHme ansa nobdoro nameHeHns 6binm NosnyyeHsl.

Ecnu TonbKo 3TO NpakTU4eCKM BbINOMHUMO, TO MPUKNagHble U onepaumoHHbIE Npoueaypbl
ynpaBneHns n3aMeHeHNsAMU OOMKHbl BbITb MHTErpnpoBaHbl (cM. Takke 10.1.2). MNpouenypbl
N3MEHEHMS OOMKHbI BKIOYaTh B cebs crnegytoulee:

a) BedeHue 3anucu CornacoBaHHbIX YPOBHEN paspeLLleHus;
b) obGecneyeHune TOro, YTO M3MEHEHNS MOAAKTCA MNOSIHOMOYHBLIMU MOSb30BaTENSAMMU;

C) aHanuM3 CpeacTB ynpaBreHus v npouedyp [obecneyeHns] LENOCTHOCTM C Lesbio
rapaHTMpoBaTb, YTO U3MEHEHUS HE NMOABEPrHYT UX PUCKY;

d) BbisIBNeHWe Bcero nporpaMMHoro obecrneyeHus, WHdopmMauum, obbekToB 6a3
[aHHbIX 1 annapaTHbIX CPeACTB, KOTopble TPeGYHT NOMNpaBoK,;

€) nonyyeHne ouUManbHOro YTBEPXAeHUS ANs NOAPOOHbLIX NPeanoXeHU A0 TOro Kak
paboTa Ha4yHeTCH;

f)  obecneyeHne TOro, YTOObLI MOMHOMOYHbIE MOMb30OBATENM MPUHANN U3MEHEHUs 00
peanusauuu;

g) obecneyeHne TOro, 4YTOoObI HaAbOp CMCTEMHOM AOKYMEHTaumMmM OOHOBNANCA No
BbIMOMHEHUN KaXXKA0ro U3MEHEHUs1, U YTOObI CTapasi AOKyMEHTaLus apXxMBupoBanach
N NMKBUAMPOBAnach;

h) nogpepxaHue ynpaBneHus BepcuaMU AOnNs Bcex OOHOBNEHWM MporpamMmMHOro
obecreyeHus;

i) BeJEeHNe KOHTPOSbHOrO XXypHara BCcex 3arnpoCoB Ha N3MEHEHUS;

j)  obecne4veHue Toro, 4TobLI ONepaunoHHaa gokymeHtauma (cm. 10.1.1) n npouenypesl,
onpegensemMble nonb3oBaTtenieM, OblMM  U3MEHEHbI, Kak Heobxoammo, 4TOObI
OCTaBaTbCsl COOTBETCTBYHOLLNMMU;

k) obecneyeHne TOro, 4ToObLI peanusauusi M3MEHEHUN npoucxoauna B MNpaBUNbHOE
BpeEMA N HE MeLllala BoBne4vYeHHbIM OENTOBbIM MNMpoueccaM.

[NMpo4yag nHdpopmaums

M3meHeHne nporpaMmMHOro obecneyeHns MOXeT NOBNUATL Ha onepaunoHHYyKo cpeay.
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Xopolwiasi npakTUKa BKMOYaeT UCMbITaHME HOBOrO NporpamMmMHoro obecneveHus B cpege,
OTOENEHHOW Kak OT MpPOM3BOACTBEHHbLIX Cped, Tak M OT cped paspaboTkm (CM. Takke
10.1.4). B10 obecnevmBaeT KOHTPOMb Haj HOBbIM MPOrpaMMHbIM obecnevyeHnem u aaet
BO3MOXHOCTb AOMNOSIHUTENBHON 3alWnTbl paboyen MHpopmMauum, KoTopast UICNoNb3yeTcsl B
McnblTaTenNbHbIX Lensx. OTO AOIMKHO BKMoYaTbh B cebs 3annatbl, CnyxebHble nakeTbl U
apyrme obHoBneHus. ABTOMaTU3MpOBaHHble OOHOBMEHUSA HE AOIMKHbI UCMOMb30BaTbCA B
KPUTUYECKMX CUCTEMAX, MOCKONbKY HeEKOTOpble OOHOBNEHMS MOryT Bbi3BaTb COOM B
KPUTUYECKUX NPUNOXeHUaxX (cMm. 12.6).

12.5.2 TexHUYecKUI aHanNMU3 NPUNOXeHU Nnocne N3MeHeHMn onepaunoHHOMN
cucTtembl

CpeacTBo ynpaeneHus

Korga onepaunoHHble CUCTEMblI MEHAKTCA, AeJl0Bble KPUTUYECKUNE NPUIoXeHuna OOJTXHbI
aHann3npoBaTbCA n NCNblTbIBaATbCA, Cc uernbio rapaHTupoBaTb OTCyTCTBME
He6ﬂal'Ol'lpI/19|THOF0 BIMMAHNA Ha OpraHun3aunMoHHblIe onepaunn nnmn 3alnTy.

PykoBoacTBO No peanusauuu

T0T npouecc gojKeH oxXBaTbiBaTb clieaytollee:

a) aHanuM3 npouedyp YynpaBneHus NpuKnagHbiMU npoueccamn U [obecneyeHust]
LIeNTOCTHOCTU C LEMNbl rapaHTUpoBaTb, YTO OHU He ObiMM MNOABEPrHyTbl PUCKY
N3MEHEHUSAMM OMepaLNOHHON CUCTEMBI;

b) obecneyeHne TOro, YTO rodoBOW NNaH NoadepPXKM M OlomkeT OyayT oxBaTbiBaTb
aHanM3 W WUCMbITaHWE CUCTEMbI, BbITEKalLWNe U3 WU3MEHEHWUIA onepaLoHHOMN
CUCTEMbI;

c) obecnedyeHne TOro, 4TobLI yBEeaoMIieHMEe 06 U3MEHEHUsIX OnepauuoHHON CUCTEMBI
OblO  nNpegocTaBneHo 3abnaroBpeMEHHO, C  Uenbio  caenatb  BO3MOXHbIM
npoBefeHne Haanexalimx UCnbiTaHUA 1 aHanu3a 4o peanusauuu;

d) obecnevyeHne TOro, 4YTOObLI Hagnexawme wusmeHeHuss ObinM caenaHbl B MnaHax
obecneyeHuns HenpepbIBHOCTN BusHeca (cm. Pasgen 14).

CneuvanbHag rpynna vnvm nuuo OOMKHbl O6bITb Ha3Ha4YeHbl OTBETCTBEHHLIMU 3@ NPOBEPKY
cnabblx MeCT M BbINYCKOB 3annaTt 1 ncnpasnenunn (cm. 12.6).

12.5.3 OrpaHu4yeHUAa Ha U3MEHEeHUA B NakeTax nNporpamMmm

CpencTso ynpasneHus

Hago npenarctBoBaTb MoaMUKAUNAM B NakeTax nporpaMmm, 3T Moandukaunm OOSMKHbI
ObITb orpaHun4yeHsbl HEeoOXoANMBIMA M3MEHEHUSIMW, U BCE WU3MEHEHUS] AO0STKHbI CTporo
KOHTPOJTMPOBATbCA.

132



PykoBoacTBO no peanusauumu

Ha ckonbko BO3MOXHO W MPaKTUYECKU BbINOMHMMO, MaKeTbl Nporpamm, rnocTaBnsieMble
nocTaBLUMKaMn, OOMKHbI MCNonb3oBaTbcs 6e3 moaudukauuu. Ecnv nakeT nporpamm
HeobxoaMmMo MoandMuMpoBaTh, TO AOMKHbI OblTb PACCMOTPEHbI CrieayoLwmne NyHKTbI:

a) PUCKM BCTPOEHHbIX CPeACTB yNpaBfieHUs U npoueccbl 00ecrneyeHnsi LenocTHOCTH,
KOTOpble NOABEPratoTCsH PUCKY;

b)  OOMKHO NM BbITb NONYYEHO cornacue NOCTaBLLUKa;

C) BO3MOXHOCTb MOfly4eHMS1 HEOOXOAMMbIX W3MEHEHUM OT nocTaBWwuka B BuAe
CTaHAapTHbIX NPOrpamMMHbIX OGHOBMNEHWIA;

d) BnuAHWe, ecnu  opraHMsauusa  CTaHOBUTCA  OTBETCTBEHHOW 3a  Oyayulee
COMPOBOXAEHNE NpOrpamMMHoro obecneyeHunst B pesynbtarte N3MeHEHNN.

Ecnn nameHeHus Heobxoaumbl, TO OpuUrMHarnbHOE nporpaMMHoe obecrnevyeHue OOSDKHO
ObITb COXpaHEHO, a N3MEHEHUS NPUMEHEHbI K YeTKO 0603HaveHHon konuu. [JormkeH ObITb
peannsoBaH npouecc ynpasreHus oGHOBNEHWEM nporpaMMHoro obecneyeHusa ons Toro,
4yTObbl rapaHTMpoBaTb YCTAHOBKY Haubornee OOGHOBMEHHLIX YTBEPXAEHHbLIX 3annaTt u
OBHOBMNEHUN MPUIOXEHUN [N BCEro paspeLlleHHOro nporpaMmmHoro obecneyeHuns
(cm. 12.6). Bce wn3meHeHMA [OOMKHbI ObITb MOMHOCTBIO WCMbITAHblI M OOKYMEHTanbHO
noaTBepXAeHbl Ans Toro, 4tobbl OHM MOrnM ObiTb MPUMEHEHbI MNOBTOPHO, €CNU
Heobxogumo, Kk Oyaywum nporpamMmHbiM  obHoBneHusm. Ecnu  Tpebyetcs, TO
MoAUMKaLUMM OOMKHbl OblTb WUCNbITAHbl U BanUMAMpPOBaHbl HE3aBUCUMbIM OLEHOYHbLIM
opraHom.

12.5.4 YTeuka nHcopmauuu

CpencTtso ynpasneHud

Bo3moxHocTn ans YTEYKUn MHopMaunn OOSTKHbI npeaynpexaartbcA.

PykoBoacTBO No peanusauuu

Cnenyrou.l,ee OOMMKHO ObITb paccMOTpeHO AOnAa Toro, YTOObI OrpaHn4nTb PUCK YTEYKU
nHdopmMaumn, Hanpumep, Yepes UCMosb3oBaHnE n JKCMyaTaunto CKPbITbIX KaHal10B:

a) CKaHMpoBaHWE UCXOAALUMX HOcuTenen MHopmauun 1M CpeacTB CBA3M Ha Hanuyue
CKPbITON MHGOpMaLMK;

b) MacCKMpoBKa U MmoaynmposaHue noeegeHmnsa cCUCtemMm U cpeacTB CBA3U OJ1A TOro, 4YTOObI
CHU3NTb BEPOATHOCTb TOro, YTO TPETbA CTOPOHA 6yﬂ,eT crnocobHa npocnegunTb
MHOPMaLMIO U3 TaKoro NoBeAEeHUs;

C) UCMonb3oBaHWEe CUCTEM W MPOrpaMMHOro obecrneyeHusi, KoTopble, Kak cuMTaeTcs,
o6nagalT BbICOKOW LIENMOCTHOCTLIO, HanpuUMmep, MUCMONb3YT OLEHEHHble MPOAYKThI
(cm. ISO/IEC 15408);
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d)  perynsipHbln MOCTOSIHHbLIA KOHTPOSb AEATENbHOCTU MepcoHana n cUcTemMbl Tam, rae
3TO paspeLLEeHO Mo CyLEeCTBYIOLEMY 3aKoHO4aTeNbCTBY UMM HOpMaw;

e) NMOCTOSIHHbBIN KOHTPOSTb UCMOSTb30BaHUS pecypcoB B KOMMNbHTEPHbLIX CUCTEMAX.

[Mpo4yag nHdpopmaums

CkpbiTble KaHanbl — 9TO nyTW, KOTOpble He npeAdHasHayeHbl ANs  MnpoBefeHus
MHPOPMALMOHHBIX MOTOKOB, HO KOTOPbIE MOrYT, TEM HE MEHee, CyLleCcTBOBaTb B CUCTEME
unun cetTn. Hanpumep, maHunynupoBaHne Gutamm B NpoToKonax obMeHa naketamm MOXeT
NCNoNb30BaTbCA KakK CKPbITbIA MeToa curHanudaumn. o ux npupoae, npenoTBpalleHne
CYLLECTBOBAHNSA BCEX BO3MOXHbIX CKpbITbIX KaHanoB 6ydeTr TpydHbIM, ecrnv  He
HEBO3MOXHbLIM. TeM He MeHee, aKcnsyaTauusi Takmx KaHaroB 4acTO OCYLLECTBAAETCS
TpostHCckuM kogom (cMm. Takke 10.4.1). CnepoBaTtenbHO, NPUHATUME Mep AN 3aluTbl OT
TPOSIHCKOro Kofla YMEHbLUAET PUCKM 3KCnyaTaumm CKpbITbIX KaHanos.

[MpepoTBpalieHMe HepaspelweHHoro goctyna k cetn (11.4), a Takke nonutuka W
npouenypbl Ans  Toro, 4Tobbl MpPensaTcTBOBaTb HEMPaBUIbHOMY WUCMOfb30BaHUIO
NHOPMaLMOHHBIX ycryr nepcoHanom (15.1.5) noMoryT 3alnTUTECH OT CKPbITbIX KaHamnoB.

12.5.5 AyTcopcuHroBas pa3paboTka nporpaMmmMHOro obecne4yeHus

CpeacTBo ynpaeneHus

AyTcopcuHroBasi paspaboTka nporpaMMHOro obecneyeHus gormkHa ObiTb Nog Hag30poM
OpraHM3aumm 1 NOCTOAHHO KOHTPOMMPOBATLCS OpraHM3aLumen.

PykoBOACTBO N0 peanunsaumm

Ecnn ocyuwiecTBnsieTca ayTCOpCUHr pa3paboTkm nporpammMHOro obecneyveHusi, To AOIMKHbI
ObITb pAaCCMOTPEHBI CrIeAYyIoLNE NYHKTbI:

a) IUUEH3WOHHble cornalleHnsi, COBCTBEHHOCTb Ha KOA M MpaBa Ha UHTENNeKTyanbHy
cobcTBeHHOCTb (M. 15.1.2);

b) cepTudumkaumsa kayectsa n TOYHOCTU BbIMNOSHEHHOW paboThl;

C) MeponpuaTUA MO YCNOBHOMY AEMOHMPOBAHUIO Ha Cyyan oTKasa TpeTben CTOPOHbI;
d) npaBa gocTtyna ans ayamta kayecTBa U TOMHOCTU caefnlaHHoW paboThl;

e) [JoroBopHble TpeboBaHMs ANd KayecTBa M 3alUTHON OYHKLMOHANBbHOCTU KOAQ;

f)  ncnblTaHne nepea yCTaHOBKOM C LENbi OOHapPYXUTb 3MTOHAMEPEHHBIN U TPOSIHCKUIA
KoQ.
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12.6 MeHeaXMEeHT TeXHU4YeCKnx cnabbix mecTt

Llenb: cHM3UTb puUCKK, NpoucTeKallmne 13 akcnnyataumm onybnmkoBaHHbIX TEXHUYECKUX
cnabbIX MecCT.

MeHemKMEHT TexHU4Yeckux crnabblXx MeCT [OOIMKEH peanu3oBbiBaTbCA OENCTBEHHbLIM,
cucreMatTn4eckumMm n MnoBTOPAEMbIM cnocobom c n3amepeHnamMmun, BbINMONMHAEMbIMUN ONA
noaTBepXaeHnAa ero pe3yrnbTaTUuBHOCTH. oK coo6pa>|<eHV|;| OOJDKHblI  BKITKOYaTb
onepaunoHHblE CUCTEMbLI, a TaKXe nobble apyrne  npunoxeHumd, Haxogdumecsa B
MCrNoJsb30BaHNN.

12.6.1 YnpaBneHue TeXHUYECKMMMU CNabbiMM MecTaMu

CpeacTBo ynpaeneHus

HormxkHa ObITb nony4yeHa cBoeBpeMeHHas VIH(*)OpMaLI,I/Iﬂ O TEXHUYEecKux cnabbix MecTax
NCcnoJib3yemMbix VIH(*)OpMaLI,I/IOHHbIX cucrtemMm, ouUeHeHa noaBepXeHHOCTb opraHun3aunn
BNUSIHUIO TakMX cnabbiX MecT, U1 npeanpuHATbl noaxogdillne mMepbl Anda Toro, YTOObI
y4yeCTb CBA3aHHbIN C HUMU PUCK.

PykoBoacTBO no peanusauuu

Tekywaa n nonHas onucb akTMBoOB (CM. 7.1) — 3TO npeaBapuTeribHoe Yycnosue Ans
pe3ynbTaTUBHOrO YyMpaBneHns TexHuYeckumun cnabbiMm mectamu. Cneumduryeckas
NHopMaums, Heobxoaumasa ANa NOAAEPKKU MeHeKMeHTa TeXHUYecKux crabbix MecT,
BKITHOMAeT nocTaBsLUMKa NporpaMMHOro obecneyeHusi, Homepa BepPCUm, TeKylllee COCTOsHME
pa3paboTkn (Hanpumep, Kakoe nporpaMmHoe obecrneyeHne B Kakux cucTemax
YyCTaHOBIIEHO) M YernoBek (nogu) B opraHuM3auun, OTBETCTBEHHble 3a MNporpaMMHoe
obecneyeHue.

Moaxoasiwiee, CBOEBPEMEHHOEe [OEWCTBME [OOIMKHO ObiTb NpeanpuHATO B OTBET Ha
BbISIBNIEHNE BO3MOXHbIX TEXHUYECKMX cnabbix MecT. Hago BbINOMHATH creayoulee
PYKOBOACTBO A4Sl TOr0, YTOObl YCTAHOBUTL pe3yrbTaTUBHBIN NPOLECC MeHemKMeHTa ans
TEXHUYEeCKMNX cnabblix MecT:

a) opraHuMsauus OoSmKHa OnNpeaenuTb U yCTaHOBUTb PONnn 1 0683aHHOCTM, CBSI3aHHbIE C
MEHEMKMEHTOM TEXHUYECKMX CrabblX MECT, BKIOYas MOCTOSIHHbIA KOHTPO&b
cnaboro mecTa, OLEHKY PMCKOB cnaboro mMecTa, HanoXeHue 3annaT, OTCrneXxuBaHue
aKTUBOB U Ntobble HeobxoanMbIe 06513aHHOCTM MO KOOPAMHALNN;

b) wWHMOpMauMOHHbIE pecypcbl, KOTOpble OyAyT MWCMONb30BaTbCA ANS BbIABNEHUS
3HaYMMbIX TEXHUYECKUX crabbiX MecT U Ans NoadepXKu OCBEeJOMIIEHHOCTU O HUX,
AOMKHbI BbITb onpeAeneHbl Ans NporpaMMHoOro obecnevyeHns n apyron TEXHONOrnn
(ocHOBaHHOM Ha onucK akTMBOB, CM. 7.1.1); 3TN MHAPOPMAaLIMOHHbIE PECYPCbI LOMKHbI
0OHOBMATLCA HA OCHOBE U3MEHEHUW B ONMuUCKU, NN Korga obHapyxuBalTcsa Apyrue
HOBbI€ UMW NONe3Hble PeCcypchbl;

C) AOMKHa ObITb onpegerneHa BpeMEeHHad LwWkKana Agn4da Toro, 4YTOObI pearnpoBatb Ha
yBeoOMJ1IEHNA O BO3SMOXHO 3HA4YNMbIX TEXHUYECKNX cnabbix mMecTax;
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d) KaK TOJIbKO BO3MOXHOE€ TexXHun4eckoe yA3BMMOEe MEeCTO 6y,u,eT BbIABJIEHO,
opraHm3aumna OoJrnkKHa ornpeaennTtb CBA3aHHble C HUM PUCKU U nencTeus, KOTOpble
HYXHO npeanpuHATb; Takoe AENCTBME MOXeT BKMo4vaTb B cebs HanoxeHue 3annat
Ha yA3BUMbIE CUCTEMDbI n/vnn npumMmeHeHne Opyrux cpencts yrnpaBleHUd;

€) B 3aBMCUMOCTU OT TOrO, HACKOSIbKO CPOYHO HEOBXOAMMO PacCMOTPETb TEXHUYECKoe
cnaboe MecTo, npeanpuHMMaemMoe OENCTBME [OOMKHO ObiTb BbIMNOIHEHO B
COOTBETCTBMM CO CpeacTBaMy  ynpaBneHus, CBA3aHHbIMW C  yrpaBrieHUEM
n3mMeHeHuamMu (cMm. 12.5.1), nnn nytemMm BbINOMHEHUS npoueayp pearMpoBaHus Ha
cobbITne B cucteme 3awmuTbl MHopmauum (cm. 13.2);

f)  ecnu gocTynHa 3annara, TO OOJKHbI OblTb OLLEHEHbI PUCKW, CBA3AHHbIE C YCTaHOBKOWN
3annatbl (PUCKW, Hamnaraemble Ysi3BMMbIM MECTOM, [OMKHbl OblTb CpaBHEHbI C
pyCKkaMKn YCTaHOBKM 3annaTthbl);

g) 3annaTtbl AOMKHbI WUCNbITbIBATLCA W OUEHMBATbCS OO TOro, Kak OHM OyayT
YyCTaHOBMEHbl, C LEeNbio 06ecneynTb, YTO OHM pPe3ynbTaTUBHbl, U YTO OHU He
npuMBeAyT K HeaonycTUMbIM NoBOYHbIM 3ddhbekTaM; ecnm HUKakown 3annatbl HEeT B
pacrnopsikeHUN, TO AOMKHbl OblTb pPaAcCMOTPEHbl ApYyrMe CpeacTBa YnpaBrieHus,
Takue Kak cnegyoLume:

1)  OTKMNOYEHUe yCcnyr Uinmn BO3MOXHOCTEWN, CBA3AHHbIX C YSI3BMMbIM MECTOM;

2) apanTaums unu pobaBneHue cpeacTB ynpaereHuss OOCTYynoOM, Hanpumep,
BGpaHamayapoB, Ha rpaHuuax ceten (cm. 11.4.5);

3) NOBLIWEHHbIA MOCTOAHHBIA KOHTPOMb AN TOro, 4YTtobbl OBHAPYXUTb UMK
npefoTBpaTUTL PaKTUYECKYIO aTaky;

4) nosblweHWe ocBegomieHHocTn 06 cnabom mecTe;
h)  KOHTPOMbHbIN XypHan AOMKEH BECTUCh AJ1S BCEX BbINOSTHAEMbIX NpoLeayp;

i)  npouecc MeHemMKXMEHTa TEeXHUYEeCKMMM cnabbiMy MecTamu [OOIMKEH perynsipHo
KOHTpONMpoBaTbCA M OLEHMBaTbCA ANA  TOro, 4Ytobbl obecneuntb  ero
pe3ynbTaTUBHOCTb N 3(PEKTUBHOCTb;

j)  cucTeMbl C BbICOKOW CTEMEHbID puUCKa AOMMKHbl OblTb pPacCMOTPEHbl B MeEpBYHO
ovepenp.

[Mpo4yasa nudpopmaums

MNpaBunbHOEe  (PYHKUMOHMPOBAHME  OPraHM3auUMOHHOIO  fpouecca  MeHemKMeHTa
TEXHUYECKNX CrabblX MECT KPUTMYHO AN MHOMMX OpraHusauui W, criefoBaTeribHo,
[OIMKHO peryrnsipHO KOHTPONMpPOBaTbCs. TOYHasi ONUCb CyLLEeCTBEHHa Ans obecneyeHust
TOro, YTO BO3MOXHbIE 3Ha4YMMble TEXHUYECKME criabble MecTa BbISIBNEHbI.

MeHeKMEHT TexHU4YeckuMmu crabbiMM MecTamMn MOXeT paccMaTpuBaTbCA  Kak
NOAMYHKLMSA yripaBneHnss USMEHEHUAMU U B 3TOM KavyeCcTBe MOXET MUCMOmMb30BaTb B CBOUX
NHTEepecax npouecc u npoueaypbl MeHepxkMeHTa nameHennn (cm. 10.1.2 n 12.5.1).
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[MocTaBLLMKM YaCcTO HaxogaTcs Nod 3HaYMTEeNbHbIM JABMIEHMEM B OTHOLLEHUM TOro, YTOObI
BblMyCKaTb 3arjiaTtbl Kak MOXHO CKOpee. CnepoBaTenbHO, 3annaTta MOXeT He 06pal.l.l,aTbCF|
K npo6neme Haanexalwnm 06pa30M N MOXET MMEeTb OoTpuuaTeribHbie noboyHbIe SCbeeKTbI.
Takxe, B HEeKOTOpPbIX Clny4dadX, yaaneHue 3annatbl MOXeT He ObITb NErko OOCTUMXUMbIM
nocre Toro, Kak 3annata 6yﬂ,eT HanoXxeHa.

Ecnn Tpebyemoe ucnbiTaHue 3annat He BO3MOXHO, Hanpumep, U3-3a M3OEPXKEK WIu
HegocTaTka pecypcoB, TO MOXET ObiTb pacCMOTPeHa 3aepXKka B HaroXeHun 3annaTtbl, ¢
LieNnblo OLEHUTb CBA3AHHLIN PUCK, OCHOBbLIBAsICb Ha OMbiTe, O KOTOPOM COOOLIMAM apyrue
nonb3oBaTesnu.
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13 MeHe)XMEHT MHUMAOEHTOB B CUCTEME 3alinTbl MH(bopMaLuuun

13.1 CocTtaBneHune oT4eTOB O COOLITUSAX N HEAQOCTAaTKaX B CUCTEME 3aLUUThI
nHcpopmauum

Uens: Ob6ecneunTb, 4TOObI O COOLITUAX B CUCTEME 3ALUUTDI nHdopmMmaLmn U HegocTaTkax,
CBA3aHHbIX C MHOPMALMOHHLIMU CUCTEMAMMU, coobuianocb Taknm o6pa30M, 4YTOObI BbINa
BO3MOXHOCTb CBOEBPEMEHHO NPEeAnpPUHATL KOPPEKTUPYoLLee aeuncrteue.

HomkHbl MMeTbcsa oduumanbHble Npoueaypbl COCTABIIEHMS OTYETOB O COObITUAX U
odumumanbHble npouenypbl ackanauuui. Bce cnyxawme, nogpsguvki v nonb3oBaTenu
TPEeTben CTOPOHbI AOMKHbI BbITb OCBEAOMIEHBI O NpoLeaypax ANs COCTaBlNeHNUst OTYETOB
O pasnU4HbIX TUNax COObITUA N HEAOCTATKOB, KOTOPbIE MOTYT MMETb BNIUSHME Ha 3alUUTY
opraHnsaumoHHbIX akTuBoB. OT HMX Hago TpeboBaTb coobwaTtb O MOOLIX COOLITUAX B
CMCTEME 3alWunTbl MHMOPMaUMM W HepocTaTkax Kak MOXHO CKOpee Ha3Ha4yeHHOMY
KOHTaKTHOMY nuuy.

13.1.1 CocTtaBneHune oT4eTOB O COOLITUAX B CUCTEME 3alUTbl MH(popmauun

CpeacTBo ynpaeneHms

O cobbITHsIX B cMCTeME 3alLnTbl MHOpMaLMM Hago coobwaTtb No NOAXOASALMM KaHanam
Kak MOXHO BbICcTpee.

PykoBOACTBO NO peanunsaumnm

HomxkHa 6bITb co3gaHa oduumanbHasa npoueaypa COCTaBMEHUS] OTYETOB O COObITUAX B
CMCTEME 3alWnTbl MHpOpMauMM, BMECTE C MPOLEeAypoOv pearmpoBaHUA Ha WHUUOEHT U
npoueaypon ackanaumu, ycTaHaBnNMBaLWUMN AENCTBME, KOTOPOE HYXXHO NPeanpUHATb Mo
nony4yeHmn coobueHnss o cobbiTuM B cucTeme 3awuTbl UHopmaumn. LOmkHO ObiTb
YCTaQHOBIIEHO KOHTAaKTHOE NuuOo ANnd nogayuM otyeTa O COObITMAX B cuUCTeMe 3aluTbl
nHgpopmaumm. Hago obecneunTb, YTOObI 9TO KOHTaKTHOE NUUO ObINO U3BECTHO MO BCEW
opraHu3aumu, Bcerga AOCTYMHO M CnocobHo obecneunTb TpebyeMblit U1 CBOEBPEMEHHbIN
OTBET.

Bce cnyxawue, nogpsauvMkM UM NONb30BaTeNM TPeTben CTOPOHbI  AOIMKHbI  ObiTb
ocBegoMIIeHbl O cBoen 06s3aHHOCTU coobLlaTb O NObIX COOLITUAX B cUCTEME 3allUThbl
NHpopMaLMM Kak MOXHO BbicTpee. OHM OOMKHbI Takke OblTb OCBEAOMIIEHBI O NMpoleaype
COCTaBMNEHNA OTYETOB O COOLITUAX B CUCTEME 3aLUTbl MHPOPMALMKM U KOHTAKTHOM NULE.
[Mpoueanypbl cocTaBNeHNA OTYETOB OOMMKHbI BKIIOYaTb B cebs cneaytoulee:

a) Haanexaiwme npouecchl obpaTHOM cBA3M AN obecneyeHuss Toro, 4Tobbl Te, KTO
coobwan o cobblTAX B CUCTEME 3aliuTbl WHGPOPMaLUK, ObiNMM U3BELLEHBbI O
pesynbTaTax nocre Toro, kak Bonpoc 6yaeT pacCMOTPEH U 3aKpbIT;
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b) dopmMbl cocTaBneHnsa OT4ETOB O COOLITUAX B CUCTEME 3aluTbl MHGOPMauuK Ans
TOro, 4TOoObI nopgepXaTb [OENCTBME MO COCTaBIIEHMIO OTYETOB U MOMOYb
coobuatoLieMy nmuy BCMOMHUTL BCe HeobxoauMmble OENCTBUSA B Criyvae cobbiTusi B
cMcTeMe 3aWuTbl MHdopMaLuuu;

C) npaBurbHOE MNOBeAEHUEe, KOTOPOEe HYXHO OCYLLeCTBNATb B cnyyae cobblTvs B
cucTeMe 3amnTbl HopMaLmu, T.e.

1) cpasy oTMe4daTb BCe BaHble MoApOOHOCTM (Hanpumep, TUMN HECOOTBETCTBUSA
WNN HapyLeHnsi, BO3HUKalOWMN cOON, COOOLEHNS Ha 3KpaHe, CTpaHHoe
noBefeHue);

2)  He BbIMOMHATb HUKAKNX AENCTBUI, @ HEMELNEHHO A0SNTOXNTb KOHTAKTHOMY NnLy;

d) ccbinka Ha ycTaHOBMEHHbIM ouUManbHbI ANCUMMIAMHAPHBIA nNpouecc Ans paboTbl
CO cryawumu, nogpsgynkamm Unu nonb3oBaTensMy TpPeTben CTOPOHbI, KOTOpble
HapyLlaloT 3aLluTy.

B cpegax C BbICOKOW CTEMEHbID puUCKa MOXeT OblTb NpeagycMOTpPeH CcurHan
HenocpeaCTBEHHON onacHocTU'®, MOCpPeACTBOM Yero YernoBeK Mof MCUXOMNOrMYecKUM
AaBNeHnemM MOXeT ykasaTb Ha Takme npobnembl. [poueaypbl pearMpoBaHus Ha curHan
HEeNnoCpeACTBEHHON OMACHOCTU AOSMKHbI OTpaXaTb CUTYauun C BbICOKOW CTEMEHbIO pUCKa,
Ha KOTOpble TaKne CUrHarnbl ykasbiBatoT.

[NMpo4yag nHdpopmaums

MNpumepamn COBBLITUM UM WMHUMOEHTOB B CUCTEMe 3aliuTbl WHOPMaLUM  SABMATCS
criegyoLme:

a) HeBbINOMHEHHOEe ObcrnyXuBaHwne, cpbiBbl 060pYyAOBaHUA UK CPECTB,
b) cucTtemHble cboun unu neperpysku,

C) 4enoseyeckue oLnNBKN,

d) HecoOoTBeTCTBUA NMONUTUKE UNN PYKOBOAALMUM NPUHLMNAM,

€) HapyweHus Mep (OU3NYECKON 3aLLmnThI,

f)  HeKoHTponupyemble CUCTEMHbIE U3MEHEHUS,

g) cbou nporpammHoro obecneyeHns Uy annapaTHbIX CPeAcCTB,

h)  HapyweHunsa npas gocTyna.

C pomkHol 3aboTor 0 Bonpocax KOHMUAEHLUMAaNbHOCTU, UHUMAEHTLI B CUCTEME 3allUThI
MHOpMaLMM  MOFYT UCMONb30oBaTbCA MPW MNOArOTOBKE B LENSX OCBEAOMIIEHHOCTM
nonb3oBaTtenen (cM. 8.2.2) kak NpyMepbl TOro, YTO MOXET CINYyYMTbCSH, KaK pearpoBaTtb Ha

' Curnan HenocpeacTBEHHON onacHocTU [duress alarm] SBMSIETCS METOIOM CKPLITHO YKa3aTb Ha TO, YTO AeiCTBUE
NPOVNCXOAMNT «noA AasneHnem» [under duress].
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Takne MHUMAEHTbI U Kak usbexatb ux B dyaywem. YTobbl ObITb CNOCOOHLIM paccMoTpeTb
COObITUA N MHUMAOEHTBI B CUCTEME 3alUMTbl MHOPMaLUUN Hagnexawmm obpa3om, MOXeT
oKkasaTbCa HeobxoouMmbiM cobupaTb [okasaTenbCTBa Kak MOXHO CKopee nocne
BO3HMKHOBEHUSA (cMm. 13.2.3).

C6ou vnu gpyroe aHoMmanbHOe NoBefeHWe CUCTEMblI MOTYyT ObITb MokasaTenem aTaku Ha
3aWmMTy UM (PakTUYECKOro HapylUeHWst 3awuTbl, U OOSKHbI, CriedoBaTenbHO, Bcerga
[AOKNaablBaTbCs Kak COObITUE B CUCTEME 3aLLMTbl MHOpMaL K.

[ononHuTenbHy MHGPOPMaLUIO O COCTaBINEHUM OTYETOB O COOLITUSAX B CUCTEME 3aLLUTbI
WHpopMaLMM U MEHEOAXMEHTE WHUMAEHTOB B CUCTEME 3alUnUTbl MHAOPMAaLUUN MOXHO
HanTu B ISO/IEC TR 18044.

13.1.2 CocTaBneHue oT4EeTOB O HegocTaTKax 3aWunThbl

CpeacTBo ynpasneHus

OT BCcex cnyxalmx, noapsaYMKoB U Norib3oBaTenen TpeTben CTOPOHbI MHPOPMAaLNOHHbIX
cucTeM M ycnyr Hago notpeboBaTb oTMeuvaTb M coobwiatb nobble Habnogaemble Unu
nogospeBaemMble HeOCTaTKM 3aLMTbl B CUCTEMAX UMK yCrnyrax.

PyKkoBOACTBO N0 peanunsaumm

Bce cnyxauwume, nogpsayuMki U nonb3oBaTenn TpeTben CTOPOHbI AOIMKHbI cOOOWaTh 3TK
mMaTepuarnbl UM CBOEMY PYKOBOACTBY, WM HEMNOCPEOCTBEHHO MOCTAaBLUMKY YCINyrn Kak
MOXHO ObICTpee Ans Toro, 4ToObl NPeaoTBpPaTUTb WHUMOEHTbl B CUCTEME 3alUUTh
NHdopMaLmm. MexaHn3m COCTaBNEeHUs OTYETOB AOMKEH OblTb Kak MOXHO Gonee nerkum,
MOHSATHLIM M AOCTYMHbIA. OHU AOMKHbI OblTb NPOMHOPMMPOBAHLI O TOM, YTO OHU He
OOMKHbI, Npu  NOObIX 00CTOATENbCTBAX, MNbITAaTbCA [JOKasaTb MNOA03PUTENbHbIN
HeJoCTaToK.

[Mpo4yag nHdpopmaums

CJ'Iy)KaLIJ,VIM, nogpsgyYMkamMm M nornb3oBaTensM TPeTben CTOPOHbl HAaQO NOCOBETOBaTb He
NblITaTbCA [OKas3aTb MOAO3pUTENbHbIE HeAoCTaTKM 3awuTbl. McnbiTaHne HenoCTaTKoB
MOXET ObITb MHTEepnpeTnpoBaHO Kak BO3MOXHOE HEMpaBUribHOE NCMNOJIb30OBaHNE CUCTEMbI
N MOXET TakKXXe Bbl3blBaTb yu.l,ep6 Ana MHPopMaLUNOHHOW CUCTEMbI U ycnyrm n npnBecTu
K mpm,qmquKon OTBETCTBEHHOCTU AnA nuua, BbINONMHAKLLEro NUCnblTaHUe.
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13.2 MeHeaXMEHT MHLUMAEHTOB U YNyYlLeHUU B CUCTEME 3alUTbl
nHcpopmayum

Uens: Ob6ecneunTtb npuMmeHeHne nocrnenoBaTteryibHOro U pesysibTatTMBHOIO nogxoda K
MeHEeXMEHTY MHUMOEHTOB B CUCTEME 3aLLNTbI nHdopmaumn.

[lomkHbl MMeTbCs 00s13aHHOCTM M npoueaypbl ANs  TOro, 4YToObl pe3ynbTaTMBHO
CnpaBnsATbCSA C COOLITUSIMU U HeQOCTaTKaMM B CUCTEME 3aLLMTbl MHpOpMaLMK, Kak TONbKO
0 Hux OyaeT coobueHo. Npouecc HenpepbiBHOrO YryylleHUss OOMKEH MPUMEHSATbLCA K
pearMpoBaHui0 Ha UHUMOEHTbI B CUCTEME 3alunTbl MHOPMaLUUK, NOCTOSHHLIN KOHTPOIb,
OLEeHMBaHMe 1 OBLLNIA MEHEOXMEHT NHUMAEHTOB B CUCTEME 3aLLMTbI MHOPMaL K.

Tam rge Tp66y}OTCFI AokasaTenbCTBa, OHW AOSMKHbI ObITb CO6paHbI ans obecneveHus
COOTBETCTBUA HOPUONYECKUM Tpe6OBaHVIF|M.

13.2.1 06Gs3aHHOCTK U Npoueaypbl

CpeacTBo ynpaeneHus

AOMKHbI BbITb YCTaHOBIEHbI 06A3aHHOCTM PYKOBOACTBA M npoueaypbl Ang obecnevyeHus
ObICTPOro, pe3ynbTaTMBHOrO M OPraHNM30BaHHOIrO pearMpoBaHMsa Ha UHUMAOEHTbI B cUCTEME
3aLWuTbl UHOPMaLMK.

PykoBOACTBO N0 peanunsaumm

B nononHeHMe K COCTaBMEHUID OTYETOB O COOLITUSAX WU HedoCTaTkax B CUCTEME 3aluUThbl
NHopmaumm (cMm. Takke 13.1), OOMKHBLI UCNOMb30BATLCA NMOCTOAHHbLIA KOHTPOMb CUCTEM,
npegynpexaennin n cnaboix mect (10.10.2) gna Toro, YTobbl 06HapPYXMBaTb MHUNOEHTLI B
cucTeme 3awmTbl MHpopmaumn. JomkHbl 6biTb pacCMOTPEHbI cnefyolmne pykoBogsme
yKasaHus ang npouenyp MeHepKMeHTa UHUNMAEHTOB B CMCTEME 3alnTbl MHopmaumm:

a) [OoMKHbl ObiTb YCTaHOBMEHbl npoueaypbl Ans obpalweHus ¢ pasHbiMM  TUnamu
WHUMOEHTOB B CMCTEME 3alunTbl MHbopMaLmn, BKIOYasi cnegyoLme:

1)  cbon NHPOPMaLMOHHBIX CUCTEM U HEBBINONIHEHHOE 0BCMYXUBaHWE;

2)  3rnoHamepeHHbIn kog (cm. 10.4.1);

3) 0OTKas oT 0b6CcnyXnBaHus;

4)  ownbkn, NponcTekarLLme n3 HEMNONMHON UM HETOYHOW AenoBon nHopMauuu;
5) HapyweHusa KoHPUOEeHUNANbLHOCTU U LIENOCTHOCTY;

6) HenpaBuNbHOE MUCMOSb30BaHUE NHPOPMAaLIMOHHbBIX CUCTEM;

b) B QononHeHue K 0ObIYHLIM Ype3BbIYarHbIM NnaHam (cM. 14.1.3), npoueaypbl AOMKHbI
TaKke oxBaTblBaTb criegytoulee (cMm. Takke 13.2.2):

1) aHanna un onpepeneHne nNpu4nHbl MHUMAOEHTA,
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5)

orpaHMyeHne pacnpocTpaHeHus NocrneacTeui;

nnaHnpoBaHne M peannsauna KOPpPeKTUupyrowero AencTBua ans Toro, 4tobbl
npeaoTBpaTnuTb NOBTOPEHUE, ECIN Heobxoanmo;

obmeH I/IHd)OpMaLWIVI C TeMKn, Ha KOro noBJiMAE€T BOCCTaHOBJ1IEHMWE TOCe
WHUMAOEHTa UK C TEMU, KTO 3aeACTBOBaH B 9TOM BOCCTAHOBIEHUN;

nogada otyeTa o AeUCTBUMK COOTBETCTBYHOLLEMY PYKOBOACTBY,

KOHTPOJSIbHbIE XXypHanbl WU aHanorMyHble gokasaTenbCTBa OOMMKHbI ObiTb coBpaHbl
(cm. 13.2.3) n 3awmLLeHbl, N0 06CTaHOBKE, ANSA CneayrLwmx Lenen:

1)
2)

3)

aHann3 BHYTPEHHUX I'IpO6J'IeM;

ncnonb3oBaHWe B KayecTBe cyaebHOro p[okasaTenbCTBa B OTHOLUEHWM
BO3MOXHOIO HapyLleHWUs1 JOTOBOPHOIO WM HOpPMaTMBHOro TpeboBaHus unu B
cryyae rpakgaHckoro Unm yroroBHOMO NpecrefoBaHusl, Hanpumep, no 3akoHy B
o6nacTn HenpaBMbHOIO UCMONb30BaHMSA KOMMLIOTEPOB MU 3aLUMTLI AAHHbIX;

BeJEeHMe neperoBOpPOB O KOMMEHcauMM OT MOCTaBLUMKOB MNPOrpaMMHOro
obecneveHus u ycnyr;

AencTeme [Ons BOCCTaHOBMNEHWS rocne HapyLLIeHVIIZ 3anTbl U UcCnpaBleHnA
CUCTEMHbIX COOEB AOMKHO TLWATENbHO W ochuumansHo ynpasnancd, npouenypbl
AOIMKHbI obecnevnBaTb cneaywulee:

1)

TOMbKO YETKO onpeaeneHHOMY W YNoSIHOMOYEHHOMY MepcoHany paspeLueH
OOCTYN K XXMBbIM cUCTEMaM M JaHHbIM (CM. Takke 6.2 ONna BHELWHEro 4ocTyna);

BCe npeanpuHUMaeMble 3KCTPEHHbIe ENCTBUSA I'IOﬂ,pO6HO OOKYMEHTUPYIOTCA;

06 OKCTpPEeHHOM [OeWcTBUM [OKNaAablBaeTcsl PYKOBOACTBY, W  OEWCTBUE
aHanuanpyeTcs B OpraHn3oBaHHOM MOPSIAKE;

LeNIOCTHOCTb [OenoBbIX CUCTEM W CPeacTB ynpaBreHus noaTBepXaaeTcs C
MWHUMaNbHOW 3aEPXKKON.

3agayn ons MeHegKMeHTa MHUMAEHTOB B CUCTEME 3alunTbl MHOPMaLUMM OOIMKHbI ObITb
cornacoBaHbl C PyKOBOLCTBOM, M OOMKHO ObiTb 06ecneveHo, YTobbl Te, KTO OTBETCTBEHEH

3a MeHemIKMEeHT MHUMOEeHTOB B CUCTEME 3alluThbl |/|Hcpop|v|au,mm, NOHMMaIIN NPUOPUTETLI
opraHn3aunm B OTHOLLEHUA O6paLLl,eHIAFI C MHUMngeHTamMm B CUCTEME 3aLLNThbI MHd)OpMaLI,I/II/I.

[NMpo4yag nHdpopmaums

NHumaeHTbl B cuctemMe 3alumTtbl MHOpMaUMM MOTYT BbIATU 3@ rpaHuLbl OpraHusaumm u
rocygapctea. UTtobbl pearMpoBaTb Ha TakMe WHUMAEHTbI, MMEEeTCs yBenuyMBatoLlasics
NoTpeBGHOCTb KOOPAUHMPOBATL pearpoBaHWe U COBMECTHO WUCMONb3oBaTbh MHMOPMAaLMIO

00 3TUX MHUMAEHTaxX C BHELUHUMU opraHn3auundamm, no obcTaHoBKeE.

142



13.2.2 WN3BneyeHue ypoKOB U3 UHLUAEHTOB B CUCTEME 3alyMTbl MH(popmauumn

CpeacTBo ynpaeneHus

[OmKHbI UMEeTbC MexaHu3Mbl And Toro, 4YTobbl AaTb BO3MOXHOCTb KONMYECTBEHHO
onpeaenuTb M NOCTOSHHO KOHTPONMPOBaTb TUMbl, OObeMbl U 3aTpaTbl HA WHUMAEHTbI B
cucTemMe 3amTbl UHOopMaLMK.

PyKkoBOACTBO N0 peanunsaumm

NHdopmaunsa, nonyvyeHHass M3 OLUEHKM WHUMOEHTOB B CUCTEME 3aluTbl MHGOpMauuu,
AOMMKHA WCMOoNb30BaThCA ANSl BbISBMEHUS MOBTOPHO BO3HUKAKLWMX WHUMOEHTOB W
WMHUWOEHTOB C BbICOKOW CTEMEHbIO BIIUAHUSA.

[NMpo4yag nHdpopmaums

OueHka MHUMOEHTOB B cUCTEME 3alUUTbl MHAOPMAaLMN MOXET yKasblBaTb Ha NOTPEOHOCTb
B pacWMPEHHbIX WMXM [OOMOMNHUTENbHBLIX CPEeACTBax YNpaBneHus Ans Toro, 4Tobbl
OrpaHMYnNTb 4acToTy, yulepb u 3aTpaTbl OyaylwMX cryyaeB, UM ee Hago NPUHATb BO
BHMMaHWe B npoLiecce aHanmsa nonuTukM B obnactu 3awmtsl (cm. 5.1.2).

13.2.3 COop foKasaTenbCcTB

CpeacTBo ynpaeneHms

Ecnn nocnegywowas akuus npoTMB 4YenoBeka WM opraHvsaumm nocne WHUuaeHTa B
cuctemMe 3awuTbl UHOPMaUMM BKIOYaeT cyaedHblM UCK (UNKM  rpaxgaHCKUW, unu
YrONnoBHbIN), TO OOMXHblI BbITb COBOpaHbl, COXpaHeHbl U MpeacTaBrieHbl AoKa3aTenbCTBa
ANng Toro, YTobbl COOTBETCTBOBATL NpaBunam Ansa gokasatenbCcTs, COOPMYNNMPOBaHHLIM B
COOTBETCTBYIOLLEN IOPUCOMKLUN (FOPUCONKLNAX).

PykoBOACTBO N0 peanunsaumm

Mpu cbope u npencTtaBneHUN gokasaTenbCTB AN uenen AUCUUNIMHApHOro AEeWCTBUS,
OCYLLIECTBMNSAEMOro B pamMKax B OpraHusaumm, OOSkHbl ObiTb paspaboTaHbl U OOIMKHbI
NCMNONHATLCSA BHYTPEHHWE NpoLeaypbl.

B obwmnx YyepTax, npasuia onda AokKa3aTesibCTB OXBaTbIBAKOT ClieAyoLlee:
a) OOoNyCTUMOCTb OOKa3aTesibCTBa: MOXET J1M A0Ka3aTesibCTBO UCMNOJ1b30BATbCA B Cyae,
b) BECKOCTb AOKa3aTesNbCTBa: Ka4eCTBO M KOMMJIEKTHOCTb AOKa3aTes1IbCTBa.

YT0ObI OOCTUYL OOMYCTMMOCTM AOKasaTenbCTBa, opraHvM3auuu OOMmkKHbl obecneyvBaThb,
4yTOObl MX MHOPMALMNOHHbLIE CUCTEMbI COOTBETCTBOBANM KakoMy-nvbo onyGrnmMkoBaHHOMY
CTaHOapTy WNnM  npoueccyarnbHbiM  HOpMam  Ansi  NPOW3BOACTBA  OOMYCTMMOro
[oKasaTenbcTsa.

Bec npepocTtaBnsemMoro gokasaTtenbCTBa AOMKEH COOTBETCTBOBATL NHOObIM NPUMEHUMbIM
TpeboBaHuaM. [Ansi Toro 4ToObI OOCTMYbL Beca goKa3aTenbCTBa, KadecTBa W MNosiHoTa
CpPeAcTB yrnpaBrieHUs, UCNOMNb3yeMblX ANS TOro, 4ytobbl NpaBuUMbHO U NOcrefoBaTeNnbHO
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3alUNTUTL [A0OKa3aTenbCTBO (T.€. AOKa3aTeNnbCTBO YnpaBreHusi MpoLeccoM) Ansi BCEro
nepvoaa, B TeYEHNe KOTOPOro AoKa3aTenbCTBO, KOTOPOE NPeacTOMT U3BIeYb, XpaHUNIoch
1 obpabaTbiBanock, A0MKHbI ObiTb NPOAEMOHCTPUPOBaHbI CEPbE3HBLIM pa3bupaTenscTBOM
AokasaTenbcTBa. B obuwimx 4yepTax, Takoe cepbe3Hoe pas3bupaTenbCcTBO MOXeT ObiTb
C034aHOo Npu Creaylwmnx yYCroBUsix:

a) Aana OymaxHbIX AOKYMEHTOB: MOAJSIMHHUK XPaHUTCA HaAEXHO C 3anucbio nuua,
oOHapyXMBLLUEro AOKYMEHT, rae OOKYMEHT Obin obHapyXeH, korga AOKYMEHT Oblin
obHapyXeH M KTO 3acBuaeTenbCcTBoBan oOOHapyxeHue; nwoboe paccnegoBaHue
AOJDKHO rapaHTMpoBaTh, YTO NOAMMHHUKM He Oblnn cdanbCuuLMpOBaHbI;

b) Ans wnHpopmaumMm Ha KOMMNbITEPHOM HOcUTEene: 3epkanbHble OoTobpakeHue wnu
konuu (B 3aBUCUMOCTM OT NPUMEHUMbIX TpeboBaHWIA) NOOOro CMEHHOrO HOCUTENS,
MHOPMAaLMM Ha KECTKUX AWCKaX WNM B NaMsaTU [OMKHbl ObiTb B3ATbl ANA
obecneyeHnst JOCTYNMHOCTU; [IOMKEH COXPaHATLCA MPOTOKON BCEX AEUCTBUIA B Xode
npouecca KOMMpoOBaHWUsSl, W MpoOLEcC [OOMkeH OblTb 3acBUAETENbCTBOBAH;
OpPUrMHanbHbIA HOCUTENb M MPOTOKON (ECNN 3TO HEBO3MOXHO, TO, MO KpalHeln mepe,
OOHO 3epKanbHOe OTODpaXXeHWe UMM KOMusl), OOIMKHbI XPaHUTbCS 3alUULLEHHBIMU U
HETPOHYTLIMM.

Jliobas cynebHas paboTa AOMmKHA OCYLLECTBRATLCS TOMbKO Ha KOMMSIX AoKasaTerbHOro
maTepuana. LlenocTHocTb [okasaTenbHOro MaTtepuana [orfmkHa ObiTb 3aliuLLEeHa.
KonupoBaHne pokasaTenbHOro maTepuana AOMKHO ObiTb MOA HAA30pOM  HaAEXHOro
nepcoHana, a nHdopmaums o ToM, koraa u rae Obin BbIMOMHEH NPOLIECC KONMUPOBAHUS, KTO
OCYLLIECTBNAN OEeATENbHOCTb MO KOMUPOBaHWUIO, N KaKMe UHCTPYMEHTarbHble cpeactsa U
nporpamMMbl ObINIM UCNONb30BaHbI, AOMKHa OblTb 3aperncTpmpoBaHa.

[Mpo4yasa nudpopmaums

Korga cobbiTne B cucteme 3awmtbl MHOPMaUUN OBHapy>XMBaeTCs BNepBble, MOXET He
OblTb  O4YEBMOHbIM,  3aKOHYMTCA NN cobbiTve  cyaebHbiM  npecrnegoBaHUEM.
CnepoBaTenbHO, CyLECTBYET ONACHOCTb TOro, YTO Heobxoanmble goKa3aTenbcTBa OyayT
YHUYTOXEHbI NMpeAHaMepeHHO Unn criydanHo npexae, YeMm OyaeT oco3HaHa Cepbe3HOCTb
nHumaeHTa. XenaTenbHO nNpPUBREYL OpPUCTA WM NOAMUMKD B Hadane nwboro
obaymMmbiBaeMoro  topuaudeckoro  OEWCTBUSE M coBeToBatbCsd Mo TpebyembiM
JoKasaTtenbcTBaM.

[loka3aTenbCTBO MOXET BbINTM 3a rpaHuubl OpraHuMsauun u/vnu rpucamkumn. B Takmx
cnyyaax Hago obecneunTb, YTOObLI OpraHu3auus MMmena npaBo cobupaTb HeobxoouMyro
MHpOPMALMIO KaK [oKas3aTenbCTBO. Takke [OMKHbl OblTb pacCMOTpeHbl TpeboBaHus
pasHbIX PUCAUKUMA ONsl TOro, YToObl MakCMMarbHO YBENMYUTL LLAHChbl AOCTyna 4yepes
COOTBETCTBYIOLLME HOPUCONKLMN.
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14 MeHeXMeHT HenpepbIBHOCTN OM3Heca

141 AcneKTbl MEHeMKMEHTa HenpepbIBHOCTU OU3Heca, CBA3aHHbIE C
3awmTon nHdopmaumum

Uenb: NMpoTnBoaencTeoBaTh NpepbiBaHUSM OEMNOBLIX Onepaunn 1 3awmwaTtb KpUTU4eckme
aenosble npouecchbl OT 3adekToB CyleCTBEHHbIX cboes MHGOPMALMOHHbLIX CUCTEM UK
beacTeuin, a Takke obecneymBaTtb UX cCBOeBpeMEHHOE BO30OHOBMNEHME.

[Mpouecc MeHemKMeHTa HenpepbiBHOCTM Ou3Heca [ofmKeH ObiTb peanu3oBaH Ans
MUHMMWU3ALUUN BIIMSIHUS Ha OpraHM3aumio U BOCCTAHOBMNEHNSA OT NOTEPU MHAOPMALMOHHbBIX
aKTMBOB (KOTOpasi MOXeT SIBUTbCSl pe3ynbTaToM, Hanpumep, CTUXUNHOro 6eacTteus,
aBapum, cbosi 00OpyaoBaHUA U NpegHaMepEeHHbIX AEWCTBUN) OO MPUEMIIEMOrO YPOBHS
nocpeacTBOM  KOMOMHauMM  npedynpexgatrolwmx W BOCCTaHaBNMBAKLWMX CPencTB
yrnpaBneHns. JTOT MNpPOLECC [AOMKEeH WuaeHTUMUMpoBaTh KpUTUYECKME [enoBble
npoueccbl M WHTEerpupoBaTb TpeboBaHUA HeNpepbIBHOCTM OM3HECaA K ynpaBreHuHo
3awmTon nHdopmMaLmm ¢ Apyrummn TpeboBaHNAMN HENPEPBLIBHOCTU, CBA3AHHLIMU C TaKUMU
acrnekTamu, Kak onepauuun, kagposoe obecneyeHne, maTepuarbl, TPAHCNOPT U CPEACTBA.

Mocnencteus 6eacTeuin, cO0EB B CUCTEME 3aLUUTbI, HEBLINMOSTHEHHOTO OOCNYXXMBaHUS, a
Takke OOCTYMHOCTb YCRyrM OOSMKHbl OblTb NpeamMeToM aHanuM3a BAusiHuS Ha 6GusHec.
MnaHbl obecneyvyeHuss HenpepbIBHOCTU Ou3Heca [OMKHblI ObiTb paspaboTaHbl W©
peanun3oBaHbl Ons  obecrneyeHnss CBOEBPEMEHHOIO BO30OHOBMEHUS CYLLECTBEHHbIX
onepauui. 3awmTa nHdopMaumn OomkHa b6bITb HEOTHEMNEMOM YacTbio 00LLEero npowecca
obecnevyeHns HenpepbiBHOCTU OuM3Heca, a Takke OPYrMx MpOLEeCCOB MEHEKMEHTa B
opraHusaumm.

MeHeaXXMEeHT HenpepbiBHOCTM Ou3Heca AOMKEeH BKMYaTb CPeAcTBa ynpaBreHus ans
TOro, 4YToObl BLISBMATbL U CHMXaTb PUCKW, B AOMOSIHEHWE K OOLWMM npoueccam OLEHKU
PUCKOB, OrpaHn4YMBaTh NocreacTBUs NOBPEXAALLNX UHLMOEHTOB 1 obecneynBaTh, YTOObI
nHdopMaums, Heobxoaumas ans 4eNoBbIX NPOLECCOB, Oblfia Nerko A0CTynHa.

14.1.1 BknroyeHue 3aWmnTbl MH(POpMaLUM B NpoLecc MeHeAKMeHTa
HenpepbIBHOCTU OU3Heca

CpeacTBo ynpaeneHus

[omkeH ObITb paspabotaH M [OMKEH MNOAAEPXMBATLCA MO BCEW OpraHm3aumm
ynpaeBnsembln  npouecc Ana  obecnevyeHuss HenpepbiBHOCTM  Bu3Heca, KOTopbIv
paccmaTpuBaeT TpeboBaHus 3awwuTbl MHGOpMauun, Heobxoaumble ans obecneyeHus
HenpepbIBHOCTU BM3HEeCa opraHM3aunu.
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PykoBoacTBO no peanusauumu

[Mpouecc pormkeH CBeCTU BOEOUHO cneaywwime  Krn4deBble acreKkTbl MeHeKMEeHTa
HEeNpepbIBHOCTU OusHeca:

a)

f)

NOHMMaHWE PUCKOB, C KOTOPbIMM CTankKMBaeTCs oOpraHusauusi, C TOYKM 3peHust
BEPOATHOCTU W BINAHUS CO BPEMEHEM, BKIlOYasl BbISBNEHME U NpucBanBaHue
NPUOPUTETOB KPUTMYECKUM AenoBbiM npoueccam (cm. 14.1.2);

BbliBMIEHWE BCEX aKTMBOB, BOBMIEYEHHbIX B KPUTUYECKME [erioBble MNpoLecchl
(cm. 7.1.1);

NMOHMMaHWe BIUSIHUS, KOTOPOE MpepbiBaHUs, Bbi3BaHHbLIE UHLUMOEHTAMW B CUCTEME
3aWwmnTbl MHpopMaumMmM, MOryT okasaTb Ha Ou3Hec (BaxHO, 4YTOObI GbiNM HanaeHbl
PELLEHNS, KOTOpPble CNPaBATCA C MHUMAEHTaMM, Bbi3blBAOLWLMMU MEHbLUEE BRUsHUE,
PaBHO KaK W C CEpbe3HbIMW  MHUMOEHTaMK, KOTOpble MOryT  yrpoxaTtb
XM3HECNoCcoBHOCTM oOpraHuM3auMM) W YCTaAHOBMEHME [EenOBbIX LEeNnen cpeacrs
06paboTkM nHpopmauuu;

paccMoTpeHne NprMobpeTeHnss NoaXOoAsLen CTPaxoBKK, KOTopas MoxeT obpasoBaTtb
yacTb obuwiero npouecca obecnevyeHnss HENPEepbLIBHOCTU, TakkKe SBMSACH 4YacTbio
MeHeXXMeHTa onepaLMOHHbIX PUCKOB;

BbiABIIEHME U pacCMOTpeHune peanu3aunn OOonoJIHUTENbHbIX npeaynpexgarwnx u
YMEHbLLIAaWLWNX CpeacTB ynpaBJieHNA;

BbIIBNIEHNE A0CTATOYHbIX (DUHAHCOBbIX, OPraHN3aLMOHHBIX, TEXHUYECKMUX PECYPCOB U
PecypcoB OKpy»atolliein cpeapbl Ans Toro, Ytobbl y4ecTb onpeneneHHble TpeGoBaHus
3aLLUMThl MHpOpMaLUK;

obecneveHne 6GesonacHOCTM nepcoHana W 3aWwuTbl cpeactB  obpaboTku
NMHpOpMaLMK, a TaKKe OpraHM3auMoHHON COBCTBEHHOCTN;

dopmynmpoBka W OOKYMEHTMpPOBaHWE MnaHOB obecnevyeHnsi HenpepbIBHOCTY
OusHeca, yuuTbiBaloWwme TpeboBaHUA 3awWwmuTbl MHOPMAaUUM B COOTBETCTBMM C
corrnacoBaHHoOW cTpaTternen obecnevyeHmst HenpepbIBHOCTU BusHeca (cMm. 14.1.3);

perynspHoe wucnbiTaHne u OOHOBMEHWEe peanu3oBaHHbIX MMaHOB W MPOLECcCOoB
(cm. 14.1.5);

obecneyeHne TOro, 4ToObLI MEHEKMEHT HenpepbiBHOCTU Bu3Heca Obin BKMNIOYEH B
NMPOLECChl U CTPYKTYPYy OpraHu3aumu; OTBETCTBEHHOCTb 3a MpoLEeCcC MEeHemMXMeHTa
HernpepbiBHOCTM 6u3Heca JormkHa OblTb HasHayeHa Ha NOOXOAsLWEM YpOBHE B
opraHusauum (cm. 6.1.1).
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14.1.2 HenpepbIBHOCTbL OM3HECA M OLlEHKa PUCKOB

CpeacTBo ynpaeneHus

CobbITnsA, KOTOpble MOryT Bbi3BaTb MNpepbiBaHUS OeNOBbIX MPOLECCOB, AOIMKHbI ObiTb
onpeaeneHbl, BMECTE C BEPOATHOCTLIO U BITUSIHUEM TaKUX NPepbIiBaHUA U UX NOCNeACTBUIA
ANS 3aWmnTbl MHOPMaLUN.

PykoBOACTBO N0 peanunsaumm

AcnekTbl obecnevyeHns HenpepbiBHOCTU GU3Heca, CBA3aHHble C 3alMTON MHOpMauun,
AOIMKHbI ObITb OCHOBaHbl Ha BbIABEHUN COObLITUIA (MM NocneaoBaTeNbHOCTU COObITUN),
KOTOpble MOryT Bbl3BaTb MpepbiBaHUS B OENOBbIX Npoueccax opraHusauun, Hanpumep,
cbon obopyaoBaHus, YenoBeveckne ownbKn, Kpaxn, noxap, CTUXUNHbIE 6eACTBUA U aKThbl
Teppopuama. 3a OLIEHKOW PUCKOB OOSMKHO NocrenoBaTb onpedeneHne BeposiTHOCTU U
BNUAHNA TakmxX MpepbiBaHUN C TOYKM 3peHus BpemeHu, macwTtaba yuwepba v nepuoga
BOCCTaHOBIEHMUS.

OueHkn puckoB AOnd HenpepbiBHOCTU On3Heca [OOIKHbI npoBoaAUTbLCA C MOJIHbIM
BOBJie4eHnemM BriagenbueB AOerioBblIX pecypcoB W MNpoLEeCcCOoB. OTa oueHka [JorkHa
paccmaTpuBaTb BCe AeNoBbl€ npoueccbl 1 HE OO0JDKHA ObITb orpaqueHHoﬁ cpencreamm
O6pa6OTKVI nHopMaumn, HO OOIMKHA BKITHOYNTb pe3ynbTaThl, cneundunyHble ANsa 3alWnThbI
nHdopmMmaumn. BaxHo cBA3aTb BOEOMHO pasfnuMyHble acnekTbl PUCKOB AN TOro, YTOObI
nony4nTb NOJIHYO KapTUHY Tpe6OBaHI/1IZ HENpepbIBHOCTU ObusHeca opraHmsauun. OueHka
OOJKHa BbIABIIATb, KONMMYECTBEHHO oOrnpepnenAaATtb pUCKM U Ha3Ha4dYaTb UM MPUOPUTETHI B
COOTBETCTBUN C KpUtepunamMn um 3agadvyamu, 3HaYMMbIMU ONA OpraHu3auunn, BKIlo4asd
KpUTn4eckme pecypcol, BITNAHUA HapyLueHMVI, aonyctumble nepuodbl nNpocTtoAa WU
npunopuTeTbl BOCCTAHOBIIEHUA.

B 3aBucumoctn ot pe3ynbTaTtoB OLUEHKN PUCKOB, OOJKHa ObITb pa3pa60TaHa cTpaterua
obecneyeHuns HenpepbIBHOCTU OusHeca ans onpegeneHnd obuwiero nogxoga K
HenpepbIBHOCTU 6usHeca. Kak Tonbko 3Ta cTpaTterua 6y,u,eT co3fgaHa, pykoBOACTBOM
AOIMKHO ObITb npegocTtaByieEHO noaTBepXaeHune, N O0J1KEH ObITb CcO34aH K1 NPeETBOPEH B
XXW3Hb NfiaH gnsa peanusaummn 3Ton cTpaTermn.

14.1.3 Pas3paboTka u peanusauus nNIaHoOB o6ecnevyeHMsA HeNpPepbIBHOCTMY,
BKITIOYAKOLWMX 3aWmuTy MHopmaumm

CpeacTBo ynpaeneHus

HomkHbl ObITb pa3paboTaHbl M peanu3oBaHbl MnaHbl AN MOAAEPXKaHUsA  Unn
BOCCTaHOBIEHUS onepauuin n obecnevyeHns AOCTyNHOCTN MHoOpPMaLMM Ha HeoBXoaNMOM
YPOBHE M B pamMKkax HeobxoouMMOro BPEMEHW, BbINONMHEHME KOTOPbIX creayeT 3a
npepbiBaHMeM UM c6oem KpUTUYECKUX AENOBbIX MPOLECCOB.
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PykoBoacTBO no peanusauumu

Mpouecc nnaHWpoBaHMs oGecneyvyeHnsl HenpepbiBHOCTM OuM3Heca [OOMMKEeH Y4YUTbIBaTb
criegytoulee:

a) BbIIBEHME W cornacoBaHMe Bcex 00si3aHHOCTeM UM npoueayp obecneyeHns
HenpepbIBHOCTM BU3Heca;

b) onpeneneHve npuemnemMon noTepy MHPOPMAaLMKN U HEBLINOMHEHMUS OGCNYXUBaHUS;

C) peanusauus npoueayp C Lenblo caenaTb BO3MOXHbIM BO3BpaLLEHWE K UCXOOHOMY
PEXUMY M BOCCTAHOBIIEHME [EeNOBbIX Oonepauuin U AOCTYNHOCTU WMHdOopMauMn B
HeobxoaMMoe BpeMsi; 0c060e BHUMaHWE AOMKHO ObITb YAENEeHO OLEHKE BHYTPEHHUX
1 BHELLHUX 3aBUCMMOCTEN BU3Heca U MMEILLMXCA JOrOBOPOB;

d) aKkcnnyaTauMoHHble npoueaypbl, KOTOPbIM Hago crnegoBaTb B OXWAaHUU
3aBepLUEHNsI BO3BPALLEHMS K UICXOAHOMY PEXUMY U BOCCTAHOBIEHWS;

e) OOKYyMEeHTaUunA cornacoBaHHbIX npoueayp un npoueccos;

f)  cooTteeTcTByOLLEE OOpas3oBaHMe nepcoHana B 0651acT cornacoBaHHbIX npoueayp U
NPOLIECCOB, BKMNOYas aHTUKPU3NCHOE yNpaBrieHUe;

g) ncnbiTaHne n oOHOBNEHME NNaHOB.

Mpouecc nnaHMpoBaHWs OOMKEH ChOKycMpoBaTbCs HA HEOBXOOMMBIX AENOBbLIX 3agadvax,
HanpuMmep, BOCCTaHOBMEHME KOHKPETHbIX YCMyr CBA3M noTpebutensm B npuemrnemoe
Bpems. [JomkHbl BbiTb BbISIBMEHbI YCNYrM U pecypcbl, CNOCOBCTBYOLWMNE 3TOMY, BKMOYas
KagpoBoe obecrneyeHne, HeumHOpMauUMOHHble obpabaTbiBalolimMe pecypcbl, a Takke
MeponpuaTUA nepexoda CpeacTtB obpaboTkM MHoOpMaunM B aBapuUnHbIA PeXuM. Takue
MEeponpuUAaTUA nepexoda B aBapUWHbIA  PEXUM  MOFyT  BKMOYaTb  MeEpPOnpUATHS,
NpoBOAUMbIE COBMECTHO C TPEeTbUMU CTOpOHaMU B (OpMe CcorfaleHui Ha OCHOBe
B3aMMHOCTU, UM KOMMEpPYECKUE NOANUCHbIE YCITYTW.

MnaHbl obecneyeHnss HeNpepbIBHOCTM OM3Heca AOMMKHbl YYUTbiBaTb OpraHuM3auMOHHbIEe
cnabble mMecTta W, crnegoBaTeNbHO, MOIYT COAEpXaTb BaXHY WMHEOPMaLMIO, KOoTopas
AomkHa ObiTb 3awuuieHa Hagnexawmm obpasom. Konmm nnaHoB obecnedeHuns
HenpepbIBHOCTM Ou3Heca [OOIMKHblI XPaHUTbCA B OTAANEHHOM MECTOMOMOXEHUU, Ha
AOCTaTOMHOM PacCTOsHUM Ang Toro, 4Tobbl nsbexartb nwboro yuiepba ot 6eacTeust Ha
OCHOBHOM MecTe. PykoBoacTBO [A0/mkHO obecneymBatb, 4TOObI KOMMM  MNIlaHOB
obecneyeHunst HenpepbIBHOCTN BM3Heca ObinNn 0OHOBNEHHBLIMM U 3aLLMLLEHHBIMU HA TOM e
CaMOM YPOBHE 3allUuTbl, KOTOPbIA MPUMEHSETCA HA OCHOBHOM MecTe. [pyron matepuan,
HeoOXoAMMbIN Onsi peanu3aumm MrnaHoB 0obOecneyYeHust HeMNpPepbIBHOCTU, TaKkKe OOSKeH
XPaHUTbLCA B OTAANEHHOM MECTOMONOXEHUMN.

Ecnu wucnonb3yloTca anbTepHaTUBHbIE BPEMEHHblE MECTOMOSIOXKEHMS, TO YPOBEHb
peann3oBaHHbIX CpPeACTB YNpaBleHUs 3aliMTOM Ha 3TUX MecTax [AOoMmKeH ObITb
9KBMBAreHTeH OCHOBHOMY MECTY.
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[Mpo4yag nHdpopmaums

CnepgyeT oTMeTUTb, YTO MnaHbl U BUAbl AEATENbHOCTU aHTUKPU3MCHOrO YrpaBreHus
(cm. 14.1.3 f)), MOryT oTnMyaTbCa OT MEHEXKMEHTa HenpepbIBHOCTN BU3Heca; T.e. MOXeT
NPOU3ONTN  KPU3UC, KOTOPbIN MOXeT OblTb ynaxeH o06bl4HBIMM  MNpoueaypamu
MEeHeKMEHTA.

14.1.4 CTpyKTypa nnaHUpoBaHUA HenpepbIBHOCTU OM3Heca

CpencTso ynpasneHud

[lomkHa noadepxuBaTbCs eAuHas CTPykTypa MnaHoB oOGecneyeHusi HenpepbiBHOCTU
O6usHeca ans obecneyeHuss Toro, 4TobObl BCe MnaHbl ObINM NocnegoBaTenbHbI, ANS
nocrefoBaTenbHOro y4yeta TpeboBaHMI 3awnTbl MHOpPMaUMM M AN onpedeneHus
NPUOPUTETOB ANS UCTIbITAHUSI U 3KCNNyaTaLuu.

PykoBoacTBO No peanusauumu

Kaxgbin nnaH obecneyeHuss HenpepbiBHOCTU Ou3Heca [OOMmKeH OnucbiBaTb Noaxod K
obecneyvyeHnio HenpepbIBHOCTW, Hanpumep noaxon Ans obecnedeHnsa [OCTYNHOCTU U
3aWwnTbl MHoOpMaLMn UK MHPOPMaLMOHHON cucTeMbl. Kaxabih nnaH Takke OOJKeH
onpefendatb NfaH ackanauuMM W YyCcrnoBus ANA ero akTuBauuu, paBHO Kak M nuu,
OTBETCTBEHHbIX 3a UCMOSIHEHME KaXaoro KomnoHeHTa nnaHa. Korga HoBble TpeboBaHus
BbISiBfEeHbl, Mobble CyLLeCcTBYWOLWMNE YpesBblHalHble npoueaypbl, Hanpumep, nraHbl
9BaKyaLUun UM MeponpuaTus nepexona B aBapunHbI peXxnM, AOMKHbI ObiTb NCNPaBMEHbI,
no obcraHoBke. Mpouenypbl AOMKHbI BbITb BKMAKYEHbI B OPraHU3auMoOHHYK Nporpammy
MEeHeMKMEHTa Uu3MeHeHMrn gna obecnevyeHust Toro, 4ToObl BOMPOCHbI HEMPEPbLIBHOCTU
Gu3Heca Bcerga Hagnexaiumm o6pasoM yunTbiBanmch.

Kaxgbim nnaH [OrmkeH MMeTb KOHKpeTHOro Bnagernbua. YpesBblyavHble npouenypbl,
nnaHbl nepexofa B aBapUiHbIA PEXUM BPYYHYO U MNnaHbl BO30OHOBMNEHMS AOMXKHbI
HaxoOUTbCS MNOA4 OTBETCTBEHHOCTbIO BriafenbLeB COOTBETCTBYHOLMUX BOBMEYEHHbIX
AEeNoBbIX pecypcoB unu npoueccoB. Meponpuatna nepexoga B aBapuiHbIA pPeXxnm Ond
anbTepHaTUBHbIX TEXHWYECKUX YCryr, Takux kKak obpaboTka uHopmaumm 1 cpeacrtsa
CBSA3U, 0ObIYHO JOSMKHbI HAXOAUTBLCA N0 OTBETCTBEHHOCTBIO MOCTABLLUMKOB YCIYT.

CprKTypa nnaHnMpoBaHNA HenpepbIBHOCTU OunsHeca [OoMmkHa Y4nUTbIBaTb BblABIIEHHbIE
Tpe6OBaHVIFI 3alnTbl MHOPMaUUM U paccMOTPETb cnepywoulee:

a) ycnoBust ANs aKTMBauMW MNaHOB, OMUCLIBAKOLMX MNPOLIECC, KOTOPbIA NPEeAcTouT
BbINONHUTL (HaNpMMep, Kak OLEHWUTb CUTyauuto, KTO OOMKeH OblTb 3adeiicTBOBaH)
npexae, Yem Kaxabl nnaH 6yaeT akTUBMPOBAH;

b)  upesBblyaliHble NpoLEAYpPbI, ONUCLIBalOLLIME AENCTBUS, KOTOpblE OyayT NpeanpuUHATHI
BCNeA 3a UHUMAEHTOM, NoABepraoLnuM onacHOCT AenoBble onepauum;

C) npouenypbl nepexoga B aBapuMHbIA PEXWUM, KOTOpble OMUCLIBAOT AOENCTBUS,
KOTOpble HagnexuT NpeanpuHATb ONA NepeMeLlleHnsa BaXHbIX AeroBbIX ornepauumn
WM BCNOMOraTenbHbIX YCIyr B anbTepHATUBHbIE BPEMEHHbIE MECTOMOMOXEHNA U
BEPHYTb AenoBble nNpouecchbl 06paTHO B paboTy B Te4eHne HeobXxoaMMoro BpeEMeH!;
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d) BpemeHHble 3KcnnyaTauuoHHbIE MNpoueaypbl, KOTOPbIM HaanexuT crnegoBaTb B
OXMAaHUWN 3aBepLUEHMSI BOCCTAHOBEHMS U BO3BpaTa B OObIYHbIA PEXUM;

e) npouenypbl BO30OHOBMNEHUS, OMUCbiBalOLWME OENCTBUA, KOTOpbIE HaANEeXuT
npeanpuHATb ongd Bo3BpaTta K HOpMalibHbIM ENOBbLIM onepaunam;

f)  rpaduk obcnyxmBaHus, KOTOPLIA onpeadensieT, kKak u Koraa nnaH 6ygeT vcnbiTaH, u
npouecc Ansa obcnyxmneaHus nNnaHa;

g) [OeATenbHOCTb MO MOBLILEHUIO OCBEOOMIIEHHOCTU, 0GpPa30BaHUIO U MOArOTOBKE,
KOTOpble MpeAHasHayeHbl AnA TOro, YTOObl Co3daTb MNOHWMaHWe NpPOLLEeCcCoB
obecneyeHns HempepbIBHOCT BM3Heca U 06ecneynTb, YTO NPOLECCHl NPOoAoKaoT
ocTaBaTbCsl pe3ynbTaTUBHbIMY;

h) 00643aHHOCTN NUL, ONUCbIBAKOLWIME, KTO 3a BbIMOSIHEHME KAKOW KOMMOHEHTbI NnaHa
OTBETCTBEHEH. Ecnn Tpe6yeTC$|, TO AOSMXKHbI ObITb HA3HAYEHbI anbTepHaTuBbl,

i) KPUTUYECKME aKTUBbl U pecypcbl, HeobxoauMble ANA TOro, YTobbl ObiTb CNOCOOHBLIM
BbIMNONMHUTL Ype3BblvaHble npoueaypbl, Npoueaypbl nepexona B aBapUnHbIN peXnm
n npoueaypbl BO30OHOBEHUS.

14.1.5 WcnbiTaHue, o6CcnyXxnBaHMe U NOBTOPHasi OLleHKa NnaHoB obecneyeHus
HenpepbIBHOCTH GU3Heca

CpencTtso ynpasneHus

MnaHbl obecneyeHusi HenpepbiBHOCTU OWU3Heca [OOSMKHbI PEerynspHoO WCMbITbIBATLCA U
obHOoBNATbCA  Ans  obecrneyeHust TOro, YTO OHM  SBMASKOTCA  HOBEMLWMUMMW U
pe3ynbTaTUBHbLIMMU.

PykoBoacTBO no peanusauumu

NcnbiTaHus nnaHa obecnevyeHns HENpPepbIBHOCTM BU3Heca OOMKHbI rapaHTMPOBaTh, YTO
BCE YIieHbl rpynmnbl N0 BOCCTAHOBMEHWUIO 1 APYrO/ MMEIOLLMIA OTHOLLEHME K Aeny nepcoHarn
OCBEAOMIIEHblI O MMlaHax M O CBOEN OTBETCTBEHHOCTU 3a HenpepbiBHOCTb Ou3Heca u
3almMTy MHCOPMaLMK, U 3HAKOT O CBOEW POSN MPU OCYLLECTBIEHNM NNaHa.

MporpamMmma wucnbITaHWiA ONs nnaHa (nnaHoB) obGecrneyvyeHust OenoBON HenpepbIBHOCTU
[I0KHa yKasblBaTb, KaK W Koraa OorkeH ObiTb UCMbITAH Kaxabl anemMeHT nnaHa. Kaxabii
3NeMeHT nnaHa (NnaHoB) AOMKEH UCMbITbIBATLCS YacTo.

Pan wmeTtoauk p[omkeH wcnonb3oBaTbcA Ana  obecneyvyeHns rapaHTUM  TOro, 4TO
nnaH (nnaHel) 6yayt pabotatb B peanbHOW >xu3HW. OHW [OIMKHbI BKMOYaTb B cebs
crnepayollee:

a) HaCTOJIbHOE WUCMbITaHWE pPa3finvyHbIX CLEeHapueB (o6cy>|<,qume MepOonpuATUn
BOCCTaHOBIEHNSA 6usHeca, ncnonb3yda npuMepHblie I'IpeprBaHVIFI);

b) mogenupoBaHusa (0cobGeHHO NSt NOArOTOBKM NIOAEN B MX PONsiX NOCNe UHUMOEHTOB/
B @HTUKPU3NCHOM YyNpaBreHnn);
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C) wucnbITaHue TEXHNYECKOro BOCCTaHOBNEHUA (o6ecneyveHne TOro, yTo
NHOPMALIMOHHbIE CUCTEMbI MOTYT ObITb PE3yNbTaTUBHO BOCCTAHOBIEHDI);

d) wucnblTaHMe BOCCTAHOBIEHWS B anbTepPHAaTUBHOM MecTe (BbIMOMHEHWE OenOoBbIX
NMpoOLECCOB NapannenbHO C ornepauusMn BOCCTAHOBMEHMS BAANM OT OCHOBHOIO
MecTa);

e) ncnblTaHnAa cpeancTts U ycnyr nocrtaBLluvKa (o6ecnet-|eHV|e TOro, ycnyru n npoaykrhbl,
nocTtaBJiIEHHbIE N3BHE, COOTBETCTBOBAIIM OroOBOPHbLIM O6$|3aTeJ'IbCTBaM);

f)  nonHble peneTuumu (MCNbiTaHMe TOrO, YTO OpraHMsauusa, nepcoHan, obopyaoBaHue,
cpeAcTBa U Npouecchl MOryT CNpaBUTLCS C NpepbiBaHUSAMM).

OTK MeToanKn MOTYT UCNOJ1Ib30BaTbCA nodon opraHusaumen. OHW OOMKHbI NMPUMEHATLCA
TakMm cnocobom, KOTOpPbIA 3HA4YNUM ONSt KOHKPETHOro NnaHa BOCCTAHOBIEHUS. Pe3yﬂbTaTbI
NCNbITaHUN OOMKHbI BbITb 3anuUcaHbl, U AOKHbI ObiTb npeanpuHATLI AEUCTBUS ONS TOro,
4YTOObI ynyywunTb nnaHbl, €Crin 3TO Heobxoanmo.

[lomxHa ObITb Ha3HayeHa OTBETCTBEHHOCTb 3a perynsipHoe MpoBedeHne aHanu3oB
KaXxgoro nraHa oGecneyeHust HenpepbiBHOCTM Ou3Heca. 3a BbiIBMEHUMEM W3MEHEHUN B
[OENOBbIX MEPONPUATUAX, ellle He OTPaXXEHHbIX B MraHax obecneyvyeHns HernpepbiBHOCTM
OusHeca, [OMKHO MocneaoBaTb COOTBETCTByKLlee OOHOBreHve nnaHa. JToT
omumanbHbIA  NPoLEecc YnpaBneHUs W3MeHeHUsIMM [OoJbkeH obecneuynmBatb, YTOObI
OOHOBMEHHbIE MMaHbl PacNPOCTPaHANUCbL M YNydlanucb MOCPEACTBOM  pPerynsipHoro
aHanusa rnosiHoro nnaxa.

MpuMepbl UBMEHEHWUIA, rAe AOIMKHO ObiTb pacCMOTPEHO OGHOBIEHME NNaHOB obecrneyeHmst
HenpepbiBHOCTM  OW3Heca, SBNSATCA  npuobpeTeHne  HoBoro  0GoOpyAoBaHWs,
MOZEpPHM3aLMsa CUCTEM N U3MEHEHMS B CrieayoLLEM:

a) nepcoHarn;

b) agpeca vnu Homepa TenedoHoB;

C) [enoBas cTpaTerus;

d) MecTononoxeHue, cpeacTsa U pecypchl,

€) 3aKoHOoAaTeNbCTBO;

f) noapsSiAYMKA, NOCTABLUMKA U KIToYEBLIE NOTPebUTeny;
g) npouecchl, NN HOBbIE, NN OTMEHEHHbIE;

h)  puck (onepaunoHHbIN 1 PUHAHCOBBIN).
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15 CooTtBeTCcTBME

151 CooTBeTCcTBME HOPUANYECKUM TPEOOBaAHUAM

Llenb: nsbexatb HapyweHun nobbix TpeboBaHUN 3aKOHa, YCTaBHbIX, HOPMATUBHbLIX UK
AOroBOPHbIX 06513aTENLCTB, M NM0ObLIX TPE6OBaHMIN 3aLUNThI.

[MpoekTnposaHue, pa60Ta, ncnosnb3oBaHMe WMHGPOPMALMOHHBLIX CUCTEM U ynpasieHne
NHOPMALMOHHBIMU  CUCTEMaMM MOryT ObITb npegMeTomM YCTaBHbIX, HOPMATUBHbLIX W
OOroBOpPHbIX TDGGOBGHMVI 3aLllNThI.

3a CcOBEeTOM MO KOHKPEeTHbIM topuandeckum TpeboBaHuAM Hago obpawartbes K
IOPUONYECKUM  KOHCYMbTaHTaM B OpraHu3auum  unu  JOMKHbIM ~ 0Bpasom
KBanMUUUPOBaHHbIM  MPAaKTUKYIOLWMM  OpucTaM.  3akoHogaTtenbHble  TpeboBaHus
OTNNYAKOTCH OT CTPaHbl K CTpaHe M MOryT pasnuyaTbca Ans MHdopMalumu, co3gaHHON B
OOHOW CTpaHe, KOTopas nepefaeTcs B OPYryl0 CTpaHy (T.e. NOTOK AaHHbIX Yepes3 rpaHuLy
rocyaapcrsa).

15.1.1 WUpeHTUMKaUMA NPUMEHMMbIX 3aKOHOB

CpeacTBo ynpaenexHms

Bce umetolLme oTHOLWEHWE K Aerny yCTaBHble, HOPMaTUBHbIE N AOrOBOPHbLIE TpeboBaHNS U
noaxo4 opraHu3aumm K BbIMOMHEHNIO 3TUX TpeboBaHWU OOMKHbI OblTb YETKO onpeaerieHsl,
AOKYMEHTarnbHO NoATBepXAeHbl U OOMMKHbl NoAAepXMBaTbLCA Ha COBPEMEHHOM YpPOBHE
AN Kaxgou MHAPOPMaLMOHHOW CUCTEMbI U OpraHn3aunu.

PykoBOACTBO N0 peanunsaumm

KOHerTHbIe cpenctea ynpaBlieHnAa W oTaelibHble 00da3aHHOCTH ana  Toro, YTOObI
BbINOJTHATL 3TU TpGGOBaHVIFl, OOJMKHbI ObiTb aHaNOrM4YHbIM O6p830M onpegeneHbol U
OOKYMEeHTalbHO nNoAaTBepXaeHbl.

15.1.2 T[paBa Ha uHTenneKkTyanbHy cobcTBeHHOCTL (MTUC)

CpencTso ynpasneHus

[omkHbl ObITb peann3oBaHbl nogxoadliue npoueaypbl Ond obecneyeHnss COOTBETCTBUSA
3aKoHoaaTelbHbIM, HOPMAaTUBHbLIM W OOFOBOPHbLIM Tpe6OBaHVIFIM no KnCcnoJfib30BaHUIO
mMatepuana, B OTHOWEHUM KOTOPOro MOrytT WUMeTbCA nMNpaBa Ha WHTEINEKTyallbHYH
COBCTBEHHOCTL, M MO UCMONb30BAHUIO NAaTEHTOBAHHbIX nporpaMMHbIX NPOAYKTOB.
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PykoBoacTBO no peanusauumu

[omkHbl ObITb pacCcMOTpeHbl crieaywLwine pykosogdlmne ykasaHuda Ond 3allnTbl noboro
MaTepuana, KOTOpbI MOXET CYUTaTbCA MHTeﬂﬂeKTyaﬂbHOVI COBCTBEHHOCTbIO:

a)

m)

nyGrnukaunss MNOMUTMKA COOTBETCTBUSA B 06MacT npaB Ha WHTENNeKTyarnbHYH
COBCTBEHHOCTb, KOTOpas onpedenseT 3akoHHOE WCMOoMb30BaHUEe MPOrpamMMHbIX M
NHOPMALIMOHHBIX MPOAYKTOB;

npuobpeTeHne NPOrpamMmMHOro 0GecneyYeHns Tonbko Yepes U3BECTHblE U CONMMAOHbIE
MCTOYHMKM, C LIeNbio rapaHTUPOBaTh, YTO aBTOPCKOE NPaBO He HapYLLUEHO;

nogagepxaHme ocBeaoMITIEHHOCTU O NOJINTUKE ONnd TOro, 4YTOObI 3aWwmMLLaTb npaBa Ha
MHTENNEKTYyallbHYHO COBCTBEHHOCTb, U yBegomsieHne o HamMepeHun OCYLLUEeCTBIATb
avucumnnmMHapHoe OencTeBne npoTuB NepcoHana, HapyLwlawuwlero ee;

nogaepxXxaHne noaxogdawmnx peecTtpoB aKTUBOB, U BbiABIIEHNWE BCEX aKTUBOB C
Tpe6OBaHI/IFIMI/I 3almuiaTtb npaesa Ha UHTenJekKTyaribHyHo COBCTBEHHOCTD;

nogoepXumBaHne pOokKa3aTteribCTB U CBUOETENbCTB COBCTBEHHOCTM Ha NMLEH3UM,
MacTep-ancKkun, pykosoacrtea U T.M.;

peanusauus cpeacTB ynpasreHust ans obecnevyeHust Toro, YToObl He paspeluanocb
npeBblwaTh Nboe MakcMmanbHoe KonmM4ecTBO Nofb3oBaTenen;

BbIlMOJIHEHNE NMPOBEPOK TOro, YTO yCTAaHOBJIEHbI TOJIbKO pa3pelleHHOoe nporpamMmHoe
obecneyeHne N NMUEH3NOHHbIE npoAYKTbI;

obecneydyeHre NONUTUKM ANS NoAAEPXKaHUSA Haanexawmx NMUEH3MOHHbIX YCIOBUN;

obecneyeHne NONUTUKN ANA OTOAAYU UNK nepegadyn nporpamMmmHoOro obecneyeHus
OPYrnm;

ncnosib3oBaHme noaxoaAaAmnx MHCTpyMeHTarlbHbIX CpecTB ayauTa,

COOTBETCTBME MOCTAHOBIIEHUAM W YCIOBUAM ONA NporpamMmmMmHOro obecneyeHns u
nHdopmaumn, noJ1ly4eHHbIM N3 00LLECTBEHHbIX CETEW;

He OybnupoBaTtb, He npeobpas3oBbiBaTb B Apyron cdopmaTr unm He u3BnekaTb U3
KOMMep4Yeckux 3anucen (punbm, ayamo) HUYEro, Kpome TOro, 4YTO paspeLleHo
3aKoOHOM 00 aBTOPCKOM MpaBe;

HEe KOMMPOBaTb MOMHOCTbIO WM YaCTUYHO KHUMM, CTaTbW, OTYETbl WNWU Opyrue
[IOKYMEHTbI, KPOME TeX, KOMMPOBaHNe KOTOPbIX pa3pelleHO 3aKOHOM 06 aBTOPCKOM
npase.

[Mpo4yasa nHdpopmaums

MpaBa Ha WHTENneKTyanbHyt0 COOCTBEHHOCTb BKMHOYAOT aBTOPCKOE MpaBo Ha
nporpammMHoe obecrneyeHne unM OOKYMEHTbl, NpaBa MPOMbILLEHHON COBCTBEHHOCTH,
TOProBble MapKu, NAaTEHTbI U NMNLEH3UN HA UCXOAHbIN KOA,.
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MaTeHTOBaHHbIE NpPOrpaMMHble MPOAYKTbl OObIMHO MOCTABASAOTCA MO JIULEH3VOHHOMY
COrfalleHno, KOTOpOe TOYHO OnpeaensieT JIUUEH3MOHHbIE TONMOXEHUS W YCIOBUS,
HanpuMMep, orpaHu4YyeHne MWCNosrb30BaHUS MPOAYKTOB Ha onpeaerneHHble MalluHbl UMK
orpaHMYeHHoe KOMMpoBaHWe TONbKO AN CO3[daHusa pesepBHbIX konuid. Cutyaumo ¢ MAC
ANa nporpammHoro obecneyexus, paspaboTaHHOro opraHusaumveit, TpebyeTcs pa3bsACHUTb
nepcoHany.

3akoHogaTenbHble, HOPMAaTUBHbIE W [OOrOBOPHble TpebGoBaHWA MOryT HanaraTtb
OrpaHMYeHnss Ha KOMUPOBaHWE MaTeHTOBaHHOro martepuana. B 4acTHOCTM, OHM MoOryT
noTpeGoBaTb, YTO MOXET MCMONb30BaTbCA TOMbKO MaTepuan, KOTOopbli pas3paboTaH
opraHusauuen, Unu KOTOpbIA TNULUEH3MPOBaH UMM NpedocTaBneH pas3paboTyvkoMm B
opraHusauuio. HapylueHne aBTOPCKOro npaBa MOXET MPUBECTU K NpaBOBOMY OEWCTBUIO,
KOTOpOE MOXET BKNoYaTh B cebs yronoBHoe npecnenoBaHuve.

15.1.3 3awwuTa opraHU3aLMOHHbIX 3anucen

CpeacTBo ynpaeneHms

BaxxHble 3anMcu JosmkHbl BbITh 3aluLLeHbl OT NOTepu, paspyLlleHns n danscugukaumm, B
COOTBETCTBUM C YCTaBHbIMWU, HOPMATUBHbLIMW, JOrOBOPHLIMU U AenoBbiMKU TpeboBaHNAMM.

PykoBOACTBO NO peanunsaumnm

3anucn  JomkHbl  BbITb  pacnpedeneHbl NO  TUMaMm  3anucen, Harnpumep, Yy4veTHas
[6ByxranTepckasn] 3anucu, 3anucu 6asbl JaHHbIX, XypHanbl TpaH3aKUMWA, KOHTPOSbHbIE
XypHarnbl U 3KChnnyaTauMOHHblE MNpoueaypbl, Kaxablh ¢ AeTansiMyu CPOKOB XpaHeHus u
TUNOM HOCUTENS, Hanpumep, Oymarn, MUKPOMULLIM, MarHuTHble, onTuyeckue. Jlrobon
CBSA3aHHbIN MaTepuan no KpuntorpaguyeckomMy LWMPOBaHUIO U MPOrpaMmbl, CBA3aHHbIE C
3aWwmndpoBaHHbIMW apxMBaMn Unu UU@PoBbIMK noanucaMun (cMm. 12.3), Takke OOMKHbI
XpaHUTbCA AN Toro, YTobbl caenatb BO3MOXHOW paclundpoBKYy 3anucen B Te4eHue Toro
nepvoaa BpeMeHwu, Korga 3anvcu yaepXuBaroTcs.

BHMMaHue [omkHO ObiTb yAeneHo BO3MOXHOCTWU YXYALIEHUS1 COCTOSIHMSI HOCUTens,
MCMNONb3yeMoro Ans xpaHeHus 3anvcen. MNpoueaypbl XpaHeHUst N 06CnyXMBaHUS AOMKHbI
ObITb peann3oBaHbl B COOTBETCTBUM C peKOMeHAauusMu narotosutens. [Ans anutenbHoro
XpaHeHWs1, 4OIMKHO ObITb PaCCMOTPEHO MCMONb30oBaHNE Bymarv 1 MUKpOULLIEN.

Ecnu Bbl6paH ANEKTPOHHbIM HOCUTESb, TO OOJSMKHbI ObiTb BKMHOYEHDI npouenypbl And
obecneyeHnss BO3MOXHOCTU UMETb AoCcTyn K AaHHbIM (‘-IVITaeMOCTb KaK HOCUTENA, TaK U
dpopmaTa) B Te4dyeHune BCEero Cpoka XpaHeHuAa Ana 3alutbl OT NOTEPU U3-3a 6y,qyu.|,ero
N3MEHEHNA TEXHOMNOINN.

Cuctembl XpaHeHUst OaHHbIX AOMKHblI BblOMpaTbCca Tak, 4TOObl HeobxoAuMble OaHHbIe
MO ObITb U3BIEYEHbl B NPUEMNEMbIN NEPUOS BPpEeMEHU 1M B npuemneMomMm cgopmare, B
3aBMCMMOCTU OT TpeboBaHWIA, KOTOPbIE HYXXHO BbINOMHUTD.

Cuctema xpaHeHusi 1 obcnyxuBaHua [OOIpkHa obecrneunBaTb 4YeTkoe o603HavYeHve
3anuce U UX CpoKa XpaHeHWs, OonpeaerieHHOro rocyaapCTBEHHbIMU WU MECTHbIMU
3aKoHaMu UNM HopMamu, ecnn Heobxoammo. JTa cUCTeEMA AOSMKHA AenaTb BO3MOXHOM
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Hagnexallyo NUKBMAALUMIO 3anuceit No UCTeYeHUM 3TOro Nepuoda, €Crin OHU HEe HYXKHbI
opraHusaumm.

Ana Toro 4toObl BLIMOMHWTL 3TW 3afdayv NO 3aliMTe 3anucel, B OpraHu3aumMu OOIKHbI
ObITb NPEaNPUHATBI CrieayroLLme Warku:

a) [OMKHbl ObiTb BbIMYLLEHbI PYKOBOASLUME YKa3aHWUs MO yaepKaHuio, o06CnyXnBaHuio,
06paboTke M NUKBMAALMM 3anucer U nHopmaumu;

b) pomkeH 6bITb cocTaBreH rpaduk CPOKOB XpaHeHUs, Oonpeensiownn 3anucu u
nepuog BpeMeHU, B Te4eHNe KOTOPOro OHU AOMMKHbI YAEPXNBATbCS;

C) AOIMKHA NogaepKXmBaTbCsl ONUCb NCTOYHUKOB KNKOYEBOW MHOpMaLnu;

d) pomkHbl ObITb peanu3oBaHbl Haanexawume cpeacTBa ynpasreHus Ons 3awuTbl
3anucu n nHpopmarmm oT NoTepu, paspyLLeHns n ganbcumrKaLmm.

[Mpo4yasa nHdpopmaums

MoxeT noHagoOWUTbCA HAAEXHO COXpaHUTb HEKOTOpble 3anucu anst Toro, 4Tobbl
BbIMNOMHUTL YCTaBHblEe, HOPMATMBHbIE UMK OOrOBOPHble TpeboBaHMs, a Takke ONS TOro,
4YTOObI NoaadepxaTb BaXHble AernoBble onepauun. Mpumepbl BKNOYAT 3anncu, KotTopble
MOryT noTpeboBaTbCsl B KayecTBe [oKasaTenbCTBa TOro, YTO OpraHvM3auus LencTByeT B
paMKax YCTaBHbIX WM HOPMATMBHbIX NpaBun Ans obecneyeHuss Tpebyemon 3awuTbl OT
BO3MOXHOIO rpa)k4aHCKOro WM YronoBHOrO Mcka Wnu ans Toro, Ytobbl NMOATBEPAUTL
(bMHAHCOBbLI CTaTyC OpraHn3auMn No OTHOLLUEHWUIO K akuMoHepaMm, BHELIHUM CTOPOHaM W
ayauTopaMm. Mepuop BpeMEHN U copepKaHne AaHHbIX ANs yaepXaHus nHdopmaumm MoryT
ObITb YCTAHOBMNEHbI FOCYAapCTBEHHbLIM 32aKOHOM UITN HOPMOW.

[dononHutenbHyto MHGOpPMauuio o6 ynpasrneHuM OpraHM3auMOHHBIMWU 3arnUCAMU MOXHO
Hantn B UCO 15489-1.

15.1.4 3awwmTa AaHHbIX U CEKPETHOCTb JINYHOM UH(popMaL UM

CpencTteo ynpasneHud

3awuTta gaHHbIX U CEeKpeTHOCTb [OOJ1KHbI ObITb rapaHTupoBaHbl, Kak Tpe6yeTc;| B
COOTBETCTBYHOLLEM 3aKoHOOaTenbCTBE, HOpMax, 1, ecrin NpuMeHNMoO, yCrioBUAX A0OroBopa.

PykoBoacTBO No peanusauuu

[omkHbl ObITb p83pa6OTaHbI N peann3oBaHbl 3alnTa OpraHM3auMOHHbLIX OaHHbIX W
nonutuka obecnevyeHus CEeKpPEeTHOCTH. OTa nonutuka AdomkHa ObiTb OoBedeHa Ao
cBegeHnd Bcex nul, BoOBre4YeHHbIX B o6pa60TKy NUYHOM MHopMaLnW.

CooTBeTCTBME 3TOM MONUTUKE U BCEM MMEIOLLMM OTHOLLEHUE K Aeny 3aKoHam U HopMaMm B
obnactn 3awuTbl AaHHbIX TpebyeT COOTBETCTBYIOLWEN CTPYKTYpbl MEHeMKMEeHTa W
ynpaeneHusi. YacTto aTo Haunyywmm obpa3om gocTuraeTcsl HasHa4YeHNEM OTBETCTBEHHOIO
nvua, HanpuMmep, OTBETCTBEHHLIN 3a 3aWUTy AaHHbIX, KOTOPbIA OOMmKkeH obecneynmBaTb
PYKOBOACTBO ANl MEHeKepoB, Monb3oBaTenied M NOCTaBLUMKOB YCNYr MO UX NUYHbIM
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00513aHHOCTAM M KOHKPETHbIM  npoueaypaMm, KOTOpbIM  HaanexuT  cnegoBaTb.
OTtBeTcTBEHHOCTL 3a oOOpaweHne C §MYHOM  MHGopMaumen un  obecneyeHue
OCBEAOMMEHHOCTU O MNPUHUMNAX 3alnTbl [aHHbIX [OfKHa paccMmaTtpmBaTtbCs B
COOTBETCTBMM C MMEIOLMMM OTHOLLIEHME K Aeny 3aKoHO4aTeNbCTBOM U HOpMaMu. [JOMmKHbl
OblTb peann3oBaHbl Hagnexalme TEXHUYECKME N OpraHM3auMOHHbIE Mepbl AN 3alUThbl
NUYHOM MHopMaLnn.

[Mpo4yag nHdpopmaums

Psan cTpaH BBEN 3aKOHbI, yCTaHaBNMBalOLLME CpeacTBa ynpaBneHms Ha cbop, 0O6paboTky u
nepegady NUYHbIX AaHHbBIX (06bIMHO MHPOPMALMS O XMBbIX NMOASIX, KOTOPbIE MOTYT ObITh
onpedeneHol M3 3Toh  MHGopmauuun). B 3aBMCMMOCTM OT  COOTBETCTBYHLLENO
rocy4apCTBEHHOrO 3aKkoHo4aTenbCTBa, TakMe CpeAacTBa YnpaeBneHuss MOryT Hanaratb
obssaHHOCTM no cbopy, o6paboTke M pacrnpoCTpaHEHUO NUYHOW MHOPMaUUK, U MOryT
orpaHnymBaTb CNOCOBHOCTbL NepefaBaTh 3TU LAaHHbIE B APYrMe CTpaHbl.

15.1.5 [pepoTBpaLleHMe HENPABUIILHOIO UCMOJSIb30BaHUA CPeacTB 0O6paboTKm
nHdopmaLumn

CpencTso ynpasneHud

Monb3oBaTenu [OMKHbI yOepXMBaTbCA OT UCMNOMb30BaHWA CPeacTB  06paboTku
NHdOpMaLMK AN Hepa3peLLeHHbIX Lienei.

PykoBoacTBO No peanusauuu

PykoBoOCTBO AOMKHO YTBEPAUTb MCMONb30OBaHME CcpeactB 006paboTkm mHGopmMauuu.
Jlloboe wncnonb3oBaHMe 3TUX CPEACTB ANS HedenosbiX Uenen 0e3  yTBepXaeHus
pykoBoactea (cM.6.1.4) wnu gna nobbiX  HepaspelweHHbIX uenen  OOSMKHO
paccMaTpuBaTbCs Kak HeEnpasUibHOE MCMNOb30BaHME CpeacTB. Ecnn B xoge NOCTOAHHOIO
KOHTPONA Ui ApyrumMu cpeacTBamMu BbisiBfieHa HepaspelleHHas AeaTenbHOCTb, TO Ha 3Ty
AenTenbHOCTb Hago o6paTuTb BHUMaHWE OTAENbHONO MeHemxepa, OTBETCTBEHHOMO 3a
paccMOTpeHue Hagnexallero UCUMNINHaApPHOro /UM NpaBoBOro AencTBus.

Mepen peanusauyuen npouenyp MnOCTOAHHOIO KOHTPOJ1A HaAdo noNyydYnTb HPpUANYECKYHo
KOHCYJ1bTaluio.

Bce nonb3oBaTtenu OOMKHbI OblTb OCBEAOMIEHbLI O TOYHOW cdepe UX paspeLLeHHOro
AOCTyrna 1 0 NOCTOAHHOM KOHTPOSie Ha MecTax C Lenbilo 0BHapyXeHUs HepaspeLleHHOro
Mcnonb3oBaHna. 3JTO MOXeT ObITb OOCTUTHYTO MNyTEM Bbldayu MNosib3oBaTensdm
NMMCbMEHHOIO pa3peLLeHmnsi, KOMMs KOTOPOro AormkHa ObiTb nognucaHa nonb3oBaTenem u
AOIMKHA HaZEeXHO COXPaHATbCA opraHu3aumen. Cnyxawmm opraHusaumm, nogpsaavymkam u
nonb3oBaTensiM TPeTbeW CTOPOHbI HaAo CKa3aTb, YTO He OyaeT paspelleH HUKaKow
AOCTYM, KPOME TOro, KOTOPbIN pa3peLleH.

B Hauane Bxoga B cucteMy A0SMKHO BbITh NpeacTaBneHo npegynpexaarLlee coobueHme
C Lenblo yKkasaTb, YTO cpeacTBO 0O6paboTku MHOpMaLMK, Ha KOTOPOE OCYLLEeCTBISeTCS
BXOA, MNPVHAANEeXuUT OpraHusaumm, W YTO HepaspelleHHbI [OCTYM  3anpeLlieH.
MNMonb3oBaTenb [AOMKEH MOATBEPAUTE W Hagnexawmm obpa3oMm oTpearnpoBaTbh Ha
coobLeHne Ha aKpaHe Ans NPOAOIKeHMs npolecca Bxoaa B cuctemy (cm. 11.5.1).
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[Mpo4yag nHdpopmaums

CpeactBa 06paboTky MHGOpPMaUMM OpraHusauuyM npeAHasHayeHbl M3HavanbHO Unu
UCKIMKOYNTENBHO ANS OENOBbIX Lenen.

OOGHapyXeHe BTOPXEHUSl, KOHTPOSb COAEPXMMOrO W ApYrMe WHCTPYMEHTarbHble
CpPeAcTBa MOCTOSIHHOTO  KOHTPOMsSi MOryT MOMOYb NPegoTBpatuTb M OBHapyXuTb
HenpaBuWbHOE MCNONb30BaHNe cpeacTB 06paboTkM NHOpMaLUK.

MHoro cTpaH UMelT 3aKOHO4ATENbCTBO 4SS 3alUUTbl OT HENPAaBUIBLHOIO MCMNOSb30BaHMUS
KOMMNbIOTEPOB. OTO MOXET OblTb YrofIOBHbLIM NPECTYNNeHNneM — UCMONb30BaTb KOMMbIOTEP
AnNsi HepaspeLleHHbIX Lenen.

3aKOHHOCTb MOCTOSIHHOINO KOHTPOMS UCMOMb30BaHWUA OTMMYAETCA OT CTpPaHbl K CTpaHe U
MOXeT notpeboBaTb OT pPYKOBOACTBA COOOWUTL BCEM MOMb30BATENSAM O TaKOM
MOCTOSIHHOM KOHTpone w/wnu nony4uTb uX cornacue. Ecnum cuctema, B KOTOpYyHO
OCYyLLeCTBMNSETCA  BXOA, MWCMONb3yeTca Ans  OTKPbITOro  goctyna  (Hanpumep,
obLecTBeHHbI BeG-cepBep) M NoOABepraeTcd MOCTOSAHHOMY KOHTPOMK 3aluThbl, TO
OOIMKHO BbITb 0TOBpaeHO coobLeHne, B KOTOPOM 06 9TOM cKasaHo.

15.1.6 PerynupoBaHue kpuntorpadmyeckux cpeacTts ynpasrneHus

CpeacTBo ynpaeneHus

KpunTorpadmyeckme cpeacrtea ynpaBneHust AOMKHbI UCMONb30BaTbCs B COOTBETCTBUM CO
BCEMMW MMEOLLMMM OTHOLLEHUWE K ey COornalleHnsiM1, 3akoHaMn 1 HOpMaMu.

PykoBOACTBO NO peanunsaumm

[nsi cOOTBETCTBMS C WUMEKLWMMN OTHOLIEHUE K [Oeny COornalieHUsiMM, 3akoHaMu U
HOpMaMM JOSKHbI ObITb PACCMOTPEHbI CreayoLne NYHKTbI:

a) OrpaHW4YeHUs Ha MMMOPT W/MNK 3KCNOPT annapaTHbIX CPeACTB M NPOrpaMMHOro
obecneyveHns AngA BbINOMTHEHUS KPUNTOrpanyecknx pyHKUnN;

b) orpaHuMyeHuss Ha UMMOPT W/MNK SKCMOPT annapaTHbIX CPeacTB UM MPOrpamMmMHOro
obecrnedyeHuns, KOTOpble MpefHas3Ha4yeHbl And Toro, 4Tobbl [06aBnsATb K HUM
KpunTtorpaduyeckne yHKLnu;

C) OrpaHvyeHus Ha UCnonb3oBaHWe WNMPoBaHUS;

d) o6GsasaTenbHble UK NpeaoCTaBneHHble Ha YCMOTpPeHME MeToAbl AOCTyna opraHamu
CTpaHbl K WHdOpMauuu, 3aWwMdPOBaHHON annapaTHbIMM  CPeacTBaMu UMK
nporpammHbIiM obecriedeHneM Ans Toro, YTobbl obecneynTb KoHMUAEeHUManbHOCTb
COOEPXKUMOTO.

Hapo obpatntbca 3a HOpUAOMYECKOM KOHCyNbTaumen Ans Toro, 4Ttobbl obecneyunTb
COOTBETCTBME rOCYyJapCTBEHHLIM 3aKkoHaM M HopMmawm. [lpexae, 4Yem 3awmdpoBaHHas
MHopMauma unuM Kpuntorpaduyeckne cpenctsa ynpaeneHus OyayT nepemMelleHbl B
APYryl0 CTpaHy, Hago Takke obpaTUTbCS 3a IOPUANYECKON KOHCYNbTaumen.
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15.2 CooTBeTcTBME NONMUTUKE U CTaHA4ApTamM B o6nacTu 3awmTbl U
TeXHUn4Yeckoe COOTBeTCTBUE

Uens: obecneynTb COOTBETCTBME CUCTEM C opraHM3auMOHHOM NOMNTUKON U CTaHaapTamMum
B ob6nacTu 3alnThl.

3awwmTa MHHPOPMALIMOHHbBIX CUCTEM AOSMKHA PErynsipHO aHanM3mMpoBaTbCs.

Takon aHanu3 JOMMKEH BbINOMHATLCA MO OTHOLUEHWUIO K COOTBeTCTByPOLIJ,eIZ NoNINTUKE B
obnactn 3awmTbl U TEXHUYECKUM nnatgopmam, a MHPOPMaUNOHHbIE CUCTEMbI OOSTKHbI
NnpoBEPATLCA Ha COOTBEeTCTBME TMNMpUMEeHMMbIM CTaHAapTamM peannm3aumn 3allnTbl U
OOKYMeHTalnbHO noatBepXaeHHbIM cpeacTtBaM ynpaBiieHUA 3aLlnTon.

15.2.1 CooTBeTCTBMUE NONUTUKE U CTaHOAApTaM B 06facTu 3aliuUThbl

CpeacTBo ynpaeneHms

MeHepxkepbl OOMKHbI obecneynBaTb, 4YTOObI Bce npouedypbl 3awuTbl B WX 30HE
OTBETCTBEHHOCTU BbIMOMHANNCL MPaBUIIbHO, YTOObI JOCTUYL COOTBETCTBUS MOMUTUKE U
cTaHgapTam B 06racTu 3almThbl.

PykoBOACTBO NO peanunsaumm

MeHexepbl OOMKHBLI perynapHo aHanuanpoBaTb COOTBETCTBME 0OpaboTku MHopmauuu
B MX 30HE OTBETCTBEHHOCTWU MOMUTMKE, CTaHOapTam B obnacTtu 3almThbl, a Takke Nobbim
Apyrum TpeboBaHUAM 3aLLmThbI.

Ecrm B pesyrnbTaTte aHalnini3a o6Hapy>|<eHo Kakoe-nnbo HecooTBETCTBUE, TO MeHeXepbl
OOJDKHbI:

a) onpegenuTb NPUYMHY HECOOTBETCTBMS,;

b) OLUEHUTDb I'IOTpe6HOCTb B AenNCTBUAX Ansa obecneveHns Toro, Ytobbl HECOOTBETCTBME
HE BO3HUKITO NMOBTOPHO;

C) onpedenvTb U peann3oBaTb NOAXoAsLLEE KOPPEKTMPYOLLEe AeNCTBUE;
d) npoaHanuanpoBaTb NpeanpUHATOE KOPPEKTUpYIoLLee AeiiCcTBIE.

PesynbTaTbl aHanu3oB M KOPPEKTUPYIOLMX OEWUCTBUN, BbLINOSTHEHHBIX MeHemKepamu,
AOIMKHbI ObITb 3anMcaHbl, U 3TW 3anUCK LOSMKHbl COXPaHATbCA. MeHemkepbl LOMMKHbI
coobLwaTtb pes3ynbTaTbl NiMuam, BbIMNOMHAWNM He3aBUCUMbIN aHanu3 (cMm. 6.1.8), korga
HEe3aBUCUMbIA aHanM3 NPOUCXOAUT B 30HE UX OTBETCTBEHHOCTM.

[Mpo4yasa nudpopmaums

OnepaTuBHbLIN NOCTOAHHBLIN KOHTPOSb UCMNONb3oBaHMA cuctem oxsadeH B 10.10.
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15.2.2 TlpoBepKa TeEXHNYECKOro COOTBETCTBUSA

CpeacTBo ynpaeneHus

NHdDOpMaLMOHHbIE CUCTEMbI  [OMKHbI  PErynsipHO MNPOBEPSATbCA HA COOTBETCTBME
cTaHgapTam peanusauuy 3awwuThbl.

PykoBOACTBO N0 peanunsaumm

MpoBepka TEXHUYECKOrO COOTBETCTBUS  AOSKHA  BbIMNOMHATLCA  WUAU  BPYYHYHO
(nopoepxvBaemas nNoAXOAALMMM MpoOrpamMMHbIMKM - CpeacTBamMu, ecnn  Heobxoammo)
ONbITHLIM CUCTEMOTEXHUNKOM, n/nnu c NMOMOLLbIO aBTOMaTU3MPOBAHHbIX
WHCTPYMEHTamnbHbIX  CPeAcTB, KOTOpble TEHEpPUPYT  TEXHUYECKUA OT4eT  Ans
nocrneayowen nHTepnpeTaumm TEXHUYECKUM CneumnanmcTom.

Ecnun ncnonb3yeTcda ucnbltTaHne Ha NpPoHUKHOBEHUE UM OUEHKN YyA3BUMOCTU, TO OOJIKHO
ObITb MCNOSIL30BaHO npeaynpexneHne, NOCKOJIbKY Takad OeATENTbHOCTb MOXKET NpPoBEeCTU K
noaBepraHnio puCKy 3allnTbl CUCTEMDI. Takne ncnbiTaHMsa OOMKHbI ObITb 3aniaHnpoBaHhbil,
OOKYyMEeHTallbHO noAaTtBepXaeHbl N MOBTOPAEMbI.

Jliobas npoBepka TEXHNYECKOIo COOTBETCTBUA  OOJDKHA  BbIMOJNIHATLCA  TOJ1bKO
KOMMNEeTEeHTHbIMW, YNOJIHOMOYEHHbIMU NUUaMN, UK NoA4 KOHTPOJieM TakKux nnu,.

[Mpo4yag nHdpopmaums

[MpoBepka TEXHNUYECKOro COOTBETCTBUSA BKIIOYAET B cebs obcnegoBaHue onepaunoHHbIX
cuctem ans obecneyeHust Toro, YToobl annapaTtHble cpeactea U nNporpaMmmMHble cpencTtBa
ynpasJiieHUA Obinun npaBuriibHO pearnn3oBaHbl. OTOT TMN NMPOBEPKN COOTBETCTBUA Tpe6yeT
TEXHMNYECKOro onbiTa cneuunanuncra.

I'IpOBepKa COOTBETCTBUA TaKXe OXBaTbIBAET, HaANpumep, ncrnbitaHne Ha NpoHNKHOBEHNE U
OLEHKY cnabbix MecT, KOTOpblE MOTYT BbINOJIHATBCA He3aBUCUMMbIMU 3KCNeEpTaMu,
HaHATbLIMW crneunanbHO ANs 3TOM uenn. OTo MOXEeT ObiTb MOoNes3HbIM B 06Hapy)KeHVIVI
cnabbix MecT B cuctemMe M Ansa NPOBEPKN TOro, HACKOJIbKO cCpeactBa YynpaBrieHUus
pe3yrnbTaTuBHbI B NpeaoTBpalleHn Hepa3peleHHOro 4ocrtyna mn3-3a 3Tux cnabbix MecT.

NcnbiTaHme Ha NMPOHMKHOBEHNE W OLEeHKa cnabbiXx MecT gaeT MOMEHTalbHbIA CHUMOK
CUCTEMbl B KOHKPETHOM COCTOAHMN B KOHerTHbII7I MOMEHT BpPEMEHMN. MomeHTanbHbIn
CHMMOK orpaHmn4eH TemMmn 4actdaMn CUCTeMbl, KOTOpPblEe pealribHO UCMbITbIBAlOTCA BO BpeMA
NOonNbITKA (FIOI'IbITOK) NPOHNUKHOBEHUA. McnbiTaHne Ha NPOHNKHOBEHUE U OLIEHKU cnabsblix
MecTa He ABNSAKTCA 3aMEHOM AN OLEHKU PUCKOB.

15.3 CoobGpaxeHus, Kacawwmecs ayamta MUHOOPMaLMOHHbIX CUCTEM

Llenb: MakcMManbHO yBENWMYUT pPe3ynbTaTUBHOCTb M MaKCUMaribHO CHU3UTb MOMEXMU
ANnsi/oT npouecca ayanta MHPOPMaLMOHHbBIX CUCTEM.

[omkHbl uUMeTbCca cpeacTBa ynpasneHna Aana oxpaHbl onepaunMoHHbIX CUCTEM U
MHCTPYMEHTAaJ1bHbIX CPpeAcCTB ayauTta B Xoge ayanutoB MHOPMALMOHHbIX CUCTEM.
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3awuTa Takke TpebyeTcs NS TOro, 4YTOObl OXpaHATb LENOCTHOCTb U NpeaoTBpaliatb
HenpaBWNbHOE UCNONb30BaHNE MHCTPYMEHTArbHbIX CPeACTB ayauTa.

15.3.1 CpepncTtBa ynpaBreHusi ayaAuToM MH(pOPMaLMOHHBLIX CUCTEM

CpencTtso ynpasneHud

Tpe6OBaHMFI K ayaunTy n OedaTernibHOCTH, BKNtovaroulen B cebs NPOBEPKN B onepaunoHHbIX
cucTtemax, AOMKHbl ObiTb TWATENbHO cnnaHnpoBaHbl 1N CcornacoBaHbl A5A TOro, YTOObI
MUHNMN3NPOBATb PUCK CPbIBOB AEJ10BbLIX MPOLECCOB.

PykoBoacTBO No peanuvsauuu

Hano O6paTVITb BHUMaHWE Ha crneayruwmne pykosogdlne yka3aHuA:

TpeboBaHWA K ayauTy [OOMKHbl OblTb  cOrnacoBaHbl C  COOTBETCTBYHOLLUM
PYKOBOZCTBOM;

obnactb NPOBEPOK AOJPKHA ObITb cornacoBaHa 1 AoSmKHa KOHTPOJIMPOBAaTbCA,

NMPOBEPKM [AOMKHbI OblTb OrpaHM4YeHbl [OOCTYNMOM «TOMbKO AN  YTEeHUs» K
nporpaMMHOMY 06ecneyvYeHunto U OaHHbIM;

AOCTYM, OTAMYALWMINCH OT SOCTyNa «TONbKO ANSA YTeHUsA», JOMKeH OblTb paspeLueH
TONbKO AN M30NUPOBAHHbLIX KOMWUKA CUCTEMHbIX (hannoB, KOTOpPble AOMKHbI ObiTb
CTepThbl MO 3aBepLUEHNM ayauTa, UM HageneHbl COOTBETCTBYHOLLEN 3aLLMTON, ecrnn B
COOTBETCTBMM C TpebOoBaHUAMM K AOKYMEHTauuuM ayauta mmeeTcs obssaTenbCcTBO
COXpaHsATb Takue hannol;

pecypcCbl Ana BbINOJIHEHUA MPOBEPOK OOJ1KHbI ObITb YeTKO onpepneneHbl N caenaHbl
OOCTYMNMHbIMU,

TpeboBaHua AnNs cneuuManbHOW MK AONONHUTENBbHOM 06paboTkM OOMKHbI BbiTh
onpeaeneHbl U cornacoBaHbl;

BeCb OOCTYyN OOJTXEeH NMOCTOAHHO KOHTPOJIMPOBATbCA U MPOTOKONINMPOBATLCA B LenaAx
co3aaHnAa KOHTPOJIbHOro cneaa; ana KpUtTndyeCcknx AaHHbIX Unn cuctem OOJ1XKHO ObITb
paccMOTPEHO NCMOSIb30BaHME KOHTPOSLHOIO crnefa C OTMETKOW BPEMEHWN;

BCe npoueaypbl, TpeboBaHMs © 00S3aHHOCTU [OOMXKHbI ObiTb  JOKYMEHTanbHO
noaTBEPXAEHbI;

nuo (nmua), BbIMONTHAKOLWME ayanUT, OOJTKHbI ObITb HE3aBMCUMbIMWU OT nposepsemMoun
OEeATENbHOCTU.
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15.3.2 3awwmTa MHCTpyMeHTanbHbIX CPeACTB ayauTa MH(POPMaLMOHHbLIX CUCTEM

CpeacTBo ynpaeneHus

[locTyn K MHCTPyMEeHTanbHbIM CpeacTBaM ayamTa MHPOPMALIMOHHBIX CUCTEM LOIMKEH ObiTh
3awmueH ana  Toro, 4ToObl nNpedoTBpaTUTL Noboe BO3MOXHOE HenpaBuIlbHOE
MCMNOnb30BaHWe UNN NoABEPraHne PUCKy.

PykoBOACTBO N0 peanunsaumm

NHcTpymeHTanbHble  cpeactBa  ayauTa  MHAOPMAUMOHHBLIX — CUCTEM,  Hanpumep,
nporpaMmMmHoe obecneveHne unu dannbl OaHHbIX, AOMKHbI ObiTb OTAENEHbl OT CUCTEM
pa3paboTKn U ornepauluoHHbIX CUCTEM W He [OOMMKHbI cofdepXaTbcs B Oubnuotekax Ha
neHTax unm obnacTsax Nonb3oBaTens, ecrnv TONbKO MM He NpuaaH Hagnexauwmin ypoBeHb
AOMNOSNTHUTENbHOWN 3aLLUTHI.

[NMpo4yag nHdpopmaums

Ecnn B ayguT BOBMeYEeHbl TPETbM CTOPOHbI, TO MOXET MMETbCS PUCK HenpaBWUSlbHOro
MCMNONb30BaHWUA WHCTPYMEHTAlNbHbIX CPEACTB ayauTa 3TUMWU TPeTbUMU CTOPOHaMW, W
NHGOPMaLIMK, K KOTOPOW OCYLLEeCTBMASIETCA AOCTYN 3TOW OpraHu3aumnen TpeTben CTOPOHbI.
Ans Toro 4tobbl y4ecTb 3TOT PUCK, MOryT ObiTb PacCMOTPEHbl CPeACTBa YnpaBneHus,
Takue Kak 6.2.1 (ons oueHkn puckos) 1 9.1.2 (4Na orpaHMYeHna u3nyeckoro gocTyna), u
AOMMKHbI ObITb NPeanpUHATLI Kakne-nmbo OENCTBUS, Takne Kak HeMeArnieHHOe U3MEHEHUue
naponemn, packpbITbiIX ayaAUTOpaMm.

161



Bubnuorpacus

ISO/IEC Guide 2:1996, Standardization and related activities — General vocabulary
ISO/IEC Guide 73:2002, Risk management — Vocabulary — Guidelines for use in standards

ISO/IEC 13335-1:2004, Information technology — Security techniques — Management of
information and communications technology security — Part 1: Concepts and models for
information and communications technology security management

ISO/IEC TR 13335-3:1998, Information technology — Guidelines for the Management of IT
Security — Part 3: Techniques for the management of IT Security

ISO/IEC 13888-1: 1997, Information technology — Security techniques — Non-repudiation —
Part 1: General

ISO/IEC 11770-1:1996 Information technology — Security techniques — Key management —
Part 1: Framework

ISO/IEC 9796-2:2002 Information technology — Security techniques — Digital signature
schemes giving message recovery — Part 2: Integer factorization based mechanisms

ISO/IEC 9796-3:2000 Information technology — Security techniques — Digital signature
schemes giving message recovery — Part 3: Discrete logarithm based mechanisms

ISO/IEC 14888-1:1998 Information technology — Security techniques — Digital signatures
with appendix — Part 1: General

ISO/IEC 15408-1:1999 Information technology — Security techniques — Evaluation Criteria
for IT security — Part 1: Introduction and general model

ISO/IEC 14516:2002 Information technology — Security techniques — Guidelines for the use
and management of Trusted Third Party services

ISO 15489-1:2001 Information and documentation — Records management — Part 1:
General

ISO 10007:2003 Quality management systems — Guidelines for configuration management
ISO/IEC 12207:1995 Information technology — Software life cycle processes

ISO 19011:2002 Guidelines for quality and /or environmental management systems
auditing

OECD Guidelines for the Security of Information Systems and Networks: ‘Towards a
Culture of Security’, 2002

OECD Guidelines for Cryptography Policy, 1997
IEEE P1363-2000: Standard Specifications for Public-Key Cryptography

ISO/IEC 18028-4 Information technology — Security techniques — IT Network security —
Part 4: Securing remote access

ISO/IEC TR 18044 Information technology — Security techniques — Information security
incident

162



NHpekc

A

aBTopu3auuu, npouecc 6.1.4

aBTOpCKOe npaso
nuc 15.1.2
Ha nporpamMMHoe obecneyeHne 15.1.2

akTue 2.1
npuemsaemMoe Ucnosb3oBaHne aktmeos 7.1.3
onucb akTmeos 7.1.1
MeHeKMeHT 7
CO6CTBEHHOCTb Ha akTuBbl 7.1.2
OTBETCTBEHHOCTb 3a aKTmBbl 7.1
BO3BpaT akTneoB 8.3.2

aHanus
3awmnTbl MHdopmauum 6.1.8
nonnTukn B obnactu 3awmtbl Hdbopmaunm 5.1.2
M MOCTOSIHHBIN KOHTPO/b YCNyr TpeTbel CTOpoHbl 11.2.4

ayauT
coobpaxeHus, kacawwmecs NHOOPMaLMOHHbIX cncTem 15.3
cpeacTBa ynpaBiieHUs ayanToM MHMOPMaUMOHHbIX cuctem 15.3.1
BeZleHMe KOHTPOSIbHOro xypHana 10.10.1
MHCTPYMEHTaslbHble CpeAcTBa 3awmThl ayamTta, 12.3.2

ayTeHTUdMKaums
nonb3oBatenen 11.5.2
nonb3oBaTenen, ANs BHEWHUX coeanHenmin 11.4.3

ayTeHTUYHOCTb 2.5

ayTcopcuHroBas paspaboTka nporpaMMHoro obecneyenms 12.5.5

b

6e3onacHble 30HbI 9.1
paboTa B 6e3onacHbix 30Hax 9.1.5

6e3onacHble npoueaypbl Bxoga B cuctemy 11.5.1
6usHec, MHbOpMaUNOHHbIEe cucTeMbl ans 6usHeca 10.8.5

6usHeca, HenpepbIBHOCTL 14

MEeHe[)KMEHT HenpepbIBHOCTN 6usHeca 14

MeHeXXMEeHT acrneKTOB HEMpepbIBHOCTU BM3Heca, CBA3aHHbIX C 3aWuTon MHdopMauum
14.1

npouecc MeHeA)KMeHTa HenpepbIBHOCTN 6usHeca ANns BKIOYEHUS MHDOPMaLMOHHON
3awmnTel 14.1.1

niaHWpoBaHWe HenpepbiBHOCTM 6M3Heca, cTpykTypa 14.1.4

nnaHbl, pa3paboTka 1M peanvsaums HenpepbiIBHOCTN 6u3Heca,14.1.3

HenpepbIBHOCTb 6U3Heca 1 oueHka puckos 14.1.2

ncnbiTaHue, o6cnyxunBaHne 1 NOBTOPHas OLEHKa NiaHOB HeMNpepbiBHOCTU BusHeca
14.1.5

6n10KMpoBKa ceaHca Mo npesbiWeHnto N1nMuTa epemMerHn 11.5.5

B

Banuaauus
BXOAHbIX AaHHbIX 12.2.1
BbIXOAHbIX AaHHbIX 12.2.4

163



BHELLHWE CTOPOHbI 6.2
BbISIB/IEHWE PUCKOB, CBA3A@HHbIX C BHELWWHUMK CTOPOHamMu 6.2.1

BHYTPEHHSS opraHusaums 6.1

BO BpeMsi paboTbl No Hakmy 8.2

BO3BpaT akTneos 8.3.2

BCMOMoOraTe/ibHble KOMMYHasnbHble Cny»x6bl 9.2.2
BbIHOC UMyLlecTBa 9.2.7

BbISIB/IEHWE PUCKOB, CBA3AHHbIX C BHELWHMMK CTOPOHaMun 6.2.1

1

AncumnanHapHbii npouecc 8.2.3
AokasaTenbcTs, cbop 13.2.3
LOKYMEHTUPOBaHHbIE npoueaypbl akcnayatauum 10.1.1

[OCTYMHOCTb 2.5

X

XypHanbl onepaTopa u aagmmHucrpatopa 10.10.4

3

3awmTa
AaHHbIX XypHana 10.10.3
OT 3/I0HaMepeHHOro u MmobunebHoro koaa 10.4
opraHu3aumMoHHbIX 3anucen 14.1.3
3almMTa MHCTPYMEHTaNbHbIX CPeACTB ayanTta MHMOPMaLMOHHbIX cuctem 15.3.2
ncnbITaTeNbHbIX AaHHbIX CUCTeMbl 12.4.2
B npoueccax pa3paboTku u BcroMmoraTtesbHbIX npoueccax 12.5
yesioBeYeCcKnx pecypcos 8
obopyaoBaHus 9.2
obopyaoBaHus, Haxoaswerocs 3a npegenamum paboyero mecta 9.2.5
ceteBbix ycnyr 10.6.2
nonuTuka B obnactu 3awmTsl 5
nonutuka B 06,1aCTn 3awWnTbl, COOTBETCTBME el 15.2.1
aHanus u cneumdurkaumsa TpeboBaHun 3awmTel 12.1.1
cucTemMHom aokymeHTtaumm 10.7.4
CUCTEMHbIX annos 12.4
HeOoCTaTKM 3alUnTbl, COCTaBAEHME OTYETOB O HMX 13.1.2
3almTa opraHn3aunoHHbIX 3anucen 15.1.3
oT Bupycos 10.4
OT BHELUHMX W 3KOM0rnyeckmnx yrpos 9.1.4
ocduncos, KOMHAT n cpeacts 9.1.3
CUCTEMHOWN AoKyMeHTauun 10.7.4
yAaneHHbIX AnarHoctnyeckux noptos 11.4.4
yesioBeYeCcKmnx pecypcos 8

3alinMTa AaHHbIX N CEKPETHOCTb INYHON nHdbopMaumn 15.1.4

164



3awmTa nHdpopmaumm 2.5
0CBEeAOM/IEHHOCTb, 06pasoBaHue n nogrotToska B ob6nactu 3awmTbl MHPOpMauum 8.2.2
KOOpAMHaumMs 3awmTbl MHPopMauum 6.1.2
cobbiTe B cucteme 3awmTbl MHGopmaumm 2.6, 13.1
COCTaB/ieHME OTHYETOB 0 COBbITUAX B CUCTEME 3awmTbl MHDopMauum 13.1.1
WHUMAEHT B CMCTeMe 3awunTbl MHdopmauun 2.7, 13.2
M3BJIeYEHNE YPOKOB M3 MHUMAEHTOB B CUCTEME 3alunTbl MHGOopMaumn 13.2.2
BKJ/TIOYEHME 3alUMTbl MHPOpPMaLMK B NMpoLECC MEHEAXMEHTa HenpepbiBHOCTU 6u3sHeca 14.1.1
paspaboTka 1 peanusauums nnaHoB obecneyeHns HeNpepbIBHOCTM, BKAKOYAOLWNX 3aLUUTY
nHdopmaummn 14.1.3
opraHusaums 3awmTbl nHdpopmaumm 6
nonuTuka B obnactu 3awmTbl UHPopMaumm 5.1
NMporpaMMHbIi AOKYMEHT B 06s1acTu 3awmTtbl MHpopMauyum 5.1.1

3/10HaMepeHHbI Ko
cpeacTBa ynpassieHns NpoTMB 3/10HaMepeHHoro koga 10.4.1
3awmTa OT 3/10HaMepeHHoro koaa 10.4

30Ha norpysku 9.1.6

30Ha noctaBku 9.1.6

U

naeHTndukauyms
obopynoBaHus B ceTsAx 11.4.3
nonb3oBatenen 11.5.2

naeHTndunKaumsa npuMeHnMbix 3akoHoB 15.1.1
M3BJIeYEHNE YPOKOB M3 MHUMAEHTOB B CUCTEME 3alunTbl MHGopMaumm 13.2.2

nU3MeHeHune
npoueaypbl ynpasnexHmsa ana nameHexumi 12.5.1
M3MeHeHMe MecTa paboTbl No Hanmy 8.3
MeHeXMeHT naMeHeHmin 10.2.1
aHanM3 U3MEeHeHn onepaunoHHbIX cnctem 12.5.2
OorpaHMyeHus Ha U3MeHeHus B NakeTax nporpamMm 12.5.3
B yC/lyrax TpeTbel CTOPOHbl, MeHeaxMeHT 10.2.3

M30N5UMSA BaXHbIX cuctem 11.6.2
MMYLLEeCTBO, BbIHOC nMmyLlecrtea 9.2.7

nHdbopmMauusa
orpaHuyeHue goctyna K nHdopmaumm 11.6.1
pe3epBHOe KonuposaHue nHgopmauum 10.5.1
Knaccndukaumsa nHbopmaunm 7.2
obmeH nHdopmaumeri 10.8
nonuTuka u npoueaypbl obMeHa nHdopmaunen 10.8.1
npoueaypbl obpaweHms ¢ uHdopmaunen 10.7.3
MapkupoBka MHdopmaumnmn n obpalleHme ¢ uHdopmauunen 7.2.2
yTeyka nHdbopmaunm 12.5.4
MHdopMaunsa, caenaHHas obwenoctynHon 10.9.3
cpeactea obpaboTkn nHdbopmauun 2.4
cpeacTBa 06paboTkm MHbOpMaUMn Nx HenpaBwuibHOe ucronb3osaHune 15.1.5
npuobpeTteHne, paspaboTka n obcnyxmBaHne MHPOPMALMOHHbIX cuctem 12
CcpeacTBa ynpaBneHns ayanToMm MHPOPMaUMOHHbIX cuctem 15.1.3
3almTa MHCTPYMEHTaIbHbIX CPEeACTB ayauTa MHMOOPMaLUMOHHbIX cuctem 15.3.2
MHdOpMaLMOHHbIE cucTeMbl Ans 6usHeca 10.8.5

ncnbiTaHue, obcnyXkmBaHne n NOBTOpPHas OLeHKa naaHoB obecrnevyeHns HenpepbiBHOCTM 6usHeca 14.1.5
MCnblTaTeNbHble AaHHbIE CUCTEMBbI, 3alinTa 12.4.2

MCXOAHbIN KOA NporpamMMbl, yrnpasnaeHue A0CTYNOM K MCXOAHOMY Koay mporpammbl 12.4.3

165



K

Knaccungukaums
pyKoBOAALIME YKa3aHus Nno knaccudukaumm 7.2.1
Knaccudukaums nHpopmaummn 7.2

KOHTaKT
Cc opraHamu 6.1.6
CO cneuuanbHbiMK rpynnamMu 6.1.7

KOHTPOJIbHbIE XYPHanbl
XypHanbl onepaTtopa un agMmHuctpaTtopa 10.10.4
BeZleHMe KOHTPOSIbHOro xypHana 10.10.1
pernctpauus oTkasos 10.10.5
3alwmTa AaHHbIX XypHana 10.10.3

KOHdbUaeHUmanbHoCTb 2.5

KpunTorpaduyeckume cpeacrsa 12.3
MOINTUKA MO MCMOJIb30BAHUIO KpUNTOrpadmyeckmx CpeacTs ynpasnenms 12.3.1
peryanpoBaHue Kpuntorpadunyeckmx cpeacTts ynpasneHmsa 15.1.6

n

nukemaauns
obopyanoBaHus 9.2.6
HocuTenen nHgopmauum 10.7.2

NnYyHasa nHdopMaums, CEKPETHOCTb NMYHOM MHbopmaumn 15.1.4

MapkupoBka MHdopmauun n obpalleHne ¢ nHbopmaunen 7.2.2

MeHeXMeHT
aKTuMBOB 7
HenpepbIBHOCTHN 6usHeca 14
npomnssoauTenbHoctn 10.3.1
n3meHeHunn 10.1.2
U3MEeHEeHWUI B ycnyrax TpeTben ctopoHbl 10.2.3
obsi3aTenbCcTB Mo 3awmTte MHdopmauum 6.1.1
cpeacTB CBA3M M onepauui 10
KpunTorpadpuyeckmnx knwoven 12.3.2
acneKkTbl MeHeAXXMeHTa HenpepbiBHOCTN Bu3Heca, CBA3aHHble C 3awmTon nHdopmaummn 14.1
WHLUMAEHTOB B CUCTEMe 3alumTbl MHpopMaumm 13, 13.2
3awmnTbl ceten 10.6
npusunermn 11.2.2
CMeHHbIX HocuTenein nHdopmaumm 10.7.1
cucTtema MeHegkMmeHTa naponen 11.5.3
TexHu4yeckux cnaboeix mect 12.6
[0CTyna nonb3osartenen 11.2
CcpeacTB cBA3M 1 onepauun 10

MobunbHas obpaboTka 11.7
MobunbHast obpaboTtka u cBsaAsb 11.7.1

MO6UABbHBIN KOA
CpeacTBa ynpassieHns NpoTMB MobunbHoro koga 10.4.2
3awmTta oT MobunbHoro koaa 10.4

H

HagexHocTb 2.5
HEe3aBMCUMbI aHanM3 3awnTbl nHdopMaummn 6.1.8

HeoTpekaeMocTb 2.5
ycnyr 12.3.1

HernpaBubHOE NUCMNOIb30BaHMe cpeacTs 06paboTku nHdbopmaunm, npegorepawieHme 15.1.5
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HocuTenb MHdopMaumm
NuKBMAaumsa Hocutenen nHgopmauymm 10.7.2
obpalleHue c HocuTensamMn nHdopmaumm ¢ 10.7
HocMTEeNn nHgopmaumm npu TpaHcnoptuposke 10.8.3
CMeHHble HocuTenu nHdopmaumm 10.7.1

obmeH
cornawenuns o6 obmeHe 10.8.2
obmMeH nHdopmaumen 10.8
nonuTMKa u npoueaypbl obMeHa nHdopmaumen 10.8.1

obMeH coobLeHnsMn, aneKTpoHHbIM 10.8.4

obopyaoBaHue
naeHTudurkauns obopynosanHus B cetax 11.4.3
obcnyxuBaHue 9.2.4
3awmTa obopyaoBaHus 9.2
3awmTa obopyaoBaHus, HaxoasLwerocs 3a npegenamum paboyvero mecrta 9.2.5
6e3onacHas nMMKBMAALMSA Man NOBTOPHOE MCMosb3oBaHue obopyaosaHms 9.2.6
pacrnonoxeHue u 3awuta obopynosanms 9.2.1
obopynoBaHue, Haxoasweecs 6e3 npucmoTpa 11.3.2

obopyaosaHune nonb3osaTtens, Haxoasuweecsa 6e3 npucmoTpa 11.3.2

obcnyxuBaHune
obopynoBaHus 9.2.4
npmnobpeTteHmne, paszpaboTtka nu obcnyxuBaHne MHGOPMALMOHHbIX cuctem 12

obwenocrtynHasa nHdopmaumnsa 10.9.3

obs3aHHOCTH
pacnpeaeneHune obsasaHHoOCTeN No 3awnte nHdopmaumm 6.1.3
n ponn 8.1.1
pykosoacTBa 8.2.1
paboumne 10.1
nonb3oBatens 11.3
pa3genexue 10.1.3

o0bs13aTeNnbCTBa, CBsI3aHHble C NpekpaleHneM paboTbl No
Halrimy 8.3.1

orpaHuyeHue BpeMeHn coeanHeHmsa 11.5.6
orpaHMyeHuns Ha U3MeHeHusa B nakeTtax nporpamMm 12.5.3
oHnariHoBble caenku 10.9.2

onepauMoHHas cucTema
ynpaBieHue 4OCTYNoM K onepaunoHHon cucteme 11.5
TEXHUYECKUI aHaNn3 NpUIoXeHUI Nocne N3MEHEHU onepaLmMoHHon cuctembl 12.5.3

onucek aktneos 7.1.1

OopraHbl, KOHTaKT ¢ opraHamu 6.1.6

0CBEeAOM/IEHHOCTb, 06pasoBaHue n nogroToska B o6nactu 3awmTbl MHPOpMauum 8.2.2
otbop 8.1.2

OTKPbITbIA A4OCTYM, 30HbI OTKPLITOro 4OCTYyna, NoCTaBky U norpysku 9.1.6

n

naponun
MEeHe[)KMEeHT napoJsiein nonb3oBatens 11.2.3
cucTeMa MeHefXMeHTa naponei 11.5.3
ncnonb3osaHue naponen 11.3.1

nepea Hayanom paboTbl no Harimy 8.1
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nnaHbl obecrneyeHns HenpepbiBHOCTM 6usHeca
pa3paboTka 1 peanusaums naaHoB obecrnieyeHns HenpepbiBHOCTM 14.1.3
ncnblTaHne, o6cnyxnBaHne 1 NOBTOPHas OLEeHKa NiaHoB obecrneyeHuns
HenpepbIBHOCTU 6u3Heca 14.1.5

NOBTOpPHOE ucrnosnb3osaHne obopyaosaHms 9.2.6
noAOTYETHOCTL 2.5

nonutuka 2.8
yrnpasneHus goctyrnom 11.1
YMCTOro CTOM1A M YMCTOro 3KpaHa 11.3.2
obmeHa nHdopmaumeri 10.8.1
B o6nactu 3awmTbl MHdopMauum 5.1
Mo UCMNOSIb30BaHMIO Kpuntorpamnyeckmx cpeacTs ynpasnenmsa 12.3.1
B OTHOLLEHMW MUCMOJSIb30BaHUA ceTeBbiX ycnyr 11.4.1
B obnacTtu 3awmTbl 5

noMTUKa M CTaHgapTbl B obnacTtu, cootsetcTene um 15.2, 15.2.1
MOSIMTUKA YMUCTOrO CTONa M YUCTOro 3KkpaHa, 11.3.3

nonb3oBaTesb
MeHe)XMeHT A0CTyna nonb3osartenen 11.2
aHanu3 npas AocTyna nosnb3oaTtens 11.2.4
ayTeHTUdUKaumMa Ana BHEWHNX coeamHennii 11.2.4
naeHTndunkaumsa n ayteHtudukaumsa 11.5.2
MeHeaKMeHT naponen 11.2.3
peructpaumsa 11.2.1
obs3aHHocTM 11.3
obopyaoBaHue nonb3oBaTtens, Haxoasieecs 6e3 npucmoTpa 11.3.2

NMOCTOSIHHbIN KOHTPOJb
10.10 M aHanu3 ycnyr TpeTben CTopoHbl 10.2.2
ncrnonb3oBaHusa cuctem 10.10.2

notpebutenu, paccMoTpeHue 3awwmnTbl Nnpu paboTte ¢ notpebutenamm 6.2.2

npasa AocTyna
yAaneHue npas goctyna 8.3.3
aHanus npas goctyna 11.2.4

npaBa Ha MHTeNNeKTyanbHyt cobcTBeHHoCTb 15.1.2
npaBuibHaa ob6paboTka B npunoxeHmsax 12.2

npenoctasnenme ycnyr 10.2.1
MEHELKMEHT NMpefoCTaBNeHNsl yCNyr TpeTbein cTopoHbl 10.2.1

npefoTBpalleHne HeNpaBuIbHOIO MCNob30BaHMs cpeacts 06paboTku nHdopmaumm 15.1.5
npekpatieHve paboTbl no Hanmy 8.3
npuemneMoe Ucnonb3oBaHne akTneos 7.1.3

npuMeHeHne
ynpasneHue AoCTynoMm K cucteme 11.6
npasuibHaa obpaboTka B npunoxeHmsax 12.2
aHanus, nocsne U3MeHeHWn B ornepaunoHHON cncteme 12.5.2

npuobpeTeHune, pazpaboTka n o6CcnyxnBaHne MHPOPMaLMOHHbBIX cucTeM 12

nporpamMmHoe obecrneyeHue
ayTcopcuHrosas paspabotka nporpamMMmHoro obecnedenus 12.5.5
yrnpaB/ieHMe CUCTEMHbIM NMpPOrpaMMHbIM obecneveHnem 12.4.1
orpaHuyeHuns Ha U3MeHeHus B nakeTax nporpamMm 12.5.3

npoueaypbl
ynpaBneHus naMmeHeHmsammn 12.5.1
obmeHa nHdopmaumeri 10.8.1
obpauleHuns ¢ nHdopmaumen 10.7.3
Bxoaa B cuctemy 11.5.3
3KcnayaTaumoHHsle 10.1, 10.1.1
1 0653aHHOCTM MEHeMXMEeHTa nHunaeHTos 13.2.1

168



npoueAaypsbl akcnayataumm n paboune obszaHHocTm 10.1
npoueaypsbl 3KCAAyaTaumm, AOKyMeHTupoBaHHble 10.1.1
npouecchl pa3paboTky 1 BCnoMoraTe/ibHble NPOLLEeCChl, 3awWmTa B Hnx 12.5

npoyas MHdopmauusa 3.2

P

pabota B 6e3onacHbix 30Hax 9.1.5

paboTta Ha aomy
3awmTa obopynoBaHumsa 9.2.5
3awmTa Teneobpaborkm 11.7.2

pabota no Hanimy
BO BpeMsi paboTbl No HanMmy 8.2
nepea HayanoMm paboTbl No Hanmy 8.1
npekpatieHme paboTtbl no Hanmy 8.3

pa3saeneHue obasaHHocTen 10.1.3
B ceTax 11.4.5

pasfeneHve cpeacTs pa3paboTku, UCnbiTaHMa 1 akcnayataumm 10.1.4

pa3spaboTka
npuobpeteHne, paspaboTtka U obcnyxuBaHne MHOOPMALMOHHBIX cuctem 12
pasfeneHve cpeacTs pa3paboTku, UCnbITaHMA 1 akcnayaTaumm 10.1.4
nporpamMmHoro obecneveHusi, aytcopcmHrosas 12.5.5
3almTa B npoueccax pa3paboTku M BCnoMoraTtefbHbIX npoueccax 12.5

pacnonoxeHune obopyaosaHus 9.2.1

pacnpegeneHue knaoden 12.3.2

pacnpegeneHne o6s3aHHOCTEN No 3awnTte nHdopmaummn 6.1.3
pernctpauus otkasos 10.10.5

perynvpoBaHue Kpuntorpaduyecknx cpeacts ynpasnenuns 15.1.6

pe3sepBHoe KonuposaHue 10.5
mHdopmaumum 10.5.1

puck 2.9
aHanms 2.10
oueHka 2.11, 4.1
OLEHKA PUCKOB M HEnpepbIBHOCTb 6u3Heca 14.1.2
OUEeHKa 3HauuTenbHoCTH 2.12
MeHeIXMeHT 2.13
obpaboTka 2.14, 4.2

ponu un obsasaHHocTh 8.1.1
PYKOBOACTBO MO peanusaumm 3.2

pyKoBoAAWMK npuHumnn 2.3

C

cbop pokasatenbcts 13.2.3

caenku, oHnarHosble 10.9.2
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ceTb
ynpasneHus AOCTYynoMm B ceTb 11.4
ynpasneHue ceTeBbiMu coegnHennsamm 11.4.6
cpeacTtsa ynpasneHus ceTbio 10.6.1
naeHTudmnkaumsa obopyaosaHus B cetsax 11.4.3
ynpasneHue ceTeBov MaplipyTusauven 11.4.7
MeHeXXMeHT 3awmnTbl cetn 10.6
paspeneHue B ceTtax 11.4.5
ceTeBble yCNnyru, nosuTnkKa B OTHOLWEHMN UX UCMoNb3oBaHma 11.4.1
3awmTa ceteBbix ycnyr 10.6.2

CUMHXpOHM3auuns yacos 10.10.6

cucrtema
npuemka 10.3.2
npuobpeteHne, paspabotka U obcnyxueaHne 12
coobpaxeHus, kacawwmecs ayauta 15.3
cpeancTtBa ynpasneHus ayautom 15.3.1
3almMTa MHCTPYMEHTaNbHbIX cpeacTs ayamta 15.3.2
3awmTa CMcTeMHOM AokyMmeHTaumm 10.7.4
3alimMTa CUCTEMHbIX dalinos 12.4
niaHvposaHue un npmemka 10.3
MCnbITaTeNbHble AaHHbIE CUCTEMBbI, 3alinTa 12.4.2
NCMosib30BaHNE CUCTEM, MOCTOSAHHbINA KOHTPOJIb UCNONb30BaHMs cuctem 10.10.2
CUCTEMHbIE YTUANTBI, ucrnonb3osaHue 11.5.4

CUCTEMHbIE YyTUINTbI 11.5.4

cnaboe mecto 2.17 MeHe)KMEeHT TeXHMYeckmnx cnabbix mect 12.6
ynpaBneHne TeXHn4Yeckumm cnaboiMm Mectamm 12.6.1

CMEHHble HOCUTENN MHdOPMaLNK, MEHEAXXMEHT CMEHHbIX HocuTenen nHdopmaunm 10.7.1
CO6CTBEHHOCTb Ha akTuBbl 7.1.2

cornalweHus
YUYMTbIBAKOLWME 3ALLUNTY Y TPETbEN CTOpoHe 6.2.3
06 obmeHe 10.8.2
0 KoHdMaeHUManbHoOCTK 6.1.5

cooTBeTcTBME 15
topnanydecknm TpebosaHmam 15.1
noNTUKE N CTaHgapTam B obnactu 3awmTbl 15.2, 15.2.1
npoBepkKa TEXHMYECKOro cootTeeTcTemsa 15.2.2

COCTaB/IEHME OTHETOB
0 cobbITUSAX B cMcTEMe 3alWnTbl nHdopmaumm 13.1, 13.1.1
0 HepjocTaTkax B cucTteMe 3awmnTbl nHdopmaummn 13.1, 13.1.2

cpeacTBa ynpasieHus dusndyeckmM goctynom 9.1.2

CTPYKTYypa niaHMpoBaHMs HernpepbiBHOCTM H6usHeca 14.1.4

T

Tanm-ayTt 11.5.5
Teneobpabortka 11.7, 11.7.2

TEXHUYECKNN
TexHnyeckoe cooTBeTcTBmne 15.2.2
TEXHUYECKNI aHaNM3 NPUIOXKEHUI NOCNE N3MEHEHWNIA OMEPaLMOHHON cncTeMbl 12.5.2
ynpaBneHne TexHU4Yeckmmn cnaboimn mectamm 12.6.1
MEeHeXXMEHT TeXHUYeCcKknx cnabbix mect 12.6

TpeTbsl CTOpOHa 2.15
yyeT 3alnTbl B COrnalleHnax ¢ TpeTbMMM CTOpoHamu 6.2.3
MEeHe)KMEHT NpefoCTaBNeHNs yCnyr TpeTben cTopoHbl 10.2
MeHea)XMEHT U3MEHEHUN B yCnyrax TpeTbei ctopoHbl 10.2.3
NMOCTOSIHHbIA KOHTPOJIb U @aHanu3 ycnyr TpeTben CTOpoHbl 10.2.2
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y

yrposa 2.16

yAaneHve npas AocTyna
8.3.3

ynpasneHue 2.2, 3.2
cpeacTBa ynpas/sieHus NpoTMB 3/I0HaMepeHHoro koga 10.4.1
cpeacTBa ynpasneHus npotus mobunbHoro koga 10.4.2
BHYTpeHHel obpaboTkon 12.2.2
CUCTEMHbIM MporpaMMHbIM obecneyeHnem 12.4.1
ceTeBoW MapuipyTusaunen 11.4.7
ceTeBbIMM coeanHeHnsamu 11.4.6

ynpasneHue goctynom 11
K NpuKnagHbIM cuctemam 11.6
Aenosble TpeboBaHUA K yrnpasneHuto goctynom 11.1
K MHpopmauunm 11.6, 11.6.1
K cetam 11.4
K OnepaumoHHbIM cuctemam 11.5
nonuTuKa ynpasneHus goctyrnom 11.1.1
K MCXOAHOMY KoAy nporpammsbl 12.4.3

ycnosus paboTbl no Hanmy 8.1.3
YyCNyrun anekTpoHHow Toprosnu 10.9

yTeuka uHdopmauumn 12.5.4

(>

dusnyecknin
dunsndeckasn n akonornyeckas 6esonacHocTb 9
cpeacTsa ynpasneHus gpusmnyeckum goctynom 9.1.2
dusnyeckune HocuTenu npu TpaHcnoptuposke 10.8.3
dhunsnyeckmin nepumeTp 6€30MacHoOCTH

Ll

LeNI0CTHOCTb
coobuenmn 12.2.3

3

3N1EeKTPOHHas
Toproens 10.9.1
YyCNnyru aneKTpoHHou Toproenu 10.9
obMmeH coobuweHnammn 10.8.4
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