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JlaHHBI JOKYMEHT — TpEeThs PEAaKIUS TEXHUYECKOTO TepeBoja OpUTAHCKOTO
cTaHgapra, craBmiero mexayHapoaueiM - BS ISO/IEC 27005:2008. Asrtop mepeBoma —
CTapmuii 3KkcrepT no uH(popManuonHoi 6e3onmacHoctu [onmyn B.A. Bee mpaBa oxpansiorcs
coryiacHo nenctBytomeMy 3akoHonarenbetry. 3AIIPEIIIEHO JIFOBOE KOIIMPOBAHUE BE3
PA3PEHIEHUA BSI, KPOME PA3PEILIEHHOI'O B COOTBETCTBUU C 3AKOHOM Ob

ABTOPCKOM IIPABE

OOure mpuMevaHus epeBOUMKa 10 IEPEeBOly B JAHHOM pelaKLnu:
1. HekoTopsie o01ue npuMedanust nepeBoIunKa;

B cBsi3u ¢ mpuHsatuem ISO/IEC 27005, ISO/IEC 13335-
3:1999 u ISO/IEC 13335-4:2001 CTaHOBSITCS
HEJACHCTBUTEIBHBIMUA, T.6.  HEOOXOAMMO  OOpamarh
BHUMaHKe 3aka3unka, uro JICTY ISO/IEC 13335-3:2003 u
JACTY  ISO/IEC  13335-4:2005  yxe  moTepsuiu
aKTyaJIbHOCTB!

JUTSL TIPABUJILHOTO TTOHWMAHHMS KOHTEKCTAa BBIPAKECHUN B
CTaH/IapTE IMEPEBOTIMKOM BKIFOYCHBI KOMMEHTAPHH;

JMaHHble CcTaHmapT cymectBeHHO oTimyaeTcs oT ISO/IEC
Ist CD 27005 ot 2005t.;

2. byny pam 3a 3aMeuaHus KOJUIET M IPAaBKUA IEPEBOJA B pPEXUME

«HUCIIPABJICHUI).

BS ISO/IEC 27005:2008 Texuuueckuii mepesoa v.2.6 ot 4.02.2011
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IMpeaucaosue

Mexnaynapoanass opranuzanusi no crangaptuszauun  (ISO) u  MexayHapoanas
anekTpoTexunyeckas  komuccus (IEC)  oOpasyroT  crnenuuaau3upoOBaHHYIO — CHCTEMY
MEXIYHAPOJAHOU CTaHIapPTU3ALUH.

l'ocynapctBennbie opranu3anu, siisitoniuecs wieHamu [SO wim IEC, yyacTByroT B
pa3paboTKe MEXJIYHAPOAHBIX CTAaHAAPTOB IOCPEICTBOM TEXHHUYECKHX KOMMTETOB, CO3/IaHHBIX
COOTBETCTBYIOIIMMHU OPraHU3AIUSIMU 7151 pabOThI B OMpeIeIEHHBIX TEXHUUECKUX 00IaCTX.

Mexaynaponusie Texuudeckue komuteTsl ISO u IEC cotpyanuvaror B o0macTsx,
MPEJICTABIISIIOIINX UHTEpeC AJIsl 00eUX OpraHu3alui.

Kpowme Toro, coBmectno ¢ ISO u IEC B paboTe y4acTByIOT Apyrue rocyaapCTBEHHBIE U
HEroCyJJapCTBEHHBIE MEKTyHAPOIHBIE OpraHU3aIUH.

ITonroroBka MeXyHapOAHBIX CTAaHIAPTOB BEAETCS COIIACHO IPaBUJIaM, U3JI0KEHHBIM
Bo BTOopoi yactu Jupexktus ISO/IEC.

PazpaGoranHbie BapHaHThl MEXIYHAPOIAHBIX CTAHAAPTOB, HMPUHATHIE O00BEIMHEHHBIM
TEXHUYECKUM KOMUTETOM, IIEPEat0OTCsl OPraHU3aIMsIM-YIaCTHUKAM ISl YTBEPKICHUS.

Jlist mpuHATHS CTaHAapTa B KadyeCTBE MEXIYHAPOJIHOTO HEOOXOAMMO OAOOpeHHE HE
MeHee 75% HalMOHAIBHBIX OPTraHOB, YUYACTBYIOIIUX B TOJIOCOBAHHH.

Heo6xomuMo oOpatuTh BHUMaHME Ha TO, YTO HEKOTOPBIE SJEMEHTHI JIaHHOTO
MEXIYHApOJAHOTO CTaHAapTa MOTYT MOMAAaTh MO/ JCHCTBUE MaTEHTHBIX MPaB.

Opranuzauuu ISO u IEC He n0KHBI HECTH OTBETCTBEHHOCTH 3a OIPEIEICHUE KaKHUX-
100 U3 ITUX MATEHTHBIX MPaB.

ISO/IEC 27001 ObuT MOATOTOBJIEH COBMECTHBIM TexHHYeckuM kKomuteToMm ISO/IEC
JTC 1, Uaudopmanmonnbix TexHojorui, [Togkomuccueit TexHomoruit 6e3onacHoctu SC 27.

Otor mnepseii Bhimyck ISO/IEC 27005 mnpejacTaBiaser TEXHUYECKUH IEPECMOTp
cTangaprToB, otMeHy M 3ameny ISO/IEC TR 13335-3:1998 u ISO/IEC TR 13335-4:2000.
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Beenenue

OTOT MHTEPHAIIMOHAIILHBIN CTaHJapT 00ECTIEYMBAET PEKOMEHIALNH JJI1 MEHEKMEHTA
pucKoM HMHGOPMAIIMOHHON O€30MacHOCTH B OpraHU3alii, B OCOOCHHOCTH MOJICpPKUBAs
TpeOOBaHUs CMUB* (ISMS) cormnacuo ISO/IEC 27001. OaHako 3TOT HMHTEPHAIIMOHAILHBIN
CTaHJapT He o0ecreynuBaeT ONpeAeNEHHOM METOAOJOTHH Il MEHEKMEHTa PHUCKOB
UHPOPMALIMOHHON 0e30macHOCTH.  DTOT CTaHAapT  [peJHa3HaueH /js OIpenesieHUs B
OpraHM3aly MOAX0/la K MEHEKMEHTY PHUCKOB B 3aBUCUMOCTH, HAmNpuUMep, OT 00IacTu
neiicreuss CMUDB, o6nacTi NpuMeHEeHUsI MEHEDKMEHTa PUCKOB HJIM CEKTOPA MPOMBIIIUIEHHOCTH.
UtoOwel ocymectBuTh TpeboBanuss CMMUDB wMHOTHE CyIIECTBYIONMME METOAOJOTHUH MOTYT
BOCIIOJIb30BaThCsl CTPYKTYPOMU, OIIMCAHHOM B 3TOM MHTEPHALIMOHAIIBHOM CTaHapTe.

OTOT WHTEpHAUMOHAIbHBIA CTAHIAPT OTHOCHUTCA K MEHEIDKEpaM U COTPYIAHHUKAM,
KOTOpPbIE 3aMHTEPECOBAHBI B MEHEDKMEHTE PHCKAa MHPOPMALMOHHONW 06€30MacHOCTH B Ipezenax
OpraHu3alu M TI€ €CTh COOTBETCTBYIOLIME BHEIIHHUE CTOPOHBI, MOJACPKUBAKOLIUE TAKUE
JICUCTBUA.

! IIpumeuanne mepeBoquMKa — coKpamieHHas aO0pesuarypa ISMS (Information Security Management

System) — ato  CMUB (cucrema MeHemKMEHTa WH(OOPMALMOHHON 0GE€30IaCHOCTBIO) B HEKOTOPHIX JOKYMEHTaX
ynomuHaetcs niepeBos kak CYUD (cuctema MeHemKMeHTa HHPOPMAITHOHHOHN 06€30MacHOCTHIO)
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1 Ob6sacTb (rpaHuIbl) AedCTBUS

OT0T craHmapT oO0eCmeYMBacT PEKOMEHJAllMM Ul  MEHEUKMEHTa  PHCKOB
UH(QOPMAIIMOHHON 0€30IacHOCTH, KOTOpPBIE BKJIIOYAIOT MH(POPMAIMIO M MEHEPKMEHT PHUCKOB
0€30MacCHOCTH TEXHOJIOTHH TeIEKOMMYHHKAIHH.

Merto/pl, OMCaHHBIE B 3TOM CTaHJIApTe, COOTBETCTBYIOT OOLIMM MOHITHEM, MOACIIIM
u npoueccam, ykazanHeiM B ISO/IEC 27001. DTu pekOMEHIAIMU TpEIHA3HAYCHBI, YTOOBI
IIOMOYb PEATM30BaTh JOCTATOYHYIO HH(OPMALMOHHYIO 0€3011acCHOCTh, OCHOBAaHHYIO Ha MOAXO/E
MEHEJDKMEHTa PUCKAMHU.

JIns 3aKOHYEHHOTO TOHMMAHMS 3TOrO CTAaHIApTa Ba)KHO 3HAKOMCTBO C TOHSATHSIMH,
MOJIEJISIMH, TIpolieccaMu ¥ TepMuHoIioruel, onucannoii B ISO/IEC 27001 u ISO/IEC 27002.

DTOT MEXTyHapOIHBII CTaHIAPT SIBJISCTCS TPUMEHUMBIM KO BCEM THIIaM OpraHU3aIii
(HampuMep, KOMMEpYECKHE HpEIIPHITHs, HNPaBUTEIbCTBEHHBIC areHTCTBAa, HEKOMMEpUYECKHE
OpraHM3aluM), KOTOpbIe HAMEPEBAIOTCS OCYLIECTBIATH MEHEDKMEHT PUCKAMH, CTAaBAIIUMH HOA
yrpo3y HHGOPMALMOHHYIO 0€3011aCHOCTh OpraHU3aIIH.

2 HopMaTuBHBIE CCHLIKH

JInsi mpUMEHEHUs] TOro JOKYMEHTa HEOOXOIMMbI HYDKEYKa3aHHbIC JOKYMEHTBHI, Ha
KOTOpbIC  JICNAIOTCS  CChUIKM. J[Iss  JaTUPOBAaHHBIX  CCBUIOK  MPHMEHSETCS  TOJBKO
NPOLUTHPOBAaHHOE M3aaHue. i He JaTUPOBAHHBIX CCHUIOK NMPUMEHSETCS MOCICIHES U3TaHUC
JIOKYMEHTa, Ha KOTOPBIA UIET CChLIKA.

ISO/IEC 27001:2005, MudopmarimonHasi TeXHOJOTHsI - MeToibl 3amuThl - CHCTEMBI
MEHEKMEHTa HHPOPMAIIMOHHOM O6e30macHoCTH - TpeboBaHus

ISO/IEC 27002:2005, WudopmaimoHHass TEeXHOJIOrHS - MeEToabl 3amuThl -
[pakTHyeckoe pyKOBOACTBO Il MEHEDKMEHTa HH(DOPMAIMOHHON 0€30MaCHOCThIO

3 Onpenenenust

B sTOM moKyMeHTe mpUMeHSIOTCS TepMUHBI U onpenenenus nanneie B ISO/IEC 27001
u ISO/IEC 27002.

3.1 Bo3aeiicTBue (impact)
He6J’Ial"0HpI/I}ITHOG N3MCHCHHC YPOBHS JOCTUTHYTBIX ousHec ueneﬁ

3.2 Puck nunpopmanuonnou o6esonacHoctu (Information security risk)
NOoTCHUUAaJIbHas Yrpo3a OKCILUTyaTaluu YA3BHUMOCTH aKTHBAa WKW TPYHIIbI HEHHBIX CBOI\/'ICTB,
BbI3bIBas, TAKUM O6p830M, BpEa OpraHu3aliun

[TPUMEYAHMUE, st0 wu3MepeHue B TepMHHAX KOMOMHALIMKM BEPOSTHOCTU Clydas U €ro
OCJIICACTBUA.

3.3 lIpenorBpamenne pucka (risk avoidance)

pPCHICHUC HE 6BITL BOBJICUEHHBIM WJIN ﬂeﬁCTBHC yf/'ITI/I H3 CUTyalluu pruCKa
[ISO/IEC Guide 73:20027]

2 Ilpumeuanue nepeponuuka - CM. TyT u nanee 8-Mp TepMuHOB B cooTBercTBuM ¢ ['OCT P 51897-2002 «MeHEIKMEHT pHCKA.

TepMuHEI U onpeneneHus» (IPUM. IEPEBOAIHKA)

BS ISO/IEC 27005:2008 Texuuueckuii mepeson v.2.5 ot 22.01.2009 7
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3.4 KommyHnukamus pucka’ (risk communication)
OOMmen uH(OpMALKEH O PUCKE WM COBMECTHOE HCIOJIB30BAHHE JTON HH(POPMALUU MEKIY
JIUIOM, HpI/IHI/IMaIOH_[I/IM peH_IeHI/Ie 158 I[pyTI/IMI/I HquaCTHBIMI/I CTOpOHaMI/I

[ISO/IEC Guide 73:2002]

3.5 KoanyecTBeHHas1 oneHKa pucka (risk estimation)

IIpouecc nprucBOEHUs 3HAYECHUN BEPOSTHOCTH U ITOCIIEICTBUM pUCKa.

[ISO/IEC Guide 73:2002]

[TPUMEYAHHUE 1. B xoHTeKcTe 3TOro MHTEPHALMOHAJIBHOIO CTaHIApTa, TEPMHH ‘‘activity”
(1eaTeNTbHOCTh) HMCMOJB30BAaH BMECTO TEpMHHA ‘‘process” (Iporecc) Uisi KOJWYECTBEHHOM
OLIGHKHU PHUCKa.

I[TPUMEYAHMUE 2. B koHTEKCTE 3TOT0 MHTEPHAIIMOHAILHOTO cTaHaapTa, TepmuH “likelihood”
(BO3MOKHOCTB) ~ HCIIOJIb30BAaH  BMECTO  TepMuHa  “probability”  "BeposrHocTs" s
KOJIMYECTBEHHOW OLICHKH PUCKA.

3.6 Unentuduranus pucka (risk identification)

[Iporiecc HAaXOXXIAEHHS, COCTABJICHHUS IEPEYHS U OIMCAHUS JICMEHTOB PUCKa

[ISO/IEC Guide 73:2002]

[TIPUMEYAHHE B KoHTEKCTe 3TOr0 HMHTEPHAIMOHAIBLHOTO CTaHIAPTa, TEPMHH «activity»
(IesATEeIBHOCTD) HCIIOJIB30BAaH BMECTO TEPMHHA «processy (mporece) it HACHTU(HUKALMH PUCKA.

3.7 Cam:xkenue pucka (risk reduction)

I[efICTBHﬂ, OpCANpUuHATBIC A1 YMCHBIICHHA BCPOATHOCTHU, HCTAaTHBHBIX HOCHGI{CTBI/If/'I NI
TOr0 1 Apyroro BMECTC, CBA3aHHBIX C pUCKOM

[ISO/IEC Guide 73:2002]

[TPUMEYAHMUE B koHTEKCTE 3TOr0 MHTEPHAIIMOHATBHOTO cTaHAapTa, TepmuH “likelihood”
(BO3MOXHOCTb) MUCHOJIb30BaH BMECTO TEpMHUHA “probability” (BEpOATHOCTD) AJIsI CHUKEHUS
pHCKa.

3.8 Coxpanenne pucka (risk retention)

[TpunsTHEe OpeMeHu NOTeph UM BBITOJl OT KOHKPETHOTO PUCKA.

[ISO/IEC Guide 73:2002]

[TPUMEYAHMUE B xoHTekcTe pucKOB MHPOPMAITMOHHOI 0€3011aCHOCTH, PaCCMaTPUBAIOT
TOJBKO OTPULATENIbHBIE TOCIEACTBUS (IOTEPH) AJISl COXPAHEHUS PHCKA.

3.9 Ilepenoc pucka (risk transfer)’

Paznenenue ¢ qpyroif CTOpOHON OpPEMEHH MOTEPh WM BBITOJI OT PHUCKA.

[ISO/IEC Guide 73:2002]

[TPUMEYAHUNE B koHTekcTe pHCKOB HH(POPMAIIMOHHON 0€30MacHOCTH, paccMaTpUBaIOT
TOJIBKO OTPULATENIBHBIE MTOCIIEACTBUS (IOTEPHU) ISl IIEPEHOCA PHUCKA.

4 CprKTypa ITOI0 HHTCPHAINOHAJBHOI'0O CTaAaHAApTa

3 o
HpnMeanme TICPEBOAYNKA — B JAaHHOM CTaHIAPTE HE YUYUTHIBACTCA «PUCK KOMMYHUKAIIUN», B KOTOPOM YYUTBIBACTCA PUCKHA B CBA3U

¢ nepejavel HHGOPMAIMH Pa3HBIMI METO/IAMH.
4 Tpumeuanne nepeBomurka (JUIs HHGOPMAIHH):

1. 3akoHOnaTeNbHbIE WIH OOs3aTeNbHbIE TPEOOBAHMS MOTYT OTPaHHUYMBATH, 3alpeIlaTh HIM IOPYdYaTh IIEPEHOC ONPEIEICHHOTO
pHCKa.

2. Tlepenoc prcka MOKET OBITh OCYIIECTBIICH CTPAXOBAaHUEM HIIM APYTHIMH COTJIANICHUSMH.

3. [lepeHOC prcKa MOXKET CO3/]aBaTh HOBBIN PUCK MM MOAU(DHUIIMPOBATH CYLICCTBYIOIINHA PUCK.

4. Tlepemernenne HCTOYHNKA HE ABIAETCSA MEPEHOCOM PUCKA
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DTOT  CTaHAapT  COJAEPXKUT  ONHCAHME  TMpollecca  MEHEIKMEHTa  PHUCKOB
nH(pOpMaIMOHHOM 0€301TaCHOCTH M €T0 JACHCTBUM.

OcnoBHas unpopMmarys rnpenocrasiena B Pasnuene 5.

OO6mmit KkpaTkuii 0030p mporecca MEHEIKMEHTa PHUCKOB HMH(POPMAIIMOHHOMN
Oe3omacHocTH J1aH B Paznene 6.

Bce neiicTBusi MeHE)KMEHTa PUCKOB MH(POPMAIIMOHHOM 0€30MacHOCTH MPEACTaBICHBI
kak B Pa3gene 6, Tak 1 BIOCIEACTBUM ONMCAHBI B cieayomux Pasaenax:

e yCTaHOBJEHUE coCTOsAHMS B Pasznene 7,
orieHka pucka B Paznene 8,
obpaboTtka pucka B Paziene 9,
npuHsaTHe pucka B Paznene 10,
nepeHoc pucka B Paznene 11,
KOHTpOJIb U IEPECMOTP pUCKOB B Paznene 12.

JlononHuTenpHast uHpOopMaIs TS JIEUCTBUI MEHEKMEHTA PHUCKOB
WH(OPMALIMOHHONH O€30MacHOCTH TMPEACTaBIeHA B MNPUIOKEHHUSAX. YCTAaHOBIEHHE O0JIaCTH
MpUMEHEHUsS HaxoauT oTpakeHue B Ilpunokenuu A (ompexaenser oOIacCTh NMPUMEHEHHS U
TpaHUILIBI MIpoliecca MEHEKMEHTa PUCKOB MH(OpMaLIMOHHON Oe3omacHocTH). Mnentudukanus,
OIICHKAa aKTHBOB M OLIEHKU BO3JeHCTBUs oOcyxnatorcs B I[lpunoxenun B (mpumepst st
akTuBOB), [Ipunoxxenue C (mpumepbl THIHYHBIX yrpo3) u [Ipunoxkenue D (mpumepsl THITHYHBIX
ySI3BUMOCTEH).

[Tpumepsl MOX0IOB OIICHKU PUCKa UH(DOPMAIIMOHHOM 06€30MacCHOCTH MPECTABICHBI B
IIpunoxenunn E.

OrpanuyeHus Ui CHUKEHHS pucKa rpeacrasiensl B [Ipunoxxenuu F.

Bce neiicTBus MeHeI)KMEHTa PUCKOB Kak IpejacraBieHo oT Pasnena 7 no Paznena 12
CTPYKTYpPUPOBAHBI CIEAYIOIIUM 00Pa3oM:

Bronnas wunbopmarmsa: Uaentudunupyer 00y 3ampoiieHHYy0 HWHGPOPMAIHIO,
YTOOBI BBITIOJIHUTD JIESTEIHHOCTD.

[letictBue: OMUCHIBACT IEITEIBHOCTb.

PykoBoncTBo peanuzanmu: Jlaer npeacTaBieHUE O BBINOJIHEHUM JeWcTBHs. YacThb
ATOTO PYKOBOJCTBA BO BCEX CIy4yasx, BO3MOXXHO, HE SIBJIIETCS BCEOXBATHIBAIOIIMM U TaKUM
00pa3oM MOTYT OBITh Ipyrue 0oJiee MOIXOSIINE CITIOCOOBI BEITIOTHUTH IEHCTBUE.

Boixoanas nponykius: Uaentudunupyer o0y uHOpMaIUio, MOTy4YeHHYIO MOCTe
BBITIOJIHEHUS] MEPOTIPUSATUH.

S IIpeanocbuIKK

HeoOxomuM cucTeMHBIH TMOAXOM K MEHEKMEHTY pPHUCKOB HH(OPMAIIMOHHOM
0€30MacHOCTH, 4YTOOBI HMACHTHU(PUIIMPOBATh OpPTraHU3AIMOHHBIE TMOTPEOHOCTH OTHOCHUTEIIBHO
TpeboBaHuil HH(HOPMALIMOHHON 0€30MaCHOCTH U cOo31aTh d(P(HEKTUBHYIO CUCTEMY MEHEIKMEHTA
uHpopmarnmonHoit 6e3onacHoctu (CMUB). Dtor moaxom momkeH OBITH MOAXOASIINM ISt
Cpelbl OpraHM3allid W B YAaCTHOCTH JIOJDKEH OBITh YpPaBHOBEIICHHBIH MOAXOJA IOJTHOTO
MEHEKMEHTa PUCKOB Tpeanpusatus. Bee ycunus mo 6e3omacHOCTH AOMKHBI 3PGEKTUBHBIM U
CBOEBPEMEHHBIM CIIOCOOOM OOpaTUThCA K pUCKaM, TJA€ W KOTJa OHU HEOOXOJUMBI.
MeHeKMEHT PUCKOM WH(GOPMAIMOHHONH 0€30MacHOCTH JOJKEH OBITh HEOTHEMJIEMON YacThiO
BCEX JEHUCTBUM MEHEIKMEHTa HMH(POPMAIMOHHON O€30MacHOCThI0O U OTO JOHKHO OBITh
MPUMEHEHO KaK K pealin3alliy, TaK ¥ K HenpepblBHOCTH onepannn CMUB.

MeHemKMEHT pUCKOB MH(POPMAIMOHHON 0€301aCHOCTH JIOJDKEH OBITh HEMPEPHIBHBIM
nporeccoM. Ilporecc MOMKEH YCTAaHOBHUTH OKPYXKAIOIIYI0O OOCTAaHOBKY, OIICHHTH PHCKH,
00paboTarh PHUCKH, HCIONB3ySd IUIaH OOpaOOTKH PHCKA, OCYIIECTBUTh PEKOMEHIANH U
pemieHusi. MeHeIKMEHT PUCKOB aHAIU3UPYET TO, YTO MOXKET CIYUYUTHCS U KAKOBBI BO3MOXKHbBIE
MOCJIEJICTBHSI MOT'YT OBITh MIPEXK/IE, UEM PEIIUTh TO, YTO JIOJDKHO OBITH CIIETIAaHO W KOTJIa, YTOOBI
CHU3HUTH PUCK 10 TPUEMIIEMOTO YPOBHSI.
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MeHeDKMEHT PHUCKOB  HMH(DOPMAIIMOHHOW 0€30MacHOCTH JIOJDKEH COJACHCTBOBATH

CIIEYIOIIEMY:

e HJIEeHTU(UKAIUU PUCKOB;

® OIEHUBATh PUCKU B TEPMHHAX UX MOCJIEICTBUN K OU3HECY U BEPOATHOCTH UX B
MHIUICHTAX;
BEPOSTHOCTH U TIOCJIEJCTBUS ATUX PUCKOB JOJDKHBI OBITH IOBEJICHBI M ITOHSTHI,
IPUOPUTETHOCTU KAaTETOPHI I yCTaHABIMBAEMON 00pabOTKH PUCKOB;
OPUOPUTETY I ACHCTBUHM, YTOOBI YMEHBIIUTDH MOSIBIICHUE PHCKOB;
BOBJICKAGMBIM TIPHYACTHEIM CTOPOHAM® (IPHMEUYAHHE IEPEBOTYMKA — STO HE
CHHOHMM C 3aHHTEPECOBAHHBIMI CTOPOHAMH'!), KOr/a PEIICHHs MEHEKMEHTA
PHUCKOB MPUHSATHI U JIEPIKATCSI B Kypce cTaTyca MEHE)KMEHTa PUCKOM;

¢  5pPEeKTUBHOCTH KOHTPOIISI 00pabOTKU PUCKA;

® pHUCKM M TpoIecC MEHEIKMEHTa PUCKOB JOJDKHBI OBITh H3MEPSAEMBIMH U

PEryIspHO MepecMaTpUBaThHCS,
¢ (ukcupoBaTh HHOOPMAIIHIO, YTOOBI YIIYUIIHTH MOIXO0/IbI MEHEPKMEHTA PUCKOB,
e MeHeKepaM U KBATU(UIMPOBAHHBIM  CIIEHUATUCTaM, 00pabaThHIBAIOIINX
UH(POPMALIKIO O PHCKAX U MPEIIPUHATHIX JEHCTBUSAX, YTOOBI CMSTYUTD UX.
[Ipouiecc MeHemKMEHTa PHUCKOB HHMOPMALMOHHOW O€30MacHOCTH MOXKET OBITh

NPUMEHEH K OpraHW3ali B IIEJIOM, JIFOOOW JMCKPETHOW YacTH OpraHM3aluu (Hampumep,
otneny, (U3N4ecKoMy MECTOIOJIOKEHHIO, CEPBHCY), JIF0OOH CyliecTBYOIIeH HHHOPMAITMOHHON
cUCTeMe, 3aIUIaHUPOBAHHBIM WM CHENU(DUYECKHM acleKTaM MEHEKMEHTa (Hampumep,
TUTAHUPOBAHHIO HETIPEPHIBHOCTU OM3HECA).

6 KpaTkmuii 0030p npouecca MeHeXKMEHTAa PUCKA

UH(POPMALMOHHOI 0€e30IMaCHOCTH

IIporiecc MeHemxkMeHTa pucka HHGPOPMAIMOHHONH O€30IacHOCTH COCTOUT U3
YCTaHOBJICHUSI OKpyxatomieid oocranoBku (Pasznmen 7), ouenku pucka (Pazmen 8), o6paborku
pucka (Pazgen 9), npunstus pucka (Pazgen 10), kommynukanuu pucka (Pazgen 11), konTposns
pucka u ero nepecmotpa (Pazmen 12).

5 o
IpumMeuanue nepeBouMKa: NpuyacTHas cropoHa (Stakeholder): mo6oii HHAMBHYYM, IPYIIIIa WM OPraHU3aLHsl, KOTOPbIC MOTYT

BO3/ICICTBOBATh HA PHCK, MMOJBEPTATHCS BO3JEHCTBHIO HJIH OIIYLIATh Ce0s MOBEPKEHHBIMH BO3ICHCTBUIO PUCKA.

IIpumeuanus:
1.JIuno, npHHUMAIOIIEE PEIICHUE, TAKXKE SIBJISETCS IPUYACTHOH CTOPOHOIL.

2.IlpnuyactHasi CTOPOHA BKIIOYAET B ce0sl 3aMHTEPECOBAHHYIO CTOPOHY, HO MMeeT Goiee IIMPOKOe 3HAYCHHE, YeM 3aHHTEPECOBAaHHAsI CTOPOHA
6 .

Ipumeuanne nepeBoguYMKa: 3aMHTEpecOBaHHas CTopoHa (interested party): Jlumo wmm rpymma Jiki, 3alHTEPECOBaHHBIC B
JCATEIIHOCTH WIJIM  yCIIeXe OpraHu3alud. [IpuMmepsl: MOTpeOHTENH, BIaJeiblibl, PaOOTHUKH OPraHW3aliH, [OCTABIIMKH, OaHKHPBI,

acconuanuu, HapTHépLI WK 0OIIECTBO.
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YcraHoBneHue coctosHus

OueHka pucka

AHanus pucka

MaeHTudbukaumsa pucka

Konu4ecTeeHHas oueHKa pucka

OueHuBaHne pucka

KommyHukaums: pucka

Het

MOHUTOPMHT 1 NEPEecMOTP PUCKOB

MepBan TOYKa pelweHns pucka
YaoenersoputentHan oueHka

PaccmoTpexune pucka

BTopas TOYKa pelleHns pucka Her

NepepaboTka oCTaTOMHS

MpuHaTHE pucka

KoHel nepsoro unv nocneayowux nosTopeHsuin

PucyHok 1, MNpouecc ynpasneHns puckoM WHMOPMaUMOHHOW Be30NacHOCTH

Pucynok 1 wmimmocTpupyer, 4TO TPOIECChl MEHEIKMEHTa PUCKA SBISIOTCS OOBIYHO
UTEPaLMOHHBIMHI ISl OIICHKU PUCKA W/HIIH JCUCTBHAM 00pabOTKU PUCKOB.

WTepaniioHHBIN MOIXOA K MPOBEACHUIO OICHKH PUCKA MOXET YBEIHYUTHh TIYOMHY U
JIeTall OLEHKH TPH KaXJ0oH wurepanmu. MrepanuoHHBIA Mmoaxox oOecrednBaeT XOpollee
paBHOBECHE MEXIy YMEHBIICHHEM BpPEMEHH W YCWIMEM, TOTPAYeHHBIM B HWICHTU(QUKAIIH
KOHTpOJIEH Bce enié rapaHTHPYs, YTO BHICOKHE PUCKHU OI[CHEHBI COOTBETCTBEHHO.

VYcranaBnuBaeTcs cHaydajla KOHTEKCT. [locie 3Toro mpoBoauTcst oneHka pucka. Ecin
IPEJOCTABIEHO JOCTAaTOYHO HMH(POPMALMK, YTOOBI OINpeneNuTh APQPEeKTUBHbIE IEHCTBHS,
TpeOyeMble UII M3MEHEHHs PHCKOB JO MPHUEMIIEMOTO YPOBHS, TOT/Ia 3a/Jadya 3aKOHUYEHA H
crnenyer oOpaborka pucka. Ecnmu wHpOpMamuu OyaeT HEIOCTaTOYHO, TO CIEIyeT Ipyras
UTEpaIysi OIEHKH PHUCKA C MIEPECMOTPEHHBIM KOHTEKCTOM (HaIpuMep, KPUTEPHH OICHKH PUCKa,
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KPUTEPUU JOMYCTUMOCTH PUCKA WM KPUTEPUU BO3ACUCTBUS) U BO3MOXKHO OYJET MPOBOIUTHCS
Ha OrPaHWYCHHBIX YACTSIX MOJHOM 00JacTH MpuMeHeHus (cM. puc 1, Touka pemieHus pucka 1).

D dexTuBHOCTE 00pAOOTKH PUCKA 3aBUCUT OT PE3YyJIbTATOB OIICHKH prucka. Bo3aMoxkHO,
4yTO 00paboTKa prcka He Oy/eT HEMEUICHHO MPUBOJIUTH K MPHUEMIIEMOMY YPOBHIO OCTaTOUYHOTO
pucka. B 3TOoil cuTyauuu, Apyras uTepauys OLUECHKHA PUCKA C MU3MEHEHHBIMU KOHTEKCTHBIMH
napaMerpamu (Harmpumep, OlleHKa pUcKa, MPUHATHE PUCKA WM KPUTEPUU BO3JIEHCTBUS), MOKET
B CIydae HEOOXOAMMOCTH TPeOOBAThCS U COMPOBOKIATHCS JajbHEIIel 00paboTKo# pucka (cm.
puc 1, Touka pemeHus pucka 2).

[IpuéMHBIN ypOBEHb pUCKA TOJDKEH FapaHTUPOBATh, YTO OCTATOYHBIC PUCKU IPUHATHI
SIBHO' MEHE/KepaMHl OpraHu3aluu. JTO OCOOEHHO BaXXHO B CHUTYyallUd, TIE pean3alus
MEHEPKMEHTA HE NIPUHSATA WU OTJIO0XKEHA, HAIPUMEp 3aTPaThI.

Bo Bpemsa Bcero mpoiiecca MeHEKMEHTa pucka HWHGOpPMALMOHHOW Oe30MmacHOCTH
Ba)XHO, YTO PUCKU U MX 00pabOTKa COOOIIEHBI COOTBETCTBYIOIIMM MEHEKEPAM H CIIy:KEOHOMY
nepcoHainy. TouHnas nadopmanus 06 UISHTUPUIHUPOBAHHBIX PUCKAX MOKET ObITh OYEHb LIEHHOM
nepes; 00pabOTKOW PUCKOB, JIJISI TOTO YTOOBI YIIPABISATh MHIUJICHTAMH U IIOMOYb YMEHBIIHUTH
noTeHuuanbHbll  ymep0. IloHnMaHue MeHemKepaMu U CIyKeOHBIM TEPCOHAJIOM PHUCKOB,
XapakTepa KOHTPOJS Ha MecTe, CMsr4aeT pPUCKM U O0JIacTH TPEBOTU K OpraHU3alluy,
CIOCOOCTBYSl PEHICHUIO HWHIUACHTOB U HEOXHIAHHBIX COOBITHI caMbiM 3(PQPEKTUBHBIM
crioco6oM. J[oiKHBI OBITH 3apErUCTPUPOBAHBI JACTANBHBIC PE3YyIbTAaThl KAXKAOH NEATEIbHOCTH
mpolecca MEHEIKMEHTa PUCKOM HH(OPMAIMOHHOW O0€30MacHOCTH M OT BTOPOTO IyHKTA
peLIeHUs PUCKa.

ISO/IEC 27001 ompenensieT, 4TO MEHEKMEHT, OCYIIECTBIEHHBIN B IIpe/iesiaXx 00JacTu
BUJIUMOCTH, Tpanull 1 koHTekcta CMUDB nomken ObITh OCHOBaHHBIM Ha puckax. [Ipunoxenue
mporecca MEHEPKMEHTa PUCKOM MH(GOPMAIMOHHONW 0€30MacHOCTH MOXKET YAOBIETBOPUTH 3TO
TpeboBanue. ECTh MHOTO IMOAX0/I0B, KOTOPBIMU MOKET OBITh YCHEIIHO OCYIIECTBIEH MPOIECC B
opranmzanuu. OpraHuzanus 0JDKHA HCIIOJIb30BaTh JIydllMe HAOOPHI JIOOBIX IMOIXOA0B HX
00CTOSITENBCTBA /AJIS1 KaXKI0T0 ONPEAeIEHHOrO MPUIIOKEHUSI ITpolLiecca.

Ha srane «ananupoBanus» CMUDB onpenensieT cocTostHUS, MPOBOJUT OLEHKY PHUCKA,
pa3pabaThIBaeT 1jiaH 00pabOTKM pucCKa M MPUHSATHE PUCKA — ITO SIBJISETCS BCEM YacThiO (pa3bl
"mnana". B "ocymectBienun" CMUMUbB mosTanHo OCYIIECTBISET ACUCTBUS M PETYIMPOBAHME,
TpeOyemble YyTOObl YMEHbBIIATh PUCK 10 MPHUEMJIEMOrO YpPOBHS, TPEOYEMBIX COIVIACHO IUIaHY
o0Opabotku pucka. B ¢aze "mpoepku" CMMUB omnpenenser moTpeOHOCTH MeEHeIXepam B
MepecMOTpax OIEHKH PUCKA U UX 00paOOTKHU B CBETE MHIIMICHTOB U U3MEHEHUN 00CTaHOBKU. B
daze "ucnomHeHUS" BBIMONHSIIOTCS JIOObIE TpeOyemble NEHCTBUS, BKIIOYas JTOMOJHUTEIHLHOE
IPUMEHEHNE TPOLECCOB MEHEIKMEHTA pUCKOM MH(POPMAIIMOHHOM 0€3011aCHOCTH.

Crnenytomnias Tabnuila CyMMHpYeT ACHCTBHUS MEHEI)KMEHTa PUCKOM HH(OpMAaIMOHHON
0€30MacHOCTH, OTHOCAIIMECS K YeThIpéM (azam npourecca CMUB:

Ta6nuua 1. PerynupoBaHne CMUB 1 npouecc meHeg)XMeHTa pUMCKoOM MHdOpMaLMOHHOMN
6e3onacHocTH

Ipouecc CMUB IIpouecc MeHeIKMEHTA PUCKOM
nHopManoHHol fe3o0macHOCTH
[Tnaruposanwue (Plan) YcraHOBIIEHHUE KOHTEKCTA

Or1eHKH pHCcKa
Pa3paboTka mrana o6paboTku prcka
[Ipunstue pucka

Ocymectienune (Do) Peanmu3amus miiana o6paboTKH prucka
IIposepka (Check) HenpepbiBHBINH KOHTPOJIb U PACCMOTPEHUE
PHCKOB

7 "
HpI/IMe‘IaHI/IC TIEPEBOAYHKA: TIOHATHE «IBHO IPUHATHI MEHCIPKMEHTOM» 0603HaqaeT, YTO MEHEDKMCHT MUCbMEHHO B OIPEACIICHHBIX

JOKYMEHTAX IMPUHAI OCTaTOYHBIC PUCKHU.
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Hcnonnenne (Act) Ionnepkka u yIydlleHHE PUCKOB
nHPOPMAMOHHON OE30MMaCHOCTH
IIpouecc MeHemKMEHTa

7 YcTAaHOBJIEHHE KOHTEKCTA

7.1 Obowuit ananus

Beonnas wundopmaumsa: Bes wunbopmanus o0 opraHuzanuu, OTHOCALIasCS K
YCTaHOBJICHHIO KOHTEKCTa MEHEP)KMEHTa PUCKOB HH(DOPMAIIMOHHOW O€30IMacHOCTH.

JleficTBUE: JOMKHO OBITH YCTAHOBJEHO COCTOSIHHE JUISI MEHEIKMEHTa PUCKOM
WH(OPMAIIMOHHON 0E30MaCHOCTH, KOTOPOE OCYIIECTBISET YCTAHOBKY OCHOBHBIX KPHUTEPHEB,
HEOOXOMMBIX JIJII MEHEHKMEHTA pUCKOB HHGOpMAIIMOHHOK Oe3omacHocTH (7.2), onpeneneHue
obmacth mnpuMmeHeHuss U TpaHull (7.3), YCTAaHOBJIEHHE COOTBETCTBYIOIICH OpraHU3aIINH,
OCYIIECTBIISIONIEH MEHEKMEHT PUCKOB HHGOpMallmoHHON Oe3omacHocTH (7.4).

PyKoBOACTBO peanu3aiuu:

DOTO ABIAETCS OCHOBHBIM, UTOOBI ONpPENENUTh L€db MEHEI)KMEHTa PHCKOB
WH(OPMAIIMOHHOTO O€30MacCHOCTH, IOCKOJIBKY 3TO 3aTparkBacT BeCh IMpoIecc M 00JacTh
MPUMEHEHHUS YUPEKIECHUE B YACTHOCTU. JTa 1eJIb MOKET OBbITh:
noanepxka CMUB;

IOPUJIMYECKOE COTIIaCUe U JI0KA3aTeIbCTBO JOHKHOU CTapaTeIbHOCTH;
MMOITOTOBKA IJIaHAa HEMTPEPHIBHOCTH BEACHHS OM3HECa;

MOATOTOBKA IJIaHa PeaKlMy Ha UHIIUCHT;

onucanue TpedboBaHuit HHGOPMALIMOHHON OE30MaCHOCTH AJISl MPOIYKTa,
CepBHCa WIH MEXaHU3Ma.

PykoBosIcTBO peanm3anuu il KOHTEKCTHBIX JIEMEHTOB YYPEXKICHUS JOJDKHO OBLIO
nonnepxkatb CMUDB, ob6cyxnaemoe B Paznene 7.2, 7.3 u 7.4 nanee.

OTMETBTE, uro ISO/IEC 27001 He ucnonb3dyet TepMuH "KoHTekeT". Tem He MeHee,
Bech Paznen 7 uMeeT OTHOIIEHHWE C TpeOOBaHHAMH, "OmpeAenstolmuid 0o0IacTb AEUCTBUA U
rpaauiel CMUB” [4.2.1 a)], “onpenenstonuit nonutuky CMUB” [4.2.1 b)] u, "onpenenstomuii
noIxo/1bl orieHkH prcka” [4.2.1 ¢)], onpenenénnsie B ISO/IEC 27001.

BeixoaHas mpoayKIius: crieiiu(uKamus OCHOBHBIX KPUTEPHUEB, 001aCTH PUMEHEHUS U
TPaHUIl, ¥ OpraHU3allKu AJIs IPoIecca MEHEPKMEHTa PUCKOM WH(OPMAaIIMOHHON OE€30MacCHOCTH.

7.2 OcHoeHble Kpumepuu

B 3aBucumocT OT 06sacTu NpUMEHEHUs U LieJeil MEHEKMEHTa PUCKOM MOTYT OBITh
OPUMEHEHbl pa3inyHble MOAXO0J]bl. Takke MOryT OBITh PAa3TUYHBIMHU MOJIXOABI JUISL KaXKIOH
UTEpaIHH.

JloiokeH ObITH BBIOpAaH WM Pa3pabOTaH COOTBETCTBYIOIIMN MOJIXOA MEHEIKMEHTa
PHICKOM, KOTOPBI oOpamaercss K OCHOBHBIM KPUTEPHSIM, TAKUM KaK: KPUTEPHH OIICHKH PHCKa,
BO3/ICCTBUE HA KPUTEPUHU, KPUTEPUH JIOTTYCTUMOCTH PUCKA.

JIOTOJTHUTENBHO OpraHu3aus JOJKHA OLEHUTh, TIOCTYITHBI JIM HE0O0X0/IUMbIE PECYpCHI
JUISL:

®  BbINIOJIHEHUS OLIEHKH PUCKA M YCTAaHOBJICHUS IJIaHa 00pabOTKH pUCKa;

® OmpeneleHuss W OCYIISCTBICHHUS TIOJWTHKA W  MPOIEIyphl, BKIOYAs
pean3annio BEBIOPAHHOTO MEHEKMEHTA,

® KOHTPOJb MOHUTOPUHTA;

¢ MOHUTOPHHI  TIpollecCa  MEHEIKMEHTa  PUCKOM  WH(pOPMAIMOHHBIHI
0€30I1aCHOCTH.
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I[MPUMEYAHUE, cmorpure Ttarxke ISO/IEC 27001 (Pasmen 5.2.1) oTHOCHTENIBHO
pecypcoB CMUD u yciioBwmii 17151 peaiv3aiuu 1 00CTyKUBaHHS.

Kputepum oueHKU pucka
JloKHBI OBITH pa3pabOTaHbl KPUTEPUH OIEHKH PUCKA ISl TOTO, YTOOBI OIICHUTH PUCK
UH(POPMALIMOHHOM 0€30MaCHOCTH OPTaHU3alUuU U PACCMOTPETh HIDKEYKa3aHHOE:
® CTpaTeruduccCkKasa OLCHKa IIporecca I/IH(l)OpMaHI/IOHHOFO 6H3Heca;
® KPHUTHUYHOCTH BOBJICUEHHBIX I/IH(bopMaI_[I/IOHHBIX AKTHUBOB,
® [OPUAMYECKHUE U PETYIHUPYIOITUe TpeOOBaHUs, 00513aTEILCTBA 110 KOHTPAKTY;
® [IPAKTUYCCKAA U KOMMCPUCCKasA BaXXHOCTb JOCTYIIHOCTH, KOH(l)I/II[eHLII/IaJIBHOCTI/I
U ICJIOCTHOCTH,
® OXHIAaHHA IIPUYACTHBIX CTOPOH M OCO3HAHHE OTPHULIATCIbHBIX HOCJ’IC,I[CTBI/Iﬁ I
,Z[O6p0)KeJ'IaTeJ'IBHOCTI/I K OpraHu3alnuvu 1 eé penyranguu.
I[OHOJIHI/ITGJII)HO MOT'YT HCIIOJIB30BAaTLCA KPUTCPHUU OLUCHKH PUCKA, LITO6I>I ONpCaACINTb
MIPUOPHUTETHI 1711 00paOOTKH PHCKA.

Kputepuu Bozgencreus
JIoJDKHBI OBITH pa3pabOTaHbl M OINPENEICHbl KPUTEPHH BO3ICHUCTBUS B TEPMHUHAX
CTETICHH TIOBPEXKACHUS WIM CTOMMOCTH JUIi  OpPraHW3alliH, BBI3BAaHHOH  CIlydaem
UH(POPMALIMOHHOM OE30MAaCHOCTH MPH PACCMOTPEHUH CIICAYIOIIETO:
® YPOBHA KIaccU(UKALIUHU 3aKPETIIEHHOTO HH()OPMAIIMOHHOTO aKTHBA;
e HapymieHus ~ MHPOPMALMOHHOW  Oe3omacHOCTH  (Hampumep,  HoTeps
KOH(HICHIIMATLHOCTH, IIEIOCTHOCTH M JIOCTYITHOCTH);
CHIDKEHHSI pab0TOCTIOCOOHOCTH (/17151 BHYTPEHHHX HJTM TPETHUX JIHIL);
oTepst KOMMEPYECKOH IeITENFHOCTH U (PUHAHCOBOTO 3HAYCHUS;
pa3pymeHus MIaHOB M KOHEYHBIX CPOKOB;
yiiep0a penyTaimu;
® HapYyIIEHHS IOPUANIECKHUX, PETYIUPYIOIIUX WIHA JOTOBOPHBIX TPEOOBAHUI.
[MPUMEYAHMUE Cmotpute taxxe ISO/IEC 27001 [Pa3nen 4.2.1 d) 4] oTHOCHTENBHO
UICHTU(PUKAIIMA KPUTEPHEB BO3ICHUCTBUS 3a TIOTEpH, TaKWe Kak KOH(PHICHIMAIbHOCTD,
LEJIOCTHOCTh M JOCTYITHOCTH.

Kputepum ponyctumocTtu® pucka

JlomkHbl OBITH pa3pabOTaHbl W OMpPENENCHbl KPUTEPUU JOMYCTUMOCTH pHCKA.
Kpurepuun nonmycTUMOCTH prcKa 4acTO 3aBUCAT OT MOJUTUK OpPraHU3allud, 1ejield, 0ObEKTOB U
MHTEPECOB MPUUYACTHBIX CTOPOH.

Opranmsanus JOJDKHA OIpPEACUTh CBOM COOCTBEHHBIE MAacCIITaOBbl JJIsi ypOBHEH
npuHITHS pUcKa. HyHO paccMOTpeTh BO BpeMs pa3paboTKu Clieayromee:

® KPUTEPHH JTONMYCTUMOCTH PHCKAa MOTYT BKJIOUAaTh MHOYXECTBEHHBIE IOPOTH
YyBCTBUTEIBHOCTH  C  3aJaHHBIM  IIEJICBBIM  YPOBHEM  pPHCKa, HO
00eCreunBaOIIUM JUIS TJIABHBIX MEHEKEPOB NMPHUHSATHE PUCKOB BBIIIE 3TOTO
YPOBHS TIPH OTIPEACIIEHHBIX 0OCTOSITEIHCTBAX

® KpUTEpPHH JOMYCTUMOCTH PHCKAa MOTYT OBITh BBIPaXEHBI KaK OTHOIICHHE
OLICHKH MPUOBUTH (WK JpyTas OM3HEC BBIT0/1a) K MPEAIoIaraéMoMy PHUCKY;

® Ppa3IMYHBIE KPUTEPHUH JOIMYCTUMOCTH PUCKA MOTYT OTHOCHTHCS K Pa3THUYHBIM
CTENEHSIM PpHCKA, HalMpUMEp PHUCKH, KOTOpPhIE MOTJIM TIPUBECTH K
HECOOIIOCHUIO UHCTPYKIIUN WM MOTYT OBITh HE MIPUHSTHI 3aKOHBI B TO BpeMs,

8
HpnMeanHe nepeBOAYHKA: NIPEANOIarar, 4YT0 CHHOHUM 3TOI'0 CJIOBa - 3TO COXPAaHCHUE PUCKaA.
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KaK MOXeT OBITh I03BOJICHO NMPHHATHE BBICOKUX PUCKOB, €CIIH 3TO OIPEEIICHO
KaK JIOTOBOpHOE TpeOOBaHUE;
® KPHUTEPHH JOIYCTUMOCTH PHUCKAa MOTYT BKIIOYaTh TpeOoBaHWs Ui Oymymien
JIOTIOJIHUTEIBHOU 00pabOTKH, HANpUMEpP, MOXKET ObIThb MPHUHAT PHUCK, €CIU
ono0peHa 00s3aTeNnbCTBO K MPHHATUIO MEp, YTOOBl YMEHBUIMTH PHUCK [0
MIPUEMIIEMOTrO YPOBHS B MPEAEIIax ONpPeIeIEHHOT0 NEPUOa BPEMEHHU.
Kputepun 10mycTUMOCTH pPUCKA MOTYT OTJIMYATHCS COTIACHO TOMY, Kak JOJITO Oyzaer
CYILIECTBOBATh OXKHUJAEMBI PUCK, HANpPUMEpP PHUCK, MOXKET ObITh CBSI3aH C KPATKOCPOUHOI
JESATEIIbHOCTBI0 WM BPEMEHHBIMHU CHYXAalIUMU. J{OMKHBI OBITH YCTAHOBJIEHBI KpUTEpUU
JIOIIyCTUMOCTH PUCKA, pacCMaTpUBasi CJeIyIoLIee:
e OW3HEC KPUTEPHU;
IOPUANYECKHUE U PETYIUPYIOILINE aCIIEKThI;
00paboTKy;
TEXHOJIOTHIO;
¢buHaHCHI,
® COLMAJIbHBIE U TyMaHUTapHbIE (PaKTOPHI.
OTMETDBTE, uyTo KpuTepuu AOMYCTUMOCTH PHUCKA COOTBETCTBYIOT “KPUTEPUSIM IS
TOTO, 4YTOOBI TPHHATHP PUCKA U WACHTUPUIUPOBATH NPHUEMJIEMBIH ypPOBEHb pHUCKA”,
onpeaenéunsiii B ISO/IEC 27001 Paznen 4.2.1 ¢) 2).
[TonpoOHas nHpOpMAaIUs MOXKET ObITh HalieHa B [IpunoxeHnn A.

7.3 Obnacmop npumenenus u Zpanunbl

Opranu3anusi JOJDKHA OINPENeNUTh 007acTh MPUMEHEHHS W TPaHUIBl MEHEHKMEHTA
pHCKOM MH(OPMAIIMOHHON 0€30MacHOCTH.

Jlo;okHa OBITH oOmpeneneHa o0JIacTh NMPUMEHEHHUS MpoIecca MEHEIKMEHTa PHCKOM
UH(POPMALIMOHHOM 6€30MacHOCTH, YTOOBI rapaHTUPOBATh, YTO MPUHATHI BO BHUMAHUE B OLIEHKE
pUCKa BCE COOTBETCTBYIONIME aKTUBBL. Kpome TOro, JOIKHBI OBITH WACHTH(PHUIIMPOBAHBI
rpanuisl [cmoTpute Takke ISO/IEC 27001 pazaen 4.2.1 a)], 4ToOBl 0OpaTUTHCS K TEM pHCKaM,
KOTOpPBIE MOTJIH OBl BOSHUKHYTH B 9THX TPaHUIIAX.

JlomkHa ObITh coOpaHa mHGopManus o0 OpraHu3aliy, 4ToObl ONpPENEeNUTh Cpeay, B
KOTOPOH TPOM3BOIUTCS MEHEHKMEHT W €€ 3HAYMMOCTh K TIPOLECCY MEHEKMEHTa DPUCKOB
UH(POPMALIMOHHOM 0€30MacHOCTH.

Omnpenensisi 001acTe NMPUMEHEHHS] W TPAHUIBI, OpPraHU3alMs JOJDKHA PAacCMOTPETh
CIEeYIONIYI0 HH(OPMAIIHIO:

e CcTpaTeruueckue OM3HeC IeTN OpraHu3ally, CTPATETUH U MOJINTHKA,
OM3HEC-TIPOIIECCHI;
(GyHKINW OpraHU3aIMH U CTPYKTYPY;
IOPUINYECKHE, PErYIMPYIONIHe W JOTOBOPHBIE TpeOOBaHUS, NMPUMEHUMBIE K
OpTaHU3aINH;
MOJUTUKY MH(POPMALIMOHHOM 6€30MaCHOCTH OpraHN3aLUY;
MOJIXO/1 OPTaHU3ALUN K MEHEPKMEHTY PUCKOM B IIEJIOM;
WH(POPMAIIMOHHBIE aKTHBEI,
MECTOTIOJIOKECHHUSI OPTaHU3AINH U e€ TeorpapruecKue XapaKTepPHCTHKH;
OTpaHUYCHUS, 3aTParuBaroOIIe OPraHU3aIHIo;
OYKUJIaHUE TPHUYACTHBIX CTOPOH;
COIMOKYJIBTYPHYIO CPELy;

e uHTepdeiics (To ecTb 00MeH nHpopMalren co cpeaoi).

JIONOJHUTENBHO OpraHM3alus JIOJDKHAa O0ecreyuTh OOOCHOBaHUE Ui JII0OOTro
UCKITFOUEHUS U3 0071aCTH TIPUMEHEHUSI.
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[Tpumepsl 001acTH TPUMEHEHHUS MEHEIKMEHTA PUCKOB MOTYT ObITh npuiioxenueM IT,
IT undpactpykTypsl, OM3HEC-TIpoIIecca W ONpeIeIEHHON YacTH OpraHU3al|H.

OTMETDBTE, wuyto o006sacTh MNPUMEHEHHS W TPAHULBI MEHEHKMEHTa PHCKOM
nH(pOpPMAITMOHHOW 0€30MacCHOCTH CBSI3aHBI C 00JACThIO NMpUMEHeHus U rpanunamu n3 CMUB,
tpebyembix B ISO/IEC 27001 4.2.1 a).

JanpHeimas nadopmalis MoKeT ObITh HaifieHa B [Ipunoskeruu A.

7.4 Opzanuzayus meHeoHcmMeHma pPUcKo8 UHGOPMaAyUOHHOU 06e30nACHOCHU

Jlo;okHa OBITH YCTaHOBJEHA M YTBEPXKJIEHA OpPraHM3alUs U OTBETCTBEHHOCTH 3a
MPOLIECC MEHEKMEHTa PUCKOB MH(OpMAIMOHHON OGe3onmacHocTH. HukeykazaHHOE - TiiaBHBIE
pOJIH U 00S3aHHOCTH ATON OpraHU3alNu:

e pa3paboTKa mpolecca MEHEIKMEHTa PUCKOB HH(POPMAIIMOHHOM 0€30MMacHOCTH,
MOAXOIALICH JIJIsl OpraHu3aluu;

® yACHTU(UKAIMS U aHATH3 UMYILECTBA IPUYACTHBIX CTOPOH;

® ompeneneHue posield U OTBETCTBEHHOCTH BCEX CTOPOH KaK BHYTPEHHHUX, TaK M
BHEIIHUX K OpraHu3allny;

e co3gaHue HEOOXOIUMBIX OTHOIICHMH MEXIy OpTraHu3alueld W IMPUYaCTHBIMU
CTOpPOHAMHU, TaK kK€ Kak HHTep(heichl opranu3aiuy K QyHKIHUSIM MEHEeIKMEHTa
PHCKOB BBICOKOTO YPOBHS (HampuMmep, MEHEDKMEHT OSKCILTyaTallMOHHBIM
PHUCKOM), TaK k€ Kak MHTep(ENChl K APYTUM COOTBETCTBYIOIIUM MPOTpaMMaM
WIH JCSITEIbHOCTH;

e OmpeJeNeHNe PelaonX MyTel moabEMa,

¢ 10oApoOHOE U3JI0KEHHE OTUETOB, KOTOPBIE OyIyT COXPAHEHBI.

Orta opraHuzamys JO0DKHA OBITh 0J00peHa COOTBETCTBYIOUIMMH MEHEIKEpaMu
OpraHH3aIIH.

OTMETBTE, uto ISO/IEC 27001 Tpebyer ompeneneHuss M 0OECIEYECHUSI PECYPCOB,
KOTOpBIE TOJDKHBI YCTAaHOBHTH, O0ECIICYNUTH BBIIIOJHEHNE, YIPABISATh, KOHTPOJIMPOBATH, JIENNATh
nepecMoTp, moaaepxkuBath u ynyumate CMUB [5.2.1 a)]. Opranuzanus nans onepanui
MEHEDKMEHTa PUCKOM MOJET OBITh pacIieHeHa Kak OJuH u3 pecypco, TpeOyembix ISO/IEC
27001.

8 Onenka puckoB HHPOPMALMOHHOM 0€30MMACHOCTH

8.1 Ooduwee onucanue oueHKu pucka UHGOPMAYUOHHOI De30nacHocmu

OTMETBTE, uro B ISO/IEC 27001 nesTenbHOCTD 1O OIIEHKE PUCKA YITOMHHAETCS Kak
Iporece

Bxonnas wnabopmammsa: OCHOBHBIE KpPUTEPHH, 00JACTh TPUMEHEHUS, TPAHUIBI M
OpraHM3aIys JUisi yCTaHABIMBAEMOTO TIpollecca MEHEIKMEHTa PHCKOB HH(OpPMAIIMOHHON
0€30MacHOCTH.

[letictBue: Pucku 1OMKHBI OBITh WACHTU(DUIIMPOBAHBI, OINPEAETICHBl W OMHCAHBI
KOJTMYECTBEHHO WJIM Ka4yeCTBEHHO, PACIIOJIOKEHBI 110 TPUOPUTETAM MPOTUB KPUTEPUEB OIICHKH
pPHUCKa U PEATHHOCTSIM, OTHOCSIIITUMCST K OPTaHHU3aIUH.

PyKOBOJCTBO peanusaiuu:

Puck - koMOuWHanus MOCIEACTBUHN, KOTOpPBIE CJEIOBad Obl OT BO3HUKHOBEHHS
HEXENATeJIbHOTO Cly4yas U BEpOSTHOCTH BO3HUKHOBEHUs ciyyas. OLeHKa pucKa OnpeesieTcs
KOJTMYSCTBEHHBIMHU WJIM KAYECTBEHHBIMH OMUCAHUSAMH PUCKA M JAET BO3MOKHOCTh MEHEKepaM
pPacloJIOKUTh MO MPUOPUTETAM PHUCKH COTJACHO UX CEPbE3HOCTU BOCHPHUATUS WIH JAPYTUM
YCTaHOBJICHHBIM KPUTEPHUSIM.

OneHka pucka COCTOUT U3 CIELYIOINX JAeHCTBUM:
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e aHanu3 pucka (pasznen 8.2), KOTOpbIi BKIIOYACT:

=  paeHTHdUKAKIO pucka (pazgen 8.2.1);

=  KOJIMYECTBEHHYIO OLIEHKY pHUcKa (pa3uen 8.2.2);
e ollcHMBaHUE pucka (pazzaen 8.3).

OneHka pucka omnpeneiseT LEHHOCTh MH(POPMAIMOHHBIX aKTUBOB, UACHTU(ULIHUPYET
COOTBETCTBYIOILIUE YI'PO3bl U YA3BUMOCTb, KOTOPBIE CYIIECTBYIOT (MJIM MOTYT CYLIECTBOBATbH),
UACHTU(PUIHUPYET CYHIECTBYIOIIME KOHTPOIU M UX 3((PeKT Ha HAeHTU(UUIUPOBAHHBIN PHCK,
onpezenseT MNOTEHUUAIbHbIE IIOCIEACTBUS M HAKOHEI| pacmojaraer I0 IpUOpPUTETaM
MOJIyYEHHBIE PUCKH M PAHXKUPYET UX MPOTUB HAOOpa KPUTEPUEB OLEHKU PUCKA B OKpYKarolen
00CTaHOBKE OpraHU3aliH.

OneHka pucka dYacTo MNpPOBOAUTCS 3a JBe (wium Oonbiie) wurepauuu. CHavana
BBITIOJTHSETCSI OIIGHKA BBICOKOTO YPOBHS, 4YTOOBI B JajbHEHIIEM TapaHTUPOBATH OIEHKY
UACHTU(PUIIMPOBAHHBIX MOTEHIIMAIEHO BHICOKUX PUCKOB. Clieyrolas uTepamusi MOXKeT BOBJICYb
JaJIbHENIEE BCECTOPOHHEE PACCMOTPEHHUE IOTEHIMAIBHO BBICOKMX PHUCKOB, MOKa3aHHBIX B
HavanpHOW uTepanuu. Ecnu mpemaocTaBieHO HEAOCTATOYHO MH(OpPMAIMM ISl OLIEHKH PHUCKA,
TOrJa Jajee IpPOBOJMMBIE HCCIEAOBAHMS JETATU3UPYIOTCS, BEPOATHO, U  BO3MOXHO
WCIIOJIb30BaHUE PA3IMYHBIX METOJOB Ha YaCTSAX MOJHON 001aCTH TPUMEHEHUSI.

BrlmeykazanHoe OTHOCUTCSI K OpraHHU3allid, YTOOBI BBIOpaTh COOCTBEHHBIN MOIXOJ K
OIICHKE PUCKA, OCHOBAHHOW Ha CTPEMJICHUH U 1IEJI OLIEHKH PUCKA.

OOcyxaeHrne O TMOIXOAaxX OLEHKHM pHCKa HH(POPMAIMOHHOW O€30macHOCTH MOKET
ObITh HaitieHo B [Ipunoxenuu E.

BoixoHast poAyKIMsI: CIIHUCOK OLEHEHHBIX PUCKOB PACIIOIOKEHHBIX 110 MPUOPUTETAM
COTJIACHO KPUTEPHUSM OLIEHKH PUCKA.

8.2 Ananusz pucka
8.2.1 UpeHTdMKauma pucka

8.2.1.1 BBegeHue B ngeHTUUKaumo pucka

Henp mpeHTHdUKAMM pUCKA COCTOUT B TOM, YTOOBI ONPEAETUTH TO, YTO MOXKET
CJIyUUThCSI, BbI3BAaTh BO3MOXKHBIE ITOTEPH U MOJIYUYUTh CBEJIEHHS, KaK, IJ1€ U MoYeMy Morja Obl
cnyuutbes noteps. lllaru, ommcanHble B cieqyromux noanyHkTax 8.2.1, MomkHBI coOpaTh
BXOJIHBIE JAHHBIC JUJIS AEATEIILHOCTU OLICHKU PUCKA.

OTMETBTE, urto neiicTBus, ONMCAaHHBIE B MOCIEAYIOUIMX IYHKTaX, MOTYT OBITh
IIPOBEJICHBI B PA3JIMYHOM IOPSAIAKE B 3aBUCUMOCTHU OT TOI0, KaKasl IPUMEHSIIaCh METON0IO0TUs.

8.2.1.2 UpneHTudmkaumsa aktuson’

Broanas undopmarus: O6sactT MPUMEHEHHS U TPAHUIIBI JIJIs1 OIEHKH PUCKa, KOTOPHIE
OyayT TPOBEACHBI, CIOUCOK  HEMOCPEJACTBEHHBIX  COCTABISIONUX C  BIaAENblaMH,
MECTOTIOJIOKEHUEM, (YHKIIMEH U T.1I.

JIeficTBUE: aKTHBBI B Ipeleiax YCTAaHOBIEHHOW 00JacTh MPUMEHEHUS JOJKHBI ObITH
unentudunuposans! (umeet otHorrenue kK ISO/IEC 27001, nmyukr 4.2.1 d) 1)).

PyKOBOICTBO peanu3anuu:

IIpumeuanue nepeBomdrKa: B mpukiIagHbIX METOaX aHANIN3a PHCKOB OOBIYHO PACCMATPHBATHCS CIIELYIONIHE KIACChl AKTHBOB!
. obopynoBanue ((hu3nIEcKue pecypesl);

IporpaMMHOE o0ecIeueHne (CHCTEMHOE, IPHUKIIAHOE, YTHITHTHL, IPYTHe BCTIOMOTaTelIbHBIE IPOTPaMMBI);

nH(pOpMaLOHHBIE pecypchl (0a3bl JaHHBIX, (Db, BCE BUIbI JOKYMEHTAILIUH);

CUCTeMHbIe HHTep(EHChl (BHETHUE U BHYTPEHHHE BOSMOKHBIE COCIMHEHHS);

JIIO/TH, KOTOPBIE MOJBb3yIoTCs M mojiepxusatot IT cucremy (B mraTe/ KOHTPAKT);

muccus IT cucremsr (system mission) — nporiecc, BoimonHsemsli 1T cucremoii;

cepBUC M noanepskuBatommas nadpactpykrypa (oociyxkuanue CBT, sneprocHabxenue, odecredeHmne

KJIMMaTHIECKHUX MapaMeTpoB U T.IL.).
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AKTHB — 3TO TO, YTO HMMEET ILIEHHOCTh B OPTaHM3AIMd U KOTOPOE IMOATOMY TpedyeT
3anuThl. [1pu naeHTHUKAIIMN aKTUBOB HYKHO BCEr/la IOMHHUTb, YTO HH(GOPMAIUS WIH CUCTEMA
WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH COCTOWT OOJBIIIE YeM W3 ammapaTHBIX
CPEICTB ¥ MPOTPAMMHOI0 00ECIICUEeHHUS.

WNnentudukanus akTuBa JOHKHA OBITH BBIIIOJIHEHA HAa COOTBETCTBYIOIIEM YPOBHE
JeTalu3aliy, KOTOPBIA MPENOCTaBISAIOT OOOCHOBaHHYIO HH(OpPMALMIO IS OLEHKH pHUCKA.
YpoBeHb JeTalu3aluM, HUCHONb3YeMbld Ha WACHTU(UKAIMIO aKTuUBa, OyAeT BIUATH Ha
KOJIMUECTBO MHGOpPMAIUU B 11€JIOM, COOPaHHON BO BpeMs OLIEHKH pUCKa. YPOBEHb MOXKET OBIThH
JIOBEJIEH /10 COBEPILICHCTBA B JAIbHEUIIIUX UTEPALUSAX OLIEHKH pUCKa.

JlomkeH ObITh MACHTU(QUIMPOBAH BIaAeNel] Uil KaXJI0ro akTHBa, 00ecreyrBaroIHii
OTBETCTBEHHOCTh M MOJOTYETHOCTh JJisi akTUBA. Braneneln akTuBa, BO3BMOXHO, HE UMEET IpaB
COOCTBEHHOCTH Ha aKTHB, HO HECET OTBETCTBEHHOCTb 3a €ro MPOIYKIHIO, pPa3paboTKy,
00cy>)KMBaHUE, UCIOJIB30BAHUE U COOTBETCTBYIONIYIO O€30MacHOCTh. Biajaenen akTuBa 4acrto -
caMblii MOIXOJSALIMM YeJOBEK, YTOObI ONpEAETUTh 3HAUCHHWE aKTUBA JJII OpraHu3aluu (CM.
8.2.2.2 s OIEHKHU aKTHBA).

I'panuna npumeHeHHs] - MEPUMETP AKTUBOB OPraHU3alMU, OINPEACTIEHHBIH, UYTOOBI
YIPABJISITH IPOLIECCOM MEHEHKMEHTA PUCKOM HH(POPMAIIMOHHON O€301aCHOCTH.

[TonpoOuass wuHpOpMAIUs OTHOCUTEIBHO UACHTU(DUKAIMM W OLEHKU aKTHUBOB
CBSI3aHHOU ¢ HH(POPMAIIMOHHON 0€30I1aCHOCTHI0 MOKET OBITh HaiieHa B [Ipunoxxenuu B.

BrixonHas npoAyKIuUs: CIMCOK U3 aKTUBOB, KOTOPbIE OyIyT B PUCK - MEHEI)KMEHTE U
CIIUCOK OM3HEC-TIPOIIECCOB CBSA3AHHBIM CO 3HAUMMOCTBIO aKTHBOB.

8.2.1.3 UpeHTUdbUukauusa yrpos

Beonnas uHbopmauusa: WHbopmanus OTHOCUTENBHO YIpo3, MOJYYEHHBIX U3
pacCMOTPEHMSI HHIMJICHTOB, BIIAJEIbLEB AKTUBA, I0Jb30BATENIEd WM JAPYTMX MCTOYHUKOB,
BKJIFOYasi BHELTHUE KAaTaJIOTH yIpo3.

JleiictBre: Yrpo3sl U UX HCTOUYHHUKHM JIOJDKHBI OBITh WIACHTU(PUIMPOBaHBI (HMMEET

otnomenwue ¢ ISO/IEC 27001, nmynkr 4.2.1 d) 2)).

PyKOBOJICTBO peann3aliyiu:

Y yrpo3sl ecTh MOTEHIMAN, YTOOBl BpPEAUTh AKTUBaM, TakKUM Kak HHQoOpMarus,
MPOIECChI, CHUCTEMBI W CaMOW OpraHW3alid. YTPO3bl MOTYT HMMETh €CTECTBEHHYIO WJIU
YeOBEUYECKYI0 MPUPOAY U MOTYT OBITh CIyYalHBIMU WU MpeAHAMEPEHHBIMU. J[OMKHBI OBITH
UACHTH(UIIMPOBAHBI CIIy9allHbIE W TPEIHAMEPCHHBIE WCTOYHHKH YTIPO3bl. YTpo3a MOMKET
BO3HUKHYTh BHYTPU WJIM CHAPY>KU OpPraHU3alUU. YTPO3bl JOJKHBI ObITh UACHTU(DUIIUPOBAHBI B
[EJIOM W OTCOPTHPOBAaHBI (HANpUMEp, HECAHKIIMOHUPOBAHHBIC JEHUCTBUA, (HU3MUECKOe
MOBPEXKACHUE, TEXHUYECKUE OTKa3bl) M 3aT€M COOTBETCTBYIOIIME WHIAMBUAYATbHBIE YIPO3bI B
npejesiax YHUBEPCATHHOTO HMACHTH(PHUIIMPOBAHHOTO Kilacca. JTO O3HA4aeT, 4To He OyayT
MPOMYIIEHbl HUKAKUE YTrPO3bl, BKIIOYAs HEMPEABUACHHBIC, IMPU OTrPAaHUYEHHOM O0O0BEME
HEOOXOINMBIX JENCTBUI.

HekoTopsie yrpo3bl MOTYT 3aTpOHYTH OOJIbIIE YeM OJIMH aKTHB. B Takux ciydasx oHU
MOTYT BBI3BIBATh PA3INIHBIC BO3JCHCTBHS B 3aBUCUMOCTH OT TOTO KaKWEe 3aTPOHYTHI aKTHUBBI.

BBognas wuHbopmanus I WACHTU(UKAIMM YIpO3bl M OIEHKA BEPOSTHOCTH
BO3HUKHOBEHUS (cM. 8.2.2.3) MOKeT OBbITh MOJTy4YeHa OT BJIa/IEIbIEB aKTHBA WU OJIb30BaTENeH
U3 IITaTHBIX pPaOOTHUKOB OT MEHEMKMEHTa H CHEMUAINCTOB 1O HWH(OPMAIMOHHON
0e30macHOCTH, (U3MYECKUX JKCIEPTOB MO O€30MaCHOCTH, IOPUINYECKOTO OTACNIa W JPYTUX
OpraHM3aIii, BKIOYas IOPUANUYECKUE OPraHbl, MOApPa3IeICHH MPOTHO3a MOTObl, CTPAXOBBIX
KOMIIAaHUH W HAIMOHAJIBHBIX IPABUTEILCTBEHHBIC OpraHoB. OOpamiasch K yrpo3am, HYKHO
PaccMOTpPETh aCMEKThI OKPYKAIOIEH cpeabl U KyJIbTYpPHI.

B Tekymieil oIeHKE HYXHO pPacCMOTPETh BHYTPEHHUH OIBIT OT HHIHJICHTOB W
MPOILIbIE OLIEHKH yrpo3bl. YTOOBI 3aBEPIIUTh CIIMCOK YHUBEPCATBHBIX YTPO3, OTHOCSIIMXCS K
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JIeNTy, MOXET, CTOUJIO OBl I/ISY‘II/ITBlo JIpyrue CIUCKU Yrpo3 (BO3MOXKHO ONPENeIEHHBIMH IS
opranuzanuu win OuszHeca). CUCKU yrpo3 M CTAaTHCTHKA JOCTYNHBI OT WHAYCTPUAIbHBIX U
HAllMOHAIBHBIX MTPABUTEIBCTB, IOPUIMUECKUX OPraHOB, CTPAXOBBIX KOMIAHUN U T.J.

HyxHO 3HaTh, HCIIONB3YS CIIUCOK YTPO3 WK PE3yNbTaThl 00Jiee paHHUX OLEHOK yrpo3,
YTO CYHIECTBYET HENPEpPhIBHOE W3MEHEHHE COOTBETCTBYIOIIMX YIpo3, OCOOCHHO €CIH €CTh
U3MEHEHHUs OM3HeC cpebl WM HH()OPMALIMOHHON CUCTEMBI.

[MonpoOuass wHpOpMAIMS OTHOCHTEIHHO THIIOB YIrpo3 MOXET OBITh HalijleHa B
[Tpunoxenun C.

BbixonHas MpOAYKIUS: CHUCOK M3 YIpo3 ¢ HUACHTH(PUKAIMEH THIAa WM HCTOYHHKA

YTPO3BL.

8.2.1.4 UpeHTndmkauma cyecTBYHOLWUNX KOHTpOnen

BBonnas wunbopmanusa: JlokymeHTanuss W3 KOHTpoJieH, OOpaOOTKHM pHUCKOB U
pean3alny IIaHOB.

[etictBue: JlomxHbl ObITh WACHTU(DUIIMPOBAHBI CYIIECTBYIOIIME U 3allllAHUPOBAHHBIC
KOHTPOJIH.

PyKoBOACTBO peanu3almu:

JloikHa OBITh cleflaHa WACHTU(UKALMS CYHIECTBYIOIINUX KOHTPOJIeH 4YToObI n30exXaTh
HEHY)XHOH paloThl WM (PUHAHCOBBIX 3aTpaT, HAMpUMeEp B MyOnuMpoBaHUM KOHTpoiei. Kpome
TOr0, WACHTUGUIMPYS CYLIECTBYIOIIME KOHTPOJM, JOJDKHA OBITh, OCYILIECTBIEHA IPOBEPKa,
yTOOBl TapaHTUPOBATh, YTO KOHTPOJIM pPAa0OOTAlOT MPABUIBHO - PEKOMEHJIALUU YKe
cyuiecTByromux oTuéToB ayaura CMUbB nomkHBI OrpaHUYUTh PAcXoj BPEMEHHU B 3TOU 3ajaye.
Ecnu koHTponu He paboTaeT, Kak 0XKHUIAETCs, 3TO MOXKET BBI3BATh YSA3BHUMOCTH. J{OMKHBI OBITh
paccMOTpEHbl CUTYallMM, TJe BbIOpaH KOHTPOJb (MM CTpaTerusi) cOOoeB B SKCIUTyaTallUM H,
CIIEZIOBATENIbHO,  JIOTIOJIHUTENBHBIA ~ KOHTPOJIb  00s3aH  3((EeKTUBHO  aapecoBaTbcs K
uneHtuunupoBanaomy pucky. B CMUB, cormacno ISO/IEC 27001, sto mommep aHo
n3mepenneM 3¢hdexTuBHOCTH KOHTpOseH. Crocod oneHuTh 3H(PEKT KOHTPOJISI COCTOUT B TOM,
4TOOBI YBHUJIETh, KaK 3TO YMEHBIIIAET BEPOATHOCTh YTPO3bl U OCIA0JSAETCS HKCIUTyaTalliOHHAs
YSI3BUMOCTB MJIM BO3JIEHCTBUE MHUUAEHTA. IlepecMOTp KOHTpOEH N OTYETOB KOHTPOJIEH TAKKe
MPEAOCTaBISAIOT HHPOpMAIHIO 00 YOPEKTUBHOCTH CYIIECTBYIOIIMX KOHTPOJICH.

KonTpomnu, KoTopble 3alulaHupOBaHbl COrJIAaCHO IUIAHY peanu3aluu oOpaboTKH pHUCKa,
HY>KHO pacCMaTpuBaTh KaK YK€ OCYILECTBIEHHBIE.

CymecTByronye Win 3alylaHUPOBAHHBIE KOHTPOJIM MOTYT OBITh MAEHTH(QHUIHMPOBAHBI
KaKk Hed(pPeKTHUBHBIEC, WIN HE JIOCTATOYHbIE, UM HE ompaBliaHHble. KOHTponM NOKHBI OBITH
IPOBEPEHBI, €CIIM OHU HE ONpPABJAHHBI WIM HE JOCTATOYHBI, YTOOBI ONPENETUTh, AOJKHBI JIU
OHM OBITH yJaJIeHbl, 3aMEHEHbl APYTUMHU, 00jiee MOAXOISAIIMM KOHTPOJSMHU WM JIOJKHBI JIU
0CTaThbCs KaK €CTh, HAIIPUMED, 110 IPUYMHAM CTOUMOCTH.

Jlig uaeHTUGUKAUU CYIECTBYIOIIET0 WU 3allJIaHUPOBAHHOTO KOHTPOJIS,, MOTYT OBITH
MIOJIE3HBIMU CIIEAYIOLUE NIEHCTBHUSA:

® [IEepecMOTpP JOKYMEHTOB, COAEPKAIIUX MH(OPMALIUIO O KOHTPOJISX (Harmpumep,
IUIaH peanu3auuu U o0paboTku puckoB). Ecium mpoueccsl MeHeIKMEHTa
nH(OpMalIMOHHOW  ©€30MacHOCTH  XOpOUIO  JIOKYMEHTHpPOBaHBI  BCE
CYLIECTBYIOIME WM 3aIUIAHUPOBAHHBIE KOHTPOJIM U COCTOSIHUE UX pealu3aluu
JOJKHBI OBITH TIOCTYITHBIMU;

® COIVIACOBAaHWE C  JIIOJbMH, OTBETCTBEHHBIMH 32  HH(POPMALUOHHYIO
6e30macHOCTh (HampuMep, COTPYAHUKaMU MH(OpMAIMOHHONW 0€30MacHOCTU U
COTpYIHUKAaMU MH(DOpPMAIIMOHHOW 0€30MacCHOCTH CHUCTEMbI, KOMEHIAHTOM WJIU
MEHEJ[KepOM MO IKCIUTyaTallid) U MOJIb30BATEISIMU, OTHOCHUTEIBHO KOTOPBIX

10
HpI/IMe‘{aHI/Ie NEepeBOAYUUKA: B CTAaHAAPTC MPUHAT TCPMUH «ITPOKOHCYJIbTUPOBATHC.
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JNEHUCTBUTENHLHO OCYIIECTBICHBI KOHTPOIU i MH()OPMAIMOHHOTO Mpoliecca
WA PACCMOTPEHHOM WH(POPMAIIMOHHON CUCTEMBI,

e [POBEICHHE TMPOBEPOK HA MecTax (PU3UUYECKOr0 KOHTPOJIS, CpaBHUBAsS
NpUOBIBAIONINX CO CIHHCKOM TE€X, KTO JOJDKCH OBITh B MECT€ KOHTPOJIS,
OCYIIIECTBIICHUS TPOBEPKU OTHOCUTEIBHO TOTO, paOOTAIOT JIM OHU MPABHIIBHO U
3¢ pexTUBHO, NN

® [EPECMOTP PE3YJIbTATOB BHYTPCHHUX PEBU3UH.

BBIXOI[HaH IMPOAVYKIIMA: CIIMCOK BCEX CYIICCTBYIOIIUX U 3aIlJITAHUPOBAHHBIX KOHTpOJ'IGfI,
HX COCTOAHUA p€ain3allui U UCIIOJIL30BaHUs.

8.2.1.5 UpeHTunKaumsa yasBumMocTu

BBosaHas uH(OpMaIuA: CIUCOK U3BECTHBIX YIPO3, CIIMCKH AKTUBOB U CYIIECTBYIOLIMX
KOHTPOJIEH.

[leiictBue: JlomkHa OBITh MIACHTU(UIMPOBAHA YSI3BUMOCTh, KOTOpas MOXET
AKCIUTYyaTUPOBaTh Yrpo3bl, BbI3bIBAas BpEJ] aKTHBAM WM OpraHU3alMi (MMEET OTHOILIEHUE C
ISO/IEC 27001, mynkt 4.2.1 d) 3)).

PyKkoBOJICTBO peann3anyu:

VY S3BUMOCTb MOXET ObITh HICHTU(UIIMPOBAHA B CISAYIOIUX 00JaCTAX:

® OpraHu3aluy;
Iporeccax U Npoueaypax;
IIPaKTUKE MEHEIKMEHTA;
IIEPCOHAJIE;
¢buznueckoii cpere;
KOHUrypauuyu HHPOPMALMOHHON CUCTEMBI;
anmapaTHbIX CpEACTBaX, NPOTrPaMMHOM oOOecledeHne Wi 000pylIOBaHUU
CBSI3H;
® 3aBUCHUMOCTH OT BHEUIHUX MApPTHEPOB.

[IpucyTcTBUE ySI3BUMOCTH HE BBI3bIBAa€T BpeJ caM IO cebe, J0oJKHA OBITh yrposa,
IIPEJICTaBIISIIOIIAs. BO3MOKHOCTh IKCIUTyaTUPOBaTh €€. YA3BUMOCTb, Y KOTOPOHl HET HUKaKON
COOTBETCTBYIOILIEH YIpO3bl, BO3MOXKHO, HE TpeOyeT pealu3allud KOHTPOJS, HO YSI3BUMOCTb
JIOJDKHA OBITh pacro3HaHa W JIOJDKEH MPOBOJUTHCS MOHUTOPMHI Ha MpeIMeT W3MEHEHHH.
HyxHO OTMETHTH, YTO HEMPABUIBHO OCYIIECTBIEHHBIM WM paboTaroliel co cO0sIMU KOHTPOIIb
WINA HEMPAaBUIBHO MCIOIb3YEMbI MEHEPKMEHT MOTYT OBbITh CAMOCTOSITEIbHON YSI3BHUMOCTBIO.
Kontpons moxker ObITh 3((EeKTHUBHBIM WM HEIP(HEKTUBHBIM B 3aBUCUMOCTU OT CpEIbl, B
KOTOpoii oH pabotaer. HaoOopot, yrposa, y KOTOpOl HET COOTBETCTBYIOLIEH YS3BHUMOCTH,
BO3MOXKHO, HE IIPUBEAET K PUCKY.

Va3BUMOCTh MOXET OBITh CBsi3aHA CO CBOWCTBAMM AaKTHBA, KOTOPBIM MOXeET
UCIIONIb30BAaThCS B HM3BECTHOM CMBICIE WM B HAMEPEHHUH HCIOJIb30BaHUS HE B TOM
IIpEeIHA3HAYEHUH, U1 KOTOPOrO KYIUIEH WIM CHENAaH aKTUB. YS3BUMOCTb, BO3HUKAIOIIYIO B
pe3ysbTaTe pa3InYHbIX IPUYNH, HY’)KHO pacCMaTpUBaTh, HAIIPUMEDP, BCTPOCHHBIM WJIM BHEIIHUM
CPEJICTBOM K aKTHUBY.

[Ipumeps! ysI3BUMOCTEN M METOJIOB JIJIsl OLEHKU YA3BUMOCTEW MOTYT OBITh HailIeHbI B
ITpunoxenuu D.

BobixonHas mpoAyKIuMS: CHUCOK YSA3BUMOCTEH OTHOCHTENBHO aKTHBOB, Yrpo3 U
KOHTPOJIEW; CIUCOK  YA3BUMOCTEH, KOTOpbIE HE IIEPECMATPUBAIOTCS  OTHOCHUTEIBHO
UACHTU(PUIIMPOBAHHON yTPO3HI.

8.2.1.6 UpeHTUUMKaLmna nocneacTBun

BBonnas wHbOpMammsa: CHOUCOK aKTHBOB, CIUCOK OW3HEC-TIPOIIECCOB, CITMCOK
YMECTHBIX YTPO3 U YSI3BUMOCTEM, CBSI3aHHBIX C AKTUBAMU U UX 3HAYUMOCTBIO.
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JleiicTBHE: JNOJKHBI ~ OBITh  HMIECHTU(QUIIUPOBAHBI  MOCIEIACTBUS  TOTEPH
KOH(UICHIIMATBHOCTH, IIEJIOCTHOCTH M JIOCTYMHOCTH, KOTOpbIE MOTYT HMETh AaKTUBBI (CM.
ISO/IEC 27001 nynkr 4.2.1 d) 4)).

PyKoBOJICTBO peanu3aiuu:

[locnenctBuem  MoxkeT  ObITh  moTeps  APPEKTUBHOCTH,  HEOIArompHUATHBIC
9KCILTyaTallMOHHbBIE PEeXKUMBI, IOTEPH OM3HEcCa, pernyTalluy, TOBPEXKACHUS U T.1I.

Orta JeATENbHOCTh WIACHTHPHUIMPYET YIIepOd WM TOCIEACTBHS K OpTaHU3AINH,
KOTOpBIE MOTJIU ObITh BbI3BaHA MHIIUJACHTHBIM clieHapreM. MHIUIEHTHBIN ClieHapuii - OlHMcaHue
YIPO3bl, IKCILTYaTUPYIOMIEH ONMpeAeieHHYI0 YSI3BUMOCTh HJIM HA0Op yS3BUMOCTH B WHITHJICHTE
uHpopmarnmonHoit 6e3onacHoctu (cm. ISO/IEC 27002, mynkt 13). Bo3neiicTBue MHIUACHTHBIX
CIICHApUEB OIpPENesieT PACCMOTPEHUE KPUTEPHEB BO3ACHCTBHSI, OIPEACICHHBIX BO BpeMs
YCTaHOBJICHHUSI aKTUBHOTO COCTOSIHUSA. DTO MOXET 3aTPOHYTh OJIMH WU 0ojiee aKTHBOB HIIU
94acTh akThBa. TakuM 00pa3oM, aKTHBaAM BO3MOXKHO HA3HA4aTh 3HAYCHHUS W B (PUHAHCOBOM
CTOUMOCTH W B TIOCHEACTBUSIX K OH3HECy, €clii KM HaHeceH yumep0 WIu OHU
CKOMIIPOMETHPOBaHbL. [loCIeACTBUSI MOTYT WMETh BPEMCHHYIO MPHUPOAY WJIA MOTYT OBIThH
MOCTOSTHHBIMHU, KaK B CJIy4yae YHUUTOKCHUSI aKTHBA.

OTMETDBTE, 4uyro ISO/IEC 27001 omnuceiBaeT BO3HUKHOBEHHE WHIMIEHTHBIX
CIIEHApHUEB KaK “OTKa3bl 0€30MacHOCTH".

Opranuzanuy  JIOJDKHBI  MIACHTH(QUIMPOBATH  AKCIUTyaTAllMOHHBIC  ITOCIIEIICTBUS
WHIUICHTHBIX CIICHapUEB B TEPMUHAX (HO HE OTPAHHUCHHBI IEPEUHEM):

® pacclieZJOBaHHE U BPeMs PEMOHTA;
(paboTa) moTepsiHHOE BPEMSI;
MOTEPSHHBIE BOZMOXHOCTH;
OarococtosiHue U 0€30MacHOCTh;
(buHaHCOBAasi CTOMMOCTD ONpPEAeNEHHBIX HABBIKOB, YTOOBI BOBMECTUTH YOBITKH
UMUDK peyTalliy U MPecTUka

[TonpoOHOCTH OTHOCUTENTHHO OLIEHKH TEXHUYECKOW YSI3BUMOCTHU MOTYT OBITh HalJCHBI
B OIIEHKE Bo3jeicTBui B.3.

BoixonHas MpOAYKIMS: CHOUCOK HHIMJASHTHBIX CIEHAPUEB C WX MOCIEACTBHIMH,
CBSI3aHHBIMU C aKTHBAMH B OU3HEC-TIPOIIECCAMH.

8.2.2 OueHka pucka

8.2.2.1 MeTopnonornn oLeHKu pucka

B 3aBUCHMMOCTH OT KPUTHMYHOCTH AKTUBOB MOXET OBbITh NMPEANPHHAT aHAIU3 PUCKOB B
Pa3IUYHBIX CTENEHSX JeTalu3allui, U3BECTHOW CTENEHU YSI3BHUMOCTU M CIIYyYMBILHXCS paHee
UHIMJICHTOB B OpraHu3anu. B 3aBHCHMOCTH OT OOCTOSTENBCTB METOOJIOTUS OLEHKH MOKET
OBITh KAUECTBEHHOW MJIM KOJWYECTBEHHOM WM KoMOMHamus ux. [IpakTuuecku, 4yacto cHayaia
UCTIOJIb3YyeTCsl KadeCTBEHHAsl OIIEHKA, YTOOBI MOJYYUTh OOLIYI0 HHIMKAIUIO OTHOCHUTEIBHO
YPOBHS pUCKa U MOKa3aTh IVIaBHbIE pUCKU. OOBIYHO MEHEe CI0XKHO U MEHEEe JI0pOro MpOBECTH
OLIEHKY Ka4eCTBEHHYIO, Ye€M IPOBECTH KOJMYECTBEHHBIN aHAIN3, MIOTOMY IO3KE MOXKET OBITh
HEO0OXOUMO MPENIpPUHATH Oosiee OINpene’aEHHbIH WM KOJMYECTBEHHBIM aHalu3 Ha TJIABHBIX
pHUCKax.

@dopma aHanu3a JODKHA OBITh COBMECTHMMa C KPUTEpUSMU OLIEHKH  PHCKa,
pa3paboTaHHBIMH, KaK 4YacTh YCTAHOBJIEHUS COCTOSHUSI.

Jlanee noapo6HO OMKMCcaHbl METOI0JIOTMH OLICHKU:

(a) KauecTBeHHas olieHka:

KauecTBeHHast onieHKa UCMOIb3YeT MIKANY KBaIU(pUKALUU aTpuOyTOB, YTOOBI OTIHCATh
BEJIMYMHY TOTEHIMAIBHBIX IOCIEACTBUM (HAampUMep: HHU3KHE, CPEIHUE WM BBICOKHE) U
BEpPOSITHOCTh, YTO A3TH MOCIEACTBUSA NPOW30WayT. [IpemMyIiecTBO KadyeCTBEHHOW OLIEHKH -
BEPOATHOCTb CBOETO IOHMMAHMSI BCEM COOTBETCTBYIOIIMM IIEPCOHATIOM, B TO BpeMs Kak
HEJIOCTATOK - 3aBUCUMOCTh OT CYObEKTHBHOTO BBIOOpa MacIiiTada.
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Otn  macmTabbl  MOTYT  aQJalTUPOBAThCS WM  OTKOPPEKTUPOBAHBI,  YTOOBI
YIOBJIETBOPUTH OOCTOSITENILCTBAM, M MOTYT MCIOJb30BaThCS PA3IMYHBIE OMUCAHUS IS
pa3IUYHBIX PUCKOB. KauecTBeHHAst OllEHKa MOKET UCIOIb30BaThCS:

e KaKk HaydajbHas MAEATEIbHOCTh (UIbTPA, YTOOBI HMJIEHTU(PUIMPOBATH PUCKH,
KOTOpBIE TpeOyroT OoJjiee AeTaTbHOTO aHAIN3a;

® [IJIe 9TOT BU/J] aHAJIM3A SBJISIETCS COOTBETCTBYIOIUM PELICHUSIM; WU

e TI7ic YHCIOBBIC JAHHBIE WU PECypChl HEAJCKBAaTHBI JJI1 KOJIMYECTBEHHOU
OLICHKH.

KauecTBeHHBII aHanMM3 JIOJDKEH HCIIOJIB30BaTh, TAE JOCTYMHO (DAKTHUECKYIO
nH(GOpPMALIKIO U JaHHBIE.

(b) KonmnuectBeHHast OIleHKA!

KonunuecTBeHHas oOlLIeHKAa HCIONB3yeT MacuiTad ¢ YHUCIOBBIMM 3HAYCHUSIMU (a He
omHcaTeIbHbIe MACIITA0RI, UCIIOJIb3yeMbIC Ha KAYECTBEHHOM OIICHKE) KaK IS MOCIIEICTBUH, TaK
U BEPOSITHOCTH, UCTOJb3ys JaHHbIE U3 MHOKECTBA HCTOYHHMKOB. KauecTBO aHanu3a 3aBUCUT OT
TOYHOCTU U 3aKOHYEHHOCTH YMCIJIOBBIX 3HAYEHUI M 0OOCHOBAHHOCTH HCIIOJIb3YEMBIX MOJCIICH.
KonunuecTBeHHas olieHKa B OOJBIIMHCTBE CIyYaeB UCHOIB3YET HCTOPUIO HHIIUICHTHBIX JIaHHBIX,
obecrieunBasi MPEUMYIIECTBO, YTO BCE ATO MOXKET OBITh CBSI3aHO HEMOCPEJACTBEHHO C PCATUsIMU
nH(GOPMaLIMOHHON 0€30MacHOCTH M MpobieMaMu opraHu3anui. Hemoctatok - HeXBaTKa TaKUX
JAHHBIX 10 HOBBIM PUCKAM WJIM CJIa0bIM MecTaM HH(pOpMalMOHHON Oe3zomacHocTH. Mmeercs
U3bSH KOJIMUYECTBEHHOTO MOAXO0/a TaM, TJe He NOCTYHHBI (haKTHUECKHUe MpoBepsieMble JaHHbIE,
TaKUM 00pa3zoM, CO31aETCs MILTIO3UX IIEHHOCTH ¥ TOYHOCTH OILEHKH PHCKA.

[IyTh, KOTOpPBIM TOCHEACTBUS MU BEPOSTHOCTh BBIPAXKEHBI U MYyTh, KOTOPHIM OHU
KOMOMHHPYIOTCS, 4TOOBI OOECIICUUTh YPOBEHBb pPHUCKA HM3MEHSIOTCS COTJIACHO THIY PHUCKA U
pe3ynbTaTaM, B KOTOPBIX JIOJKEH HCIOJIb30BaThCS BBIBOJ OIEHKM pUCKA. B aHammse HyXHO
pPaccMOTpeTh U COOOIIATh (PaKTUICCKH HEONPEACIEHHOCTh M M3MEHIMBOCTh 000UX PE3yIbTaTOB
U UX BEPOATHOCTH.

8.2.2.2 OueHkKa nocnegcTtBun

BBomHBIC NTaHHBIC: CIUCOK COOTBETCTBYIOIIWUX HWIACHTU(DHUIIMPOBAHHBIX HHIIUJCHTHBIX
CIIEHapWeB, BKJIIOYas WICHTH(PHUKAIUIO YIrpo3, VYSI3BHUMOCTH, 3aTpParvBalollde aKTHUBBI U
MIOCJIEJICTBHSI K aKTHBaM M OM3HEC-TIpoIieccam.

JleficTBUE: MOMKHO OBITH OIICHEHO OW3HEC BO3/ACWCTBHE HA OPraHMU3AINI0, KOTOPOE
MOTJIO OBI CJIeIOBaTh M3 BO3MOXKHBIX WM (AKTUICCKUX HWHIUIACHTOB HWH(HOPMAIMOHHON
0e30MacHOCTH, TpPUHHMAas BO BHHUMaHUE TIOCIEJICTBUS HapylleHUs HHPOPMAIMOHHOMN
0C30MacHOCTH, TaKWe Kak MOTeps KOH(PHUICHIUATBHOCTH, IEIOCTHOCTh WJIH JOCTYITHOCTH
aktuBoB (MMmeet otHomenue ¢ ISO/IEC 27001, nynkr 4.2.1 e) 1)).

PYKOBOJICTBO peann3amuu:

HOCHC HHeHTI/I(i)I/IKaHI/II/I BCEX paCCManI/IBaeMBIX AKTHUBOB HOJIX)KHBI 6LITL HpI/IHSITI)I BO
BHUMAaHKE 3HAUCHMS, Ha3HAUCHHBIC HA ST aKTUBBI, U OI[CHEHBI ITOCIICCTBUS.

3Ha‘-IeHI/I5[ BOSI[eI\/'ICTBI/ISI Ha 6H3HGC MOFYT 6I)ITI) BI)Ipa)KeHBI B KAQUCCTBCHHBLIX WU
KOJIMUECTBCHHBIX 3HAUCHUSAX, HO JII000I METOI Ha3HAUCHMS 3HAUCHUS B JCHEIKHOM DKBHBAJICHTE
MOXET, B oOuiem, obOecrneuuTh NOAPOOHYI0 HH(OpPMaLMIO A NPUHATHS pEIIeHus W,
CleI0BaTeNbHO, 00JeryuTh 60see 3 (HEeKTHBHBIN MPOIECC MPUHATHS PEIICHHUS.

OHCHKa AKTHUBAa HAYMUHACTCSA C KJ'IaCCI/I(bI/IKaIII/II/I AKTHUBOB COTJIACHO HUX KpI/ITI/I‘IHOCTI/I, B
TePMHHAX Ba)KHOCTH aKTHBOB K BBHIMOJTHEHHIO OM3HEC IeNiell opranu3anuu. Torga ycTaHOBIEHA
OIICHKA, KOT/Ia UCIIOJIB3YS JIBE MEPBI:

e 3HAYCHUE 3aMCHBI AKTHBA: CTOMMOCTh YHCTOIO BOCCTAHOBJICHHMS M 3aMEHBI
uHpopManuu (eciau BooOIe BO3MOXKHO), U

® [IOCJICJICTBUS OW3HEC TOTeph WJIM KOMIPOMETAIIMH aKTHWBa, TaKUEe Kak
MOTEHIIMATbHOE  HEOJNIAarompusTHOEC  BO3ACHCTBHE HA  OW3HEC  W/WIM
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IOpUJIMYECKUE  WIM  PETYJIUPYIOUIME  MOCHEACTBUS  OT  PaCKpBITHS,
MoaudUKanMy, HEIOCTaTKa W/WIM pa3pylieHuss HHQOpMalMM H APYTrUX
MH()OPMAIIMOHHBIX AKTHBOB.

Ora oOleHKa MOXKeT ObITh OmpeJesieHa OT aHaliu3a BO3JCHCTBUS Ha Ou3HEC.
OnpenenéHHoe MOCIEACTBHEM 3HA4YCHHE, JUIsl OW3HEca, OOBIYHO 3HAYUTENIBHO BHINIC, YEM
pocTasi CTOMMOCTh 3aMEHbI, B 3aBHCHUMOCTHM OT BaXHOCTH aKTHBa B OpraHW3alud Ha
COCIMHEHUU C €€ OU3HEC IIEIISIMHU.

OrneHka akTHBa - KIIOYEBOM (DaKTOp B OLIEHKE BO3JIEHCTBUS MHIIMJIEHTHOTO CIEHApUs,
MOTOMY 4YTO HMHIIMJEHT MOXKET 3aTPOHYTh OOJbIE YeM OJUH aKTHB (HAIpUMEp, 3aBHCHMBIE
aKTUBBI), UJIU TOJBKO YacTh aKTHBA. Y Pa3IMYHBIX yrpo3 U YA3BUMOCTEH OyayT paziIuvHbIE
BO3JICHCTBUS HA aKTWUBBI, TaKWe KaK mOTeps KOH(MUICHIMAIBLHOCTHA, MEIOCTHOCTA WIN
noctynHoctu. Takum o0pa3om, OlLleHKa MOCIEICTBUN CBA3aHa C OLEHKOW aKTHBa, OCHOBAHHOMN
Ha aHaJIM3€e BO3JCHCTBUS HA OM3HEC.

MoryTt ObITH OmpeneneHbl BO3JCHCTBHUS MOCIEICTBUN Ha OHU3HEC MOJIENUPOBAHHUEM
pe3yabTaTOB COOBITUN WM HAOOPOB COOBITUM, WM SKCTPAMOJSAIUEH OT IKCIEPUMEHTATbHBIX
WCCJICIOBAaHUM WJTH MPOIUIBIX TAHHBIX.

[TocnenctBusi MOTYT OBITh BBIPOKEHBI B TEPMUHAX JIEHEKHOTO HKBUBAJICHTA,
KPUTEPUAX TEXHHUUYECKOTO WM YeIIOBEYECKOrO0 BO3ACHCTBHS, WM JPYIUX KPHUTEPUEB,
OTHOCSIIIUXCS K OpraHu3anuu. B HEKOTOPBIX Cilydasx, OOJbIIE YeM OJHO YHCIOBOE 3HAYCHUE
0053aHO ONpENENATh IMOCIEACTBUS B TEUCHHE PA3UYHOIO BpPEMEHH, MECTa, TPYMIbl WIH
CUTYalH.

JIomKHBI OBITH M3MEpPEHBl BPEMEHHbIE M (DMHAHCOBBIC IMOCIEIACTBUS TEM K€ CaMbIM
MOAXOA0M, YTO HCIOJIB3YETCS /I ONpPEACIICHUs] BEPOSITHOCTH YIPO3bl U YA3BUMOCTH. JlomkHa
OBITH TIOJIZIEpKaHa TIOTUYHOCTh Ha KOJTMYECTBEHHOM I Ka4eCTBEHHOM TOJXOJE.

[TonpoOHast mHGOpMaIHsI IO OIIEHKE aKTUBA M 1O OIEHKE BO3JCHCTBHS MOXET OBITH
Haiinena B [Ipunoxenun B.

BoixonHas mpoAyKIMs: CHUCOK OLEHEHHBIX TMOCIEACTBHN HHIIMACHTHOTO CIIEHAPUS,
BBIPAXKEHHOT'O OTHOCUTEIBHO aKTUBOB U KPUTEPHUEB BO3/ICHCTBHUS.

8.2.2.3 OueHKa BEpOATHOCTU UHLMAOEHTA

BBonHas — wHQoOpMamumsa:  COUCOK  WACHTHU(PHUIIMPOBAHHBIX  COOTBETCTBYIOIIUX
WHIMJCHTHBIX CIEHAPHEB, BKJIIOYAs WICHTH(PHUKAIMIO YIPO3, 3aTParuBailOlINX aKTUBBI,
HKCIUTYaTUPYEMYIO YSI3BUMOCTb U IOCIEICTBUS K aKTHBaM U Ou3Hec-mporeccaM. Kpome Toro,
CIMCKH BCEX CYIIECTBYIOUIMX U 3aINIAHMPOBAHHBIX KOHTPOJIEH, NX dPPEKTUBHOCTH, peaTn3annun
U COCTOSTHUSI HCIIOJIb30BAHUSI.

JleiicTBUE: JOJDKHA OBITH OIICHEHA BEPOSTHOCTh WHIMICHTHBIX CIIEHapUeB (MMeEeT
otHormrenue ¢ ISO/IEC 27001, pasaen 4.2.1 €) 2)).

PykoBOICTBO peanusanuu:

[MTocne nneHTH(UKAIIMN WHIUACHTHBIX CLEHAPHEB (3TO HEOOXOIMMO, YTOOBI OILIEHUTH
BEPOSITHOCTh KaXJIOTO CIICHAPHS M TIOSBIICHHUS BO3JIECHCTBHS) HCIIOIB3YIOTCS KAUEeCTBCHHBIC MU
KOJINYECTBEHHBIE METOJAMKH OlLEHKHU. J[711 HeoOXOAMMOro MPUHITHS BO BHUMAHHE TOTO, Kak
YacTO CIYYalTCs Yrpo3bl, KaK JIETKO MOXKET JKCILTYaTHPOBATHCS YSA3BHUMOCTH, HEOOXOIUMO
paccMOTpeHue:

® CIIlydaeB M COOTBETCTBYIOIICH CTATUCTHKH TSI BEPOSITHOCTH YTPO3BI

® Ul TpeIHAMEPEHHBIX HMCTOYHUKOB YIPO3bI: MOTHBAIMIO W BO3MOXKHOCTH,
KOTOPBIE N3MEHSIOTCSI B TEUCHHE JIOJITOTO BPEMEHHU, PECYPCHI, JOCTYITHBIE IS
BO3MOJKHBIX aTaKYIOIIMX, TaK ¢ KaK BOCHPUSATHE TPUBJICKATCIBHOCTH H
YSI3BUMOCTH aKTHBOB JIJISI BO3MOYKHOTO aTaKyOIIET0;

® Ui CIy4allHBIX UCTOYHUKOB yrpo3bl: reorpaduyeckue (GpakTopbl, HApUMeEp,
OMU30CTh K XHUMHUYECKUM WU HEDTAHBIM TMPEANPHUITHIM, BO3MOXXHOCTH
KPUTHYECKHX MOTOTHBIX YCIOBHH, M (PaKTOpBI, KOTOpPHIE MOTJIA BIHSTH Ha
YeJI0BeYeCKHe OMMOKH U cO0it 000pynoBaHUS;
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® YSI3BUMOCTH, KaK WHIWUBUAYAIbHEIEC, TAaK U B arperaiy,
®  CYIIECTBYIOIIME KOHTPOIH M KaK 3(PEKTUBHO OHU YMEHBIIAIOT YA3BUMOCTb.

Hanpumep, y HH(POPMAIMOHHOH CHCTEMBI MOXET OBITh YS3BHMOCTh K YyIrpo3aMm
MAaCKHUPOBKH TOJIB30BaTEIbCKONW TOXKIESCTBEHHOCTH M HEMPABUIBLHOTO YIOTPEOICHUS PEeCcypCoB.
VYSA3BUMOCTh MAaCKHPOBKH II0JIb30BATEIIBCKOW TOXJIECTBEHHOCTH MOJKET OBITh BBICOKOW H3-3a
HEXBATKU  TIOJB30BaTeNbCckoi  ayreHTH(ukamuu. C  Apyro  CTOpPOHBI, BEPOSTHOCTH
HEIPABWJILHOTO YIOTPEOJCHUS PECYpCcOB MOXKET OBITh HHU3KOW, HECMOTPS Ha HEXBaTKY
MOJIb30BATEIBCKOW AyTCHTH(PHUKAIIUU, MOTOMY YTO CIHOCOOBI HENPABHIBLHOTO HCIIOIH30BAHUS
PECYPCOB OTpaHUYCHBI.

JUIs TOYHOCTH OLIGHKH AaKTHBBI MOTYT OBITh CTPYIIUPOBAHBI B 3aBUCHUMOCTH OT
MOTPEOHOCTH HMJIU TJIe 3TO MOXET ObITh HEOOXOIUMO, Pa30MTh aKTHBBI Ha JICMECHTHI M CBSI3aTh
ClieHapuu c 3neMeHTamu. Hampumep, ¢ reorpaduueckuM MECTOIOJIOKEHHEM MPUPOAY YIpo3,
TEMH K€ CAMBIMH THIIaM aKTHBaMH, KOTOPHIC MOTYT U3MEHSATHCS WIIM TAK)KE MOTYT U3MEHSATHCS
3¢ (HEKTUBHOCTH CYIIECTBYIONIUX KOHTPOJICH.

BeixoaHasi npoaykims: BeposTHOCTh MHIMACHTHBIX CIICHApHEB (KOJUYECTBEHHAs WIIH
Ka4eCTBCHHA ).

8.2.2.4 OueHKn ypOBHS pucKa

BBonnas wuHQoOpManus: CHUCOK HMHIMIEGHTHBIX CLEHAPHEB C HMX IOCIEACTBUSIMH,
CBSI3aHHBIMH C aKTHBaMHU W OHM3HEC-TIPOIECCAMU U HMX BEPOSTHOCTHIO (KOJMYECTBEHHOW WIIN
KaueCTBEHHOM ).

JleiicTBUE: JODKEH OBITH OIEHEH YpPOBEHb pPHCKAa JJIS BCEX COOTBETCTBYIOIIUX
UHIMJIEHTHBIX ciieHapueB (umeet otHomeHue ¢ ISO/IEC 27001, myHkt 4.2.1 €) 4)).

PykoBOACTBO peanu3anuu:

Onenka pucka NaéT 3HAUYCHUS BEPOSTHOCTU M IOCIEICTBUS PHCKA. OTH 3HAUYCHUS
MOTYT OBITh KOJWYCCTBCHHBIMH WJIM KaueCTBCHHBIMU. OIleHKa PHICKa OCHOBaHA HA OIICHEHHBIX
MOCNEACTBUSIX U BEPOSATHOCTU. J[OMOTHUTENHHO MOXHO pPacCMaTpHUBAaTh BBITOJY PAaCcXOJIOB,
poOJIeMBbI IPUYACTHBIX CTOPOH U JAPYIHE MEepEeMEHHBIE, COOTBETCTBYIOIINE JUUIsI OIICHKH PHCKA.
[IpenmonaraemMplii pHUCK - KOMOWHAIIMS BEPOSTHOCTH WHIUACHTHOTO CIIEHApUS M €ro
IIOCJIE/ICTBHM.

[Tpumepsl pa3nUyHBIX UH(POPMAIIMOHHBIX METOJIOB OIEHKU pHUCKa OE30MaCHOCTH WM
MOJIXOJI0B MOT'YT ObITh HalieHs! B [Ipunoxxennu E.

BrixoaHas mpoAyKIIUs: CIIMCOK PUCKOB C HA3HAYEHHBIMHU 3HAYEHUSMH YPOBHEH.

8.3 Ouenka pucka

BBosnHas wH(popmanys: CIHUCOK PUCKOB C Ha3HAUYCHHBIMH 3HAUYEHUSIMH YPOBHEH U
KPUTEPUHU OLICHKH PUCKA.

[leiicTBre. YpOBEHb PUCKOB JIOJKEH OBITh CPaBHEH C KPUTEPHUSAMM OLIEHKU PUCKA U
NpUeMJIeMbIMU KpUuTepHsiMu pucka (umeet otHotenue ¢ ISO/IEC 27001, nyHkT 4.2.1 ¢) 4)).

PyKOBOJICTBO peain3aiuu:

OcHOBBIBasICh Ha OKpY’Karoleil 00CTaHOBKE M XapaKTepe 3aKJII0UEHUIN HCII0Ib3yeMbIX
JUIs  OIEHKM pHUCKa M KPUTEPHEB YCTAHABIMBAaeTCs OLIGHKa puUCKa (KoTopas Oyzer
UCIIOJIb30BAThCS, YTOOBI MPUHATH pEIIEHUE). OTHU pelleHUuss U KOHTEKCT JOJDKHBI Oojee
noapoOHO TIOBTOPHO TMepepadaThIBaThCsl Ha JAHHOM JTame, Korja OoJbllleé H3BECTHO O
cnenupuYecKkux HISHTUPHUIMPOBAHHBIX pHcKaX. YTOObI OLIGHUTh PHUCKH, OpraHU3aLUN
HEOOXO/MMO CpPaBHUTH MpEArNoyiaraeéMble PUCKH (UCIOJIb3yeMble BBIOOPHI METOIOB HIIU
nonxoel oo0cyxnaercs B Ilpunoxenun E) ¢ kputepusiMu OLEHKH PUCKA, ONMpPENeIEHHBIMU BO
BpPEMsI YCTAHOBJIEHUS COCTOSTHUS.

Kputepun oneHku pucka JOJKHBI ObITh COBMECTUMBI C OMNPEIECIEHHBIM BHEIIHUM H
BHYTPEHHUM HH(POPMALMOHHBIM OKPY)KEHHEM MEHEIKMEHTAa PUCKOB O€30MacHOCTH M I
IOPUHATHS PELICHHUS JOJDKHBI INPUHUMATbCS BO BHUMAaHHME LEJIM OPraHU3aLUH, B3IJISIBI
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3aNMHTCPCCOBAHHBIX CTOPOH U T.I. B ACATCIIBHOCTHU OLUCHKHU PUCKA MPHUHATOC PCHICHUC INTaBHBIM
0o0pa3oM OCHOBaHO Ha MpHEMIIEMOM YypoBHe pucka. OAHAKO HYXKHO PacCMOTPETbh TaKkKe
MOCJICACTBHA, BEPOATHOCTL U CTCIICHb NOBCPUSA K BBIABICHHOMY PUCKY U aHAJINU3Y. COCI[I/IHGHI/IG
yacTed M3 MHOXKECTBAa HU3KHX WM CPEJHUX PHCKOB MOXKET MPHUBECTH K HaMHOro Ooiee
BBICOKOMY B IICJIOM PUCKY, Ha YTO JOJI2KHO GBITB 06pameH0 COOTBCTCTBCHHO BHUMAHMNC.
HeoOxonumMo paccMOTpeTh cleayroniee:
e cBoiicTBa MH(DOPMAMOHHOW OE30MACHOCTH: €CIIM OJUH KPUTEPHA HE BaKEH
JUIS OpraHu3aluu (Hampumep, noreps KOHPUACHIIUAIHLHOCTH), TO BCE PUCKH,
BO3JICUCTBYIOIIME HA 3TOT KPUTEPUIL, BO3SMOKHO, HE YMECTHBI;
® BAXHOCTbH OuzHec-mpoiecca WIH NeSITeNIbHOCTH, MOAJEP>KaHHOM
crenu(pUUYecKUM aKTUBOM WJIM YyCTaHABIMBAEMBI aKTHMBOM: €CJH IpPOIECC
HAaCTpPpOCH HMMCETb HHU3KOC 3HAUCHUC [JII PUCKOB, COHpSI)KéHHBIM C JOTUM
MIPOLIECCOM HYKHO JaTh Oojiee HU3KUW MPUOPUTET PACCMOTPEHHUS, UEM PHCKaM,
KOTOPBIE BO3JICUCTBYIOT Ha 00Jie€ BaKHBIE MTPOLIECCHI MU JICUCTBUS;
OrneHka pucka HCIONb3yeT MOHUMAHUE PUCKA, MOTYYEHHOTO aHAIM30M PHUCKA, YTOObI
HPUHSTH pEeIIeHUs 0 OyIyluX AeHCTBUSAX. PelieHus 10 KHBI BKIIIOYATh!
® JIEATEIBHOCTH, KOTOPYIO HEOOXOAMMO MPEANPUHSTD;
® [PUOPUTETHI JIJISI PACCMOTPEHHs] 0O0pabOTKMU pHUCKa Ui OLICHUBAHUS YPOBHS
PHUCKOB.

B Teuenue craguu OLICHKM PHUCKOB, IOPUIUYECKHE W PETyIHUpYIOLMe TpeOOBaHUS — 3TO
(bakTopbl, KOTOPBIE JOJKHBI OBITH MPUHATHI BO BHUMAaHHE B JIOTOJHEHHE K MPEArojaraeMbiM
pHUcKam.

BrixonHas mpoAyKIUs: CIHUCOK PACIOJIOKEHHBIX [0 MPUOPUTETAM PUCKOB COTJIACHO
KPpUTCPUAM OLUCHKH PHUCKAa OTHOCHUTCIBbHO MHIUACHTHBIX CHCHAPUCB, KOTOPLIC ITPUBOJAAT K 3TUM
pHUCKaM.

9 OopadoTka puckoB HHGOPMAIMOHHOI 0€30MACHOCTH

9.1 Obuiee onucanue o6padbomku pucka

BBojHas mHQOpMAIU: CIIMCOK PUCKOB PACIIOIIOKEHHBIX IO MPHOPUTETAM COTJIACHO
KPUTEPHSIM OLIEHKH PHCKAa OTHOCUTENIbHO MHLUIACHTHBIX CIIEHApHEB, KOTOPbIE MPUBOJAT K 3TUM
pHUCKaMm.

[eiictBue: JIOMKHBI OBITH BBIOpAaHBl KOHTPOJHM, YTOOBI CHU3UTh, COXPAHUTH,
NPEIOTBPATUTH WIIH MEPEaTh PUCKH U OINpEIeIsieTcs IaH 00paboTKH pHCKa.

PykoBoJIcTBO peanu3anyu:

EcTb ueThipe ommuu, JOCTYyNHbIE JUIsl 00paOOTKM pHUCKa: CHU)KEeHUE pucka (cMm. 9.2),
coxpaHeHue pucka (cM. 9.3), mpenorBpaiienue pucka (cMm. 9.4) u nepenava pucka (cm. 9.5).

OTMETBTE ISO/IEC 27001 4.2.1. f) 2) ucmons3yer TepMuH "TPUHHUMATh PHUCK"
BMECTO TOTO, YTOOBI “‘COXPaHUTH PUCK’.

PucyHok 2 wutrocTpupyeT AesTenbHOCTh OOpalOTKM pHCKa B Ipejaenax Ipoliecca
MEHEKMEHTa PUCKOM MH(POPMALIMOHHOM 0€30MMacHOCTH KaK MPeICTaBIeHO Ha pUCYHKE 1.
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Onpegenenne OUeHKU pucka

Touka 1 pewenun pucka

O6paboTka pucka

BapuanTel 06paboTku pucka

v

Y

v \ \ J

CoxpaHeHue MpepoTspatyeHne
pucka pHUCKa

CHWxeHue pucka MepeHoc pucka

Touka 2 pewerus pucka

PucyHoK 2 - geAaTenbHOCTbL 0O6pPaboTKM pUcka

JlomkHbI OBITH BBIOpaHBI BapHaHTBI 00PAOOTKM pHCKa, OCHOBAaHHBIE HAa pe3yJbTaTe
OIICHKHM PHCKA, OKHUIAAEMBIE PACXObI I TOTO, YTOOBI OCYIIECTBUTH ATOT MpPEIMET BbIOOpa U
0KUJAaeMBbIE JIBIOTHI OT 3TUX BapUaHTOB.

JlomkHBI OBITH OCYIIECTBIIEHBI TAaKWE BAapUAHTHI, KOTJIa MOXKET OBITh MOIYYEHO
BHYIIIUTEIHHOE CHIKEHHSI PUCKOB C OTHOCUTENILHO HU3KUMH pacxojaMu. [lanpHeiie BEIOOPHI
BApUAHTOB ISl YCOBEPIICHCTBOBAHUN MOTYT OBITh HEOKOHOMHBIMHU M JIOJDKHO OBITH MPUHSTO
peLIEHrnEe OTHOCUTEIIBHO TOT'O, TOIYCTUMBI JIU OHH.

Boob6mie, HeGmaronpusTHBIE MOCIEACTBUS PUCKOB JOJKHBI OBITh CHENAHbI CTOJb Ke
HU3KUMH, KaK 3TO peajbHO pa3yMHO U HE3aBUCUMO OT JIOOBIX a0CONIOTHBIX KPUTEPHUEB.
MenemKepsl TOTKHBI PACCMOTPETh PEIKUE, HO CEPHE3HBIE PUCKHU. B Takux ciydasx, BO3MOXKHO,
JOJKHBI OBITH OCYIIECTBJICHBI (HAIIPUMEP, MEHEPKMEHT HEMpPEpPBIBHOCTHIO OM3HECa, KOTOPHIi
KaK TIOJIATAaeTCs, TOKPBIBACT OIpEACICHHBIC BBICOKUE PHUCKH) KOHTPOJHM, KOTOphIE HE
JIOIIYCTUMBI Ha CTPOT'0 YKOHOMHUYECKHUX OCHOBAHUAX.

Bce derbipe BapmanTa i 00paOOTKHM PUCKA HE SIBISIIOTCS B3aWMOMCKITIOYAIOIIHMHU.
WNHornma opranuzanus MOXKET CYIIECTBEHHO H3BJICUYb BBITOJYy KOMOWHAIIMEH BapHAHTOB, TAKHX
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KaK CHM)KEHHE BEPOSITHOCTH PUCKOB, CHWKEHHE UX IMOCIEICTBUHM M mepeaaya Uil COXpaHEeHUe
JHOOBIX OCTATOYHBIX PUCKOB.

Hexotopbie BapuaHTbl 00pabOOTKHM pHCKa MOTYT 3(PQEeKTHBHO OBITH aIpecoBaHbI K
Oosee 4yeM OJHOMY pHUCKY (Hampumep, oOydeHue uWH(OpMAIMOHHOW O€30MacHOCTH |
OCBEJIOMJIEHHOCTB). JloiKeH OBbITh OIpenesiéH IiaH oOpaboTKU pHCKa, KOTOPBIHA, 0€3yCIOBHO,
UAECHTUPULIUPYET YIOPSIOUYEHHE IO NPUOPUTETAM, B KOTOPBIX JOJKHBI OBITh OCYILECTBIICHBI
UHIMBUYyaJIbHBIE OOpaOOTKM pHUCKAa W HMX NEPHOAMYHOCTh. MOryT OBITh YCTAaHOBIICHBI
IPUOPUTETHI, UCIIOJIB3YS pa3IMYHble METOJUKH, BKIKOYas paH)XUPOBAHUE PUCKA, aHAJIU3 3aTpar
U >pdexTuBHOCTb. Ha OTBETCTBEHHOCTH MEHEIKEPOB OpraHU3allMM pEIICHHE PaBHOBECHS
MEX/y CTOUMOCTBIO OCYILIECTBICHHUS KOHTPOJICH U MPUHATUS OrOKeTa.

Wnentudukanysi CymecTBYIOUMX KOHTPOJEH MOXKET peluTb, YTO CYLIECTBYIOIIUE
KOHTPOJIM MPEBBIIIAIOT TEKYIIHE MOTPEOHOCTH B YCIOBHUSX CPaBHEHHUH CTOMMOCTH, BKJIIOYas
oOcmyxuBanue. Ecnu paccmarpuBaercs ypaajieHue W30BITOYHBIX WM HEHYXHBIX KOHTpPOJIEH
(ocoObeHHO, €clii Yy KOHTPOJIEH €CTh BBICOKAas CTOMMOCTb OOCITYXKWBaHHs), JOJDKHBI OBITh
IPUHATHl BO BHUMAaHHE CTOMMOCTHBIE (akTOopbl MHPOpMaUMOHHOM Oe3zomacHocTH. Tak Kak
KOHTPOJIM MOTYT BIMATH APYr Ha Jpyra, yJaaleHue W30bITOUYHBIX KOHTPOJIEH MOXET Ha MecTe
YMEHBIINTh TOJNHYIO Oe3omacHocTh. Kpome Toro, Moxxker ObITh Oojiee AEMIEBO OCTaBHUTH
U30BITOYHBIN MM HEHYXHBIH MEHEP)KMEHT Ha MECTE, YeM yJIJIUTh €ro.

HyxHo paccmarpuBarh onuun 00padOTKU pUCKa, IPHHUMAS BO BHUMAHHUE!

® KaK PHCK BOCHPUHSAT 3aTPOHYTBIMU NApTHEPaMU,
® caMbl€ COOTBETCTBYIOIINE CIIOCOOBI OOIIEHUS C MapTHEPAMHU.

VYcraHoBneHue coctosHus (cM. 7.2 - KpUTEpPUEB OLICHKM pHUCKA) IPEIOCTaBIISIET
MH(POPMALIKIO O IOPUUUECKUX U PETYIUPYIOIUX TPEOOBAHUAK, KOTOPBIM JAOJKHA MOAYUHUTHCS
opranmzamus. K opraHmsanusiM IOJDKHO TPUMEHSTBCS TO, YTO OTPAHMYMBAET BO3MOXKHOCTH
HECOCTOSITENIbHO OCYLIECTBUTh U 00paboTaTh BapuaHThI Ui CHUXKEHUS pUCKa. J[OJKHBI OBITh
NPUHATHL BO BHUMAaHUE BCE OTPAHUYCHHS BO BpeMsi 0OpabOTKM pHCKa - OpraHMW3alUOHHBIC,
TE€XHUYECKHUE, CTPYKTYpPHbIE U T.JA. - KOTOpPbIE HAEHTHU(QHUIHMPOBAHBI BO BpPEMS YCTaHOBIICHHE
COCTOSIHUS YUPEKICHHSL.

Kak Tonbko ObUT ompenenéH miaH oOpaOOTKM PHUCKA, JOJKHBI OBITH OINpE/eeHBI
OCTaTOYHBIE PUCKU. DTO 3aTParuBaeT MEPEeCMOTpP WM MOBTOPEHUE OIIEHKH PUCKA, TPUHUMAS BO
BHUMaHME Oxujaaemble >(PQeKTsl mpeanoxkeHHo o0paboTku pucka. JlampHeWinass uTeparus
00paboOTKH pHUCKa MOKET ObITh HEOOXOAMMOMN MpPEXkKIE, YeM NEePEeUTH K MPUHATHIO PHUCKa, €CIU
OCTaTOYHBII pUCK Bce el He BCTpeyaeT MpUeMHbIe KpUTEepUU prcka opranuzanuu. [loxpobuas
uH(popmanusa MoxeT ObITh Haiiiena B ISO/IEC 27002, mynkr 0.3.

BbixosHas mpoAykuMs: IUlaH OOpabOTKM pUCKA M MEHeKepbl OpraHu3aluy,
MPUBO/IAIINE OCTATOYHBIE PUCKH K IIPHEMHOMY Pe3yJIbTaTy.

9.2 CHusicenue pucka

JleiicTBHE: ypOBEHb PUCKA JIOJKEH OBITh CHIDKEH Yepe3 BhIOOp KOHTPOJIEH Tak, 4TOOBI
OCTaTOYHBII PUCK MOT OBITh PACCMOTPEH KaK SIBJISIOLIUICS TPUEMIIEMBIM.

PyKkoBOJICTBO peann3anyu:

JIOJoKHBI  OBITH BBIOpPAaHBI COOTBETCTBYIOIIME W OINpaBAaHHBIE KOHTPOJH, YTOOBI
OTBeYaTh TpPEOOBAHUAM, HACHTU(DUIMPOBAHHBIM B COOTBETCTBUM C OLEHKOW pHUCKa U
00paboTKOI pHcka. DTOT BBIOOP JOJKEH MPHUHATH BO BHUMaHHE MPUEMHBIE KPUTEPHH PUCKA,
Takhe Kak IOpUIWYECKHE, PETYIUPYIOLIUE U JIOTOBOpHbIE TpeOOBaHUSA. DTOT BHIOOP AOKEH
TaK)K€ IPUHATP BO BHUMAHUE CTOMMOCTb U IEPUOA MJS pealn3alli KOHTPOJIEH WIN
TEXHUYECKHE, SKOJOTMYECKHE M KYyJIbTYypHbIE AacHeKThl. OJTO YacTo HEOOXOIAMMO, YTOOBI
MOHU3UTH OOIIYI0 CTOMMOCTh MOHOIIOJBHOT'O HCIIOJIb30BaHUSI CHCTEMBI C JOJDKHBIM 00pa3om
BbIOpaHHBIMU KOHTPOJISIMU HH(OPMALIMOHHON O€301aCHOCTH.

Boo06iie, KOHTposIn MOTyT 00€CIeYUTh OJIMH WM OOJbIIE YKa3aHHBIX THUIIOB 3aIUTHI:
UCIpaBJIEHUE, YCTPAaHEHHWE, MPEAOTBpAllCHNE, MUHMMM3ALUSA BO3JIEHCTBUA, CICPKHUBAHHUE,
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oOHapy>KeHHe, BOCCTaHOBIICHHE, KOHTPOJIb U MOHUMaHue. Bo BpeMs BbIOOpa KOHTPOJISE BaXKHO
B3BECUTh CTOMMOCTb IPHOOpPETEHUs, peaau3alMy, aJMUHUCTPUPOBAHMS, SKCILIyaTalluy,
KOHTPOJISL M OOCITY)KUBaHHsI KOHTPOJIEH MPOTHUB 3HAYCHMS 3allMIIAEMbIX aKTHMBOB. Kpome Toro
HYXXHO PacCMOTPETh, BO3BPALIEHUE HHBECTULIMI B TEPMUHAX COKpAILEHUS PUCKA U MOTEHLIHANA,
4TO0BI SKCIUTYyaTHPOBAaTh HOBBIE BO3MOXKHOCTH OHW3HECa, MPEJOCTaBICHHBIC OIpPEIeICHHBIMU
KOHTPOJSIMH. JIONOJHUTENBHO, AOIKHO OBITH JAHO PACCMOTPEHHUE CHELHATU3UPOBAHHBIX
HaBBIKOB, KOTOPBIE MOTYT OBITh HEOOXOAWMBI, YTOOBI ONPEACTUTh M OCYIIECTBUTH HOBBIE
KOHTPOJIM UM U3MEHUTH CYLIECTBYIOILHUE.

ISO/IEC 27002 obecrieunBaeT moapooHy0 HHHOPMAIINIO OTHOCUTEIBHO KOHTPOJICH.

Ectb MHOro orpaHuueHuil, KOTOpble MOIYT 3aTpOHYTh BBIOOD KOHTPOJIEH.
TexHu4eckne OrpaHUYEHUs, TaKHe KaK TpPeOOBaHMS TNPOU3BOAMTEIBHOCTH, YIPABISAEMOCTh
(TpeOoBaHMs  HKCIUIYaTallMOHHOW MOJAEPKKM) UM MpoOIEeMbl COBMECTUMOCTH  MOTYT
IPEMSTCTBOBAaTh MCIOJb30BAHUIO OMNPEIEIIEHHBIX KOHTPOJIEH, MOTYT BbI3BaTh UEIOBEUYECKYIO
OIMOKY WJIM aHHYJIUPOBaHHME KOHTpPOJIEH, IPEIOCTABICHHUE JIOKHOIO MOHATHS O€30MacHOCTH
WM Aaxe Oojiee TOro - yBEJIMYEHUE PHUCKA, IPU MOTEpe KOHTPOJIA (Harpumep, TpeOoBaHUs
CJIOKHBIX Tapojiel 6e3 HaJuexalero oO0ydyeHus, IPUBOJUT MOJIb30BAaTENEeH K 3alMChIBAHUIO
naponeit). Kpome TOoro Moxer HUMeTh  MECTO  KOHTPOJb, KOTOPBIM  3aTpOHET
IPOU3BOUTENBHOCTb. MeHeIKepbl JOJDKHBI IMONBITATbCd HMICHTU(UIMPOBATH peIlIeHHE,
KOTOpPO€  YJIOBJIIETBOPSIET TpPEeOOBaHUS MPOU3BOAMTEIBHOCTH, TapaHTUPYySd JOCTATOYHYIO
MH(POPMALIMOHHYIO 06e3011acHOCTb. Pe3ynbTaT 3TOro mara - CMcoK BO3MOYKHBIX KOHTPOJIEH € X
CTOMMOCTBIO, BBIFOJION U IPUOPUTETOM peaTn3aliu.

JIOJKHBI OBITH IMPUHATHI BO BHUMaHKUE Pa3IUuHble OrpaHUUYEHHs B BEIOOpE KOHTPOJICH
U BO BpeMs UMIUIEMEHTaluu. PaccMaTpuBaroT, Kak IpaBUIIo, CIAEAYIOIINE OTPAaHUYEHHUS:

® BPEMEHHBbIC;
(hMHAHCOBBIC;
TEXHUYECKUE;
JKCILTyaTal[MOHHBIE;
KYJbTYpPHBIE;
ATHUYECKHUE;
9KOJIOTMYECKHUE;
IOPUNYECKUE;
JETKOCTHU B UCIOJIb30BaHUM;
IIEPCOHAIA;
® IS TOTO, YTOOBI MHTEIPUPOBATh HOBBIE U CYIIECTBYIOINE KOHTPOJIH.

HeoOxoanmass uHQpOpMaluss OTHOCHUTEIBHO OTPaHMYEHMH JUIS COKpALeHHs pHCKa

MoO3KeT ObITh HaiieHa B [lpunoxxenuu F.

9.3 Coxpanenue pucka

[etictBue: JIomxHO OBITH MPHHATO PEIICHHE OTHOCHUTEIHRHO COXpAaHEHHUs pHCKa 0e3
JAJIbHEUIIETO JEUCTBUS B 3aBUCMMOCTH OT OLIEHKH PUCKa.

OTMETBTE, ISO/IEC 27001 nyukr 4.2.1 f 2) “co3HaTenpbHOe M OOBEKTHBHOE
NPUHITHE PHUCKOB, €CIM OHHU, OE3yCIOBHO, VYAOBIETBOPSIOT TMOJHTUKY OpraHU3allud |
KPUTEPHUSM JIJIs1 TOTO, YTOOBI IPUHSATH PUCKK~ OTMHCHIBACT TY K€ CAMYIO I€SITEIIBHOCTb.

PyKOBOJCTBO peanu3aiuu:

Ecnu ypoBeHb puHCKa BBINOJHSAET NPUEMHBIE KPUTEPUM PUCKA M HET HUKAKOU
MOTPEOHOCTH B OCYIIECTBICHUH JOTOJHUTEIHHBIX KOHTPOJIEH, PUCK MOKET OBITh COXpaHEH.

9.4 Ilpeoomepawenue pucka
ﬂeﬁCTBHCI ACATCIIBHOCTD HJIM YCIIOBUSA, KOTOPOC MHAKOT HAYAJIO CHCL[I/I(I)I/IIICCKOMY

PHUCKY, KOTOPOTO HY)KHO N30€KaTh.
PyKOBOJCTBO peajn3amuu.
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Korna naeHtuunupoBanHble pUCKU CYUTAIOTCS CIUIIKOM BBICOKMMHU MM CTOUMOCTH
OCYIIECTBJICHHUS JPYTMX BapHaHTOB 0O0paOOTKM pHCKAa IPEBHIACT BBITOAY, MOXKET OBITH
NPUHATO pelIeHue, 4ToObl M30eKaTh PHUCKA TOJHOCTBIO, YXOJS W3 3aIUIAHUPOBAHHOM WK
CYIIECTBYIOIIEH JeATEIbHOCTH, COBOKYITHOCTH BUIOB AEATEIBHOCTH WM MU3MEHSS YCIOBHS IIPH
KOTOPBIX YHPABJISIOT AEATEIbHOCThIO. HampumMep, BhI3BaHHBIE MPUPOIHBIE PUCKH MOTYT OBITh
6osiee 3(h(heKTUBHO pEIICHBI B CTOMMOCTHOM 3KBHBAJICHTE II0 CPABHEHHIO C AIbTEPHATHUBOH,
ecnu (U3MYECKH TEePEeMECTUTh cpelcTBa 00paboTKu HMH(OpMAIMM B MECTO, I/I€ PHUCK HE
CYIIECTBYET WJIM HaXOAUTCS O KOHTPOJIEM.

9.5 Ilepenoc pucka

JleiicTBHE: PUCK JODKEH OBITh MEepelaH IPYroid CTOpPOHE, KOTOpas MOXKET Hambosee
3 PEKTUBHO YIPABIATH CHEIU(PHUISCKUM PHCKOM B 3aBUCUMOCTH OT OIICHKH PHUCKA.

PyKOBOJCTBO peann3aliim.

[Tepenoc pucka 3arparuBaeT pelieHUE Pa3JeiuTh ONpPEacIEHHbIC PUCKHA ¢ BHEITHUMH
CTOpOHaMI/I. HepeHoc pI/ICKa MOXET CO34aTh HOBBIC pI/ICKI/I NI U3MCHUTH CyHleCTBYIOHII/Ie
uaeHTuguuupoBaHHbple pucku. IlosTomy MoxkeT OBITh HEOOXOAMMON IOMOJHUTENIbHAS
00paboTka pucka.

[Tepenoc MoxeT OBITH ClleJaH CTPaxOBaHHUEM, KOTOPOE MOICPKHUT MOCISACTBUS HIIH,
3aKiouass  CyOmOApSIHBIM  JAOroBOp Ha mapTHEpa, poiib  KOTOporo Oyaer JoJDKHA
KOHTPOJHPOBATh MH(POPMAITMOHHYIO CHCTEMY W TIPEANPHHATH HEMOCPEACTBEHHBIC NIEHCTBHA,
4TOOBI OCTAHOBUTH aTaKy MPEXkKE, YeM OHA ClIeTaeT ONpeIeIEHHBIN YPOBEHb MTOBPEKICHHIA.

HY)KHO OTMCTHUTH, UTO MOXKET 6I)ITB BO3MO>XHaA Hepeﬂaqa OTBCTCTBCHHOCTHU 3a pI/ICK
MEHE/DKMEHTOM, HO OOBIYHO IepeJaTh OTBETCTBEHHOCTh 3a BO3JICMCTBHE HE BO3MOJXKHO.
HcnonauTenu, Kak 00BIYHO, OYAYT MPHUMHCHIBATH HEOIArONPHUITHOE BO3ACHUCTBUE, KaK OIIMOKY
caMoil OpraHu3aIliH.

10 Coxpanenne pucka uHGOpMAIUOHHOI 0€30IIACHOCTH

BBonHbIe naHHBIE: MTaH 00pabOTKM pUCKa M OCTaTOYHAs OLIEHKA PHUCKA MOJBEPraeTcs
NPUEMHOMY PEUICHUIO MEHE/DKEPOB OpraHU3allHH.

[lelicTBHE: pelIeHHe COXPaHUTh PHCKM M OOS3aHHOCTH 3a PELICHUE IO0JDKHO OBITH
HPUHSTO U POpPMaANILHO 3aperucTpupoBaHo (31o cBs3ano ¢ ISO/IEC 27001 nynkr 4.2.1 h)).

PykoBoJICTBO peanuzaryu:

[Inaner 0O0pabOTKM puCKa JOHKHBI OMUCAaTh, KaK OIEHEHHBIE PUCKU OBLIH
00paboTaHHBIMH, JI0 IPUEMHBIX KPUTEPHEB pUCKA (CM. MPUEMHBIE KPUTEPUHU pUCKa pa3aen 7.2).
BaxHO [nenaTh TMEpecMOTp OTBETCTBEHHBIMH MEHEKEpaMU U OCYIICCTBISATh OJ00OpEHHUE
NpEeATIOKEHHBIX TUIAaHOB OOpa0OTKM pPHCKA, MONYYAIOIIMXCS OCTATOYHBIX PHCKOB W JIeNaTh
3aITUCH JIFOOBIX COCTOSTHHM, CBA3aHHBIX C TAKHMM OJI0OPCHUEM.

[IpuemMHBIE KPUTEPUH OCTATOYHOTO PHUCKA MOTYT OBITH ONpENeNICHbl TaK WM HHa4e
KOMIUIEKCHBIMH, OBITh HHKE WJIM BBIIIIE PHHATOTO OPOTa.

B HEKOTOpBIX cly4asXx ypOBEHb OCTATOYHOTO pHCKAa, BO3MOXKHO, HE BCTpEYaeT
NPUEMHBIC KPUTEPUH PHCKA, TIOTOMY YTO MIPUMEHSEMbIC KPUTEPHH HE IPUHUMAIOT BO BHUMAHUE
npeobnasaromue odcTosTenbcTBa. Hanpumep, MoxkHO ObLIO OBl yTBEpXKIATh, YTO HEOOXOIHMMO
NPUHITH PHUCKH, TIOTOMY 4YTO CTOMMOCTh CHIDKCHHS PHCKa CIMIIKOM BBICOKA, a ymiepo,
CONPOBOXKIAMOIIMI PUCKH OYCHBb 3aMaH4MB. Takue 0OCTOSATENhCTBA YKA3bIBAIOT, YTO MPHEMHBIC
KPUTEPUH PHUCKA HEAJCKBATHBI U JIOJDKHBI OBITh, €CIIM BO3MOXKHO, TIepecMoTpeHbl. OHAKO, 3TO
HE BCerja BO3MOXHO, YTOOBI CBOCBPEMEHHBIM CIIOCOOOM MEPECMOTPETh MPHEMHBIE KPUTEPUH
pucka. B Takux ciydasx JMIiam, MPUHUMAIOIIAM DPEIICHHs, BEPOSTHO, MPHUAETCS COXPaHHUTh
PHCKH, KOTOphIe HE BCTpPEYAalOT HOpMallbHBbIE MpUEMHBbIC Kputepud. Ecim 3T0 HEoOXxoammo,
JIMII0, TPUHUMAIONIEE PEUICHUS, JOHKHO SBHO MNPOKOMMEHTHPOBAaTh PHUCKH UM BHECTH
OIIpaBJaHue JUIsl PEIICHHS OTMEHUTh HOPMAaJIbHBIC IPUEMHBIC KPUTCPHH PUCKA.
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BbixosHas OpOAYKIMS: CHUCOK COXPaHEHHBIX PHUCKOB C OOOCHOBAaHHEM TOTO, UTO
BCTPEYAacT HOPMaJIbHBIE IPUEMHBIE KPUTEPUHU PUCKA OPraHU3aLIUH.

11 KommyHukanuu pucka uH(GOPMANNOHHON 0€30MACHOCTH

BBonmnas wHbopMamms: Bce pPUCKHM HMHGOPMALMH, MOJTYYEHHbIE OT JICHCTBHH
MEHEIKMEHTa pUCKaMu (CM. WiuocTpanuio 1).

[leiictBue: MHpopmamus o pucke J0KHA OOMEHHMBATBHCS W/WIN Pa3/CNATHCS MEXKITY
JIMIOM, IIPUHHUMAIOIUM PCUHICHUC U APYTUMU 3aUHTCPCCOBAHHBIMH CTOPOHAMMU.

PyKoBOJICTBO peanuzaryu:

KOMMyHI/IKaI_II/II/I pucka - 1eATCIbHOCTD, LITO6I:I AOCTUTHYTH COIIAlICHUA 110 TOMY, KaK
YIPaBIATh PUCKAMH, OOMEHHMBAsACh W/WIM AETACh MHPOPMAIME O PUCKE MEXIy JHUIAMHU,
NPUHUMAIOIIMMH pellleHNe U APYTUMH MPUYACTHBIMU cTOpoHamu. MHpopmanus BKIOYaeT, HO
HE OrpaHMYeHa CYIIECTBOBAHUEM, NPUPONOH, (OPMOH, BEPOSTHOCTHIO, CEPHbEIHOCTHIO,
00paboTKOI 1 TPHUEMIIEMOCTBIO PUCKOB.

D¢ dexTrBHAST KOMMYHUKAIMS CPEAM MPUYACTHBIX CTOPOH Ba)KHA, TaK KaK 3TO MOXET
OKa3aTb CYHICCTBCHHOC BJIMAHUC Ha PCIICHHA, KOTOPLIC OOJIZKHBI 6BITI) IMPUHATEL.
KoMMyHUKaMy rapaHTUPYET, YTO OTBETCTBEHHBIC 32 OCYILIECTBICHUE MEHEIKMEHTAa PUCKOM H
3aNMHTCPCCOBAHHBIC KPYI'W IMOHHUMAIOT OCHOBOHOJ’IaFaIOHII/If/'I IIPpUHIUII, HA KOTOPOM IIPUHATHL
peureHus u nouemMy TpeOyrorcs cnennpudeckue aelicTBrus. KommyHHKanuu JByHarpaBiieHB.

BOCHpI/IﬂTI/Ie pUCKa MOXET USMCHUTLCA HU3-3a paBJ’II/I'-II/Iﬁ B IIPCATIOJIOKCHHUAX, ITIOHATHAX
U TMOTpPeOHOCTAX, mpolieMax u mpoOieMax NPUYACTHBIX CTOPOH, IHOCKOJBKY OHH HMEIOT
OTHOLIEHHE C PUCKOM WM IpoliemMamMu npu obOcyxaeHuu. [IpuyacTHble CTOPOHBI, BEPOSTHO,
CHIENAIOT CY)KICHHUS 10 NMPUEMIIEMOCTH PUCKAa OCHOBAaHHBIMH Ha MX BOCHPUSTHU PUCKA. DTO
0COOEHHO Ba)KHO, YTOOBI T'apaHTHUPOBATH, YTO MOXKET OBITh MACHTU()UIIMPOBAHO BOCIPHUSATHE
pHCKa TPUYACTHBIMH CTOPOHAMM TaK JK€ KaK HX BOCIPHATHE JUIS HW3BJICYCHHUS BBITOJ,
3apCruCTpUPOBATE U ACHO IMOHATH OCHOBHBIC IPUYHHBI U aAPCCAlUIO0.

JIOJKHBI OBITH BHIITOJHEHBI KOMMYHHUKAIIUU PUCKOB, YTOOBI JOCTUTHYTH CIIETYIOLIETO:

e 00ecrneynTh rapaHTUPOBAHME MEHEI)KMEHTOM OpPraHU3alluy pe3yabTaTa pUCKa;

e coOpaTh HH(OPMAITUIO O PUCKE,

® COBMECTHO HCIIOJIb30BAaTh CIICACTBHUS OICHKH PHCKAa W MPEACTaBUTh IUIaH
00pabOTKHU PHCKa;

e y30eraTb U yMEHbBIIATH PACIPOCTPAHEHHS ITOCIEICTBUN HApPYLIICHUH NpaBHII
UH(POPMAIIMOHHOW 0€30IMaCHOCTH M3-3a HEXBATKH B3aMMHOTO MOHUMAaHUS CPE/IH
JIMILL, TPUHUMAIOIIUX PELICHUS U IPUYACTHBIX CTOPOH;

® [OJIEPKUBATh NIPUHATHE PELICHUN;

® [IOJIyYUTh HOBBIE 3HAHUS MH(OPMALIMOHHON OE30M1aCHOCTH;

¢ KOOpAWMHHPOBATH C APYrMMHU CTOPOHAMH W ILJIaHAMH peaKHI/Iﬁ YMCHBIICHUC
MOCJIEICTBUS TFOOOTO MHITUICHTA;

® JIOBECTH CMBICJI OTBETCTBEHHOCTH O PHCKaX JHIAM, IPUHUMAIOIINM PEIICHHS U
NPUYACTHBIM CTOPOHAM;

¢ YIYYHIUTHh HIOHUMAHHUC.

Opranuzanus I0/DKHA pa3paboTaTh IUIAHBI KOMMYHHKAIIMH PHCKAa OTHOCHUTENBHO
HOPMAJIBHOW SKCIUTyaTallMM TaK K€ KaK OTHOCHUTEIBHO Ype3BBIYaWHBIX cUTyanui. [loatomy,
ACATCIIBHOCTE KOMMYHUKAIIUX PUCKA JOJI>KHA BBITOJTHATHECA HEIMMPEPBIBHO.

KoopauHaryst MeXx 1y TIaBHBIMH JIMIIAMU, TPUHUMAIOIIUMH PEIICHHUS W TPUYACTHBIMH
CTOPOHAMH, MOXET OBbITh JAOCTUTHYTa (OPMUPOBAHHEM KOMHUTETA, IJIE MOTYT HUMEThb MECTO
nebaThl O pPHUCKaX, HMX YCTAaHOBJICHHBIX INPHOPUTETAX M COOTBETCTBYMOIIEH 00paboTke U
IMPUHATHH.

COOTBETCTBYIOIIUM  IMOJPA3/CICHUEM KOMMYHHMKALMH BaXHO COTPYAHUYATh C
OOIIECTBEHHOCTHIO MM KOMMYHHMKALMSIMH B TIpE/eNiaX OpraHM3alld, YTOOBI KOOPAWHHPOBATH
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BCE 3aJ]a4M, CBA3aHHBIE C PUCKOM KOMMYHMKAIUil. DTO KpaliHE Ba)XKHO B ClIydae KPHU3UCHBIX
JIEeNCTBUI KOMMYHUKAIIUHU, HAIPUMED, B OTBET Ha crielU(PUUeCKUe WHIUIACHTHI.

Boixonnas npoaykius: IloHnMaHne HENpepbIBHOCTH MPOLIECCa MEHEPKMEHTA PUCKOM
nH(pOPMallMOHHON 06€30MaCHOCTH OPraHU3aIMHN U UX PE3YJIbTAaTOB.

12 MOHUTOPHUHT U NEPEeCMOTP PUCKA HHPOPMALMOHHOMI
0e30macHOCTH

12.1 Monumopunz u nepecmomp hakmopoe pucka

BBoxnas wundopmamms: wHpopManMs MOJTHOTO PHCKA, TOJyYeHHas M3 JeHCTBHUIA
MEHE[KMEHTa PUCKOM (CM. pUCYHOK 1).

JleiictBue: JIomKkHBI OBITH IPOBEPEHBI U IEPECMATPUBATHCS PUCKU U UX (DaKTOpHI (TO
€CTh 3HAUYE€HHE AaKTWUBOB, BO3JCWUCTBUN, YIpo3, YA3BUMOCTH, BEPOSTHOCTH BO3HHUKHOBEHUS),
YTOOBI B paHHEH CTaUH UACHTU(UIIMPOBATD JTIOObIC N3MEHEHHS B OKPYKEHHH U TTOJICPKUBATD
KpaTKWi aHallu3 3aKOHUYEHHOUW KapTUHBI PUCKA.

PykoBOACTBO peanu3anuu:

Pucku He ABIAIOTCS CTaTUYECKUMHU. YTPO3bl, YA3BUMOCTb, BEPOATHOCTH WU
MOCNEACTBHSI MOTYT H3MEHHUThCS pe3ko 0Oe3 moboil umuaukamuu. [loaTomy HeoOXoaum
MOHHUTOPHHT, KOHTPOJIMPYIOIINNA OOHAPY>KEHHSI STUX U3MEHEHUN. DTO MOXKET OBITh TOICPIKAHO
BHEITHUMH CITYy’KOaMH, KOTOPBIE MPEAOCTABISIOT MHPOPMAIIHIO OTHOCUTEIHLHO HOBBIX YIPO3 WIIH
YSI3BUMOCTH.

Opranu3zanuu AOKHBI TapaHTUPOBATh, YTO HEMPEPHIBHO MPOBEPSETCS CIEIYIONIEE:

® HOBBIC AKTHBBI, KOTOPBIE OBUIM BKJIIOYEHBI B 00JaCTh JACWCTBUS MEHEDKMEHTA
PHUCKOM;

e HeoOXoauMmas MonuGUKaIMs 3HAYEHUIH aKTHBa, HAIPUMEP W3-32 M3MEHEHHBIX
Ou3Hec TpeOOBaHMIA;

® HOBBIE YIpO3bl, KOTOpbIE HE OBUIM OILIEHEHBl U BO3MOYKHO aKTUBHBIE BHYTPH H
CHapYyKU OpraHHU3aIUy;

e BO3MOXKHAas HOBas WJIM YBEIMYCHHAs YSI3BHMOCTb, ITO3BOJISIONIAS YIrpo3am
AKCILTYaTHPOBATh 3Ty HOBYIO MJIM U3MEHEHHYIO YS3BUMOCTB;

® UJACHTUQUIMPOBAHHAS  YSA3BUMOCTb, UTOOBI OMNpENENUTh T€, KOTOpbIE
MOJIBEPratoOTCsl HOBBIM MJIM MIOBTOPHO MOSIBIISIIOIIUMCSI yTPO3aM;

® YBEIMYEHHOE BO3/ICHCTBUE WM MOCIIEACTBUS OIICHEHHBIX yIpo3, YA3BUMOCTH H
PHICKOB B arperaryu, IpUBOISAIINE K HEJOIYCTHMOMY YPOBHIO PHCKa;

® UHIUJCHTH HHPOPMAIIMOHHOM 0€30MacHOCTH.

HoBble yrpo3sbl, ys3BUMOCTb, U3MEHEHHSI B BEPOSTHOCTH WIJIMA TIOCIEACTBUSX MOTYT
YBEIIMYUThH PUCKHU, paHee OlleHEHHbIe Kak HU3Kue. [Ipu nepecMoTpe HU3KUX U MPUHATHIX PHCKOB
HY)XHO paccMaTpuBaTh KaKIbIH PUCK OTIAEIHFHO M BCE PHUCKH, TOCKOJBKY arperamus WX Tpu
OLIEHKE TaK)K€ CyMMHUPYIOT MOTEHIMAI UX BO3AEHCTBHs. EciM pucku He OTHOCATCA K HU3KOM
WIA TIPHEMJIEMON KaTeropuu PHCKA, OHHM JOJDKHBI OBITh 00paOOTaHBI, MCHOIB3Yys OJMH HITH
0oJ1blIe BAPHAHTOB, KOTOPBIE pacCMaTPUBAIOT B pazzerne 9.

@DakTopbl, KOTOpHIE 3aTParuBalOT BEPOSITHOCTh W TIOCIEACTBUS TOSBICHHS YIPo3,
MOTYT M3MEHHTh BapHUaHTHl, KOTOPBIC 3aTPAarMBalOT MPUTOJHOCTh WM CTOMMOCTBH Pa3IHYHBIX
BapuaHTOB 00paboTku. KpymHble M3MEHEHUs, 3aTparvBarollie OpraHU3alfio, JOJKHBI OBITh
NpUYHHON uIst Ooree crierupuveckoro mepecMorpa. [loaTomy, HEHCTBHS 1O MOHUTOPHHTY
pHCKa JOJKHBI PETYJISIPHO MOBTOPSTHCS, BEIOPaHHbBIE BapUAHTHI i1 00OpaObOTKU pUCKa JOJKHBI
NEPUOTNICCKHA TTOBTOPSTHCS.

Pe3ynpTaToM OT MOHMTOpPMHIA PHCKAa MOXKET OBITh BBOJIHAS K JPYTUM JACUCTBUSAM IO
nepecMoTpy pucka. Korma nporcxoasT KioueBble H3MEHEHHUsI, OpraHU3aIHs JODKHA PETyIsPHO
Jenarth nepecMoTp Beex puckoB u (coriacHo ISO/IEC 27001, myHkr 4.2.3).
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BoixonHas mnpoaykuusa: HenpepeiBHass peryinupoBKa MEHEIKMEHTOM pHCKOB B
COOTBETCTBUM C OM3HEC LIEJIAMHU OpPraHU3allu U ¢ IPUEMHBIMU KPUTEPUSMU PHUCKA.

12.2 Monumopunz, nepecmomp u yayuuieHue MeHeOHCMEeHmMa pucKkos

BBonnas wundopmammsa: wHpopManus TMOJTHOTO PHCKA, TOJyYeHHAas M3 JEeHCTBHUIA
MEHEKMEHTa PUCKOB (CM. pHCYHOK 1).
JleiicTBUE: MPOLIECC MEHEHKMEHTa PHCKOB MH()OPMAIIMOHHONW 0€30MacHOCTH JIOJIKEH
HENPEepPbIBHO NOMNAAaTh M0 MOHUTOPUHT, IIOBTOPATCS U YIy4IIaThCs 10 Mepe HeOOXOAUMOCTH U
COOTBETCTBHUS.
PykoBozicTBO peanuzanumu:
[Tpomomkaromuiicss MOHUTOPUHT U MEPECMOTP HEOOXOIUMBI, YTOOBI TapaHTUPOBATH,
YTO OKpYXKEHHE, pe3yibTaT OLEHKH pHCKa W OOpabOTKM pHUCKa, TaK >X€ KaK M IUIaHbI
MEHEKMEHTA OCTAIOTCSl YMECTHBIMH U COOTBETCTBYIOUIMMHU K OOCTOSATEIILCTBAM.
OpraHu3anuss JOJKHA YJOCTOBEPUTHCSA, YTO IHPOLECC MEHEKMEHTa pPHUCKOB
MH(OPMaLlMOHHBIN 0€30IIaCHOCTH U CBSI3aHHBIE C HUM JIEUCTBUS OCTAIOTCS COOTBETCTBYIOLIUMU
OpU  CYLIECTBYIOIMX OOCTOATENbCTBAX U CONPOBOXKAAOTCA. JIroOble coriacoBaHHbBIE
YCOBEPUICHCTBOBAHMUSA K TMPOLECCY WM JCUCTBUSAM, HEOOXOAMMBIM, 4YTOOBI YIIyYIIHTh
COOTBETCTBUE C IPOLIECCOM, JIOJUKHBI  OBITh  3aperuCTPUPOBAHBl  COOTBETCTBYIOILUM
MEHEKEPOM, 4TOObl UMETh I'apaHTUIO, YTO HE MPOIYLIEH WU HEJAOOLEHEH HUKAKOW 3JIEMEHT
pHUCKa M YTO MPEINPUHATH HEOOXOIUMBIE TEHCTBHUS U PELICHHS, YTOOBI 00ECIEUNTh pearbHOe
IOHUMAaHHUE PUCKA U KOMIIETEHTHbIE OTBETHI.
Opranu3anusi JO0JDKHA JIOTIONIHUTENFHO PETYISPHO TIPOBEPSATh, UYTO KPUTEPHH,
uMeroIre 0ObIKHOBEHHE U3MEPATh PUCK M €ro 3JIEMEHTHI Bce ellé MPABUIbHBI U COBMECTUMBI C
OM3HEC LEeISIMHU, CTPATETUSIMU M TIOJMTUKOM M 9TO BCE 3TO M3MEHSAETCS B OM3HEC OKPYXECHHHU,
YUUTBIBAETCSI COOTBETCTBEHHO BO BpEMs IpoLlecCa MEHEIKMEHTa PUCKOM HH(POPMALMOHHOM
0€30MaCHOCTH. DTOT MOHUTOPUHT U MEPECMOTP JESITEIBHOCTH JO0DKEH OBITh apecoBaH (HO HE
OTPaHUYEHO MEPEYHEM):
® IOPHIMYECKUM U OTHOCSIIUMCS OKPYKCHUEM;

OKpY>K€HHEM KOHKYPEHLIUY;

MOJIXO/1aM OLIEHKU PUCKOB;

3HA4YEHUSIM aKTHBA U KaTETOPHIM;

KPUTEPHSIM BO3JCHCTBUS;

KPUTEPHSIM OLIEHKH PHUCKa;

0J100peHNEM KpUTEPUEB PUCKA;

o011eil CTOMMOCTBI0O MOHOIIOJIBHOTO UCTIOIb30BaHUS;
® HEOOXOJUMBIM pPecypcam.

Opranuzanus J0DKHA TapaHTHUPOBaTh, YTO OLEHKAa pHUCKa U pecypchl 00paboTKu
PHCKOB HENPEpHIBHO JOCTYMHBI Ui  I[EPECMOTpa PHUCKOB, aJPECOBAHHBIX K HOBBIM WM
U3MEHEHHBIM yrpo3aM WM YA3BHUMOCTSIM, a TaK >K€ COOTBETCTBEHHO KOHCYJIHTHPOBATH
MEHEKMEHT.

MeHeKMEHT PUCKOM MOKET MPOBOIWTH MOHHUTOPHHI M3MEHEHWH WM JT0OaBICHHUN
M0/JIX0/10B, METOJOJIOTHI MJIM HHCTPYMEHTAJIBHBIX CPEJICTB, UCIIOIb3YEMbIX B 3aBUCUMOCTH OT:

®  WICHTU(DUIMPOBAHHBIX H3MEHEHHIA,

® UTEpALM OLIEHKU PUCKa;

® CTpeMJICHHWU YIpaBJsATh PUCKaMH Tporecca MHPOPMAIMOHHONW 0€30MacHOCTH
(HampuMep, HENPEepPBIBHOCTBIO OW3HECA, YCTOWYMBOCTBIO K HHITUICHTAM,
COOTBETCTBUH);

e 00beKTa mpolecca MEHEKMEHTa PUCKOM HH(GOPMAIMOHHOW O€30MacHOCTH
(HampuMmep, opraHuzaiys, OM3HEC MOAYNb, MHPOPMAIMOHHBIA MPOLECC, €ro
TeXHUYECKas peanu3alus, MpuIoKeHrne, MoAKIIoYeHHE K Internet)
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BbixonHas mpoaykims: YMECTHOCTh HEMpPEephIBHO 00pabaThiBaTh MEHEIKMEHTOM
pUCKM MH()OPMALMOHHONW 0€30MaCHOCTU B COOTBETCTBMM C OM3HEC LENsSAM OpraHu3aluy WU
OOHOBJIEHHEM IIPOLIECCOB.
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Hpunoxkenune A
(MHpopmaLmoHHOE)
Onpenenenue 00J1aCTH MPUMEHEHHUS M TPAHMIL IPoIecca
MEHEeIKMEHTa PUCKOB HH(POPMALMOHHON 0€30IIaCHOCTH

Al Hccneoosanue opzanuzayuu

OneHKa opranu3aiuuu

HccnenoBanue OpraHu3anuu BBISIBIIICT XapaKTEPUCTUKU 3JIEMEHTOB,
UACHTU(DUIMPYIOMIUX OpraHu3alli. JTO KacaeTcs HaMmepeHui, Ou3Heca, MHCCHUN, 3HAUYEHUN U
cTpaTeruil 3Toil opranuzauuu. OHU JOJDKHBI OBITH HIEHTH()UIUPOBAHBI BMECTE C DJIEMEHTAMHU HX
pa3paboTKu (HampuMmep, 3aKIUYeHUE CyOIOAPSTHOTO I0TOBOPA).

TpyaHOCTB 3TON IEATEIBHOCTH 3aKJII0YAeTCs B TOUHOM ITIOHUMAHUU KaK CTPYKTYpHUpPOBaHa
opranuzanus. Mnentudukanusa e€ peaabHOU CTPYKTYpbl 0OECIIEUUT MOHUMAaHUE POJIM U BaXKHOCTh
KQ)KJIOTO IIOIPA3/IeNICHUs B TOCTHKCHUH LIEJIEH OpPraHU3aluu.

Hanpumep, ¢akr, 4TO pyKOBOAUTENb CIYXObl HHMDOPMALMOHHONW OE30MaCHOCTH
OCYILIECTBIISIET JIOKJIAJ TOII - MEHeKepaMm, a He IT meHemkepy, yKa3plBaeT Ha IPUYACTHOCTD TOII -
MEHEIKEPOB K HH(POPMAIIMOHHOM 6€30MacHOCTH.

OcCHOBHbIE HAMEPEHUS OPraHU3aluU

OcHOBHbIE HaMEpPEHUS] OpPraHu3allid MOTYT OBITH OMpeJeNieHbl KaK MOTHUB, 3a4eM OHa
cymiecTByer (e€ moJie AesTeIbHOCTH, €€ PRIHOYHBIM CETMEHT U T.J1.).

busHec opranuzanuu

busHec opranusanuu, OIpPEACHEHHBIA CIyXXallUMU M METOJMKaMHU HOY-Xay HJa€T
BO3MOKHOCTh JIOCTUTHYTh CBO€H MHUCCHUHU. DTO SIBJISETCA ONPENEIEHHBIM JUIS MOJs AESITEIbHOCTU
OpraHU3alMHU U 4acTo ONPEIEISIET CBOKO KYJIbTYPY.

Muccus opranuzanuu

[Ipn noctmkeHUM opraHU3alUeil CBOMX HaMEepeHUW aocTuraercs €€ Muccuu. YToObl
UACHTU(PHUIIUPOBATH MHUCCUIO JIOJDKHBI OBITh HMACHTU(UIIMPOBAHBI OKa3aHHBIE YCIYTU W/WIH
IIPOU3BEIEHHBIE IPOAYKTHl OTHOCUTEIBHO KOHEUHBIX MTOJIb30BATEIEH.

3HaYeHUE OPraHU3aluu

['1aBHBIA TPUHIKIN 3HAYEHUN - YETKUM KOJEKC MOBEICHHUS OTHOCHIICS K OCYIIECTBICHUIO
Ou3Heca. JTO MOXKET KOCHYTHCS MEpCOHana, OTHOLIEHUI C BHEUIHHUMH areHTamu (KJIHMeHTaMu U
T.J1.), KAUECTBOM MOCTaBJISEMBbIX MPOAYKTOB WJIM OKA3aHHBIX YCIYT.

Bosbpmute, Hampumep, opraHu3aiuu, 1eidb KOTOPBIX - KOMMYHalbHOE OOCHy>KMBaHUE U
OM3HEC KOTOPOro - TPAHCIOPT U YbM MUCCUU BKIIIOYAIOT TPAHCHOPTHUPOBKU JI€TEH B IIKOJIY M UX
He€. E€ 3HaueHust MOTYT OBITh TOYHOCTBIO CEPBHCA U OE30MMACHOCTH BO BPeMsl TPAHCIIOPTUPOBKH.

CTpyKTypa Opranusaiuu

TyT paznuyHbie TUTIBI CTPYKTYPBI:

e JpoOHas CTPYKTypa: KaXKIbld pa3fesn MOMEHEH IOJ] BJIAacTbi0 MEHekepa
MOAPA3/ACIICHNs, OTBETCTBEHHOIO 3a CTPATETMYECKHE, aIMUHHMCTPATHUBHBIE U
ONEpPaTUBHBIEC PEIICHUS] OTHOCUTEIBHO €r0 MOJTYJIS;

e (yHKUMOHANBbHAS CTPYKTypa: (YHKIMOHAJIbHAS BIACTh OCYIIECTBJIEHA Ha
npoueaypax, Hpupoje pabdoThl M HHOTJAA pEHIeHUH WIM IJIaHUPOBaHUS
(manpumep, npoaykuus, T, yuenoBeyeckrue pecypchbl, MAPKETHHT U T.1.);
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KommenTapuu:
e pazzen B IpeAenax OpraHU3aluu ¢ JAPOOHOW CTPYKTYpOH MOXKET OBITh
OpPraHU30BaH Kak (DyHKIIMOHAJIbHAS CTPYKTypa U HAa00O0POT;
e y OpraHM3ally, MOKHO TaK CKa3aTb, €CTb MAaTpU4HAasl CTPYKTypa, €CIU y Heé
€CTb HJIEMEHTHI 000MX THIIOB CTPYKTYPHI;
e B II000I OPraHU3aAIMOHHON CTPYKTYpPE MOKHO OTJIMYUThH CIAEAYIOIINE YPOBHHU:

"  YpPOBEHb MPHHATUS pPEHICHUW (ONpeAeICHUE CTPAaTETHYECKUX
OpUEHTAIIN);
"  YpOBEHB JIUACPCTBA (KOOPIUHAIINS U MEHEIKMEHT);
" ONEpPaTUBHBIM ypOBEHb (MPOAYKIUS € MEPONPHITHS TIO
TTOJJICPXKKE).
OpranuzaioHHasi CTpYKTypa
CTpyKTypa OpraHu3aliy MpeIcTaBiIeHa CXeMaTHYHO B OPTaHU3aIMOHHON CTPYKType. DTO
MPEJICTABICHUE JOJDKHO BBIICIUTH HAIMPABJICHUS YBEAOMIICHHM W JICJICTAIMIO TOJTHOMOYHU, HO
JOJDKHO TaKKe BKJIIOYATh JPYTrUe OTHOIICHUS, KOTOPBIC JaKe €CIM OHU HE OCHOBaHbl Ha
(hopMaNTbHBIX MIOJTHOMOYUSX SIBJISIFOTCS, TEM HE MEHEe, HAIPaBJICHUSIMH ITOTOKa HH(POpMAaIIHH.
Crparerus opraHu3aiuu
Oro TpebyeT (GOPMAIBHOTO BBIPAKEHUS PYKOBOAAIIUX MPHUHIIMIIOB OpraHU3aIUH.
PyKOBOJICTBO OIpENeNseT CTPATETu0 OpraHU3aluid U HEOOXOAUMYK pa3paboTKy, YTOOBI M3BJICUYb
BBITO/IY M3 TIPOOJIEM yrpo3 U TUTAHUPYEMBIX TJIABHBIX U3MCHECHUN.

A2 Cnucok ozpanuuenuil, 3ampazusaroujux opeanu3ayuio

JIOJDKHBI OBITH IPUHATH BO BHUMaHUE BCE OTPAaHMUYCHHUS, 3aTPArMBAIOIINE OPTaHU3AINIO 1
OTpeeNsone opueHTau e€ MHPOopMaIMOHHON Oe30macHOCTU. VX HMCTOYHUK MOXKET OBITh B
npejenax opraHu3aluu, KOorjaa UMEeTcss HEKOTOPhIM KOHTPOJb HaJ HUMHU WM BHE OpraHU3allUU U
no3ToMy OBITh BOOOIIE HeonucaHHbIM. Hanbonee camble BakHbIE OrpaHUYEeHHs pecypca (OroIKer,
MEPCOHAIT) ¥ YpEe3BbIUaliHbIE OIPAHUYEHHUS.

Opranuszanys yCTaHaBJIMBAE€T, BO3MOXKHO, 3a JUIMTENbHBIA MEpUOJ, CBOU LIEJHU
(oTHOCUTENBHO OW3HEca, TMOBEIECHUS W T.1.) (UKCUPOBAHHBIE K OMNpeaeiaEHHOW cTe3e. ITo
ofpesieNsIeT TO, YEM 3TO XOUET CTaTh M CPE/ICTBA, KOTOPbIE JOJKHBI OYAYT OBITh OCYILIECTBICHBI. B
OTpEeNIEHUH 3TOTO MYTH OpraHu3alus MIPUHUMAEeT BO BHUMaHUE COOBITHS B METOJIMKAaX U HOY-Xay
BBIPQKEHHBIX TMOKETAHUSAX MOJIb30BaTeNel, KJIMEHTOB U T.A. JTa 1IeTh MOXET ObITh BHIpaKEHa B
dbopme crpareruu  AeMcTBUS WM pa3pabOTKU C  IeNbl0, HalpUMep, YMEHbILIEHUs
AKCIUTyaTallMOHHBIX PACXO/0B, YIIYUIIEHHUS KayeCTBa CEpBUCa U T.J.

Ota cTparerus, BEpOsATHO, BKIOYaeT MHPopmanuio U nHdopmannonuyto cucremy (MC),
KOTOpass IoMoraeT B MX IpuMeHeHHH. ClleoBaTeIbHO, XapaKTEPUCTHUKH OTHOCUTEIIBHO
TOKJIECTBEHHOCTH, MUCCUU U CTPAaTErnii OpraHu3aluy - (QyHIaMeHTalbHbIE 3JEMEHTHl B aHAJIN3e
npoOjeMbl, TaK KakK HapylleHHe MH()OPMAIMOHHOIO acleKTa Oe30MacHOCTH MOJKeT HMPUBECTH K
NEPECMOTPY MPEHKHET0 MHEHHS 3TUX cTpaTernyeckux 1ener. Kpome Toro, 3To ABiIS€TCS OCHOBHBIM,
4TOOBI IPEIOKEHHS 0 TPeOOBAaHUIX MH(OPMAIIMOHHON 0€30MacCHOCTH OCTAIUCh COBMECTUMBIMH C
IpaBUJIaMH, UCIIOIb30BAaHUEM U CPEJICTBAMU CaMOW OpraHHU3aIliH.

Crnncok orpaHMuYeHUI BKIKOYAET, HO HE OTPAHUYEH:

OrpaHnn4eHust DOJUTHYECCKON IPUPOJILI

OHM MOTYT KOCHYThCS  MPABUTEIbCTBEHHBIX  AIMHHHCTpAIMi, OOIIECTBEHHBIX
yupexJIeHu# win B 0oJiee MHUPOKOM MOHUMAaHHUU JH000H opraHu3aii, KOTopas J0HKHA IPUMEHSTh
NPaBUTEIIbCTBEHHBIE pEIIEHUs. DTO pelIeHUs] OOBIYHO OTHOCHTEIBHO CTPATErMYeCKOW WIIH
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OTIEpAaTUBHOW  OpPUEHTAIMHM, KOTOpPBbIE  JIOJDKHBI ~ OBITh  MPUMEHEHBI  MOJpa3elcHHEM
MPABUTENBCTBEHHBIX OPTaHOB JJISl IPUHATHS PEILICHUH.

Hanpumep, xomnviomepusayus cuemog uiu  AOMUHUCPAMUBHLIX — OOKYMEHMO8
Gopmupyem npobremvt uHGopmayuoHHoU 6€30naACHOCMU.

OrpaHuveHUs CTPATETHIECKON TPUPOIBI

OrpanuueHuss MOTYT SIBUTbCS pE3yJIbTaTOM 3alUIAaHMPOBAHHBIX MM  BO3MOXKHBIX
W3MEHEHUH K CTPYKTypaM OpraHM3aliy Uiu opueHTannuu. OHU BBIPAKEHBI B CTPATETUYECKUX WIIN
OTEpaTUBHBIX TUIaHAX OpraHU3aluy.

Hanpumep, medxcoynapooroe compyoHuuecmeo 8 cO8MeCMHOM UCHONb308AHUU BANCHOU
unghopmayuu modcem mpebo6ams co2nauleHuti OMmHOCUMENbHO 6e30NaACH020 0OMeEHA.

TeppuropualibHble OrpaHUYCHUS

CtpykTypa OpraHu3aiiy W/Wid 1eJb MOTYT BBECTHU ONpeesiEHHbIE OrPAHUYCHHUS, TaKUE
KaK paclpeereHue CaiToB 110 BCEW HALIMOHAIILHON TEPPUTOPHUM MIIU 33 TPAHULICH.

Ilpumepol 6KIOUAIOM NOUMOBLIE CAYHCOLL, NOCONLCMBA, OAHKU, uiuaivl OOILULOU
UHOYCMPUATBHOU 2PYNAbL U M.O.

OrpaHuyveHus, SBIASIOUINECS PE3YIbTaTOM SKOHOMUYECKOTO U MOTUTHYECKOT0 KIuMaTa

OnepanmoHHasi  JACSITEIBHOCTh  OpPraHU3allid  MOXET OBITh IJIyOOKO  HM3MEHEHa
cnenupuYecKuMI COOBITUAMHU, TAKUMH KaK TMOTPSCEHUS WIM HAIlMOHAIBHBIE M MEXIIYHApPOIHBIC
KPHU3HUCHI.

Hanpumep, nexomopwvie cnyscoOvl 00N4CHBL ObIMb 8 COCMOSHUU NPOOOINCUMb CB0I0
0esmenbHOCImb 0adice 80 8peMsl CepbE3H020 KPUUCA.

CTpyKTYpHbIE OTpaHUYCHUS

[Ipupona crTpykTypsl opranuzanuu (ApoOHOM, (YHKIMOHAIBHOW WJIM APYroil) MOKET
NpUBECTH K oOmpeAenéHHOW HH(POPMALMOHHONW TMONUTHKE O€30MacHOCTH U OpraHHU3aliH
0€3011aCHOCTH, aIalTHPOBAHHON K CTPYKTYDE.

Hanpumep, mesicoynapoonas cmpykmypa 00axcHa Oblmb 6 COCMOAHUU Ype2yIuposanbs
mpebosanus 6e30nacHocmu, OnpedeleHtble OJisl KaicOOoU CMPAaHbl.

QDYHKIMOHATbHBIE OTPAHUYCHUS

OYHKIMOHAIBHBIE OTPAHWYCHUS BO3HHUKAIOT HETMOCPEJCTBEHHO U3 OOIMUX WIH
onpeAenéHHBIX MUCCHI OpraHU3aIiu.

Hanpumep, opeanuzayus, komopas pabomaem Kpy210cymouHo, 00JIHCHA 2aPaAHMUPO8amb,
umo eé pecypcwl HenPepvIBHO OOCMYNHDYL.

OrpaHu4eHus OTHOCUTENILHO MepcoHaa

[Ipupona >TUX orpaHHuYEHUN 3HAUUTENbHO u3MeHseTca. OHa cBsi3aHa C: YPOBHEM
OTBETCTBEHHOCTH, BEpOOBKOHM, KBanuduKaluet, oOydeHHeM, TOHMMaHUEM Oe30IacHOCTH,
noOyKJIEHUEM, TOCTYIMHOCTHIO U T.J.

Hanpumep, y 6ceco nepcomana ob6oponHou opzanuzayuu O00IHCHO Oblmb paspeuieHue
0bpabamuleams KOHOUOEHYUATLHYIO UHGOpMayUio.

OrpaHuveHus, BO3HUKAIOIINE B Pe3YIbTATe PETUCTPALNN OPTaAHH3AIIH

OTU OrpaHUYEeHHs] MOTYT CJEelI0BaTh M3 PECTPYKTYpPUPOBAHMS WM YCTAHOBKH HOBOM
HAITMOHATBLHOW WIJIH MEXTYHApOIHON MOJUTHKH, HAJIaraeT OMpeeIIEHHBIC OTPaHUICHHUS.

Hanpumep, cozoanue noopaszoenenus bezonacnocmu.

OrpaHuveHHs, CBI3aHHbBIC ¢ METOJIAMHU

MeTo/bI, COOTBETCTBYIOIINE HOY-Xay OpPraHU3allid JOJKHBI OyayT OBITH HAJOKEHBI IS
ACTIEKTOB, TAKUX KaK MPOEKTHOE TUTAHUPOBAHKE, CTIeNU(UKAIINH, Pa3paOd0TKa U TaK Jajee.

Hanpumep, munuynoe ocpanuuenue smozo 6uoa - NOmpeOHOCMb 6KIIOYUNMb I0PUOUYECKUEe
0053amenbcmea opeanu3ayul 8 NOIUMuUKY 0e30nacHoCmu.
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OrpaHu4eHus KyJIbTYPHOU PUPOJIBI

Hexortopele mpuBBYKK paOOTHl B OpraHW3allid WM OCHOBHOM OW3HeEcCEe IpHUBENN K
onpenenéHHol "KynpType" B Ipelesax OpraHu3alud, KOTopas MOKET ObITh HECOBMECTHMA C
MEHEDKMEHTOM 0€30I1aCHOCTH. JTa KyIbTypa - oOmas CTpPyKTypa CIpaBOYHOW HH(GOPMALUH
NepcoHaNa M MOXeET OBbITh OIpenesieHa MHOTMMHU acleKTaMH, BKIIoYas oOpa3oBaHUE, MALIMHHYIO
KOMaH/y, NpOQEeCCHOHAIBHBIA OMBIT, ONBIT BHE paboThl, MHEHUs, (uirocodus, BepoBaHUS,
COIIMAJIBHOE COCTOSTHUE U T.JI.

BropkeTHBIE OrpaHUYEeHUS

VY pekoMeHAyeMbIX KOHTpOJIeH O€30MacHOCTH MOXET HHOTJa OBITh OYEeHb BBICOKAsS
crouMocth. He Bcerga yMecTHO CTPOMTH HMHBECTHLMH O€30MAaCHOCTH Ha pPEHTAa0EIbHOCTH,
(MHAHCOBBIM I1OPA3/ICICHUEM OPraHU3aNU BOOOIE TPeOyeTCss 3KOHOMHUECKOE ONpaB/laHUE.

Hanpumep, 6 uacmuom cexkmope u HEKOMOPHIX 0OWECBEHHbIX Op2aHU3AyUax oowasn
CMoOUMOCmb KOHmMpoew 0e30nacHoCmu He OOJNCHA NPesblCUMb CIMOUMOCHb NOMEHYUANbHBIX
nocireocmauii puckog. Ilosmomy evicuiee ucnoiHumenbHoe pykogooCmeo OO0IHCHO OYEHUMb U B35Mb
Ha cebs1 BbIYUCTEHHbIe PUCKU, eCU OHU XOMAM U30excams Ype3mepHoli Cmoumocmu 6e30nachoCchmu.

A3 Cnucok 3aKoHO0AMENbHBIX U Pe2YAUPYIOUUX HOPMAMUBOE, NPUMEHUMbBIX K
opzanuzayuu

JloJKHBL  OBITH  MJGHTU(DUIUPOBAHBI pEryaupylolue TpeOOBaHUS, IPUMEHUMbBIE K
opranuzaii. OHU MOTYT OBITH 3aKOHaMH, JE€KpPETaMH, ONpPEACIIEHHBIMH MHCTPYKIUSMH B TIOJE
JNeMCcTBUS WIM BHYTPEHHUMH/BHEIIHUMM HHCTPYKIMSMHU OpraHM3aldd. OTO TaKXKe Kacaercs
KOHTPAaKTOB U COINIallEHUH M OoJjiee IIHMPOKO JHOOBIX 00s3aTENbCTB  IOPUIUYECKON WM

perynupymoiei Ipupobl.

A4 Cnucok ocpanuuenuil, 3ampazugarOuiux 001acmov NPUMEHEHUA

Wnentudunupys orpaHuyeHus 1o BO3MOXKHOCTSAM HEOOXOAUMO MEPEYUCIUTh T€, KOTOpPbIE
OKa3bIBAIOT BIIMSIHME Ha 00JIaCTh NPUMEHEHUS U ONPEIENIUTh TE€ KOTOpble, TEM HE MEHEe,
noj1aTces Bo3neicTBui0. OHM J00aBIAIOT U MOTYT, BO3MOKHO, OTKOPPEKTHUPOBATh, OrPaHUUEHHS
OopraHu3aiuu, onpezaenéHHbple Bbime. Cremayromue paszienbl NMPeACTaBIsIOT HE HCUYEPIbIBAOIIHNM
CIIMCOK BO3MOYKHBIX THIIOB OTPaHUUYEHUM.

OrpaHuy4eHus, BISIOUIMECS Pe3yNbTaTOM CYIIECTBYIOIIUX PaHee MPOIECCOB

[TpuknaaHble MPOEKTHI HE 005A3aTENIbHO pa3paboTaHbl 0JJHOBpeMeHHO. HekoTopblie 3aBUCST
OT CYUIECTBYIOIIUX paHee MpoleccoB. Jlaxke Mmpu TOM, YTO MPOLECC MOXKET ObITh paz/enéH Ha
HOJIPOLIECCH, NMPOLECC HE 00s3aTeIbHO HAXOJUTCS MO BIMSHHEM BCEX IMOANPOLECCOB JPYroro
nporecca.

TexHuyeckue orpaHuyeHUs

KacarenbHO  MHQpacTpyKTypbl, TEXHUYECKHE OrPAaHUYECHHUS BOOOIE  SIBISIOTCS
pe3ybTaTOM YCTAHOBJIEHHBIX aNMapaTHBIX CPEJICTB, MPOTrPAMMHOIO OO0eCledyeHus, y4acTKOB
aMsATH WK CalTOB, OMEUIAOIMIMX POLECCHI:

e (paiioB (TpeOOBaHUS OTHOCUTEIBHO OpPraHU3alMK, MEHEKMEHTA HOCUTEISIMH,
MEHEeKMEHTa MpaBUjIaMH JOCTYIA U T.J1.);

e o0mei ApPXUTEKTYPBI (TpeboBanus OTHOCHTEIIBHO TONOJIOTHH
(LeHTpaIM30BaHHBIN, PacHpOCTPaHEHHBIH, KIUEHT-CEPBEPHBIH), (U3HUECcKoi
apXHUTEKTYpHI U T.1.);

® TPUKJIAJHOTO TMPOTPAMMHOTO oOecnedeHus: (TpeOOBaHUS OTHOCHUTEIHHO
onpeeIEHHOTO TPOrPAMMHOTO IW3aiiHa, TOPTOBJIC CTAHAAPTAMH H T.11.);

37
BS ISO/IEC 27005:2008 Texunueckuii nepesoa v.2.5 ot 22.01.2009



® VIAaKOBKH MPOrpaMMHOTO  oOecnedueHue  (TpeOOBaHHS ~ OTHOCHUTEIHHO
CTaHJIapTOB, YPOBHs OLIEHKH, KayecTBa, COriacHsi ¢ HopMaMu, 0€30MacHOCThIO
U T.J.);
® ammapaTHbIX CpeacTB (TpeOOBaHMS OTHOCUTENIBHO CTAaHAApPTOB, KayecTBa,
coryiacus ¢ HopMaMu | T.1.);
e cerell KOMMyHUKanmuu (TpeOOBaHHSI OTHOCHTEIBHO OXBara, CTAHIIAPTOB,
CIIOCOOHOCTH, HaJIEKHOCTHU U T.J1.);
e BcTpauBaHusi HMHPACTPYKTYp (TpeOOBaHHS OTHOCHUTEIBHO TIPa)kJTaHCKOIO
CTPOMUTENLCTBA, KOHCTPYKLIMH, BHICOKMX HAIPSHKEHUN, HU3KUX HaNpsOKEHUH U
T.1.).
@DUHAHCOBBIC OIrPAaHUYCHUS
Peanu3amust koHTposiel OE30MACHOCTH YacTO OTPaHUYMBACTCS OIOKETOM, KOTOPBIN
MOJKET nepeaarh opranuszaius. OqHako, (GMHAHCOBOE OrpaHUYEHHE, KOTOPOE PACCMOTPSAT, TOJIAKHO
Bce eImé ObITh MPOJOKEHHBIM, MTOCKOJIBKY O paclpeesieHnn OropKeTa il 6€30MacHOCTH MOKHO
JIOTOBOPUTHCS HA OCHOBE UCCIIEIOBaHMs 0€30MacHOCTH.
DKOJIOTHYECKUE OTPaHUYCHUS
DKOJIOTUYECKHE  OTPAaHUYCHHS]  SBIAIOTCS ~ pE3ylbTaToM  reorpaguyeckod  WiH
YKOHOMHYECKOW OOCTAHOBKH, B KOTOPOH OCYIIECTBIICHBI IPOIIECCHI: CTPaHa, KJIMMAT, €CTECTBEHHBIC
pHUCKH, reorpaduieckasi CUTyalus, SKOHOMHUUECKUN KITUMAT U T.1.
BpemeHHbIe orpaHnyeHus
HyxHo paccMoTpeTs Bpems, TpebyeMoe Ijisi TOro, YTOOBI OCYIIECTBUTh MEHEIKMEHT
0€30IaCHOCTH, OTHOCUTEIHHO CIIOCOOHOCTH MOJECPHU3UPOBATh MHPOPMALMOHHYIO CHUCTEMY; €CIIU
BpeMs pealiu3allid OYEeHb JIMTENbHOE, PUCKHU IJI KOTOPBIX ObUI CHPOEKTUPOBAH MEHEIKMEHT,
BO3MOXXHO, U3MEHUTCS. Bpems - ko HUIUeHT onpeaeneHus isl TOTo, YTOOBI BBIOPATh PEIICHUS H
MPUOPHUTETHI.
OrpaHuveHus, CBI3aHHbBIC C METOJIAMHU
MeToapl, COOTBETCTBYIOLIME HOY-Xay OpraHHU3allH, JOJDKHBI HCIONb30BAThCS IS
MPOEKTHOTO TUTAHUPOBAHUSI, CTICIIM(PUKAIINM, pa3pad0TKa U TaK Jajee.

OpraHu3aioHHbIC OTPaHUYEHUS
Pa3znuynHble orpaHnYeHUs] MOTYT CJIEIOBATh U3 OPraHU3alMOHHBIX TPEOOBAHUI:

e OKCIUTyaTanuu (TpeOOBaHUST OTHOCHUTENBHO 3aJE€PKEK, TIOCTaBKU CIYXKO,
HAONIO/IeHUsl, KOHTPOJIA, IIaHbl paboOThl B UPE3BBIUYAWHBIX CUTYaIHSX,
yXyALLIEHUs paboThl U T.1.);

e 00cmyxuBaHus (TpeOOBaHUS AJS MHIMIEHTHOW JTUArHOCTUKH, MPEBEHTUBHBIX
Mep, OBICTPOTO UCTIPABIICHUS U T.11.);

® MEHE)KMEHTa YeJIOBEYECKUX PecypcoB (TpeOOBaHUS OTHOCUTENIBHO OIepaTopa
U TI0JIb30BATEIBCKOTO OOY4YeHUS, KBaTU(PHUKAMUA JUIsI TOCTOB, TaKUX Kak
CUCTEMHBIN aJIMUHUCTPATOP WM aIMUHUCTPATOP JAAHHBIX U T.11.);

® AIMUHUCTPAaTUBHOTO MEHEIKMEHTa (TpeOOBaHUS OTHOCUTEIBHO 00s13aHHOCTEN
U T.J.);

e MEHEDKMEHTa pa3paboTok (TpeOoBaHUS OTHOCHUTEIHHO WHCTPYMEHTAIBHBIX
CPeICTB pa3pabOTKH, aBTOMAaTU3MPOBAHHOW pa3pabOTKH MPOrPaMMHOTO
oOecrieueHus, MPUEMHBIX TUTAHOB, OpPTaHM3aIMs, KOTopas OyJIeT yCTaHOBJICHA,

U T.J.);
(] MCHCIXKMCHTA BHCIITHUMHA CHOIIICHUSAMU (Tpe6OBaHH$[ OTHOCHUTCIIBHO
OpraHu3anuu CTOPOHHUX OTHOLIEHUH, KOHTPAKTOB u T.JI.).
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IMpuiaoxenue B
(nHpopmaLmoHHOE)
Npentudgukanus u onpeaeieHue HEHHOCTH AKTUBOB, OIIPeaesieHne
CTOMMOCTH BO31CHCTBUSA

B.1 IlIpumepvt uoenmugpuxkayuu akmuea
YroO0nI OIMpEACINTh ICHHOCTh aKTHBA, OpraHu3alusa cHadalla JOJIXKHA I/I,Z[eHTI/I(bI/IHI/IpOBaTB
CBOM aKTHBBI (Ha COOTBETCTBYIOLIEM YPOBHE JETAIN3ALNN). MOXHO OTIMYUTH JBA BU/1A aKTUBOB:
® JICPBHUYHBLIC AKTHUBLI:
e OW3HEC-TIPOIIECCHI U JICHCTBUS;
e uHbOpMaIUS;
® AKTUBBI IMOAACPIKKHU (Ha KOTOPBIC IIOJIararoTCd MNCPBUYHBIC SJICMCHTHI o0OJacTu
HpI/IMeHeHI/ISI) BCEX THUIIOB:
® aImapaTHbIC CPCACTBA,
IMporpaMmMHOC 06ecnequI/Ie;
CETh;
IIepCoHalI;
CauT;
OpraHu3alMOHHAsA CTPYKTYpa.

B.1.1 Hoenmugurayusn nepeuyuHblX aKmueoe

JleaTenbHOCTh B MJIEHTU(MKALMU NEpBUYHBIX AaKTUBOB (JIeHicTBUA OM3HEC NPOLECCOB,
uH(pOpMAIKsI) COCTOMT B TOM, 4YTOOBI ONUCaTh OoOJiee TOYHO ATy O0OJACTh MPUMEHEHHs. OTa
UJCHTU(UKAIMS TPOLIECCOB BBIMOJIHACTCA TPEACTABUTENIMU palboyeil CMelaHHOH TIpyMIbl
(MeHeKepHhI, CIENUATHUCTHI IO UHPOPMALMOHHBIM CHCTEMaM M TOJIb30BATENH).

OObIYHO TEpBUYHBIE AaKTHBBI — O3TO OCHOBHBIE TMpOLECCHl U HMH(pOpPMAIMOHHAs
JeSITeTHHOCTH B 00J1aCTH NMPUMEHEHHs. MOXHO TakKe pacCMaTpHUBATh JPYTHe MEPBUYHBIC aKTHBEI,
TaKMe Kak IMpOLECChl BHYTPU OpraHU3allMH, KOTOpble OyayT OoJjiee COOTBETCTBYIOIIUMH IS
COCTaBJICHUS MOJIUTUKU MHPOPMAILIMOHHOM 0€30MacHOCTH WM IJIaHAa HENpephIBHOCTH Ou3Heca. B
3aBHCHUMOCTH OT LIEJIM HEKOTOpPbIE MCCIIEOBaHUs HE OyayT TpeOoBaTh MCUEPIIBIBAIOLIETO aHAIN3a
BCEX DIJIEMEHTOB, COCTABJISIFOIINX 00JacTh MPUMEHEHHUs. B Takux ciydasx rpaHUIBI HCCIETOBAHUS
MOTYT OBITh OTPaHUYEHBI KIIFOYEBBIMH 3IEMEHTAMU 00JIaCTH IPUMEHEHHUS.

[lepBrUYHBIE aKTUBBI UMEIOT JIBA THIIA:

1. busHec-npoiiecchl (WK MOANPOIECCHl) U IeHCTBUS, HAIPUMEp MPOLIECCHIL:
e TOoTeps KOTOPBIX WJIHM JeTpajalys, JHUIIAI0T BO3MOXKHOCTH BBIMOJIHATH MHUCCHIO

OpraHu3aIlNy;

® KOTOpBIE COJEpXKAT CEKPETHBIE MPOLIECCHl WIIM MPOIECCHl, BOBIICKAIOIIUE YACTHYIO
TEXHOJIOTHIO;

® KOTOpbIE, €CIIM W3MEHEHBI, MOTYT CHJIBHO 3aTPOHYTHh BBHITIOJHEHUE MUCCUU
OpraHu3aIlNH;

® KOTOpPBIC HCO6XO,Z[I/IMBI IJi1 OpraHu3aluu, YTOOBI  BBIIOJHHUTH AOrOBOPHBIC,
HOPUINYCCKUC WU PCTYIINPYIOIIUC Tpe6OBaHI/IH.
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2. Huadopmarus:

Bonee mmpoxko, nepBudHas HHGOPMAITUS BKIIOYAET ITaBHBIM 00pa3oMm:

® KM3HECHHO BOXXHYIO MH(GOPMAITUIO I OCYIICCTBICHUS MUCCHH WU OM3HECa;

® T[IEPCOHAJIBHYI0 HMH(POPMAIMIO, KOTOpas MOXXET OBITh OIpeeieHa TOCYIapCTBOM
OTHOCHUTEJILHO TIPaBa YaCTHOMW KU3HU;

® CTpaTeTHYecKyro  HWHPOpPMAIUIO Uil  JOCTHDKCHHS — I[eJlied,  ompeaenéHHYo
CTPATeTUYECKUMH OPUEHTALIUSIMH;

e uHGOPMAIMIO BBICOKOH CTOMMOCTH Ha COOp KOTOpOH, XpaHEHHE, O0OpabOTKy u
nepeaady TpeOyeTcss MHOTO BpPEMEHH W/WIU TPHUBJICUYCHUE BBICOKUX (DHHAHCOBBIX
3arpar.

[Tocne sTo¥ ACATENHHOCTH Yy MPOIECCOB W MH(OpPMAIUU, KOTOPhIE HUACHTH(MHUIINPOBAHBI

KaK HEYyBCTBUTEJIbHBIE, B KOHEYHOM MTOI€ MCCIEJAOBAaHUS HE HAA0 HUKAKOW OMNpPEACIIEHHOMN
Kiaccuukanuu. ITO 03HAYACT UYTO, JAKE €CIM TaKWe IMPOIECChl WM MH(POPMAIHS TTOCTaBICHbI
Mo/ YIpo3y, OpraHu3alus Bce eii¢ JOCTUTHET CBOe MUCCUM YCIICIITHO.

OpHaKo OHUM YacTO HACJIEAYIOT OCYIIECTBIEHHBIE KOHTPOJIM, YTOOBI 3alIUTUTH MPOILIECCHI U

uH(pOpMAINIO, UACHTU(DHUIIMPOBAHHYIO KaK YyBCTBUTEIBHYIO.

B.1.2 Ilepeuensv u onucanue nodoepicKu aKkmueos

OO0nacTh MPUMEHEHUSI COCTOMT W3 aKTHBOB, KOTOPBIC JOJKHBI OBITh HIICHTU(UITUPOBAHBI
U ONUCaHbl. Y OTHUX AaKTUBOB €CTh VYSI3BUMOCTH, KOTOpbIE SBISIOTCS MPUTOIHBIMH JUIS
UCIIOJIb30BaHUSL YTPO3aMH, CTPEMSIIIIUMUCS OCIIA0JIATh MEPBUYHBIC aKTUBBI OOJIACTH TPUMCHCHHS
(nporneccel 1 nHGOpMaIuio). OHU UMEIOT PA3IUYHBIC TUIIBI:

ArnmapartHEIe CpeaCTBa

ATmMmapaTHBIE THUII COCTOMT M3 BCeX (U3MYECKUX JIJIEMEHTOB, IOACPKUBAIOIINX
MIPOIIECCHI.

AnmnapaTtypa 00pabOTKH JaHHBIX (AKTHBHAS)

O6opynoBanue isi aBTOMATHYECKON 00paObOTKM WH(GOpMAINUK, BKJIIOYAs OSJICMCHTHI,
paboTaroniye caMoCTOSTENbHO.

MobuiasHOE 000pYI0BAHUE

[TepeHocHOE KOMMIBIOTEPHOE 000OPYIOBAHUE.

[Ipumepsr: HOyTOYK, PDA- mnepcoHanbHbli 1H(pOBONH cekperaph (KapMaHHBIN
KOMITBIOTED).

YcTaHoBIEHHOE 000pYA0BaHNUE

KommerotepHoe 000pyaoBaHre UCTIONB3YETCS B TOMEIICHUH OpTraHU3aIiu.

[Tpumepsr: cepBep, MUKPOKOMITBIOTED, UCTIONB3YEMBIN KaK pabovasi CTaHIIUA.

YcerpotictBa 00paboTku nepudepun

O6opynoBanue, TOAKIIOUEHHOE C KOMITBIOTEPOM 4Yepe3 KOMMYHUKAIMOHHBIA TIOPT
(mocnenoBaTeNnpHbIN, MapaIeNbHbI W T.O.) IS TOTO, YTOOBI BBECTH, IEPEHANPABUTH WIIH
nepeaBaTh JIaHHEIC.

[Ipumepsl: TpUHTEP, CMEHHBIN AUCKOBO/.

Hocurenn na"ueix (IIacCHBHEBIE)

DTO - HOCUTENH JIJISl TOTO, YTOOBI XPAaHHUTh JaHHBIC WA (DYHKITUH.

ONEeKTPOHHBIE CPEJICTBA

CpenctBa xpaHeHus WHGOPMAIIUU, KOTOPbIE MOTYT OBITh MOJAKIIOUEHBI K KOMITBIOTEPHOM
CeTH WJIM CETH XPaHCHHS JTaHHBIX. HecMOTps Ha WX KOMITAKTHBIH pa3Mmep, 3TH HOCHTEIU MOTYT
coJlepKaTh OOINBIIOEe KOMUYECTBO JaHHBIX. OHHM MOTYT HCIOJNB30BAThCI CO CTaHAAPTHBIM
BBIYHCITUTEIEHBIM 000PY/I0OBAaHHEM.
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[Tpumepsr: tubkuii nuck, CD-ROM, pe3epBHBIH KapTpUIK, CMEHHBIN amlmapaTHbIA JHCK,
KJIIOYH 3aIIUTHI TAMATH, JICHTA.

Jpyrue HocuTenu
Cratudeckue, HeAJICKTPOHHBIE HOCUTENH, COJIEPKaIINe JaHHbIC.
[Tpumepsr: Oymara, ciaiij, TUaO3UTHB, TOKYMEHTaus, (axc.
[IporpammHoe obecricucHue
[IporpammMHOe oOecredeHue COCTOMT M3 BCEX IPOrpamMM COJCHCTBYIOIIUX 0O0paboTke

JAHHBIX.
OrnepanyoHHas cucreMa

Bce nporpaMMmbl KOMIIBIOTEpA, COCTABIISIOILIEIO OINEPALMOHHOE SJIPO OT KOTOPOTo
BKJIIOUAIOTCSA BCE JpYrue MporpaMMbl (Ciiy>kObl wiaM mnpuiiokeHus). OrmnepalyioHHas cHcTeMa
BKJIIOYAET SAPO M OCHOBHbIE (YHKIMH WIM CIyKObl. B 3aBHCHMOCTH OT apXHUTEKTyphl
OlepalMoHHas CUCTeMa MOKET ObITh MOHOJUTHOW WJIM COCTaBJ€Ha W3 MHUKpOspa MU psjaa
CHUCTeMHBIX cyk0. OCHOBHBIC 3JIEMEHTHI ONEPALMOHHON CHUCTEMBI - BCE CIYKObI MEHEIKMEHTa
o0opynoBaHueM (LEHTPAJIbHBIN MPOIECCOp, MaMATh, AUCK U CETeBble MHTEPQEICH), 3aJaHNe WU
MEHEHKMEHT IPOLIECCOB U MOJIb30BATEIILCKUE CITYKObI MEHEKMEHTA TIPaBaMH.

[IporpamMMHoe obecrieyeHre cepBuca, 00CTYKUBAHHUE WIH 00ecIIeYeHHe

[TporpamMmMHoe oOecrieueHre XapakTepu3yercs (aKTOM TOTrO, YTO OHO  SIBIISCTCS
JOTIOJTHEHUEM CITY»ObI OTEpAIlMOHHON CHUCTEMBI U HE HEMOCPEICTBEHHO CEPBHUCOB MOJIb30BaTENEH
WM TIPWIOKEHUH (JaXke MPH TOM, YTO ITO SIBJISAETCS OOBIYHO OCHOBHBIM MM JTaXKe 00S3aTEIbHBIM
JUTSI TI00aNTbHOM SKCIUTyaTalud HHGOPMAITMOHHON CHCTEMBI).

[TakeT MpOrpaMMHOTO MJIH CTAaHJAAPTHOTO MPOTPAMMHOTO 0OecredeHus

CrangapTHOe MPOrpaMMHOE 00€CIIeYeHHE WIIH MAaKeT IPOrpaMMHOr0 00eCreYeHus - 3TO
3aKOHYEHHBIE KOMMEPIMATH3UPOBAHHBIE MPOAYKTHl KaK TakoBble (Ooyiee 4eM ONBITHBIE 00pa3LIbl
win  cneuuduueckue pazpaboTkM) ¢ HocuTeneM  UHGOpPMallMM, OMYOJIWKOBaHHWEM U
oOciyxxuBanueM. OHH OKa3bpIBAlOT YCIHYrH /IS TOJB30BAaTENed W TNPHIOKCHHWHA, HO He
MEPCOHATU3UPOBAHBI WM HE CHIEIU(PUYHBI KaK OM3HEC MPUIOKEHHE.

[Tpumepsr: mporpaMmHOEe oOecrieueHHe MEHEIKMEHTa 0a30i JaHHBIX, MPOTPAMMHOE
oOecrieyeHre OOMEHa DJEKTPOHHBIMH  COOOILEHUSIMM, IpOrpaMMHOE oOecredeHue s
KOJUJIEKTUBHOM paboThl, CIPaBOYHOE NMPOrpaMMHOE oOecrieueHue, mporpaMMHoe obecrieueHne web-
cepBepa U T.[.
buzHec npuioxeHus

CranyapTHoe OM3HEC IPUITOKEHUE

DTO - KOMMEpYECKOe MpOorpaMMHOE OOECIeUYeHHe, MPOSKTUPOBAHHOE, YTOOBI J1aTh
MOJIb30BATEIBCKUN TMPSAMON JOCTym K chayk0amM M (YHKIUSM, KOTOPBIX OHH TPEOYIOT OT HX
MH(OPMALlMOHHOM CHCTEMbl B HUX TMpodeccruoHalbHON cpene. EcTh oueHb IMIMPOKHM Kpyr
TEOPETUUECKH Oe3rpaHNYHBINA JUANa30H MoJiel TPUMEHEHHSI.

[Tpumepsr:  mporpamMmHOe — obOecrieueHHWe  YYETHBIX  3ammceii,  MpOTrpamMMHOE
UHCTPYMEHTaJbHOE O0ecleyeHne MEHEIPKMEHTa MallMHaMH, CHeUpHUUEecKoe MEAUIMHCKOe
porpaMMHOE OOECIIeYeHHne, TMPOrpaMMHOE OO0ECIeYeHHe MEHEDKMEHTa KOMITETEHTHOCTHIO
nepcoHana, aIMUHIUCTPATUBHOE TPOrpaMMHOE 00eCTieueHHE U T.1.

Crnemmnduyeckrue OU3HEC MPUTOKECHUS

310 - mporpaMMHoe oOecrieuyeHHe, B KOTOPOM pas3lIUYHbIe aCHeKTHl (MPeXkIe BCEro
nmojJIepkKa, oOCITy)KHUBaHWE, OOHOBJEHHE W T.NI.) ObUIM CIENHMAIBbHO pa3paboTaHbl, YTOOBI JaTh
MPSIMOM TOJIB30BATENBLCKUN JOCTYI K CIYX)0aM M (PYHKIHSIM, KOTOPBIX TPEOYIOTCS MOJIb30BATEIIO
0T UX WH(OPMAIMOHHON CHCTeMBI. ECTh OYeHBb IMIMPOKOE, TEOPETHYECKH HEOTPAHWYCHHOE IT0JIe
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IIPUMEHEHUS.
IIpumepbl: MEHEI)KMEHT CUYETOB KIHMEHTOB TEJICKOMMYHUKAMOHHBIX OIEPAaTOPOB B
peasbHOM BPEMEHU U MOHUTOPHUHI IIPUJIOKEHUN B PEAIbHOM BPEMEHHM IS 3aIyCKa PAKETHI.

Cetp

CeTeBoil THI COCTOMT M3 BCEX YCTPOMCTB Mepeqadd JaHHBIX, HCIOJIb3YyEeMbIX, UYTOOBI
CBSA3aTh HECKOJIbKO (DM3MUECKH OTHAJIEHHBIX KOMIBIOTEPOB WM 3JIEMEHTOB HH()OPMAIIMOHHOM
CUCTEMBI.

CriocoObl nepesiayv U MOJICPKKU

[lepenaua wHpOpMaMKE © HOCUTENW Tepeladyd JaHHBIX WX  00OpyIOBaHUE
XapaKTepU30BaHbl TIJIABHBIM OOpPa3oM B COOTBETCTBUU C (UBMYECKUMU U TEXHUYECKUMHU
XapaKTepUCTUKAMU 00O0pyI0oBaHUS (TOYKA-TOYKA, IIMPOKOBEMIATEIIBHOE) U B COOTBETCTBUU C
MPOTOKOJIAMU KOMMYHUKAIMK (JTUHUS CBS3M WU CETh - YPOBHH COEQUHEHHS 2 U 3 u3 7-mu
ypoBHeBo# OSI- MOJeIH OTKPBITBIX CUCTEM).

[Mpumepsl: obiecTBeHHas ceTh nepekiaoueHus tenedoroB (PSTN), Ethernet, Gigabit
Ethernet, acummerpuunas mudpoBas adbonentckas nuaust (ADSL), 6ecripoBoHbIie crienudukanmm
nporokoja (Hanpumep, WiFi 802.11), rexnonorus Bluetooth, FireWire.

[TaccuBHOE MM aKTUBHOE 00OPYIOBAaHUE MIEpPeIaun

DOTOT MOATHUII BKJIIOYAET BCE YCTPOWCTBA, KOTOpPHIE HE SABIAIOTCA JIOTUYECKUMU
3aBEpHICHHBIMU B TEICKOMMYHHKAIUSAX (CHCTEMa TEXHHYECKOTO 3pEHUs Ha HWH()OPMAIMOHHYIO
CUCTEMY), HO SBJISIOTCS MPOMEXKYTOUHBIMU WM T[epenarolumMu ycrpoiictBamu. Ilepenaua
XapaKTepU30BaHa B COOTBETCTBHH C IMOJJICPKUBAIOIINMHU CETEBBIMH IIPOTOKOJIAMH KOMMYHUKAIIHH.
B nononHeHue K OCHOBHON (DYHKIMHU Mepeiadyd OHM YacTO BKJIIOYAIOT MapIIpyTH3aLUIO0 W/WIH
GYHKIUH U CITyXO0bl (PHIIbTpAIAH, HCIIONIB3YsS KOMMYTAaTOPhl KOMMYHUKAIIMHA U MapIIPyTU3aTOPHI C
bunbTpamu. MU MOKHO 4acTO yNPaBJATh IUCTAHIIMOHHO U OOBIYHO OHU CIIOCOOHBI K F€HEepaIluu
JKYpPHAJIOB.

[Ipumepbl: MOCT, MapuIpyTHU3aTOp, KOHIIEHTPATOp,  aBTOMATHYECKHUH KOMMYTAaTOp

KaHaJIOB.
KommyHMKanoHHble HHTephenchl
KoMMmyHuKamonHbple nHTEp(dENchl MOAKIIOUEHBl K 00padaThIBAIOIIUM YCTPONHCTBAM ISt
00pabOTKM, HO XapaKTepU3YIOTCS HOCUTEISIMU U MOJJEPKUBAEMBIMU IPOTOKOJIAMH, JIIOOOH
YCTaHOBJIEHHOW (QWIbTpalMei, BEJACHWEM JKypHaJIOB WIM (QYHKIUSAMU [PEAYIPEKICHMUS,
MOITHOCTSIMH U TPEOOBAaHUSIMU BO3MOYKHOTO YAAJIEHHOTO aIMUHUCTPUPOBAHUSI.
[Ipumepsl: makeTHas paanocssasb obmero HazHadeHus (GPRS), agantep Ethernet.

IlepcoHan
Tun mepcoHana COCTOMT W3 BCEX TPYNN JIIOJCH, BOBICUEHHBIX B HMH(DOPMALIMOHHYIO

CUCTEMY.

Jluna, IpUHUMAOIITNE PEIICHUS

Jluma, TpUHUMAIOIIME pPEIIeHUs - BIAJENbLbl MEPBUYHBIX AKTUBOB (MHGOpMAIUU U
GyHKIIMOHAA), MEHEIKEPhl OpTraHU3aIUH I CTIEIIH(PUISCKOTO TTPOCKTa.

[Ipumepsl: BbicIIeE UCTIOJIHUTENIBHOE PYKOBOJCTBO, MPOEKTHBIE JTUACPHI.

[Tonb3oBarenun

[Tonb3oBarenu - mepcoHall, KTO 00pabaThIBaeT UYBCTBUTEIBHBIC JJIEMEHTHI B CpPEle HX
JIEATETLHOCTH M Y KOTO €CTh CIIeIHAIbHASI OTBETCTBEHHOCTh B 3TOM OTHOIIICHUH. Y HUX MOTYT OBITh
CHelMallbHbIEe MpaBa J0CTyna K MH()pOPMAIIMOHHONW CUCTEME, YTOOBI BBIMIOJIHUTD UX KaXKOTHEBHBIC
3aJ1auH.

42
BS ISO/IEC 27005:2008 Texunueckuii nepesoa v.2.5 ot 22.01.2009



[TpuMepbl: MEHEIKMEHT YETOBEUYCCKUMHU pecypcaMu, (DUHAHCOBBI MEHEIKMEHT, PHCK
MEHE[KEPHI.

[ItaTHBIC COTPYIHUKH IKCILTYATAIINH/00CTYKIUBAHUS

DTO - mepcoHall, OTBEYAMOINIMK 3a SKCIUIyaTallMi0 M TOJJepKaHhe HH()OpMaIMOHHON
CUCTeMBl. Y HHUX €CTh CHCIHAbHBIC IpaBa JIOCTyNna K HHPOPMAIIMOHHON CHCTEME, YTOOBI
BBINOJIHUTH UX KKIOIHEBHBIC 3a]auu.

[TpuMepbl: CHUCTEMHBIH aJIMUHHCTPATOP, AAMHHUCTPATOP JaHHBIX, PE3CPBUPOBAHMSI
JAHHBIX, KoMIbloTepHast ciyx0bl momomu (Help Desk), onepaTop pa3BépThIBaHMS MPUKIATHBIX
nporpamm, ouuepsl 6€30MacHOCTH.

Pazpaborunku

Pa3zpaborumku oTBeUaroT 3a pa3paboTKy NPUIOKeHHH opranu3anuu. OHH UMEIOT JOCTYII K
yacTu WH(POPMAIIMOHHON CHCTEMBI C MPaBaMH BBICOKOTO YPOBHsI, HO HE MPEANPUHIUMAIOT JIEHCTBHS
Ha MPOMBIIUICHHBIX TaHHBIX.

[Tpumepsbr: pa3paOOTYMKN OU3HEC MIPHITIOKEHHIHA.

Caiit
Tun caiita BKIIOYaeT BCIO IUIOLIA/lb, COEPIKAILYIO cepbl 1eATENbHOCTH UM YacTh 3TOU
chepsl 1 PuznUecKue CpeacTBa, TpeOyeMbIe ISt ITOM pabOTHI.
MecrononoxxeHue
YcnoBus skcIuryaTanuu
DTO Kacaercsi BCeX MECTOIOJIOKEHUH, B KOTOPbIX HE MOI'YT ObIThb IPUMEHEHBI CpeACTBa
opraHu3aiu 6€30MacHOCTH.
[Ipumepsl: noMa mepcoHana, MOMEIIEHHE JApPYrod opraHu3alldd, cpelJa BHE caiira
(ropozackast 061acTh, 00JIACTH PHCKA).
Ilomemenue
OT0 MECTO OrpaHUYEHHOE NIEPUMETPOM OpraHU3aLUU IPUMEHUTENBHO HEMOCPEICTBEHHO C
BHEIIIHEI CTOPOHOIA.
3TO MOXET OBITh IpaHUIEH (U3NYECKON 3alIUTHI, TOXYYCHHOUW CO3JaHueM (PU3MUYECKUX
0apbepoB UM CPECTBA HAOIIOAEHUS BOKPYT CO3/TaHHM.
[Ipumepsl: yupexaeHue, 30aHus.
3oHa
3oHa copmupoBaHa (U3NYECKOHN 3alMTHOM TpaHulel, Gopmupyomeld pas3ieiacHue B
npezenax MOMEIIEHUs] OpraHu3alUi. JTO MOIYYEHO, CO3JaHHEeM (QHU3UYECKUX OaphepoB BOKPYT
UH(ppacTpyKTyp 00paboTKN MHPOpPMALK OpraHU3alUH.
ITpumepsl: opuckl, pe3epBHbBIE 30HBI JOCTYIA, 30Hbl 0€30MaCHOCTH.
OcHOBHbIE CITYKOBI
Bcee ciyx06b1, TpeGyeMble 111 paboThl 000pY0BaHUS OpraHU3ALMH.
KoMMmyHukanus
CayxObl nepeaayu TaHHBIX U 000pYyAOBaHHE 00eCIieueH s OIIepaTopoOB.
[Tpumepsr: Tenedonnas muHus, yupexaenueckue ATC ¢ ucxosiei u BXOAAIICH CBA3BIO,
BHYTPEHHUE TeJIe(POHHBIE CETH.
KomMMmyHanbHbIE TpEenpUITHS
CepBuchl U cpelncTBa (MCTOYHMKH M 3JIEKTPOIIPOBOJIKA) Tpedyemble Il TOro, 4TOOBI
o0ecneynTh NUTaHUE 000PYIO0BaHMS MH(POPMAILIMOHHBIX TEXHOJIOTUN U epuEepUIHBIX YCTPOUCTB.
IIpumepbl: HU3KOBOJIBTHBIE UCTOYHUKHM NMUTAHUS HAIPSDKEHUS, HHBEPTOP, FOJOBHON Y3€l
KaHaJIa AJIEKTPUYECKOMN CETH.
Bonocuabxenue
BsIBO3 0TX0/10B
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Cnyx0bI U cpeacTBa (000pyAOBaHNEe, KOHTPOJIb) ISl OXJAKICHUS ¥ OYHILIEHUS BO3AyXa.
[Ipumepsl: KaHAJIBI BOJHOTO OXJIAXIE€HUS, KOHAULIUOHEPHI.
Opranuzanus
Opranu3zaiuioo XapakTepu3yloT THIbl OPraHU3alMOHHONW CTPYKTYpPBI, COCTOSIINE U3 BCEX
CTPYKTYp IEpCOHaJa, HA3HAYEHHBIX HAa 33/1a4y U MPOLEAYp, YIPABIAIOMIUX STUMU CTPYKTYpPaMHU.

Biactu

Ot10 - (dopMHuUpOBaHME, OT KOTOPOIO paccMarpuBaeMas OpraHM3alus IO0JIy4aeT CBOIO
Bi1acTb. OHU MOTYT OBITh IOPHIMYECKH NPUCOSAWHEHBI WM OBITh BHEUIHMMH. OJTO Hajlaraer
OrpaHUYEHUS Ha PACCMATPUBAEMYIO OPTaHU3ALMIO B TEPMUHAX WHCTPYKLUHI, pEIIeHUH U AeHCTBU.

[Tpumepbl: MEHEHKMEHT IOPUANYECKUM JIULIOM, TTIABHBIM O(HCOM OpraHU3aIlHH.

CrpyKTypa opraHu3anuu

CocTouT W3 pa3NUYHBIX OTpacied OpraHu3aluy, BKIOYas €€  MEHEIKMEHT
TepeceKalIMMICS (YHKIMAME ", O KOHTPOJTIEM MEHE/KMEHTA.

IIpuMepsl: MEHEIKMEHT 4YeJIOBEUEeCKMMHU pecypcamu, IT MeHemKMEeHT, MeHeKep II0
3aKynkaMm, OM3HEC MEHEDKMEHT I0/pa3/ielieHns, KOMIIOHOBKAa cepBUCa 0€3011acHOCTH, CEpBUC
YBOJIbHEHUS, MEHEJDKMEHT ayAUTA.

IIpoekTHas UM CUCTEMHAs OpraHu3alus

OT0 KacaeTcs OpraHu3aluy, YCTAaHOBJICHHON /Ul ONPEAEIEHHOTO IPOEKTa U CEPBHCA.

IIpumepsr:  pa3zpaboTka  HOBOI'O  HPUKIAJHOTO  IPOEKTa, MPOEKT  MUIPALUU
MH(OPMALIMOHHON CUCTEMBI.

CyOnoapsa 4Ky / MOCTaBIIMKY / U3TOTOBUTEIU

OTO - OpraHu3aluu, KOTOpbIE MPENOCTABIAIOT OpPraHU3alMy CEPBUC WU PECYpChbl U
CBSI3aHHBIE C HEll B COOTBETCTBUU C KOHTPAKTOM.

[Ipumepsl:  KOMIaHWST  MEHEIKMEHTa  CpPEJACTBaAMH, AayTCOPCUHIOB  KOMIIaHUS,
KOHCYJIbTallMOHHAsI KOMITAHUH.

B.2 Ouenka akmuea

Cnepyrommii mar mocie UWASHTH(UKAIMK aKTHBa JOJDKEH COrjacoBaTh INKAIy,
OCHOBaHHOW Ha OIIEHKE MO KOTOPHIH OH OyAeT NPUMEHSATHCA W KPUTEPUU ISl Ha3HAUYCHHS
crenupuIecKkoro MECTOMONOKEHUsI B JTOM MIKale K KakIoMy akTuBy. M3-3a pa3zHooOpasus
aKTHBOB, HAIJICHHBIX B Mpejiesiax OOJBIIMHCTBA OPTaHU3alIMNA, BEPOSITHO, UTO HEKOTOPHIE aKTUBBI, Y
KOTOPBIX €CTh U3BECTHOE JCHEKHO-KPEIUTHOE 3HAaYeHHEe, OyAyT OIlEHEHBI B MECTHOI BalltoTe, B TO
BpeMsi KaK JpYruM, y KOTOPBIX €CTh Oojee KayeCTBEHHOE 3HAau€HHWe, MOXHO Ha3HAYUTh
pacnoioKEeHUe 3HAUEHHUs, HallpuMep, OT ~O4YeHb HU3KO™ K ~OY€Hb BBICOKO . PerieHue ucnosib3oBaTh
KOJMYECTBEHHBIN MacIiTad MPOTUB KAaYECTBEHHOTO MaciiTada sIBIsSeTCsl JEHCTBUTEIHLHO BOTIPOCOM
MPEMOYTEHUsI OpraHU3allii, HO 3TO JIOJDKHO OTHOCHUTHCA K OIleHMBaeMbIM akThBaMm. Ob6a Tuma
OIIEHKH MOTYT MCITOJI30BaTHCA JIJISl TOTO JK€ CAMOT'0 aKTHBA.

TunuyHble TEPMUHBI, UCHOJIb30BaHHBIE Il KAUECTBEHHOW OLEHKH AKTHMBOB, BKIHOYAIOT
CJIOBA, TAKWE KaK: HE3HAYUTEIbHbIA, OUCHb HU3KUI, HU3KUH, CPETHUI, BBICOKU, OY€Hb BBICOKUN U
KpuTHYecKuii. BeiOOp U AMama3oH TEPMUHOB, MOIXOSIIUX ISl OPTaHU3AIMH CTPOTO 3aBUCHT OT
MOTpeOHOCTEN OpraHu3au B 0€30MaCHOCTH, pa3Mepe OpraHu3allid, W JIPYTuX crenu(uaeckux
(bakTOpOB OpraHU3aIIHH.

Kpurepun

11
HpuMeanne TIEPEBOAYHKA - ITPOLIECC, B XOA€ KOTOPOI'0 pa3HbIC I'PYNIbI COTPYAHUYAIOT U1 OCYIICCTBICHUS BAXKHBIX JUIA BCEX I'PYIIIL

(GYHKIUIH, TAKUX KaK 00ydeHHe, CTUMYIUPOBAHHUE IPOJaX, yIAKOBKaA U T. 1.
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Hcnonb3yemble KpUTEPUHM, KaK OCHOBAaHHME JUIA TOTO, YTOOBl HA3HAUWUTh 3HAUYEHUE HA
KKl aKTUB, JOJKHBI OBITh BBIMHCAHBI B OJJHO3HAYHBIX TepMUHAX. YacTo 3TO - OJIMH U3 CaMbIX
TPYAHBIX aCIEKTOB OLIEHKM aKTUBA, TaK KaK 3HAUYEHUS HEKOTOPHIX AKTUBOB, BEPOSITHO, IPUIETCS
ompeensiaTh CyObeKTUBHO M TaK KaK, BEPOSATHO, JAeNaTh OmpeiesieHue OyIyT MHOIO Pa3IU4HbIX
UHAUBUAYYMOB. [Ipremiemple KpUTEpUn UMEIOT OOBIKHOBEHHE ONPEACISATh, YTO 3HAUCHUE aKTHBa
BKJIFOYAE€T CBOK) OPUTMHAJIBHYK) CTOMMOCTb, CBOK 3aMEHY, WJIM CTOMMOCTh CO3JaHUs 3aHOBO, WJIU
UX 3HaUY€HUE MOXKET ObITh a0CTPAKTHBIM, HAlIPUMEp, 3HAUEHHUE PEMYyTal[M1 OPraHU3alUu.

Jpyroe oOcHOBaHME [JIsi OLEHKH AaKTUBOB - CTOMMOCTb, IIOHECEHHAas W3-3a IOTEPU
KOH(HICHIIMATBHOCTH, LEIOCTHOCTH M JOCTYIHOCTH KakK pe3yiabTaT MHLIUICHTA. Takke HYKHO
COOTBETCTBYIOILIE PACCMOTPETh HEBO3MOXXHOCTh OTKa3a OT aBTOPCTBA, HaOJI0aeMOCTb,
NO/UIMHHOCTh M HAA&KHOCTh. Takasg oreHka oOecrieunia Obl BaXHYIO Pa3MEPHOCTH 3JIEMEHTA
3HAYEHUIO aKTUBA B JIOTIOJTHEHHE K CTOMMOCTHU 3aMEHbI, OCHOBAHHOM Ha OLIEHKAaX HeOJIaronpusITHBIX
OW3HEC TMOCIIEACTBUN, KOTOpbIe OYAYT CIIE€OBAaTh W3 HHIMJCHTOB OE€30MACHOCTH C MPHUHITHIM
cTedyeHueM oOCToATenbCTB. [lomyepkHEM, YTO 3TO MO3BOJIUT PACCUUTATh PE3YNbTAThl, KOTOPHIE
HE00X0IUMBI (PaKTOPY OLIEHKU PUCKA.

MHorue akTuBbl B TE€UEHUE OLEHKM MPUHUMAIOT HECKOJIBKO HAa3HAUYECHHBIX 3HAUYECHMM.
Hanpumep: OusHec-riaH MOKeT OBITh OIEHEH Ha OCHOBAaHHMM TPYAO3aTPaT, M3PACXOIOBAaHHBIX
4TOOBI pa3padoTaTh IJIaH, 3TO MOXKET OBITh OLIEHEHO B TPYA03aTpaTax, YTOObl BBECTU JaHHBIC U 3TO
MOXET OBITh OIICHEHO Ha OCHOBAaHMHM €r0 3HA4YeHHs KOHKypeHTy. Kakmoe W3 Ha3HaYeHHBIX
3HaYeHUI HamboJee BEpPOATHO OyJeT 3HAUMUTENbHO OTiHuYaThcs. Ha3HaueHHOEe 3Haue€HUE MOXKET
OBITh MAKCHMYMOM BCEX BO3MOXXHBIX 3HAYCHUU MM MOXKET OBITh CYMMON HEKOTOPBIX HJIM BCEMHU
BO3MOXXHBIMH 3HaYCHHUSIMH. B KOHEUHOM aHanu3e JOJKHBI OBITH TIIATEITFHO OMPEIEICHbI, OLIEHEHBI
WIM Ha3HA4Y€Hbl 3HAYEHMs] Ha aKTUB, TaK KaK KOHEYHOE HA3HAYCHHOE 3HAUYEHUE BBICTYNAET B
orpezieNieHue pecypcoB, KOTOpbIE OyAyT U3pAacX0I0BaHbI AJis 3aIUThl AKTHBA.

[IpuBeaeHne K 00LIEMY 3HAYCHUIO
B xoHeyHOM cuére, Bce OLICHKH aKTHBA JOJDKEH OBITh MPHUBEACHBI 10 OOIIETO 3HAYCHHMS.
DTO MOXKET OBITh CIICITAHO MPH TTOMOIIM COOTBETCTBYIOIUX KpUTEpHeB. KpuTepuu, KOTOpbIE MOTYT
UCIIONIB30BAThCS, YTOOBI  OIEHUTh BO3MOXKHBIE TIOCHEACTBUS, CIEAYIOIIUE U3 TMOTEpH
KOH(UICHIIMATLHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTH, HEBO3MOXXHOCTh OTKa3a OT aBTOpPCTBA,
Ha0JII01a€MOCTH, TTOUTMHHOCTH WX HaJIEKHOCTH aKTHBOB:
HapyIICHHE 3aKOHOAATEILCTBA W/WIIA PETYINPOBAHHS,
VX YAIICHUE TPOU3BOANTEIHLHOCTH OM3HECA;
noTepsi A0OpOKeNaTEILHOCTH/HETaTUB Ha penmyTalluu;
HapylIeHHue, CBI3aHHOE C TUYHON MHPOpMAaIHEil;
yrpo3a MnepcoHaIbHON 0€30MacHOCTH;
OTpHUIaTeNbHbIE BO3/ICHCTBUS Ha MPUBECHIE 3aKOHOB B KHU3Hb;
HapylieHne KOH(UISHIINATbHOCTH;
HapylIieHne 0OIIECTBEHHOTO MOPSIKA;
(uHaHCOBas IOTEPS;
nepepsiB OM3HEC JACSITEILHOCTH;
yIpo3a SKOJOTUUYECKON O€30MacCHOCTH.

Jpyroi moaxo, 4ToObl OLIEHUTH MOCIEICTBUS, MOKET OBITH B!
e [IpepriBannu cepBuca:
"  HECTMOCOOHOCTh OKa3aTh yCIYTY.
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e Ilorepe noBepus KIMeHTA:
®  [OTeph AOBEPHUS BO BHYTPEHHEH HHDOPMAITMOHHOU CHUCTEME;
= Bpeje pernyTaluu.
e Pa3pymienuu BHyTpeHHEH paboTOCIOCOOHOCTH:
®  pa3pylIeHHUs HENOCPEICTBEHHO B OPraHU3aluu;
®  JIOIOJIHUTEJIbHON BHYTPEHHEN CTOMMOCTH.
e Pa3zpymenun paboToCroCOOHOCTH TPETHETO JIHIIA:
® paspylleHHEe Yy TPETbUX JHL, MPOBOJAIIMX ONEpaluu ¢
OpraHu3aluen;
®  pa3JIMYHOTO TUIIBI IOBPEXKICHMUS.
e HapymeHun 3aKOHOB / MHCTPYKIIUU:
"  HECNOCOOHOCTH BBINOJHUTH IOPUANYECKHIE 0053aTEIbCTBA.
e Hapymenun ycnoBuil KOHTpaKTa:
"  HECHOCOOHOCTH BBINOJHUTH JOTOBOPHBIE 0053aTEILCTRA.
e OmacHocTH IS IEPCOHANA / TTOJIb30BATEIHLCKON 0€30MacHOCTH:
"  OMACHOCTH JUIA NEPCOHATA OPTaHU3aIUH U / HITH MTOJIb30BaTENeH .
e ATtake Ha YaCTHYIO JKU3Hb I10JIb30BATENECH.
e ODUHAHCOBBIX MOTEPSIX.
e OUHAHCOBOM CTOMMOCTH I YPE3BBIYANHON CUTYallMy WJIM BOCCTAHOBJIEHHUS B
TepMUHAX!

"  JIepCOHAJA;
= 0o0opynoBaHUS;
" JCCIEIOBaHUMN, OTYETOB IKCIEPTOB.

[ToTepe TOBapOB / IEHEKHBIX CPEICTB / AKTUBOB.
[Torepe KIMEHTOB, MOTEPE MOCTABIINKOB.
Cyne6HbIx Tsx0ax U mrpadax.

[Torepe mpenmymiecTB KOHKYPEHTOCTIOCOOHOCTH.
[ToTepe TeXHOIOTNYECKON/TEXHUYECKOW TJIaBHOM POJIH.
[Totepe apdexTruBHOCTH/HOBEPUS.

ITorepe TeXHUYECKOM penyTanuu.

CHUXEHUU pOJIU B BEICHUH NIEPErOBOPOB.
WuaycTpuanbHbIX Kpu3ncax (yaapax).
ITpaBUTENBCTBEHHBIX KPU3UCAX.

YBOJIbHEHUH.

MartepuanbHoM yiepoe.

OTH KpUTEPUHU - IPUMEPBI TPOOJIEM, KOTOPBIE PACCMATPUBAIOTCA Ul OLCHKH akTuBa. s
TOTO 4TOOBI BBIMOJIHUT OIIEHKH, OPTaHU3allks JOJHKHA BHIOpATh KPUTEPUHU, OTHOCSININECS K €€ TUITY
TpeboBaHUI 0e30MacHOCTH U Ou3Heca. DTO MOIJI0 Obl 03HAa4YaTh, YTO HEKOTOPHIE U3 YHOMSHYTHIX
BbIIlI€ KPUTEPUEB HE IPUMEHUMBI U YTO JAPYTUE, BO3MOXKHO, JOJKHBI OBITh 100aBIE€HBI B CITUCOK.

IIIkama
[Tocne ycraHOBIEHUsS PAcCMOTPEHHBIX paHEE KPUTEPUEB OpraHu3alus JOJDKHA
JIOTOBOPHUTHCSL O IIIKaje OIEHOK, KOTOPOW OymeT MoJIb30BaThCs BCs opraHuzamwms. [lepBbrii mar
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JOJKEH BBIOpPATh YHCIIO YPOBHEH, KOTOpBIE OYIyT HCIONB30BaThcsia. HeT HUKAKMX MpaBMI
OTHOCHUTEIIFHO YHWCJIa YPOBHEH, KOTOpBIE SIBISIOTCS CaMBIMH TMOAXOIANTUMHU. boibie ypoBHEH
obOecrieunBaeT OONBINHMIA  YpOBEHb CTENEHHM JCTAlU3alldd, HO HWHOTJA  BEIUKOJICITHOE
nuddepeHIpoBaHne IeaeT B OpraHU3aui TPYIHBIMHU ITPUCBAUBAHUE BCIOAY HEMPOTHUBOPEUYUBBIX
orieHOK. OOBIYHO MPHUHUMAETCS JII000€ YMCIO YPOBHEH OT TpEX (Hampumep, HU3KUHA, CpeAHUN H
BBICOKHUH YpOBeHB) 70 10, KOTOPOE MOXET HCIIOIb30BATHCS IMOKA 3TO COBMECTUMO C IOIXO0JI0M
OpraHu3aIMi OTHOCUTEIBHO MPOIecca UCIOIb3yeMOro JIJIsl OLICHKH PUCKA B LIETIOM.

OpraHu3anys MOKET OINPECIIUTh CBOM COOCTBEHHBIE MPECIIBI I 3HAYCHUH aKTHBA, KakK
"Huskoe", "cpennee" wim "BhICOKOE". DTH MPEAEIBI JOJKHBI OBITh OIICHEHBI COTJIACHO BHIOPAHHBIM
KpUTEpHUsIM (HampuMep, 3a BO3MOXKHYIO (DMHAHCOBYIO TOTEpPIO MX HYKHO OIICHUTH B JICHE)KHO-
KPEJIUTHBIX 3HAYEHUSIX, HO JIJI1 PACCMOTPEHUM, TAKUX KaK yrpo3a JUYHOU 0€30MacCHOCTH, JECHEKHO-
KpeIUTHas OIEHKa MOXKET OBITh CI0KHOW M BO3MOXKHO, HE SIBJISIETCS COOTBETCTBYIOIICH IS BCEX
opranuzaiuii). B xoHIle — KOHIIOB, OpraHu3alys IOJHOCTBbIO pEIIAaeT, YTO paccMaTpUBaTh Kak
sBistrorieecs: "HU3KUM" wiM "BeIcOKMM" mocieacTBueM. [locnenctBue, KoTopoe MOIIo Obl OBITH
naryOHbIM JJIi MaJICHbKOM OpraHU3allH, MOXET OBbITh HU3KUM WIH )K€ HE3HAUYUTEIbHBIM IS
OYCHBb OOJIBIIION OpTraHU3AIIHH.

3aBUCHMOCTHU
YeMm OoJsice 3HAYUM aKTHB B JIeJie€ TIOJJICPKKH MHOTOUYUCIICHHBIX OW3HEC-TPOIIECCOB, TEM
OOJIBIIIE 3HAYEHME ITOrO aKTHBA. I[OJ'DKHI)I 6I>ITI) I/IILCHTI/I(bI/IIII/IpOBaHBI TaKXX€ 3aBUCUMOCTHU aKTHUBOB
Ha OWM3HEC MPOLECChl W JPYTHe aKTUBBI, TaK KaK 3TO MOJXET BJIMATh Ha 3HAYCHHS AKTHBOB.
Hanpumep, nomkHa OBITH cOXpaHeHa KOH(DHICHIMAIBHOCTH JAaHHBIX BCIOAY IO BCEMY LUKITY
JKU3HHU, BO BCEX CTaJMsX, BKIOYas XpaHEHUE U 0O0pabOTKy, TO €CTh MOTPEOHOCTH OE30MACHOCTH
XpaHEHUsT JAHHBIX M O00pabOTKM MpOorpaMM JOJDKHBI OBbITh HENOCPEACTBEHHO CBSI3aHBI CO
3HAYCHUEM, MPEICTABISIONIMM KOHOUICHIIMAIBLHOCTh JTaHHBIX, COXPAHHOCTh M 00paboTKy. Kpome
TOro, €Ciin 6I/I3HCC'HpOHeCC ImoJjiaracrcsa Ha HEJIOCTHOCTD OHpeIIeJIéHHLIX JaHHBIX, IPOU3BOJUMBIX B
COOTBETCTBUM C MPOrpaMMOi, BXOJHBIC JIaHHBIE 3TOH MPOrpaMMbl  JIOJDKHBI ~ HMETh
COOTBETCTBYIOIYIO HaA&KHOCTh. Kpome TOro, menoctHocte WHpOpManuu OyneT 3aBHCETh OT
anmapaTHbIX CPEICTB M TMPOTPAMMHOrO OOECTeueHus, HCIOIb3yeMOoro nansi €€ XpaHeHHUs W
o0OpaboTku. Kpome Toro, ammaparHble CpeacTBa OyAyT 3aBHCETh OT HWCTOYHWKA IHUTAaHUS H
BO3MOXXHO KOHJAMIIMOHUPOBAHUS BO3ayxa. Takum 00pa3oM, nHGOpMaIUs O 3aBUCUMOCTAX TTOMOXKET
UACHTU(PUKAIIMK YIPO3 U OCOOEHHO YS3BUMOCTH. JlOMOJHUTENBHO, 3TO MOMOXKET YyOeKIaTh, YTO
aKTHBaM JaHO MCTUHHOE 3HAaueHHUe (Yepe3 OTHOIICHHUS 3aBHCHMOCTH), TAKHMM 00pa3oM, YKa3bIBas
COOTBGTCTByIOHII/II\/’I YPOBCHB 3allIUThI.
3HaueHusT aKTUBOB, OT KOTOPBIX 3aBHUCAT JPYTHe€ AaKTHBBI, MOTYT OBITb H3MEHEHBI
CJIEAYIOIIUM 00pa3oM:
® cCM 3HAYeHHs 3aBHCHUMBIX aKTHBOB (HANpUMEp, MAHHBIX) HIDKE WU PaBHBI
3HAUEHUIO AaKTHBAa, KOTOPBIM paccMaTpuBaeTcs (Hampumep, MPOrpaMMHOE
obecrieueHne), ero 3Ha4YeHue OCTAETCS TEM YK€ CaMbIM
®  eCJM 3HA4YeHHS 3aBHCHMOTO aKTHBa (HalpuMep, JaHHbIE) O0JbIle, TO 3HAYCHHE
aKTHBa, KOTOPBIA paccMaTpUBAIOT (HampuMep, MPOTrpaMMHOE OOECIeYeHHE),
JIOJDKHO OBITH COOTBETCTBEHHO YBEIUYCHO COTIIACHO:
"  CTENEeHH 3aBUCUMOCTH;
u S3HAYCHHIO APYTUX AKTHUBOB.

Vv opraHu3alii MOr'yT OBITH HEKOTOPBIC AaKTUBBI, KOTOPBIC AOCTYIIHbBI HEOAHOKPATHO,
TAKHC KaK KOIIHNHU IIPOrpaMM HJIA TOT KEC CaMbI TUI KOMIIBIOTCPA, I/ICHOHLSyeMHﬁ B OOJILIIMHCTBE
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oducoB. BaxkxHo paccMoTpeTh 3TOT (hakT, aenasi oneHKy aktuBa. C OIHOW CTOPOHBI, STH aKTHBBI
JIETKO TPOIYCKAaeMbl, IOITOMY JOJDKHAa OBIThb MPEIIPUHATA IPEIOCTOPOKHOCTh, YTOOBI
UICHTU(PHUIUPOBATh BCE HMX; C JPYrOd CTOPOHBI, OHM MOTYT HCIIOJIb30BaThCs, YTOOBI YMEHBIIUTH
pOOJIEMBI IOCTYITHOCTH.

BrIxoagHnas npoayKius

Kone4yHnoit BRIBOAHOM MPOAYKIIMENH ATOTO IIara sBJISIOTCS CIUCOK aKTUBOB U MX 3HAYCHUM
OTHOCHUTEJIBHO PacKpbITUs (COXpaHEHHWE KOH(UICHIMAIBHOCTH), MOIU(UKAIMKA (COXpaHEHHE
1IEJIOCTHOCTH, TTONIMHHOCTH, HEBO3MOXXHOCTH OTKa3a OT aBTOPCTBA M HAOIIOJaEMOCTH ), OTCYTCTBUS
TOTOBHOCTU U YHUUYTOXEHUS (COXpaHEHUE JOCTYMHOCTH U Ha/IEKHOCTH) U CTOUMOCTH 3aMEHBI.

B.3 Ouenka o30eiicmeusn

Nuuuaent uHGOpMaMOHHBIN 0€30MacHOCTH MOKET BO3JEHUCTBOBAaTH Ha OoJblle 4YeM
OJIMH aKTHB WJIM TOJILKO 4acTh akTHBA. BO3/eiicTBHE CBA3aHO B CTENEHU yclexa MHImaeHTa. Kak
CIIEJICTBUE, €CTh BAXKHOE pa3lIMyhe MEXKIy 3HAaU€HHEM aKTHUBAa U BO3JICHCTBUEM, CIEAYIOLUIUM U3
WHIUJEHTa. Bo3neicTBUeM CUHMTAIOT HaIWYHMe WIM HEMOCPEIACTBEHHBIN (IKCIUTyaTalluOHHBIN)
abdexr wunmu Oyaymmit (6usHec) 3(]QexT, KOTOopblii BKIOYaeT (PUHAHCOBBIE M PBHIHOYHBIE
TIOCIICICTBHSI.
HenocpeactBenHoe  (3KCIUTyaTallMOHHOE)  BO3JIEHCTBUE  SBISETCS  MPSIMBIM  WIU
KOCBEHHBIM.
[Ipsimoe Bo3aEHCTBHE:
a) (UHAHCOBOE 3HAYCHUE 3aMEHBI MOTEPSHHOTO (YaCTH) aKTHBA,;
b) croumocTs mproOpeTeHus, KOHPUTYPALUK U UHCTAJUIAIUNA HOBOT'O aKTHBA WJIH
pE3epBHOI KOTTUU
C) CTOMMOCTh  TNPHOCTAHOBJICHHBIX  ONEpalMii  W3-3a  HMHIUACHTA  JIO
BOCCTAHOBJICHHS YCIIYTH, OKa3aHHOI aKTUBOM (aMH);
d) koTopoe MPUBOIUT K HAPYILICHHUIO MPABUIT HHPOPMALIMOHHOK OE30MaCHOCTH.
KocsenHnoe Bo3aeiicTBue:
a) aJbTepHATHUBHBIC HU3JCPKKH ((PUHAHCOBBIE PECYpPCHI TOKHBI 3aMEHUTH HITH
UCIPABUTh aKTHUB, KOTOPBIM OyIET UCIOIb30BATHCS B IPYTOM MECTE);
b) crouMocCTh MpEepBaHHBIX OTIEPAIIHIA;
C) TOTCHIMATbHOE HEMPaBUIbHOE YIMOTpeONeHre WHPOPMAIMKA MOJyIeHHON
gepes HapyIIeHHUEe MPaBuI 0€30MaCHOCTH;
d) HapyIeHHe YCTAaHOBICHHBIX 3aKOHOM HJIH PETYJIUPYIOIINX 0053aTeIbCTB;
€) HapyllIeHHe HOPM HPABCTBEHHOTO MTOBEICHHUSI.

Taxoke, epBas oreHka (0€3 KOHTPOJIS JTIOOBIM BUIOM) OIICHUBAET BO3/CHCTBUE KaK OYEHBb
O0mu3ko K (KOMOMHALMK) UMEIOIEeMY OTHOIIEHHIO 3HaueHus akTuBa. [Ipu moboit cremyromein
UTEpalii BO3JCHCTBUS Ha aKTUB OyAyT pa3nuyaThes (OOBIYHO, 3HAYUTENIBHO YMEHBIIATHCS) U3-3a
OPUCYTCTBUS U 3PHEKTUBHOCTH OCYILECTBIIIEMBIX KOHTPOJIEH.
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HMpunoxenne C
(nHpopmaLmoHHOE)
IIpumepsl THIHYHBIX YITPO3

Cnenyrouuii ciucok Ja€r MpuUMepbl TUIIHYHBIX Yrpo3. CIUCOK MOXET UCIIOJIb30BaThCs B
TEYEHHUE Ipolecca OLUEHKU Yrpo3bl. YTPO3bl MOTYT ObITh NpEIHAMEPEHHBIMH, CIyYalHBIMH HIIH
HKOJIOTUYECKUMH (€CTECTBEHHBIMH) W HMETh pE3yJbTaT, HalpUMep, HapyIICHWe WM TOoTeps
OCHOBHBIX cepBHUCOB. ClIeyIOINI CIIMCOK YKa3bIBAcT PEICBAHTHBIE U1 KAKJOTO THIIA YTPO3BL, IIe
D (mpennamepennsie), A (ciydvaiineie smemenT), E (3xonmormueckue). D ucnons3yercs s Bcex
HAaMEpPEHHbIX aKLUi, HaleJeHHbIX Ha HMH()OPMAIMOHHBIE aKTHBBI, A HCHOJB3yeTCS s BCEX
YeJIOBEYECKUX JIEHCTBUN, KOTOPBIE MOTYT CIIy4ailHO TMOBPEIUTh MH(POPMAIMOHHBIE aKTUBBI M E
MCIIOJIb3YETCS ISl BCEX MHUUACHTOB, KOTOPbIE HE OCHOBAHbBI HA YEJIOBEYECKUX NEHUCTBUAX. [ pymnmsl
yIpo3 HE HAXOJATCS B IPUOPUTETHOM IOPSJIKE.

Yrpo3sbl O6o3Ha4eHue
OroHb A D, E
MoBpexaeHnsa Bogomn A D, E
3arpsisHeHue A, D, E
3HaunMTeNbHbIV NUHUNOEHT A D, E
YHuUTOXEHNE 060pya0BaHNA NN A D, E
HOCUTENEN
Mbinb, kKOppo3nsa n obnegeHeHne A D E
KnumaTtuyeckne sisneHuns E
Cencmunyeckoe aBneHne E
BynkaHu4yeckoe siBneHue E
MeTeoponornyeckoe siBneHune E
HaBogHeHue E
OTKa3 KOHANLMOHNPOBAHNA U A, D
CUCTEMbI BOOOCHABXEHMS
MoTepsa anekTponuTaHus A D, E
OTka3 TenekoMMyHMKaLMOHHOIO A, D
obopyaoBaHus
OneKTpoMarHuTHasi pagmaums A DE
Tennosas paguauus A D, E
ONEeKTPOMarHUTHbIN UMNYbC A D, E

lMepexsBaT 1 oTNpaBka D
KOMNPOMETUPOBAHHOIO CUrHana

W)

YaanéHHbIn lWnuoHax
MopcnywueaHne D
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Yrpo3bl O6o03Ha4yeHue
BopoBcTBO HOCUTENEN UK D
OOKYMEHTOB
BoposcTBO 060pyaoBaHus D
BoccraHoBneHne nHgopmaumm D
Ha HOCUTENSNAX, OTNPABEHHbIX HA
nepepaboTKy Unn 6pakoBaHHbIX
O6HapyxeHune A, D
J[laHHble N3 HeEHaaEXHbIX A, D
NCTOYHUKOB
BmelaTtenbCcTBO B annapaTtHble D
cpeacTsa
BmelwaTtenbCcTBO B NporpaMMHble D
cpeacTsa
O6Hapy>xeHne nosnunm D
OTtka3 obopygoBaHus A
C6own obopygoBaHus A
OrpaHn4yeHns NHpopMaLIMOHHON A, D
CUCTEMbI
MporpaMmmHbI coon A
HapyweHune A, D
PEMOHTOMPUIrOQHOCTH
MHGOPMaLNOHHOW CUCTEMBI
HecaHKuMoHMpoBaHHOE D
ncnosib3oBaHme obopyaoBaHms
MoLueHHn4Yeckoe KonmpoBaHue D
nporpaMmmHoro obecneveHus
Mcnonb3oBaHue nogaensHoro A, D
NN CKONMPOBAHHOIO
nporpaMmmHoro obecneveHuns
MckaxkeHne aaHHbIX D
He3akoHHasa ob6paboTka gaHHbIX D
Owwnbka B ncnonbL3oBaHUK A
3noynoTtpebneHne npasamm A D
Moponenka npase D
OTpuuaHme gencTBum D
HapyweHune pabotocnocobHoCcTH A D, E

nepcoHana
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Ocoboe BHUMaHHE JOJDKHO OBITh OOpAIllEHO HAa YEJIOBEUECKHE MCTOYHUKU yrpo3bl. OHU

COOTBETCTBEHHO IEPEUNCIICHBI B CIICAYIOIIEeH Talaue:

MoTtuBauus

Bo3moxHble nocneacTBms

BoccTtaHue
3ro

BbizoB
CraTtyc
[eHbrn

. XakepcTBO

. CouuanbHas uHxeHepus

. BTopxeHue B cucTtemy,
HapyLleHne

. HecaHKLUMOHNPOBaHHBIN
AOCTYM B CUCTEMY

Pa3spyLwweHne nHdpopmaumm
HesakoHHOe packpbiTue
MHopMauun
[eHexHo-kpeauTHasa Bbiroga
HenpaBomo4yHoe

YyepeaoBaHMe AaHHbIX

. KoMnbloTepHoe npecTyrnneHne
(Hanpumep, knbep-npecnegoBaHne)

) MolueHHu4Yeckoe gencrTaune
(Hanpumep, nepeunrpoBka,
nogpaxaHue, nepexasar)

. MNHdopmaumnoHHoe
B3SITOYHMYECTBO

) Nmutaums

. BTopxxeHue B cuctemy

MecTb . Bomba/Teppopuam
Pas3Begka . MHdopmaumnoHHas BoviHa
PaspywieHue . CuctemHas ataka (Hanpumep,
WaHTax pacnpefenéHHbln OTKas B
[MonuTtuyeckme Bbiroapl 0bCnyxmBaHuN)
OcBeLUeHVe B nNeyaTu o MNpoHVKHOBEHME B CUCTEMY

. BmelwlartenscTBo B cuctemy
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MoTtuBauus

Bo3amoxHble nocneacTBus

KoHkypeHTOCnoco6Hoe
NPEeMMyLLECTBO

OKOHOMMYECKMI LLIMMOHAX

o OKoHOMMYecKkas pa3Beaka

. MHdopmaunoHHoe BOPOBCTBO

. BTopxeHne B nepcoHarnbHble
AaHHble

. CoumanbHasa paspaboTka

. IMpOHNKHOBEHME B CUCTEMY

. HecaHKUNMOHNpPOBaHHbIN
AOCTyn B cuctemy (QocTyn K
CEKPETHOM, YacTHOW, u/vnn
CBAI3aHHOW C TEXHONOrMen
nHdopmMaunn)

PasBegka

aro

JlobonbITCTBO
[leHexXHo-KkpeauTHas Bbiroga
MecTb

HeymbllwneHHble ownbkn 1
ynyLeHns

(Hanpumep, ownbka BBOAA

JAaHHbIX, oLLIMbOKa
nporpaMmMmmpoBaHus)

. HanageHwe Ha cnyxauero

. WaHTax

. lNpocmoTp cekpeTa omnpmbl

. HenpasunbHoe
KOMNbOTEPHOE oGpaLlleHme

. MoLeHHMYEeCTBO U BOPOBCTBO

. WHdopmaumoHHoe
B3SITOYHMYECTBO

. Beoa canscndunumnpoBaHHbIX
AaHHbIX, pa3pyLUeHne OaHHbIX

. lNepexBat

. BpenoHocHbIM Koa (Hanpumep,
BUpPYC, Nnornyeckasa 6omba, TposiHCKMIA
KOHb)

. lNpopaxa nepcoHaneHom
MHpopmaumm

. CuncTtemHble owmnbku

. BTopxeHue B cuctemy

o CuctemHbI caboTax

° HecaHKUunoHMpoBaHHbIN
AOCTyn B CUCTEMY
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IMpunoxenue D
(MHopMaumoHHOE)

Ya3BUMOCTH U METOAbI JJIA OCHKH YA3ZBUMOCTH

D. 1 Ilpumepwt yazeumocmu

Crenyromas Tabnuna qaét nmpuMepsl YsI3BUMOCTEH B Pa3IMYHBIX 00JaCTAX O€30MaCHOCTH,
BKJIIOYasi IPUMEPBI YIPO3, KOTOPhIE MOTJIM OBl SKCILTyaTUPOBATH 3Ty YA3BUMOCTh. [lepeueHs MoxeT
o0ecneunTh CIpaBKy BO BpPEMs OLIEHKM YIPO3 MU YA3BUMOCTH, OIIPENEIUTh COOTBETCTBYIOIIME
WHUUJEHTHbIE cueHapuu. [lomquepkHEM, 4YTO B HEKOTOPBIX CIydasx Jpyrue Yrpo3bl MOTYT
AKCILTYyaTUPOBATh TAKXKE 3Ty YA3BUMOCTb.

Tvn

AnnapaTHble cpeacTBa

HepocTtaTtouHoe obcnyxuBaHue /
aedekTHas WMHCTannAums c
HocuTenen AaHHbIX

Bpewb B pemMOHTONPUrogHOCTH
NHOPMALMOHHOW CUCTEMBI

M3bsHbI cxem Ans nepuognyeckmnx
3amMeH

PaspyweHne obopygosaHus unu
HocuTenen

BOCI'IpI/II/IMLII/IBOCTb K BJ1aXXHOCTWU,
NblyK, 3arpa3HeHuo

Mbinb, KOppo3wus, obneaeHeHve

YyBCTBUTENbHOCTb K
3NEeKTPOMarHUTHOW paguauum

OneKkTpoMarHuTHas paguauusi

N3bsiHbl 9 EKTUBHOIO KOHTPOMA
BHECEHNSA N3MeHeHu
KOHurypauum

Owmnbka B ncnornb3oBaHUU

Bocn PUMMHMBOCTb K M3MEHEHUAM
HanpaxeHna

nOTepﬂ NCTOYHUKa NUTaHUA

Bocn PUMMYMBOCTb K
TeMnepaTtypHbIM USMEHEHUAM

MeTeoponormquKoe ABlieHne

HesawmiuéHHoe xpaHeHne BoposcTtBO HocuTenen nnun
OOKYMEHTOB

Hepoctatok B oCTOpOXHOCTM NMpu | BopoBcTBO HocuTenen unm

YHUYTOXEHUM OOKYMEHTOB

HekoHTponmpyemoe konuposaHue | BopoBcTBo HocuTenen unm
OOKYMEHTOB

Twvn

MporpammHoe obecneyeHune

OtcyTcTBME MM HEOOCTATOYHOE
nporpaMMHoOe TeCTUpPOBaHME

3noynotpebneHne npaBamu

MN3BecTHblE HegocTaTKkm B
nporpaMmMHomM obecnevyeHmm

3noynotpebneHne npaBamu

HeTt 'Bbixoga 13 cucrtembl'
OCTaBNeHun paboyen cTaHuum

npu

3noynotpebneHne npasamu

npas goctyna

Mepegaya wnu  MHorokpaTtHoe | 3rmoynoTpebreHvne npaBamu
ncnonb3oBaHne HocuTenen

OaHHbIX 6e3 Haanexallero

CTMpaHus

Manoe yncno pesnaunn 3noynoTpebneHne npaBamm
HenpaBuneHoe pacnpegeneHue | 3noynotpebneHne npasamu
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Tun | Npumepbiysiseumoctn | Mpumepsiyrpos |
LLnpoko pacnpocTpaHéHHoe | VckaxkeHne AaHHbIX
nporpaMmmHoe obecneyeHune
MpumeHeHne npuknagHeix | VickaxxeHne gaHHbIX
nporpaMmm K pansLlumnBbIM AaHHbIM
B TEPMMHAX BPEMEHM
CnoxHblIn nonb3oBatensckmn | Owmnbka B MCNONb30BaHUM
nHTepdgenc
M3bsHbI B JOKYMEHTUPOBaHMU Owunbka B MCNonb30BaHUN
YcTaHoBneH HenpaBunbHbIi | Owmnbka B NCNONb30BaHUM
napameTp
HekoppekTHble aaTtbl Owwnbka B MCNonb3oBaHUn

Tun [ Mpumepbiysseumoctn [ Mpumepbiyrpos |
M3bsaHbl ungeHtndpuumpyowmx u | NogaensiBaHve npas
Ono3HaBaTeNbHbIX  MEeXaHW3MOB
ans nosb3oBaTenbCKON
ayTeHTUMKaLnmn
Hes3awmiéHHble Tabnuubl | MogaensiBaHne nNpae
naponem
Inoxon MeHemXXMEHT Naponsamm MoppensiBaHne npas
3anyLieHbl HEHY)XXHbIEe CNYXObl HesakoHHas o6paboTka AaHHbIX
HepopabotaHHoe unuM  HoBoe | [MporpammHbIn coon
nporpaMmmHoe obecneveHune
HescHble nnm HenonHble | MNMporpamMHbIN coon
cneundmrkaumm ans
pa3paboTynkoB

CeTb M3bsaHbl 9ddekTMBHOrO KOHTpons | MNMporpammHbIn coon

BHECEHUS N3MEHEHWUN

OTYETOB

HekoHTponupyemas 3arpyska wu | lNoggenka NpPoOrpaMmmMHoOro
ncnonb3oBaHne nporpamMmmHoro | obecneveHus

obecneyeHus

M3bsaHbl B npoueaype pesepsHoro | MNMopgaenka nporpaMmHoro
KonnpoBaHnA obecneyveHus

N3bsaHbl  pusmyeckon  3awmthl | BoposcTBO HOCUTENEN nnm
3[aHus, ABepen U OKOH OOKYMEHTOB

OTKa3 MeHepKMeHTa OT NpoBepku | HecaHKUMOHUpoOBaHHOE

McnoJsib3oBaHne O60py,D,OBaHVIFI

Tpaduk

HexBaTtka pokasaTenbctea | OTpuuaHue gencTeui
NOCbINKN unm nony4YeHns

coo0LLEeHUs

Hes3awmLéHHble NMHUK CBA3N MoacnywmeaHne
HesawuwéHHbln YyBCcTBUTENLHBLIN | MoacnywmBaHne

[noxast coBmecTHas n poBOAKa

OTkaz  TenekoMMYHUKaLMOHHOMO
obopygoBaHus

EaonHcTBEHHaAsA ToYka oTKasa

OTkaz  TenekoMMYHUKaLMOHHOMo
obopyaoBaHus

MN3bsHbI naeHTumkaumm "
ayTeHTU(MKaLmna oTnpaBuTena u
nonyyarens

MNopaensiBaHve npas

OnacHas ceTeBasi apxuTekTypa

YaanéHHbIN LNMOHaX
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Tun | Mpumepsiynseumoctn [ Mpumepbiyrpos |

lNepenaya naponen B OTKPLITOM | YAANEHHbIN LUNNOHAX

BUae
HeapnekBaTHbIN MEHEIKMEHT

ceTblo  (CrMocoBHOCTL  cucTembl | HackileHHOCTb
NPOTUBOCTONATb owmnbkam | NHOpMaLnOHHON cnucTemsl
MapLUpyTn3aumm)

HesalmLEéHHble noaxnodeHns | HecaHKUMoOHMpoBaHHOE

06LLIe0CTYNHOW CeTH ncrnonb3oBaHne 060pyaoBaHNs
Tun | MNpumepbiyassumocth [ Mpumepbiyrpos |

OTtcyTcTBME NEepcoHana HapyweHue AOCTYMHOCTH
nepcoHana

HeapekBaTtHble npouenypbl | YHUUTOXEHMEe 06GopyaoBaHUs UIu

BepGOBKU HocuTenemn

HepoctatoyHoe obyyeHune | Owmnbka B MCNOMb30BaAHWM

©e3onacHoCTn

HenpasuneHoe  umcnonb3oBaHue | Owunbka B MCNOMNb30BaHMM
nporpaMmHoro obecneyeHuss wu

obopyanoBaHua
M3bsaHbI noHnmanus | Owmnbka B UCNONb30BaHUN
BesonacHocTn
HexsaTka mMexaHn3moB | HesakoHHast 06paboTka AaHHbIX
MOHUTOPWHra

MepcoHan HekoHTponupyemas pabota | BopoBcTBO HocuTenen unm
BHELLHUM WwTaTom WUNn | JOKYMEHTOB
yOvparoLLMM NepcoHanom
N3baHbl NOMNUTUKN ans | HecaHkuMoHnpoBaHHoe
npaBuibHOro NCMNomb30BaHnsA | UCMoNb3oBaHNe 06opynoBaHUS

HocuTenen nepegayu AaHHbIX Y
obmeHa coobLeHnsaIMun

Twn | Mpumepsiynssumoctn | Mpumepbiyrpos |

HeapekBaTHoe n He6pe>KHoe YHuYTOXEHME 060pyD,OBaHVIﬂ nnn

ncrnons3oBaHne dounanyeckoro | Hocutenem MHopmalmu
KOHTpONs [OocCTyrna K 3[aHUi U
nomeLLeHnaM

MecTtononoxeHne B obnactu, | HectabunbHas MowWHOCTb ceTu
BOCMPUMMYMBOWN K 3aTOMNEHUIO

HaBogHeHne [loTepsa NCToOYHUKA NUTaHNA
HexBaTka dusnyeckon 3awmtbl | BopoBcTBO 060pYyAOBaHMA
CO34aHus, ABepen U OKOH

M3baHbl dhopmanbHoi npoueaypbl | 3noynoTpebneHne npasom
. ans Nosib30BaTeNbCKON
Cant opraHusaumm perncTpauuu 1 ge-peructpaumm
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Tvn

CanT opraHmMsaumm

M3bsaHbl (hbopManbHOro npotecca
AN nepecmoTpa npasa [ocTyna
(ancneTyepcKknin MeHEOXKMEHT)

3noynotpebneHne npaBom

Oedvumnt wmnn  HegocTaTouHbIE
ycrnosusi (oTHOCUTENBHO
©e30nacHOCTU) B KOHTpakTax ¢
KnueHTamu nvnm  TpeTbuMmu
nmuamu

3noynotpebneHne npaBom

M3baHbl B npouenype  ons
KOHTpPONS Hag cpeacTeamm
06paboTkm MHopmauuu

3noynoTtpebneHne npaBom

M3bsaHbI  perynspHbIX  peBM3UN
(ancneTyepcknin MeEHEIXKMEHT)

3noynotpebneHne npaBom

HexBaTka npoueayp BbISIBIEHUS
pucka 1 OLLEHKU

3noynotpebneHne npaBom

HepoctaTtoyHOCTb MHOpMaumm B
3anucax OTYETOB o]
HencnpaBHOCTH KypHanax
agMUHUCTpaTOpa M Nofb3oBaTens

3noynotpebneHne npaBom

BHECEHUS U3MEHEHWUN

HeapnekBaTHbIV oTBeT | HapyweHne pemMoHTOnpurogHocTu
obcnyxuvBatoLlero cepsuca nHdopmMaLMoHHasa cuctema
M3baHbl MM HepocTaTovHoe | HapylueHne pemMOoHTOnpuMrogHocTu
cornalleHve CEepBUCHOro | MHopmaumMoHHas cuctema
obcnyxmeaHme

M3baHbl  npoueaypbl  KOHTpons | HapyweHue pemMOHTOnpurogHocTu

nHOpMaLMOHHasg cuctema

M3baHbl hopmanbHOW npouenypbl
ans MeHe)KMeHTa
nokymeHTaumnen CMUB

Vcka)keHne gaHHbIX

M3bsaHbl hopManbHbIX npoueayp

MckaxeHne gaHHbIX

obLlero gocrtyna uHcgpopmMaumm

3anucen ana CMWB, koTopble

aenaet ancneT4yepcKkni

MEHEIKMEHT

N3bsiHbI dopmanbHoro | [laHHble n3 HEeHaAEXHbIX
paspeLueHns ans npouecca | UICTOYHUKOB

MN3bsiHbI Hagnexaliero
pacnpegeneHusi obsizaHHOCTEN
MHGOPMaLMOHHON 6e3onacHoCTH

OTpuuaHue gencTeni

MN3bsAHbI NNaHoB HenpepbIBHOCTH

OTtka3 obopygosaHus

N3bsHbI MONUTUKN
MCMnonb3oBaHUSA NOYTOBOW

Owmnbka B ncnornb3oBaHUU

HexBaTka npouegyp Ans Toro,
4yTOGblI  BBECTM  MpOrpaMMHoe
obecneyeHne B akcnnyaTupyemble
cUCTEMBI

Owmnbka B Ncnornb3oBaHUU

HexBaTka oT4é€TOoB B (pannax
peructpaummM agMuvHucTpartopa w
onepaTopa

Owubka B UCnonib3oBaHUN

HexBaTka npoueayp ans
06paboTKM CEKPETHbIX AaHHbIX

Owubka B UCnorib3oBaHUK
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Twn | Mpumepeiysiseumoctn [ Mpumepbiyrpos |

N3bsHbI obaszaHHocTen | Owmnbka B UCNOMb30BaHUK
WHpopmaLmoHHon BGe3onacHoCTU
B OMNMCaHUAX 3aJaHUN

M3baHbl  uMnuM  HepocTaTouHble | HesakoHHas o6paboTka gaHHbIX
ycrnosusi (oTHOCUTENBHO
WHpopmaumoHHon 6esonacHocTH)
B KOHTPAKTaX CO CIyXalmMu

HexBatka onpepenéHHoro | BopoBcTBo 0GopyAoBaHus
AVCUMNIIMHApHOrO  mpouecca B
cnyyae MHOPMaLIMOHHOTO

nHUMAeHTa 6e3onacHocTu
HexBaTtka chopmanbHon nonutuku | BopoBcTBO 060pyaoBaHus
MO WCMONb30BaHUIO MOBUMNBHOWM
KOMMbIOTEPHON TEXHUKN

HexBatka MeHeIxMeHTa | BopoBcTBO 060pyaoBaHus
aKkTMBamu ANCTaHLIMOHHOIO
pe3epBMpPOBaHUs

HexBatka wnu HepgoctatovHasa | BoposcTtBo HocuTenen nnu
MONUTMKA  «4YUCTOrO CToNa U | AOKYMEHTOB
YUCTOro 3KpaHa»
HexBaTka caHkuum Ha cpepactsa | BoposcTtBo HocuTenen nnu
06paboTkM MHopMauum OOKYMEHTOB
HexsaTka yCTaHoBMEeHHbIX | BopoBcTBO HocuTenen nnu
KOHTPOMbHbBIX ~ MEXaHU3MOB B | JOKYMEHTOB
criydyae  HapyweHun npasun

©6e3onacHocTn
HexBaTka perynspHbix | HecaHkuMOHMpoBaHHOE
NnepecMoTPOB KOHTPOEN ncrnonb3oBaHne 060pyaoBaHNS

HexeaTka npoueayp Aans Toro, | HecaHkuMoHMpoBaHHOE
4yTOOblI COOOWNTE 06 YSA3BMMOCTM | UCNONb30BaHWe 06opyaoBaHuUS

©e3onacHocTu

HexBaTka npouenyp | Ncnonb3oBaHne nopgenkm wnm
cornacoBaHus yCrnoBumn C | CKONMMPOBAHHOTO  MPOrPaMMHOrO
WHTEeNNeKTyansHon obecneyeHus

COBCTBEHHOCTbLIO

D.2 Texnuueckue memoowt 011 OUEHKU YA3ZGUMOCHU

Uto6s! uACHTU(GUIUPOBATH YSI3BUMOCTH B 3aBUCUMOCTU OT KPUTUYHOCTH MHQOpPMAIUU U
UH(POPMALMOHHO-KOMMYHUKAIMOHHBIX TexHoioruid (ICT) MoryT mcnosnb3oBaTbesi MPEBEHTUBHBIC
METO/Ibl, TAKHE KaK TECTUPOBaHNE MH(POPMAIIMOHHON CUCTEMBI, CUCTEMHBIX U JIOCTYITHBIX PECYPCOB
(HampuMmep, pacopenenéHHble (QOHIBI, JOCTYNHbIE TEXHOJIOTUH, IPOBEAECHUE TecTa JIOACH-
sKcrepToB). McnbITarebHbIE METO/IbI BKIIFOUAIOT:

® aBTOMAaTH3MPOBAHHBIN MHCTPYMEHT CKAaHUPOBAHUS yA3BUMOCTEN;
® TeCTHpOBaHHUE OE30MACHOCTH U OLIEHKY;

® TECTUPOBAHNE IPOHUKHOBEHUS;

® [epecMOTp KOAa.

YroObl MPOCMOTPETh TPYIIY TJIABHBIX KOMITBIOTEPOB HJIM CETh Ha NpPEeIMET M3BECTHBIX
VSI3BUMBIX CIIYKO (Hampumep, CUCTEMY, MO3BOJISIOUIYI0O aHOHUMHBIM MPOTOKON nepenayun (aisaos
(FTP), mepemauy sendmail), ucmonb3yercs aBTOMaTH3MPOBAHHBIH HHCTPYMEHT CKaHHWPOBAHUS
ysi3BUMOCTH.  OJHAKO HYXHO OTMETUTb, YTO 4YacTb MOTEHLUUAJIbHBIX  YA3BHUMOCTEH,
UJICHTU(PHUIUPOBAHHBIX AaBTOMATU3UPOBAHHBIM HHCTPYMEHTOM CKaHMPOBAaHUS, BO3MOXKHO, HeE
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IPEJICTABIISIET PEAJIbHYIO YSA3BUMOCTb B KOHTEKCTE CUCTEMHOW cpenpl. Hampumep, HekoTophle U3
9TUX HMHCTPYMEHTAJIbHBIX CPEACTB CKaHHUPOBAHHUS OLICHUBAIOT MOTEHIHAIbHYIO YSI3BUMOCTH, HE
paccmarpuBasi  cpeny — caiita  um  TpeOoBaHms.  YacTh  YSI3BHMOCTEH,  ITOMEUYEHHBIX
ABTOMATHU3UPOBAHHBIM MPOTPAMMHBIM OOECIEUYEHHEM CKAaHUPOBAHHS, BO3MOXKHO, (DAKTHUECKH HE
ysI3BEMA JIJIsL ONIPEACTIEHHOTO caiiTa, HO MOXKET ObITh CKOH(UTYPHPOBAHA, TOTOMY YTO OOCTAaHOBKA
TpeOyer 3Toro. Takum 00pa3oM, 3TOT HCHBITATEIbHBIA METOJ MOXET MPOU3BECTH OIIMOOYHBIE
JIOITYCKH.

TectupoBanue 0e30MacCHOCTH U OLEHKA SABISAIOTCA JIPYrod METOAMKOM, KOTOpas MOXKET
UCTIOJIb30BaThCs B HACHTU(UKAIMK ys3BuMocTH cuctembl ICT Bo Bpems mpoliecca OIEHKH PHCKA.
OT0 BKIIIOYAET Pa3pabOTKy M BBINOJIHEHUE IJIaHA UCIBITAHUN (HApUMep, UCTIBITATeNIbHBIN CKPHIIT,
UCIBITATENbHBIE TPOLIEAYPhl M  OXHJAeMble pe3yiapTaThl ucnblTaHui). Llens cuctemHoro
TECTUPOBaHUsI 0€30MaCHOCTH COCTOUT B TOM, YTOOBI HpPOBepUTHh 3G(HEKTUBHOCTH KOHTPOJIEH
6e3omacaoctu cuctembl ICT, mocKonpKy OHM OBLIM MPUMEHEHBI B AKCIUTyaTupyemoil cpene. Llens
COCTOHUT B TOM, YTOOBI FapaHTUPOBATh, YTO MEHEPKMEHT HCIOJIb3YEeT 0JI00PEHHYIO CHelH(PUKAIIUIO
0€30MaCHOCTH JIJIsl PUKJIAIHOTO MPOTrPaMMHOr0 oOecrieueHust 1 000PYAOBAaHUS U OCYIIECTBISIOT
MOJIUTUKY 0€30MaCHOCTH OPTaHU3AIMH WU UCIIOIb3YeT OTPACIIEBbIE CTaHIAPTHI.

MoseT HCIoNb30BaThCsl TECTUPOBAHUE IPOHUKHOBEHUS, YTOOBI JONOJHUThH MEPECMOTP
KOHTpOJIel 0e30MacHOCTH U rapaHTUPOBATh, YTO OOecreyeHbl pa3iandHble acnekThl cucteMbl ICT.
Korna npumeHnsercs TecTupoBaHUE NPOHUKHOBEHHUS B IIPOLECCE OLIEHKHU PUCKA, PE3YJIbTaThl 3TOrO
MOTYT HCIIOJIb30BAThCSI, YTOOBI OLEHUTH CIOCOOHOCTH cucTeMbl ICT mpoTHBOCTOSITH HAMEPEHHBIM
HOTBITKaM O00OWTH CHCTEMHYIO Oe30macHOCTb. Llenmb cOCTOMT B TOM, 4TOOBI MPOBEPHUTH CHCTEMY
ICT ¢ ToukM 3peHHs MCTOYHUKA YIpO3bl U HACHTU(UIIMPOBATH MOTEHIMAIBHBIE OTKa3bl B CXeMax
cucteMHsb! 3amuThl ICT.

[lepecMoTp KOMa SIBISETCSA CAMBIM IOJIHBIM (HO TaK)K€ U CAMBIM JJOPOTUM) B IYTH OLICHKH
YSI3BUMOCTH.

Pe3ynbTrarhl 3THX THIOB TEeCTUPOBAaHHUS O€30MAaCHOCTH MOMOTYT HUACHTH(PHUIIMPOBATH
YSI3BUMOCTH CHUCTEMBI.

BakHO OTMETHUTB, YTO MHCTPYMEHTAJIBHBIE CPEACTBA IPOHUKHOBEHHSI U METOJIUKH MOTYT
JaTh JIOXKHBIE PpE3yNbTaTbl, €CIM HE YCHEIIHO JKCIULyaTHpPyeTCsl YSA3BUMOCTh. YTOOBI
HKCIUTYaTUPOBATh CHEIU(PUUECKYIO YSI3BUMOCTh, HY)KHO 3HaTh TOUHYIO CUCTEMY / IPUJIOKEHUE / U
YCTaHOBJICHHbBIE UCIIPaBJICHUs Ha MPOBEPEHHON cucteMe. Eciau 3TH JaHHbIE HE U3BECTHBI BO BPEMsI
TECTUPOBAHUS, TO 3TO HE MOXKET ObITh BO3MOXHBIM JUIsSl YCHEIIHOM 3KCIUTyaTalliy Crenu(puiecKoil
ysA3BUMOCTH (HampuMep, monydas remote reverse shell’”); ogHako, 5T0 Bce ke BO3MOKHO, YTOOBI
paspylIMTh WM IIE€PE3ANYCTUTh TNPOBEPSEMBIA NPOLECC WM cHcTeMy. B Takom ciydae
IIPOBEPEHHBIN OOBEKT HYKHO TAK)KE CUUTATh YSA3BUMBIM.

MeToapl MOTYT BKJIHOYATH CIEAYIOIINE JEHCTBUS:
WHTEPBBIOMPOBAHME Y JIFOJEH U MOJIb30BaTEIICH;
AQHKETHBIE OIPOCHI;
¢buznueckoe oocIe0BaHUE;
aQHaJIN3 IOKYMEHTA.

12 . . . .
TIpumeuanue nepeBoguuka(aist nHdGopmarmn): remote reverse shell unu rrs - 00paTHBIN (MOAKIIOYAONIIMNCS) YIAICHHBIN KOMaHIHBIH

UHTepIperaTop. BMecTo mpociymiBanus BXOAAMIMX HOKIIOUEHHH, OH Oy/IeT MOAKITIOYaThCA K ITS B pexxnmMe npociymmsanus. [Tponecce
HPOCITYIIMBAaHKS OyAeT IPHHUMATh HOAKIIOUCHHS U MOTy4aTh KOMAaHIHbIH HHTEPIIPETaTOp C YAAJICHHOTO XOCTa. ITS 00eCeYnBaeT HOIHYO
MOJJIEPIKKY TICEBIOTEPMHHAIIOB, MOIHYI0 oanep:kKy OpenSSL (kiIneHT-cepBepHYyI0 ayTeHTH(OUKALUIO U BBIOOP KOMIUIEKTOB HIM(POBAHHS),
mupposanue mo anropurmy Twofish, mpocroe mmdpoanue ¢ momomnipto XOR, ceaHCH OTKPHITHIM TEKCTOM, OTCIICKHBAHKE ""COCETHUX" CEaHCOB,
BO3MOYKHOCTb pabOTHI B BUJIC JAEMOHA, a TAK)KE IIOBTOPHOE TOAKIIOYEHHE. ITS TOUHO KommuiupyeTcs ¥ padotaetr B OC Linux, FreeBSD, NetBSD,
OpenBSD n QNX.
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IMpunoxenue E
(MHopMauMoHHOE)
Iloaxoabl B OLleHKE PUCKOB HH(POPMALUOHHOU 0€30I1aCHOCTH

E.I Ouyenka puckoe ungopmayuonnoil 6€30nacHocmu b1COK020 ypo8Hs:

OneHka BBICOKOTO YPOBHSA IIO3BOJIAET OIpPENEisATh NPUOPUTETHl M XPOHOJOTHIO B
neiictBusx. [1o pa3nuyHbIM MpUYUHAM, TAKUM KakK OIOJDKET, 3TO MOXKET ObITh HE BO3MOXKHBIM JIS
OJIHOBPEMEHHOI'O OCYILIECTBICHUS BCEX KOHTPOJEH U TOJNBKO K CaMbIM KPUTHYECKUM PUCKAM
MOKHO OOpaTHTBCS 4epe3 mporecc o0pabOTKu puicka. Takxke, MOXKET OBITh MPEKICBPEMEHHBIM
HAYaJIo JEeTAIU3UPOBAHHOTO MEHEKMEHTA PUCKOB, €CJIM pealn3allysl NpeyCMOTPEHA TOJIBKO OJUH
WK J1Ba ToAa. YToOBI TOCTUTHYTDH 3TOMW LIEJIH, OIIEHKA BHICOKOTO YPOBHS MOXKET HA4aThCs C OLIEHKU
MOCIIEACTBHI BBICOKOTO YPOBHS BMECTO TOTO, YTOOBI HAUMHATH C CHCTEMAaTUYECKOTO aHaIN3a yrpo3,
YSI3BUMOCTH, aKTUBOB U IIOCJIEACTBUM.

Jlpyras mnpuyMHa HAYMHATH C OLIEHKH BBICOKOTO YPOBHS COCTOMT B TOM, YTOOBI
CUHXPOHM3UPOBATLCS C JPYTUMHU IIJJaHAMH, CBS3aHHBIMH C HM3MEHEHHMEM MEHEKMEeHTa (Win
HENpPEepBHIBHOCTHIO OM3Hec). Hampumep, 3T0 He sIBIIIeTCS HOPMOM K MOJHOCTBIO 0€30MacHOM CucTeMe
WINA TIPUJIOKECHUIO, €CIIM 3alUTAaHMPOBAHO IMPOU3BECTH 3TO HA CTOPOHE B OnmkaiiieMm Oyaymiem,
XOTS MOXET Bce eml€ CTOMThH JeNiaTh OLIEHKY pHCKa, YTOOBI OIpeNeIuTh MPOU3BOMAAIIMUICT Ha
CTOpPOHE KOHTPAKT.

Oco0eHHOCTH UTEpalliU OLIEHKH PUCKA BBICOKOTO YPOBHSI MOT'YT BKJIIOYATh CIEAYIONIEE:

e OIECHKH PUCKa BBICOKOTO YPOBHS MOKET 00paTHTHCS K OoJiee ri100aabHOMY MTPEICTaBICHHIO
opranu3aimui U e€ MH()OPMAIMOHHBIX CHUCTEM, PAcCMAaTPHBasl ACMEKThl TEXHOJOTHH Kak
HE3aBHCHUMBbIE OT mpoOiieM OusHeca. [lemas 3TO, KOHTEKCTHBIM aHAIW3 KOHIEHTPUPYETCS
00JIbI1IE HA SKCIUTYaTallMOHHOM U OM3HEC Cpefie, YEM TEXHOJOTUYECKUX IEMEHTaX.

e OreHKa pUCKa BBICOKOTO YPOBHS MOKET OOpaTUThCS K 0osiee OrpaHMYEeHHOMY HEPEUHIO
YIpo3 U ySI3BUMOCTEN, IPYNIIMPOBAHHBIX B ONPEAEIEHHBIX JOMEHAX WIN YCKOPUTH IIPOLECC,
OHA MOXKET COCPEAOTOUNTHCS HA PUCKE WM Ha CLIEHAPUU BMECTO UX DJIEMEHTOB.

e Pucku, mpeacTaBieHHbIE B OLIEHKE PUCKOB BBICOKOTO YPOBHSA, 4YacTO SBIAIOTCA Ooiee
OoOIMMHU JIOMEHAaMH pHCKa, 4YeM OMNpeAeNEHHBIMU HJICHTU(DUIMPOBAHHBIMU PUCKAMHU.
[Tockonpky cueHapuuW WU Yrpo3bl TPYNNHUPOBaHBl B JIOMEHaX, 00pabOTKa pPHUCKOB
npejlaraeT MepeyHd KOHTpoJIeH B 3TOM JoMeHe. Torja cHavyajla MBITAlTCsS MPEIoKUTh
neicTBusl 00pabOTKM prcCKa M BbIOpaTh OOLIUMN MEHEI)KMEHT, KOTOPBIM HpPOXOJUT depes
LIEJIYI0 CUCTEMY.

e TeMm He MeHee, HanboJee COOTBETCTBYIOIIEE OOECTIEUNTh MEHEPKMEHT OPraHU3allMOHHBIX U
HETEXHUUYECKUX KOHTPOJIEH M TEeXHUYECKHE acCIEeKThl MEHEPKMEHTAa KOHTpPOJIEH, TaKUX Kak
pe3epBHOE KOMMMPOBAHUE U aHTUBUPYCHAs 3allUTa JUIsl OLIEHKHU PUCKA BHICOKOTO YPOBHSI HIIN
YPOBHSI OOLIMX TEXHUYECKUX TapaHTUH, €CIU 3TO PEeNKOo OOpaIleHO K MOAPOOHOCTSIM
TEXHOJIOTH.

[IpenmyriecTBa OIIEHKH pUCKa BHICOKOTO YPOBHS CIEIYIOIIKE:

e HayajgbHOE OOBEIMHEHHE MPOCTHIX MOIXOIOB, BEPOSATHO, MOJYYUT MPUHATHE MPOTPaMMOil
OLICHKH PHUCKa;

® OTO JIOJDKHO OBITh, BO3MOKHO, YTOOBI TIOCTPOUTH OPTaHU3AI[MOHHO CTPATErHUECKUN UMUK
porpaMMbl HH(OPMAIIMOHHON 6€30MaCHOCTH, TO €CTh ATO Oy/AeT AeHCTBOBATH KAaK XOpOIIas
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MOMOIIIb B IJITAHUPOBAHUH,
e MOryT ObITb NPUMEHEHBI PECYPCHl U JECHBIH, I/I€ OHU, BEPOSITHO, CaMble BBITOJHBIC, U K
cucTeMam Juist oOpaleHus CHaYaia K caMbIM OOJIBIIMM HOTPEOHOCTSIM 3aIUTHI.

ITockonbKy HavajbHBIE UCCIIEAOBAHUS PUCKA HA BBICOKOM YPOBHE MOTEHIMAJIbHO MEHEe
TOYHBI, TaK KaK MOTCHIHAJIbHBIA HEAOCTATOK — 3TO TO, YTO HEKOTOpPbIE OM3HEC-TIPOLECCH WIIH
TpeOOBaHUS CHUCTEMbl HE MOTYT OBITh J€TAJILHO WACHTU(UIMPOBAHBI 32 KOPOTKOE BPEMs OLIEHKOM
pHcka. DTOro MOKHO M30eXaTh, €CIIM €CTh aJeKBaTHas MH(OPMAIMS OTHOCUTEIILHO BCEX ACHEKTOB
opranuzanuu €€ HMH(pOpPMAUM M CHCTEMBbI, BKJIHOYas HH(POPMALHUIO, MOIYYEHHYIO OT OLIEHKU
UH(POPMALMOHHBIX HHIUACHTOB 0€301aCHOCTH.

OneHka pHuCKa BBICOKOI'O YPOBHS paccMaTpuBaeT OW3HEC 3HaueHHsl MH(GOPMalMOHHBIX
AaKTUBOB W PUCKM C TOYKHM 3pEHHUs OM3HEca OpraHu3aliu. B mepBOM pemraromeM MyHKTe (CM.
PUCYHOK 1), HECKOJIBKO KpUTEpUEB IOMOTAlOT B ONPEACICHHUM, a/JIeKBATHA JIM OLIEHKA BBICOKOTO
yYpOBHSI B 00pabOTKe pHCKa; 3TH KPUTEPUH MOTYT BKIIOYATh CIICAYIOIIEE:

e Ou3Hec 1enu, KOTOpble OyOyT JOCTUTHYTBl IPU  HCHOJB30BAHUU  Pa3IMUHBIX
UH(POPMALIMOHHBIX aKTHBOB;

® YPOBEHb KaXI0Tr0 WHPOPMALMOHHOTO aKTHBA, OT KOTOPOTO 3aBHCHT OW3HEC OpraHM3allWy,
TO €CTh, 3aBUCAT (YHKIIMU, KOTOPHIE OPTaHU3AIMsI CUUTAECT BAXKHBIM MO OTHOIICHHUIO K €&
BBDKUBaHUIO WM 3(()EKTUBHOMY BEAECHUIO OU3HECa OT KaXJA0ro akTUBa WIH OT
KOH(HICHIIMATHHOCTH, LIEITOCTHOCTH, JIOCTYITHOCTH, OT BO3MOXXHOCTH OTKa3a OT aBTOPCTBA,
HaOJII0aeMOCTH,  MOMJMHHOCTH,  HAAGKHOCTH  MH(pOpPMaLuM,  XpaHsawieidcs U
o0pabaTbIBaeMOil Ha ATOM aKTHBE;

® YpPOBEHb MHBECTHIMHA B KaXJIOM HH()OPMAIMOHHOM AaKTHBE B TEPMHHAX pPa3pabOTKH,
HOJ/Iep>KaHUs MJTM 3aMEHBl aKTUBA, U

e uHPOPMAIMOHHBIE AKTUBBI, JUISI KOTOPBIX OPTaHU3AIMsl HEMOCPEIACTBEHHO OIpeesieT
3HaYEHHE.

Pemenue cranoBuTCs 60j€€ MPOCTHIM, KOTAa OLIEHEHbI 3TH KpuTepuu. Eciu nenu aktupa
Ype3BhIYAHO BaYKHBI JUIS TOBEICHNS OM3HECa OPTaHU3alH WM €CITH aKTUBBI HAXOISTCS B 00J1aCTH
BBICOKOT'O PHCKa, TO JOJDKHA OBbITH NMpOBEJACHA BTOpas WUTEpallUs AETAlIbHOM OLEHKH pUCKa JUIs
cnenupuieckoro nHGOPMalMOHHOTO aKTUBA (MJIM YacTH €ro).

OOwiee npaBUiIO MPUMEHSETCS: €CIM HeXBaTKa MH()OpMAIMOHHONW 0€30MacHOCTH MOXKET
NPUBECTH K CYIIECTBEHHBIM HEOJAroNmpHsATHBIM IIOCIEACTBUSM B OpraHu3anuu, e OusHec-
nporeccaM MM e€ aKkTMBaM, TO HEOOXOJMMa BTOpas HMTepaTHBHAs OLIEHKAa pUcKa Ha Oojee
JeTaJIbHOM YPOBHE, YTOOBI HASHTU(DUITUPOBATH MOTEHIIMATBEHBIE PUCKH.

E.2 Iloopobnas ouenka pucka uH@opmayuonnoii d6ezonacnocmu

[Ipomiecc moapoOHON OIEHKH pHUCKa HWH(GOPMAIIMOHHOW ©O€30MacHOCTH  BOBJIEKACT
BCECTOPOHHIOI HJIEHTHU(UKALMIO M OIEHKY aKTHBOB, OLIEHKY YIpO3 3THUM aKTHBaM U OIICHKY
ySI3BUMOCTH. UTOOBI OIIECHUTh PUCKH U 3aT€M UACHTU(UIIUPOBATH 00pabOTKY pUCKA MCIIOIB3YIOTCS
CJIEJICTBHS ITUX JECHUCTBUIM.

[ITar neranbHON OLIEHKH OOBIYHO TpeOyeT OONBIIOr0 KOJMYECTBA BPEMEHH, YCWIHSA U
OKCIIEPTU3BI, U MOXKET, MOITOMY OBITh CaMbIM MOAXOMAAIIUM i WH(DOPMALIMOHHBIX CHCTEM C
BBICOKUM PUCKOM.

Koneunast cragusi omeHKH pucka HWHPOPMAIMOHHOW 0€30MacHOCTH MOJDKHA TOIPOOHO
OLICHUTD TOJIHbIE PUCKHU, KOTOPBIE SIBJISIETCS OCHOBOM 3TOTI0 MPUIIOKEHUSI.

[TocneacTBust MOTYT OBITH OIICHEHBI HECKOJIBKUMH CHOCO0AaMHU, BKIIIOYAs MCIOIh30BAHHUE
KOJTMYECTBEHHBIX, HANIPUMEP JACHEKHO-KPEIUTHBIX W KaYECTBEHHBIX Mep (KOTOpBIE MOTYT OBITh
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OCHOBAHbI Ha HCIOJIB30BAHUW TaKHUX MNPUIIAraTCIIbHBIX KaK YMCPCHHBIC HIIN CepbéBHLIe), HJIn
KOMOMHamu o00oux. YTOOBI OICHUTh BEPOSTHOCTHb OCYIIECTBICHUS YIPO3bl JIOHKEH OBITh
YCTaHOBJICH TMEPUOJ BPEMEHHU, B TEUCHHE KOTOPOTO aKTHB OYIET MMETh ONpeAeNEHHOe 3HAUYCHUE
WIA JO0JDKEH OBITh 3aluiICH. BeposSTHOCTh MOSIBICHUS ONpPECIEHHONH Yrpo3bl BBI3BIBACTCS
CIICIYIOIIM:
® [PUBICKATCIHLHOCTHIO AaKTHBA WJIM BO3MOXKHOCTHIO TIPUMEHHUTH BO3JICHCTBHS, KOrIa
paccMaTpUBAIOT MPEIHAMEPEHHYIO YEeJIOBEYECKYIO YIpo3y;
® BEPOSTHOCTHIO TPEOOpPa3OBaHMs YSI3BUMOCTH, SKCIUTYaTHPYIONICH aKTUB, MPUMEHHMOH K
BO3HArpPaXKICHUIO, €CIIM PACCMATPUBAIOT MPEIHAMEPEHHYIO YeTIOBEYECKYIO YTPO3y;
¢ TCXHHUUYCCKMMU BO3MOXHOCTAMHU arcéHTta Yrposbl, IPHUMCHIACMOTIO, YTOOEI 06I[YMaTb
YeJIOBEUYECKHE YTPO3bI, U
® BOCIPUMMYHUBOCTBIO YSA3BHUMOCTH K DKCIUTyaTallMH, NPUMEHHTEIBHO K TEXHUYECKOH H K
HETEXHUUYECKOW YSI3BUMOCTH.
MHOro METO/I0B UCHOJB3YIOT TAOIUIBI U KOMOMHUPYIOT CYOBEKTHBHBIC U IMITUPUUECKUE
Mepbl. BaykHO, 4TO OpraHu3alys HCIOIb3yeT METO/], C KOTOPHIM yI00HO OpraHU3aliy U B KOTOPOM
yYBE€pEHaA OpraHu3alys U 4YTO 3TO MPUBEAET K MOBTOPSIEMBIM pe3ynbTaTaM. Heckonbko nmpumepos
OCHOBAHHBIX Ha METOMKE TAOJIUI TAaHbI HHUXKE.

E.2.1 Mpumep maTpuubl ¢ npeaonpeaenéHHbIMU 3HAYEHUAMUN

B meromax omeHKH pucka 3TOro THMa (aKTHUECKHE WM NPEUIOKEHHbIE (ru3mueckue
aKTUBBI OLICHEHBI B TEPMHUHAX 3aMEHbI WJIM CTOMMOCTU PEKOHCTPYKIMHU (TO €CTh KOJINYECTBEHHbBIE
U3MEpeHHs ). DTa CTOMMOCTh TPeoOpa3oBaHa Ha TOT e CaMbIi KAYeCTBCHHBIN MacIITa0, ITOCKOJIBKY
UCIOJIb30BaHO A MHpopMmanuu (cM. Huke). DakTUyecKue WM IMpeJUIoKEeHHbIE MpOrpaMMHbIE
AaKTUBBI OIICHEHBI TaKUM K€ O00pa3oM Kak (U3WYECKHE aKTUBHI C WACHTHU(PHUIMPOBAHHOU
CTOMMOCTBIO TIOKYIIKM MJIM PEKOHCTPYKIMM M 3aTeM npeoOpa3oBaHbl B TOT JK€ CaMbli
KayeCTBEHHbI MaclTal, MOCKOJIbKY HUCIIOJIb30BaHbl Uil MHpopManuuu. J(ONOJHUTENIBHO HAaXOMT,
€ClIM Yy Kakoro-HuOyJb MHPHUKIAAHOTO HPOrPaMMHOIO OOECIEeUYeHUs, €CTh CBOM COOCTBEHHBIE
BCTPOEHHBIE TpeOOBaHUs ISl KOHPUACHIINAILHOCTU WM LIEIOCTHOCTH (HAIIpUMep, €CJIM UCXOIHBIN
TEKCT CaMOCTOSITEIbHO KOMMEPUYECKU YYBCTBHUTEJIEH), 3TO OIIEHHMBAETCS TaKUM e 00pa3oM, 4To
Kacaetcsi ”HGOpMaIliu.

3HayeHus i1 MHQPOPMALMU TOJy4eHbl, Oepsi MHTEPBBIO Yy BbIOpaHHOTO OH3HEC
MeHeKMeHTa (“Ba/iebleB JaHHBIX '), KTO MOXET FOBOPUTHh aBTOPUTETHO O JAAHHBIX, ONPEAEIUTD
3HaueHue M (AaKTUYECKH YYBCTBUTEIBHOCTh JAHHBIX B HCIOJIb30BAaHUM, COXpaHEHHH, 00pabOTKe
win oOpamieHnd. MHTEepBhIO 00JIEryaroT OLIEHKY 3HAu€HHs M YyBCTBUTEIBHOCTh MHPOPMALUU B
TEPMHMHAX CJIy4as CaMbIX IJIOXUX CLIEHApPHUEB, KOTOPbIE, 0’)KUJIAa€MbI B pa3yMHBIX Ipelenax ciydas
OT HeONarompusTHbIX OW3HEC TMOCHEACTBUN M3-32 HECAHKIIMOHMPOBAHHOTO  PACKPBITHS,
HECaHKIIMOHMPOBAaHHONW MoOJU(UKAIMK, YSI3BUMOCTH JJIsl TEPEMEHHBIX IIE€pPUOJOB BPEMEHH H
YHUYTOXXEHUS.

OneHka JOCTUTHYTa €CJIM HCIOJB3YIOTCSd PEKOMEHJAlMM IO OIeHKe WH(pOopMaluy,
KOTOpBIE MMOKPHIBAIOT TaKue MPOOJIEMBI KaK:

e [epcoHajbHas 0€30MacCHOCTb;
nepcoHaibHas HHPOPMALIUS;
IOPUJINYECKUE U PETYIHPYIOIIUe 00s3aTeIbCTBA;
IIPUBE/ICHNE 3aKOHOB B JKU3Hb;
peKIaMa U YKOHOMUYECKUE UHTEPECHI;
JeiicTBUsL (PMHAHCOBBIX MOTEPH/pa3pylICHUH;
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e  OOIIECTBEHHBI MOPSIOK;

® MOJHUTHKA OM3HEca U AKCIUTyaTaluu;

e 1oTeps J0OPOKEIATEITHHOCTH;

® KOHTPAKT WJIU COTJIAIIEHUE C KIIMEHTOM.

PekoMenganuu obsierdaioT UASHTHU(PHUKANUIO 3HAYEHUH B YHMCIOBBIX 3HAYCHUSX,
Hanpumep, ot 0 10 4, 3HAYCHUI, KOTOPBIC IMOKA3aHbl B MATPHIIC MPUMEPA HIDKE, TAKUM 00pazom,
JIOTIyCKasi pacro3HaBaHUIO KOJUYECTBEHHBIX 3HAUYEHUM, U TJ€ BO3MOXKHBI TOJBKO JIOTUYECKHE U
KAueCTBEHHbIC 3HAUEHUS] U TaK KaK KOJMWYECTBEHHBIC 3HAYCHUSI HE BO3MOXKHBI, Harpumep, IJs
YIpO3bl YETIOBEUECKON KU3HU.

Crnenyromias riaaBHas JEATEIbHOCTh - 3aBEPILICHUE aHKETHBIX OMPOCOB ISl KAXIOTO TUIIA
yrpo3bl, A1 KaKIOro TPYNIUPOBAHUS aKTUBOB, C KOTOPHIMH HMEET OTHOIICHHWE THUI YIPO3bl,
JIOTyCKasi OLIEHKY YPOBHEU yrpo3 (BEpOSTHOCTh BXOXIACHHS) U YPOBHEH YSA3BUMOCTHU (BEPOSATHOCTH
SKCITyaTallid yrpo3amMu W BbI30Ba HeOjarompusaTHble mnocneactBus). Kaxnaelii oTBeT Bompoca
BKIIIOUEH B TAONMUIly KaJpOB. DTH TaONWIBI KaapoB CYMMHPYIOTCS depe3 0a3y 3HaHUH H C
JIUana3oHaMH CpaBHEHUH. DTo uAeHTU(UIIMPYET YPOBHH YIpo3 Ha, COOCTBEHHO TOBOPS, BBICOKHE,
yTOOBI HHU3KO MAacCIITaOMpOBATh M YPOBHU YA3BUMOCTH TOYHO TaK >K€ KaK TMOKA3aHO B MaTpHIIE
npuMmepa Hmke, auddepeHIupysach MEXIy TUIAMU COOTBETCTBYIOIIUX MoOcHeACTBHA. YUTOOBI
3aBEpIINTh AHKETHBIC ONPOCHl JIOJDKHA OBITH CcoOpaHa WHQOpMAIUs OT HHTEPBBIO C
COOTBETCTBYIOIIUM TEXHUUYECKUM MEPCOHANIOM U MEPCOHANIOM, pabOTAIOIINM I10 JOTOBOPY, a TaK e
€ ¥ OCMOTPOM (PU3UIECKOTO MECTOIOJIOKCHHSI U U3YICHHUS JJOKYMEHTAIUH.

3HaueHUs] aKTHBa, Yrpo3bl U YPOBHS YSI3BUMOCTH, OTHOCSIIHMECS K KaXAOMYy THUITY
MOCIICAICTBHSI, COTJIACOBAHBI B MATPHIIE, TaK KaK 3TO MOKa3aHO HWKE, MACHTUOUIUPYS JUIS KaKIOH
KOMOHMHAIIMM COOTBETCTBYIOIIEH Mepe pucka B Macmrade or 0 mo 8. 3HaueHHs NOMEUICHBI B
MaTpHIly CTPYKTYpHBIM criocoOom. [Tpumep nan Huxe:

BeposATHOCTb Huskas(H) CpenHssn(C) Bbicokas(B)
BO3HMKHOBEHUSA - yrpo3a
Ocna6nexus B H c B H c B H c B
akcnnyaTauum
0 0 1 2 1 2 3 2 3 4
1 1 2 3 2 3 4 3 4 5
3HauyeHue akTuBa 2 2 3 4 3 4 5 4 5 6
4 4 5 6 6
5 7 8

Ta6bnuua E.1 a)

JUis  KaXJ0ro axkTUBAa pacCMaTpUBAIOT COOTBETCTBYIOIYI YSA3BUMOCTb U HX
COOTBETCTBYIOIYIO Yrpo3y. Eciu ecTh ysI3BUMOCTh 0€3 COOTBETCTBYIONIEH yrpo3bl WM yrpo3bl 6e3
COOTBETCTBYIOILIEH YSA3BUMOCTH, TO HET TENEPh HUKAKOIO PUCKa (HO HYXHO IPENYCMOTPEThH, UTO
3Ta CUTyalusi U3MeHseTcs). Temepb COOTBETCTBYIOLIAs CTpPOKa B MAaTpHUIle HAECHTU(UIHPOBAHA
3HaYeHHEM aKTHBAa, U COOTBETCTBYIOIIMI CTONOEN MIECHTU()UIUPOBAH BEPOATHOCTBHIO MOSBICHUS
yIrpo3bl U BEPOSITHOCTBIO AKCIUTyaTanuu. Hampumep, ecnu y akThBa €cTh 3Ha4Y€HHE 3, yrposa
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"BbIcOKa" M ysA3BUMOCTb "HH3Kas", Mepa pucka 5. IIpennonoxxure, 4To y akTHUBa €CTh 3HAUEHUE 2,
HarpuMmep, A1 MoIu(PHUKaIU, YPOBEHb YTpo3bl "HU3KUX" M BEPOSITHOCTh dKCIUTyaTaluu "BhICOKa",
torna mepa pucka 4. Pasmep marpuimbl, B TepMHUHAX 4YHCIa KAaTETOPH BEPOSTHOCTH YTPO3BI,
BEPOSITHOCTH KaTeropuil SKCIUTyaTallkd M YHUCIAa KaTeropuil OLIEHKM aKTHUBa MOXET ObITh
OTKOPPEKTHUPOBAHA K NOTPEOHOCTSIM OpraHu3anuu. JlonoJHUTENbHBIE CTOJIOUBI U CTPOKH TPEOYIOT
JIOTIOJIHUTEIBHBIX MEp MO PUCKY. 3HAYEHHE 3TOro MOAXO0Ja HAXOAUTCS B PaHKUPOBAHUHU PHUCKOB,
KOTOpBIE OYIyT HCIIOJIb30BATHCS.

[TonoOnass Marpuna kak moka3zano B Tabmume E.1 b) cmegyer u3 paccMmorpeHus
BEPOSATHOCTH MHIUACHTHOTO CIIEHAPHsI, OTOOPaXEHHOTO MPOTUB MPEAIOIAraeMOro BO3ICHCTBHS HA
O6usHec. BepoATHOCTP MHLIMIEHTHOTO CLIEHApUs AaHa YIpo30H, KCILIyaTHPYIOLIEH ysI3BUMOCTh C
oTpene€éHHON BEpOsTHOCThIO. Tabmuia oToOpaskaeT 3Ty BEpPOATHOCTh NMPOTHUB BO3JACHCTBUS Ha
Ou3Hec, CBA3aHHOIO C MHLIMJCHTHBIM cleHapueM. [lonyuaronuiics puck n3MepeH B macmrade ot 0
70 8, KOTOPBI MOXET ObITh OLIEHEH MPOTUB NMPHEMHBIX KPUTEPUEB PHCKA. DTOT MacumTad pHrcKa
MOT Takke ObITh 0TOOPaKEH B MIPOCTOM OLIEHKE a0COIIOTHOTO PUCKA, HAlIpUMEp Kak:

. Huzknii puck:  0-2
. Cpennwmii puck: 3-5
o Bricokwuii puck: 6-8
BeposiTHoCTL OyeHb HU3Kas (O4YeHb Huskasn CpepHsas Bbicokas OuyeHb BbICOKas
WHUUAEHTHOro MarnoBepoATHO) (ManoBeposTHO) (BO3MOXHbI) (NPUMEHNMBIN) (vacTo
cueHapus BCTpevatowasncs)
OueHb HK13KO 0 1 2 3 4
Hu3ko 1 2 3 4 5
CpegHe 2 3 4 5 6
BospencTtBue
Ha bu3Hec Bbicoko 3 4 5 6 7
OuyeHb BbICOKO 4 5 6 7 8

Tabnuua E.1 b)

E.2.2 NMpumep paHXnpoBaHUA Mep Yyrpo3 pucka

Marpuna uiau tabiuna, Takas Kak 3To nokasaHo B Tabiuue E.2 moryT ucnonb3oBaThes,
YyTOOBI CBA3aTh KOA((UIMEHTHl MOCHEACTBUM (3HaUEHHE aKTHBA) U BEPOSITHOCTH OCYILECTBICHMUS
yrpo3bl (MpUHMMAIOLIEH BO BHMMAHHUE AacleKTbl yA3BUMOCTH). IlepBblil Iar A0KeH OLEHUTH
MOCJIE/ICTBHS (3HAUEHUE aKTHBA) B MPEIONpenesEHHOM MaciTadbe, Hampumep 1 - 5, Kaxmoro
aKTHBA, KOTOPOMY yrpoxarot (cronber “b” B Tabnuie). Bropoi mar 10mkeH OlleHUTh BEpOATHOCTh
BXOXKJICHHsI YTPO3bl B TIpenornpeaenéHHoM macirrade, Hanpumep 1 - 5, Kaxaoil yrpo3sl (cTonbert
“c” B Tabnuue). TpeTuil mar JOKeH BBIYUCIUTH Mepy pHcka, ymMHOkeHHeM (b x c). Hakonen
yIrpo3bl MOTYT OBITh PaHKUPOBAHBI B MOPSAKE UX CBSI3aHHOW Mephl pucka. OTMETbTE, YTO B 3TOM

npumepe, 1 B3sATa Kak caMoe HU3KOE MOCIEACTBUE U caMasi HU3Kasi BEPOSTHOCTh OCYIIECTBICHHEM
yTPO3BI.
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HDeckpuntop(bl) no(:’;'(iﬂgl'l"’)"” pagﬁggg::::;:m Mepa pucka PaHxupoBaHue
onacHocTew LLeHHOCTb yrpo3s (d) onacHocTU

(b) (c) ()
Yrposa A 5 2 10 2
Yrposa B 2 4 8 3
Yrposa C 3 5 15 1
Yrposa D 1 3 3 5
Yrposa E 4 1 4 4
Yrposa F 2 4 8 3

Tabnuua E.2

Kax nmoka3zano BBIIIC, 3TO - MIpoLcaAypa, KOTopasa paspeiracT CpaBHCHHUEC U PAHKUPOBAHUC B
MOPAAKEC NPHUOPUTECTA PA3JIMYHBIM YIrpo3aM C OTIMYAIOMIUMUCA MOCICACTBUAMU U BEPOATHOCTBHIO
BXOXJICHUs, KaK IIOKAa3aHO 34€Ch. B HEKOTOPBIX CIIyYasdx 3TO 6yz[eT HCO6XOI[I/IMO, YTOOBI CBSI3aTh
ACHCKHO-KPCAUTHBIC 3HAYCHUA C SMIIMPUICCKUMU MaCIHTa6aMI/I, HCIIOJIb3YCMBIMH 31CCh.

E.2.3 NMpumep oLeHKU 3HAYEHUA ANA BEPOATHOCTU N BO3MOXHbIX
nocrneacTBUN PUCKOB

B stoM mpumepe 3HaueHHe NPUAAHO IOCIEACTBUSAM HHIMJIECHTOB HH(POPMALMOHHOM
0e30MacHOCTH (TO €CThb MHIUUACHTHBIE CLEHApUW) U Ha ONpPENEICHHUH, KaKUM CHCTEMaM HYXHO
YIAEIUTh NEPBOCTENEHHOE 3HAYEHNUE. DTO CIIENAHO, OLICHUBAs [1BA 3HAUYEHUs JUUIS KaKJOr0 aKTUBA U
pHUCKa, KOTOpble B KOMOWMHALMU OINpEAeNsT TaONuIly KaapoB A Kaxjaoro aktupa. Korma s
CHCTEMBbl CYMMHpOBAaHbI Bce TaOJMIBI KaJpoB akTHUBOB, TOTJa Mepa pHCKa B TOH cucTeMe
OIpezeIeHa.

IlepBoe, 4TO HYXKHO CIENATh - ATO ONPEAEIUTH 3HAUCHNUE HA KaXKAbIH aKTUB. DTO 3HAUCHUE
UMEEeT OTHOIICHHWE C MOTEHIMAJIbHBIMH HEOJaronpUsTHBIMU TOCIEACTBUSIMH, KOTOpPHIE MOTYT
BO3HHMKHYTb, €CIIU AKTUBY YIpPOXKarOT. Il KaKI0H COOTBETCTBYIOIEH YrpO3bl aKTUBY OIIPENEIECHO
9TO 3HAYCHHUE.

Heo6xoanMo 3aTeM OLEHUTh 3HAYEHHE BEPOATHOCTH. DTO OLIEHMBAETCS OT KOMOMHAIUMH
BEPOSITHOCTH NOSIBJIEHUS YTPO3bl U BEPOSITHOCTH BO3MOKHOM IKCILTyaTallU yA3BUMOCTH, CMOTPHTE
Tabmuny E.3, Beipaxatorieil BEpOSITHOCTb MHIIMJICHTHOTO CLIEHApUSI.
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BeposiTHOCTb Huskas CpegaHsis Bbicokas
yrpos3bl

YpoBeHb H C B H C B H C B
yS3BMMOCTMU

BeposiTHoe 0 1 2 1 2 3 2 3 4
3HayeHve
BblLLIEYKa3aHHOrO
WHUMOEHTHOTO
cueHapus

Ta6nuua E.3

[locne Toro kak Ha3HayeHa TaOJMIIA KaJpOB AaKTHB/Yrpo3a, HAXOMAAT IEpeceucHUe
3HAUCHUS U BEpOSTHOCTH akThBa B Tadiuie E.4. AKTUBBI/yrpo3sl paccuuTanbl B TaOauIbl Kapos.,
YTOOBl TPOM3BECTH TaONWIly KaapoB OOIIEro 3HAYeHHWs] aKTHBA. OJTO 3HAYCHUE MOXKET
UCIIONIb30BAThCS, 4YTOOBI JAU(PPEPEeHINPOBATh 3HAYCHHUS AKTUBOB MEXKIY COOOH, SBISIONUXCS
YaCThIO CHCTEMBI.

LleHHoCTb akTmBa 0 1 2 3 4
BeposaTHOCTHbIE
3HaYeHus
0 0 1 2 3 4
1 1 2 3 4 5
2 2 3 4 5 6
3 3 4 5 6 7
4 4 5 6 7 8
Ta6bnuua E.4

KoHneunblll 1mar 1oJpKeH paccUMThIBaTh BCE TAOIMIIBI KaJpOB BCEX AKTUBOB CUCTEMBI,
NOPOM3BOJS  CHUCTEMHYIO  TaOmuIly  KaapoB. OTO  MOXET  HCIOJb30BAThCSH,  YTOOBI
T depeHIMPOBATHCS MEKIY CUCTEMAMH M OINPENIEINTh, KAKOW CUCTEMBI 3alllUTe HYXKHO YIEIUTh
NIEPBOCTENIEHHOE 3HAYCHHUE.

B caenyromux npumepax 6ecriopsA04HO BbIOpaHbI BCE 3HAYEHMS.

IIpennonoxure, uto y Cuctemsl S ectb Tpu aktuBa Al, A2 u A3. Taxxe npeanooxuTe,
4yTO €cTh JiBe yrpo3sl T1 u T2, npumenumsie k cucteme S. [1o3BonbsTe 3HaueHnto Al ObITh 3, TaK ke
NO3BOJIbTE 3HAYEHUIO aKTHBa A2 ObITh 2 ¥ 3HaUeHHE aKkTHBa A3 ObITh 4.

Ecmu niist A1 m T1 BeposATHOCTE yrpo3bl HU3Ka M BEPOSTHOCTh IKCILTyaTal[uu YSI3BUMOCTH
SBIISIETCA CpEHEH, To 3HaueHue BeposiTHOCTH 1 (cMm. Tabmuiy E.3).

Tabmuma kaapoB aktuBa/yrpo3sl Al/T1 moxer ObiTh momydeHa w3 Tabmumer E.4 kak
nepeceyeHre akTHBa, OLEHEHHOrO 3 W OIEHEHHOM BeposATHOCTH 1, To ecTh 4. TouHO Tak ke s
A1/T2 npeanonaraeTcsi BEpOSATHOCTH YTPO3bl, SBISIIOMIEHCS CpeHENH M BEPOSTHOCTh dKCILTyaTaIlluu
ySI3BUMOCTH BBICOKA, CMOTPUM Tabnuiy kagpoB Al/T2 6.

Teneps MoxeT ObITH BbIUMCIEHa Tabiuua KaapoB cyMMbl Oamanca AlT, To ects 10. B
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Tabnure KagpoB BHIYHCIECHBI CYMMBI OajaHca JIJisi KaKJOTO0 aKTUBA U COOTBETCTBYIOIICH YIPO3BI.
PaccuuteiBaeM MmosiHyr0 cucTeMHYyI0 Tabmuity kaapoB, nobasmsas A1T + A2T + A3T, uroOsl nath
ST.

Tenepp MOryT OBITH CpPaBHEHBI PA3IUYHbBIE CUCTEMbI, YTOOBI YCTAaHOBUTH MPUOPUTETHI U
TAKXKC PA3JIMYHBIC AKTHUBBI B IIPCACIIaX 0,[1HOI71 CUCTCMBEI.

Brimeykazannble mpuMephl MOKa3aHbl B TEPMUHAX HH(POPMAIIMOHHBIX CHUCTEM, OJIHAKO,
10T0OHBIH MOXO0 MOXKET OBITh TPUMEHEH K OM3HEC-TIPOIIeCcCaM.
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Hpuioxenue F
(nHpopmaLmoHHOE)
OrpannyeHus JJIsi CHUKEHHSI PUCKA

PaccmarpuBasi orpaHUYeHHS Il CHYDKEHHSI PUCKA, JTOJDKHO OBITh TPUHSTO BO BHUMAaHHE
CIIEIYIOIIHE:

BpemeHHbIe o2paHuYeHus:

MoryT cymiecTBOBaTh MHOTO THIIOB BPEMEHHBIX OrpaHnueHuid. Hampumep, 10KHBI OBITH
OCYIIECTBIECHBI KOHTPOJHM B Ipeaeaax M[epuoJa BPEMEHH, IPUEMIIEMOIO UII MEHEKEPOB
opranuzamuu. J{pyroi TUI BpeMEHHOTO OTPAHUYCHUS - MOXKET JIM MEHE/DKMEHT OBITh OCYIIECTBIEH
B IIpeaenax KU3HEHHOTO IHMKJIa HWH(OPMAIMM WIM CHCTEMBbI. TpeTWii THUI BPEMEHHOTO
OTPAaHWYECHUS MOXET OBITh TPOMEKYTKOM BpPEMEHH, KOTOPBIH ONpPENeIAIOT MEHEIKEPhI
OpTaHU3AINH MPUEMIIEMBIM IIEPUOJIOM, KOTOPBII OyIET COMOCTABIIECH CHEIH(PUISCKOMY PUCKY.

Q@uHaHcosble ocpaHu4eHus:

KOHTpOJII/I HE OOJI’KHBI OBITE Ooltee AOPOruMu B OCYHICCTBJIICHUU WJIN IMOAACPIKKE, YEM
3HA4YEHUE PUCKOB, /Ul KOTOPIX CIPOEKTUPOBAHA 3alllUTa, KPOME TeX CIIy4yaeB, I'/le 3TO HEOOXOJUMO
IPUHYAUTEIBHO (Hampumep, MO 3aKOHOJAATENbCTBY). JIOKHO OBITH NPEINPUHATO BCEBO3MOKHBIE
YCUJIMSI, YTOOBI C TOMOIIbIO KOHTPOJEH HE MPEBbICUTh HAa3HAUYEHHBIH OIOMKET, U JOCTUTHYTO
¢uHancoBOe mpenmyIecTBo. OTHAKO B HEKOTOPBIX CIyYasX 3TO MOXET OBITh HE BOSMOXKHBIM IS
JOCTMDKEHUS JKeJaTelbHOM Oe30IacHOCTH W YpPOBHS MNPHUHATHUS PHCKA, [O3TOMY HEOOXOAMMO
IJIaHUPOBATE OI'PAHUYCHUS. H03TOMy MNPOUCXOAUT IOUCKYCCHA MCHCIKCPOB OpraHu3alvu IJid
PE30JIIOIMH 10 ITOMY BOIPOCY.

JloookHa OBITH  TIpeAnpuHATA OOJNBIIAs OCTOPOXKHOCTH, €CIIM  OIOJUKET COKpamaer
KOJINYECTBO MJIM KQUE€CTBO OCYIIECTBIISIEMBIX KOHTPOJIEH, TaK KaK 3TO MOXKET IPUBECTH K HESIBHOMY
yIep)KaHUIO pUCKa Oonblle, 4YeM 3alulaHupoBaHO. Bcerma HE0OXOAMMO €O 3HAYUTEIHHOM
OCTOPOKHOCTBIO HCHOJBb30BAaTh YCTAHOBJIEHHBIH OIO/PKET KaK OrpaHUYMBAIOUIMHA (QakTop A
KOHTPOJIEH.

TexHuyeckue ozpaHuYeHUsl:

MosxHOo Jerko u30exarb TEeXHUYECKHX MPOOJIeM, TaKUX KaK COBMECTHMMOCThH MpPOTrpaMm
WJIM amnmapaTHBIX CPEJCTB, €CJIM OHU MPHUHITHI BO BHUMAaHKHE BO BpeMs BbIOOpa KoHTpoJiehd. Kpome
TOTO, PETPOCHEKTUBHON peain3alui KOHTPOJEH K CYHIECTBYIOLIEMY MPOLECCY UM CUCTEME YacTO
MPENSTCTBYIOT TEXHUYECKHWE OTPAaHWYEHUs. ODTU TPYIHOCTH MOTYT TEPEMECTUTh pPaBHOBECHE
KOHTPOJIEM K TMTPOIEAYpPHBIM W (PU3NYECKUM acrektaM O0e30MacHOCTH. ITO MOXKET ObITh
HE0OXOoaMMO, 4YTOOBI TEPECMOTPETh TMporpaMMy HWHOOPMAIMOHHOW O€30MacHOCTH, YTOOBI
JOCTUTHYTH 1Iefiell 0e30MacHOCTH. OTO MOXKET MPOM30MTH, KOrJa KOHTPOIM HE OTBEYaloT
0’KHMJIa€MbIM PE3yJIbTaTaM B COKPAIICHHH PUCKOB, HE YMEHbIIIAsl MPOU3BOUTEITHHOCTD.

OKcrnyamayuoHHble 0gpaHuyeHust

DKCIUTyaTallMOHHbIE OTPaHUYEHHUs, TaKhe KaK MOTPeOHOCTh paboThl pesepBUpoBaHus 24x7
MOTYT IIPUBECTU K CIIOKHOM M JOPOTOCTOSIIEN peannu3aluy KOHTPOJIEH, €CIi OHU HE BCTPOEHHI B
JIU3aiH ¢ caMOro Hayaja.

KynbmypHble ogpaHu4eHus:
MoryT ObITH OmnpeaenéHHbIe KYIbTYpPHbIE OTPAHUYEHUS K BBIOOPY KOHTPOJIEH IS CTPaHBbl,
CEeKTOpa, OpraHu3aly WIK JaXe OTeNa B Impeenax opranuzanuu. He Bce KOHTpoIXM MOTYT OBITh
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IpUMEHEeHbl BO Bcex cTpaHax. Hampumep, uro mMoxeT ObITh BO3MOXHBIM B EBpome, Hampumep,
OCYIIIECTBIIEHUE JOCMOTpA CYMOK, HE MOXET ObITh BO3MOKHbIM Ha bmmknem Boctoke. He moryr
OBITh IIPOMTHOPUPOBAHBI KYJIBTYPHBIE ACIEKTHl, IIOTOMY YTO MHOI'O KOHTpPOJEH Iojaraercs Ha
AKTUBHYIO TOJJIEP)KKY IITATHBIX COTPYIHUKOB. Eciu COTpyIHUKH HE MOMMYT MOTPEOHOCTH B
KOHTPOJIE WJIM HE HalWAYT ATO KYJIbTYpHO NMPUEMIIEMBIM, TO KOHTPOJIb CTaHeT He3(p(PEeKTUBHBIM B
TE€YEHUE JO0JIOro BPEMEHHU.

Omuyeckue o2paHUYeHUs:

VY 3Tu4ecKuX OrpaHUYeHU MOTYT ObITh U3MEHEHUS OCHOBHBIX 3HAUEHUIN B MEHEIKMEHTE
JTUKH, OCHOBAaHHBIE Ha COLMAIBHBIX HOPMax. OTO MOXKET 3alpeTUTh B HEKOTOPBIX CTpaHax
OCYILIECTBIICHUE KOHTPOJISA, TAKOTO KaK CKaHMPOBAaHUE IOYTHI. MOXKET TaKKe€ U3MEHSTBHCS OLICHKA
UHPOpPMALlMM O YAacTHOM MHM3HM B 3aBUCMMOCTM OT OJTUKM pErMoHa WIM IPaBUTENILCTBA.
OrpaHudeHust MOTYT IIPEJICTaBIATh OONBIINN MHTEPEC B HEKOTOPBIX CEKTOPax IPOMBILUIEHHOCTH,
HEXENH B IPYTUX, HAIIPUMED, B IIPABUTEILCTBE U 3PAaBOOXPAHEHUN.

OKosoauyeckue ozpaHuYeHUs:

Okonorndeckue (GakTOpbl MOTYT BIHSATh Ha BBIOOP KOHTPOJEH, TakWX Kak
IIPOCTPAHCTBEHHAsl IIPUTOJJHOCTh, KPUTHUECKHUE YCIOBUS KIMMAaTa, OKPYXKarolllas €CTECTBEHHAs W
ropoJjickas reorpagusi. Hanpumep, MmoxxeT TpeOoBaThCsl KOPPEKTUPOBKA HA 3EMJIETPACEHUS B OJTHUX
CTpaHax, HO HEHY)KHas B JPYTHX.

FOpuduyeckue oepaHUYeHUsI:

Moryt 3aTpoHYTh BBIOOp KOHTPOJEH IOpUAWYECKOro ¢akTopa, TAaKWX KakK 3alluTa
MEPCOHANBHBIX JAHHBIX WM 0€30MacHOCTh B 00pabOoTKu MHGPOpPMAIUU, KACAIOIICHCS YTOJIOBHOIO
KOJIeKCa. 3aKOHOJATEIbHOE U PEryJupyIolIee COOTBETCTBUS MOTYT 00s3aTh HCIOJb30BaHUE
onpeAenéHHBIX TUMOB KOHTPOJIEH, BKIIIOYAs 3alUTy JAHHBIX W (DUHAHCOBBIA ayaWUT; OHU MOTYT
TaK)Ke 3alpEeTUTh MCIIOIb30BaHUE HEKOTOPHIX KOHTPOJICH, HATPUMEDP KOIUPOBaHUs (MHU(pPOBaHNUS).
MoryT Takke 3aTpOHYTh BBIOOP KOHTPOJEH HEKOTOPBIX 3aKOHOB M IMOCTAHOBJICHUM, TaKHX Kak
OTHOILICHUS B TPYAOBOM 3aKOHOJIaTEILCTBE, MOKAPHON OXpaHe, OXpaHe 3I0POBbs U OE30MACHOCTH,
PETYJISITOPHBIX CEKTOPOB DKOHOMHUKHU U T.JI.

JlEakocmsb 8 ucrnosib308aHUU:

Pesynbrarom cnaboro uHtepdeiica 4emoBEeK-TEXHOIOTUs OyAeT deloBeueckas OIIMOKa U
3TO MOXKET CcJllelaTh KOHTPOJIb Oecrnosie3HbiM. J[OMKHBI OBITh BBIOpaHBI KOHTPOIHW, YTOOBI
00eCreYnTh ONTUMAIBHYIO JIETKOCTH B HCIOJNB30BAHWM, JIOCTHTAs IPUEMIIEMOTO YPOBHS
OCTaTOYHOTO pucka B OusHece. bynyr Bo3aeiicTBoBaTh Ha 3(()EKTHBHOCTH KOHTPOJIHU, KOTOPHIC
SIBIITFOTCS. TPYTHBIMH B UCIIOJIb30BAHUH, IOCKOJIBKY MOJIb30BATEIM MOTYT IOMBITATHECS O0OUTH WIIH
MPOUTHOPUPOBATh MX B MAaKCHUMallbHO BO3MOXKHOH cremneHHd. CIIOKHBIE KOHTPOIU JOCTyNa B
npeJienax OpraHu3alud MOTYT CITOCOOCTBOBATh HAXOXJICHUIO TOJB30BATEIISIMH JOMOJHUTEIBHBIX,
HECAHKI[MOHUPOBAHHBIX METOJ/IOB JOCTYTIA.

OzpaHu4eHus nepcoHana:

HyxHO paccMOTpeTh pacxojbl Ha TOJTrOTOBKY, 3apIliaThl M Ha CICIHATU3HPOBAHHBIC
HaOOPBI HABBIKOB ISl OCYIIECTBICHHS] KOHTPOJEH U CITOCOOHOCTh B3aMMO3aMEHSIEMOCTH IITATHBIX
pabOTHUKOB B HEOJArONMPHUATHBIX 3KCIUTYaTallMOHHBIX PeKUMax. Bo3MOXXHO, HEe TOTOBa 3KCIIEPTH3a
JUTSL OCYIIIECTBIICHUSI 3alUIAaHMPOBAHHBIX KOHTPOJEH, WM JKCHEPTH3a MOXKET OBITh Ype3MEepHO
JIOPOTOCTOSICH JIIT OpraHu3anuu. J[pyrue acieKkThl, TAKMX KaK TEHICHINS HEKOTOPBIX MITaTHBIX
COTPYIHUKOB, BBIICIATHCS CpPEOU JAPYTUX COTPYAHHKOB BO3MOXKHOCTHIO HE JOCMATPHUBATHCS
CITy»00i1 0€30MMaCHOCTHI0, MOYKET OBITh TJIABHBIM ISl UMILJIEMEHTAIIMN TTOJIMTHKN O€30MaCHOCTH H
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neiictBuit. Taxoke, KpUTHYECKas CUTyalusl HaitMa Ha pabOThI MPUBUIICTUPOBAHHBIMU JIIOIBMU U UX
pe3ysbTaT HMCCIEI0BaHUS MOKET NMPUBECTH K HaliMy pabOTHHKa Mpexae, 4yeM OyleT 3aKOHYEH
otOop ciyxx0o0ii 6e3omacHocTH. TpeboBaHue K OTOOPY CIyk00il Oe30MacHOCTH, KOTOpoe Oyjaer
3aKOHYEHO Tepe] HAMOM, SIBJISICTCSI HOPMaJIbHOM M caMblii 0€3011aCHOM TTPAKTUKOM.

OzpaHu4eHUs UHMe2pupO8aHUSs HOBbIX U CyWecmsyowux KoHmponel:

YacTo mpomycKaeTcss MHTETPalusi HOBBIX KOHTPOJICH B CyIIECTBYIOIINE HHPPACTPYKTYPHI
U B3aUMO3aBHCHMOCTb MEXIy KOHTpojsiMu. He Moryr serko OBITH OCYIIECTBIEHBI HOBBIE
KOHTPOJIM, €CJIU €CTh HECOBMECTHUMOCTh MJIM HECOBMECTUMOCTb C CYIIECTBYIOUIUMH KOHTPOJISIMHU.
Hanpumep, miaH Mcnosb30BaTh OMOMETPUUECKUX MApKepOB ISl KOHTPOJIS (PU3MUECKOro J10CTyIa
MOXET BbI3BaTh KOH(IIMKT ¢ 0a30BOH CyIIECTBYIOLICH CHCTEMOM KOHTpoist goctyrnoM Tuna PIN-pad.
CrouMOCTh M3MEHEHUS OT CYIIECTBYIOUIMX KOHTPOJIEH A0 3aljJaHUPOBAaHHBIX KOHTPOJIEH TOJDKHA
BKJIIOYATh 3JIEMEHTHI, KOTOphIe OyAyT J00aBIEHBI K MOJIHON CTOMMOCTH 00paboTKH prcka. Moxer
OBbITh HEBO3MOYKHBIM OCYILIECTBUThH BBIOPAHHBIE KOHTPOJIN M3-3a IOMEX C TEKYLUMH KOHTPOJISIMHU.
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